Office of Resolution Management (ORM)
Policy / Guidance for
Release of Information from EEO Files
(Revised February 2007)

Overview

The primary responsibility of the Office of Resolution Management (ORM) is to
process VA employee discrimination complaints. Thus this policy will focus on
responding to requests for information from EEO complaint files. In
administering Freedom of Information Act (FOIA) procedural requirements, ORM
should do "everything possible to promote openness in Government and to
respond to requests for information in a customer friendly manner.

Freedom of Information Act (FOIA)

The Freedom of Information Act (FOIA), enacted in 1966, generally provides that
any person has a right of access to federal agency records. This right of access
is enforceable in court except for those records that are protected from disclosure
by the nine exemptions to the FOIA. The FOIA provides access to all federal
agency records (or portions of those records) except those that are protected
from release. The nine exemptions to the release of information under FOIA
cover such material as: (1) classified national defense and foreign relations
information, (2) internal agency personnel rules and practices, (3) material
prohibited from disclosure by another law, (4) trade secrets and other confidential
business information, (5) certain inter-agency or intra-agency communications,
(6) personnel, medical, and other files involving personal privacy, (7) certain
records compiled for law enforcement purposes, (8) matters relating to the
supervision of financial institutions, and (9) geological information on oil wells.

Copies of the FOIA and Privacy Acts, as well as other relevant information can
be found on the Department of Justice Website www.usdoj.gov/oip.

Timeframe for Releasing Information under FOIA

Responses to FOIA requests must be provided within 20 working days of the
date of receipt. (Previously, a response was required within 10 days, but the
Electronic Freedom of Information Act Amendments of 1996 increased it to
twenty). An interim response must be sent to the requester within the 20 day
timeframe if full disclosure is not possible due to delays in retrieving or reviewing
the requested information.



http://www.usdoj.gov/oip

Privacy Act

The Privacy Act, 5 U.S.C. 552a, applies to any records about an individual which
are retrieved by that individual’s name or personal identifier (such as Social
Security or C-File number). The Privacy Act prohibits disclosure of any
records about an individual, which are retrieved by that individual’s name
or personal identifier without that individual’s prior written consent, unless
disclosure is specifically authorized by the Act.

Timeframe for Releasing Information under the Privacy Act

Requests for information under the Privacy Act must also be responded to within
20 days of the date of receipt by the office that maintains the requested
information. An interim response must be sent to the requester within the 20 day
timeframe if full disclosure is not possible due to delays in retrieving or reviewing
the requested information.

Appeal Rights

Individuals may file an appeal of a denial of their request for records with the
Office of the General Counsel. They should include in their letter why they
disagree. Their appeal should be sent to: Department of Veterans Affairs, Office
of General Counsel (024), 810 Vermont Avenue, NW, Washington, DC 20420.

The denial response letter should include the following paragraph:

You may file an appeal of the denial of your request for records with the Office of
General Counsel. You should include in your letter why you disagree. Your
appeal should be sent to: Department of Veterans Affairs, Office of General
Counsel (024), 810 Vermont Avenue, NW, Washington, DC 20420.

VA General Counsel Memorandum on Releasing Information from EEO
Files

VA General Counsel (GC) has issued a memorandum entitled, Request for Legal
Opinion on Releasing Information from EEO files (VAOPGC ADV 5-99). This
memorandum is dated March 26, 1999. It outlines the extent to which ORM
employees are authorized to release information from EEO complaint files to VA
management, responsible management officials (RMOs), complainants, and VA
attorneys. It also clarifies when ORM must provide an EEO complainant with a
copy of the investigation file when VA and the complainant have entered into a
settlement agreement during the investigation of a complaint. We have borrowed
heavily from the GC document in fashioning this policy and encourage its use as
a point of reference when making decisions about release of information from
EEO files. A copy of the GC memorandum is attached.



All records from which information is retrieved by the name or personal identifier
of an individual must be maintained in what is called “a Privacy Act system of
records,” published in the Federal Register. The office of Resolution
Management (ORM) maintains one system of records: EEOC/GOVT-1. When
an employee or applicant contacts an EEO counselor, or files a complaint, any
resulting information or documents are placed in a system of records belonging
to the Equal Employment Opportunity Commission (EEOC), but located at the
agency where the complaint was filed. According to the system of records
notice, these files contain information or documents compiled during the pre-
complaint counseling and the investigation of complaints. In VA, such files are
generally maintained at the ORM field office where the complaint was filed. ORM
Field Managers whose office has jurisdiction over the complaint and has custody
of the records will determine whether or not to release these complaint records in
accordance with any instructions from the EEOC and consistent with the Privacy
Act. ORM Field Managers are designated FOIA officers for their facilities.

In addition to the EEOC system of records, VA maintains over eighty other
systems of records. ORM personnel will encounter some of these systems when
performing their duties. Some examples are Patient Medical Records
(24VA136); General Personnel Records (Title 38) — VA (76VA05); General
Personnel Records (Title 5) (OPM/GOVT-1); and Veteran, Employee and Citizen
Health Care Facility Investigation Records — VA (32VAQ0).

As indicated, the Privacy Act prohibits disclosure of records from the EEOC
system of records (or disclosure of information from these records) without the
complainant’s prior written consent, unless an exception applies. Under the
“need to know” exception records may be disclosed to another VA employee
without prior written consent if the employee has a need for that record (or
information from a record) in performing his or her official duties. The Privacy act
provides that such records may be disclosed “to those officers and employees of
the agency, which maintains the record, who have a need for the record in the
performance of their duties.”

Field Managers serve as the Freedom of Information Act (FOIA) officers for their
respective offices by delegation. Tyrone Eddins, External Affairs Manager, is the
Freedom of Information (FOIA) Act officer for ORM. He will provide guidance
and assistance to Field Managers on FOIA issues. The ORM field office having
the records in question should process requests for access to EEO records.
Field Managers and their designees should adhere to the following guidelines
when responding to requests for release of information from EEO complaint files:

Before releasing records to VA employees Field Managers should ensure that
disclosures are commensurate with the need to know and limited to only that
amount of information necessary to assist an employee in the performance of the
duties requiring disclosure. Field Offices should track and document responses
to FOIA requests to ensure timely responses. An on-line FOIA/Privacy Act



tracking system has been developed for use within ORM. This tracking system
should be used to track the receipt of and responses to FOIA requests.

Guidelines

The following guidelines provide an overview of the document disclosure process
that should be followed throughout the complaint investigation process:

The Pre-complaint Counseling Stage

The pre-complaint counseling stage includes all counseling efforts up to, but not
including, the filing of a complaint and preparation of the written Counselor’'s
report. The relevant documents at this stage are the Counselor’s notes, and
documents gathered by the Counselor or provided by the complainant. The
persons likely to request these materials are the complainant (or representative),
RMOs, and facility management.

Disclosure to the Complainant

The complainant has no access right to the records under the Privacy Act, and
therefore, cannot compel the agency to release copies of records from the file at
this stage of the proceedings. There is no regulatory entitlement to these
documents at this stage either. Under EEOC'’s regulatory scheme, in the final
interview, the counselor orally explains what information was obtained in the
pre-complaint counseling, so the complainant can decide whether to go forward
with a formal complaint. In exempting the EEOC system of records, the EEOC
has decided that complainants do not require copies of the documents gathered
or the Counselor’s notes in order to make that decision. They should have
received sufficient oral information in the final interview. Thus, only the oral
information communicated by the counselor in the final interview is required

for disclosure.

Disclosure to the RMO

The purpose of the complaint process is first to evaluate the validity of an
employment discrimination allegation, and, where valid, provide relief at the most
informal level possible. At the counseling stage, the RMO simply needs notice
of, and opportunity to respond to, the allegations raised by the complaint. The
RMO is merely, a witness who has no independent “need to know” what is
contained in the subject documents.

Under the “need to know” exception, the counselor is authorized to disclose a
limited amount of information from the file to the RMO to gain information about
what happened, or to hear the RMO’s side of the events at issue. However, this
exception is not generally broad enough to include a wholesale disclosure of
notes and documents. Furthermore, if ORM counselors determine that it is
necessary to disclose some additional information to an RMO in order to
informally resolve the case, they may do so. Any request from an RMO (without



the complainant’s prior written consent) before an investigation has begun should
be denied as barred by the Privacy Act.

Disclosure to Management

Disclosure should be guided by the reason the information is sought, balanced
against the constraints identified above, i.e., the need to maintain the perception
and reality of a complaint resolution system which is fair and independent of
management. The needs often asserted by management are, first, to consider
settlement of issues raised; second, to know what has transpired at the facility;
and third, to conduct any necessary disciplinary action. As to the first need, both
the EEOC and VA have strong policies in favor of resolving these cases at the
earliest possible stage. In order to do so, management clearly must understand
the issues and what has transpired, in order to evaluate whether settlement is
appropriate. ORM employees could disclose the issues and bases raised by the
complainant during the informal counseling. If management seeks disclosure of
any other information in the file, the need to know would have to be compelling
before disclosure would be authorized. As to the general need to be informed
about what is going on at a facility, ordinarily only general information, sufficient
for management to undertake their own detailed inquiry, would seem to be
authorized. With regard to management’s need for the file for purposes of
discipline, it would almost always be premature to disclose information or
documents from the file at this point in the complaint process for that purpose.

It should be noted that if the manager making the request is also the RMO, the
request should be denied. Such a request should be made from management at
a level above that of the RMO.

After a Formal Complaint is Filed
Request is made Before the Completion of the Investigation

Disclosure to the Complaint

The complainant does not have a right under the Privacy Act to the counseling
stage records. However, EEOC regulations (29 C.F.R. Part 1614) provide that
once a formal complaint is filed, the Counselor must draft a report and submit it
to the applicable ORM field office and the aggrieved person. See 29 C.F.R.
1614.105(c).

Further, the EEOC Management Directive, EEO M-110, provides that the
Counselor must submit the report to the complainant within 15 days after
notification by the EEO officer or other appropriate officials that a formal
complaint has been filed.

Disclosure to the RMO

From the formal complaint filing until the EEO investigator contacts the RMO as a
witness, RMOs do not generally have a need to know which would justify any
disclosures. The counselor has presumably made the RMO aware of the
allegations during the counseling period. The investigator may disclose




information from the file to the RMO in order to uncover more facts, but there is
no need that would justify a broad release of all the documents in the file by the
investigator, or pursuant to the request of the RMO.

Disclosure to Management

ORM employees must assess the reason for the request. For example, if the
request demonstrates a need to know for purposes of assessing settlement
potential, release is authorized to the extent it is consistent with that purpose.
ORM employees would accordingly be authorized to disclose the content of the
relevant portions of the Counselor’'s Report to management pursuant to the
“need to know” exemption. If the request is premised on the more general
interest in what is happening within the organization, the disclosure may be more
limited, or possibly denied. As at the pre-complaint counseling stage, almost all
requests for information for disciplinary purposes would be premature, and thus
could not be honored at that time, under the Privacy Act.

Request is made After the Completion of the Investigation

Disclosure to the Complainant

ORM employees must provide the complainant a complete copy of the
investigative file upon completion of the investigation, consistent with 29 CFR,
Sec. 1614. This includes the pre-complaint documents, the formal complaint, the
acceptability determination, and the appointment of the investigator, sworn
statements, and any other documentary evidence compiled.

Disclosure to the RMO
ORM employees may provide the RMO a copy of his own affidavit.

When the Complainant does not request a Hearing.

The RMO does not need to know any more information, since the RMO has no
role in the only remaining element of the process, i.e. Department decision on the
matter. Any request from an RMO at this stage will be denied as barred by the
Privacy Act.

When the Complainant requests a Hearing.

If the complainant asks for a hearing, the RMO must appear as a witness.
Generally the agency representative represents VA and the RMO.
Representatives are usually Regional Counsel or General Counsel employees,
or Human Resources employees. The agency representative must have a copy
of the entire file. The RMO has no independent "need to know" for the file. ORM
should deny an RMO request under the Privacy Act.

Disclosure to Management.
Management's "need to know" will vary depending on whether a hearing has
been requested.




When the Complainant does not request a Hearing

Management requests for a copy of the investigator's report should be granted at
this stage, since it contains a summary of the evidence. It will satisfy the need
for information by management to determine appropriateness of settlement.

When the Complainant requests a Hearing

Management has a clear need to know the contents of the entire file in order to
consider settlement and to prepare for the hearing. Thus a copy should be
provided. This may often be accomplished by disclosure to the agency
representative.

Request is made after a Final Agency Decision is Issued

Disclosure to the Complainant

The complainant_should have already received a complete copy of the file after
the investigation had been completed. The Administrative Judge makes the
hearing transcript available, and the Office of Employment Discrimination
Complaint Adjudication sends a copy of the decision to the complainant.

Disclosure to the RMO

If an RMO request is made after an OEDCA decision, the request may be denied
unless discipline has been proposed. If discipline is being considered, the RMO
should have all pertinent information in order to ensure that the Department
properly considers all points of view. All portions of the file that reasonably relate
to the disciplinary charges should be disclosed pursuant to the need to know
exception.

Disclosure to Management

If discrimination has been found, management must consider whether discipline
should be taken against the RMO, and whether other preventative measures
need to be undertaken. That portion of the file needed for disciplinary purposes,
including transcripts, hearing exhibits, and a copy of the investigation file (if not
already provided), should be made available. If preventative measures are
indicated, more information may be disclosed under the need to know exception.
If there is no finding of discrimination, the decision alone would ordinarily be
sufficient to meet management needs.

Fees

The Freedom of Information Reform Act of 1986, authorized agencies to assess
reasonable fees for document duplication. Fees to be charged for making copies
of records should not include the cost of any search for and review of the
records. The fees will be as follows: $0.15 per page after first 100 one-sided
pages. See 38 CFR, 1.577(f).



Reporting
ORM is required to submit an annual Freedom of Information Act report that

reflects the FOIA activity for the past fiscal year. Field Offices should use the
FOIA tracking system to record and report information for the report.

References

As mentioned earlier in this document, this policy statement is intended to give
guidance to ORM personnel for handling FOIA/Privacy Act requests as they
relate to EEO records. Reference should be made to the GC document and the
"Freedom of Information Act Guide & Privacy Act Overview", May 2000 edition
which give discussion in further detail concerning disclosure of records.

VA Directives and Guidance
ORM is also following Department-wide requirements and guidance for the
protection of VA data and equipment. These include:

e VA Directive 6504, Restrictions on Transmission, Transportation and Use
of, and Access to, VA Data Outside VA Facilities.
e VA Directive 6601, Removable Storage Media
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Addendum to
Office of Resolution Management (ORM)
Policy/Guidance for
Release of Information from EEO Files

When an ORM Employee Receives Information or Material that Violates the
Privacy Act

The following describes the process ORM staff must follow when they discover
that information submitted by a complainant in support of their EEO complaint is
inappropriate for inclusion in the EEO complaint file. This entails material such
as health record, private information, etc., protected by the Privacy Act and no
authorized release of information is evident.

Privacy Act protected information such as medical information/documents and
other personal information of a third party is commonly protected information. If
a violation occurs do the following:

1) Immediately notify the Field Manager or designee.
2) ldentify the field facility that has ownership of the documents/records.

3) Prepare a letter to the complainant to notify him/her that the documents will
be transferred to the Director of the Field Facility (see sample copy attached).
This letter should be prepared for and signed by the Field Manager only. If this is
not possible due to the Field Manager’s long term absence from work, the
designee should sign it. Attach a copy of the letter in the WBTS to the
complainant’s electronic case management folder under Tab 22 (miscellaneous).

4) Never send the protected information back to the complainant.

5) Prepare a letter to the Director of the field facility to alert that a possible
Privacy Act violation has occurred and enclose the original medical

L If the protected information belongs to someone other than a VA employee immediately contact the Office
of General Counsel for guidance before taking any action.
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documentation or personal information with the letter.? This letter should be
prepared for and signed by the Field Manager only. If this is not possible due to
the Field Manager’s long term absence from work, the designee should sign it.
Attach a copy of the letter to the Director in the WBTS to the complainant’s
electronic case management folder under Tab 22 (miscellaneous).

Do not scan the documentation in question in the Web Based Tracking System
(WBTS). Do not maintain a copy in the office. Use Federal Express to send the
package to the director for tracking purposes.

6) The Field Facility Director in conjunction with Regional Counsel will
determine how and who should notify the employee(s) whose privacy was
violated.

When a Violation/Breach of the Privacy Act Occurs by an ORM Employee

The following describes the procedures to follow when an ORM employee
violates the Privacy Act.? Itis important to note that when an ORM employee is
found to be in violation of the Privacy Act substantial liability can ensue and
possible lawsuits for the department as well as disciplinary action.

A violation/breach occurs when privacy protected information such as medical
information/documents and other personal information is disclosed to a third
party who does not have the need to know. If this happens do the following:

1) Immediately notify the Field Manager and the ORM Privacy Act Officer or
alternate and the Chief Operating Officer or designee. Failure to do so
immediately raises the consequences to the level of negligence and
carelessness which can result in serious consequences including discipline.

2) An informal inquiry into the matter will be conducted by the Field Manager to
determine if there is evidence that the violation was intentional or an
unintentional error.

3) The employee involved will be requested to prepare a Report of Contact on
Standard Form 119 to describe the events surrounding the violation (see sample
copy attached). Once the report is completed a copy should be provided to the
Field Manager who will a. Attach a copy to the WBTS to the complainant’s
electronic case management folder under Tab 22 (miscellaneous).

% In instances at the informal stage where the complainant has requested to remain anonymous, the
employee’s name should not be disclosed in the letter to the director. If the Director asks for the name of
the individual for counseling purposes, consult with General Counsel immediately.

® This does not involve instances where there is a need to know. When in doubt always contact the ORM
Privacy Act Officer for guidance. The ORM Privacy Act Officer is Tyrone Eddins and the Alternate is
Terry Washington.
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4) The Field Manager must prepare a Report of Contact to explain the results of
the informal inquiry into the disclosure incident. The report should include an
assessment of fault and disclosure of the steps taken to correct the violation. A
copy must be provided to the ORM Privacy Act Officer.

5) Ifitis determined that the Privacy Act violation was the result of an
unintentional act, the employee can be subjected to disciplinary action. The
disciplinary action will be determined by three factors:

a) the nature and seriousness of the violation;
b) the past discipline of the employee;
c) the Douglas Factors.

6) If it is determined that the Privacy Act violation was intentional, the penalty
imposed may range from reprimand to removal. Further investigation into the
disclosure may be required by the Office of Inspector General.

7) The ORM Privacy Act Officer will prepare a report and submit it electronically
through the Privacy Violation Tracking System.

8) The ORM Privacy Act Officer along with the Chief Operating Officer will
determine how and who will notify the individual(s) whose privacy has been
violated.

Lillette Turner
Chief, Policy and Compliance
April 7, 2006

11



12

12



	Overview
	Privacy Act
	Timeframe for Releasing Information under the Privacy Act
	Appeal Rights 
	Guidelines 
	The Pre-complaint Counseling Stage
	Disclosure to the RMO
	Disclosure to Management

	References

