USCG Institute Job Aid: Creating & Applying a Digital Signature

1 Create a Digital Signature in Adobe Acrobat
Open Adobe Acrobat 7.0 Standard.

2 Select the Advanced tab.
From the dropdown menu, then select:
Security Settings

3 The Security Settings popup will open.

Click on Digital IDs in the left menu. The
Manage My Digital IDs window will open.

Click on Add ID in the top menu.

4 The Add Digital ID popup will open.

Click the radio button next to Create a Self-
Signed Digital ID.

Click the Next button to continue.
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5 The Add Digital ID popup will open with
an explanation of the Digital ID.

Click the Next button to continue.

6 The Add Digital ID popup will open with
an explanation of the Digital ID.

Click the radio button next to New PKCS#12
Digital ID file.

Click the Next button to continue.
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1 The Add Digital ID popup will open.

Fill out Name, Organization Unit,
Organization Name and Email Address.

Leave Country/Region set to US.

Do not click the Enable Unicode Support
box.

Leave the Key Algorithm set to 1024-bit
RSA.

In the Use Digital ID for: dropdown menu,
select Digital Signatures and Data
Encryption.

Click the Next button to continue.

8 The Add Digital ID popup will open.
Click the Browse button and select a
location to save your digital signature file on
your computer.

Enter a Password.

Confirm Password by reentering the same
password.

Click the Finish button. The Add Digital ID
popup will close.

9 The new Digital ID will appear In the
Security Settings window.

If the Digital ID does not appear in the list,
click the Refresh button.

The Digital ID is now ready to be applied to a
PDF form as a Digital Signature.
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' Apply a Digital Signature in Adobe Acrobat
Open the pdf form in Adobe Acrobat 6.0 Professional.
(Note: You must close Adobe Reader 7.0 before opening Adobe Acrobat 6.0 Professional.)

11 Locate the Signature field. The
Signature field will have a small red

arrow indicating it is setup for a digital
signature.

Click in the blue signature box.

n The Alert — Document Is Not
Certified popup will appear.

Click the Continue Signing... button.

13 The Data Exchange File — Digital
ID Selection popup will appear.

If you have used your digital signature
file before, it will appear in the box
under My Digital IDs.

If this is the first time you have used
your digital signature, click the Add
Digital ID button.
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“ The Add Digital ID popup will
open.

In the Import Digital ID File section,
click the Click here to browse for an
existing Digital ID file button.

Locate and select your saved Digital ID
file.

15 The Data Exchange File — Digital
ID Selection popup will reopen.

Your name should now appear in the
My Digital IDs list.

Click the OK button.

“ The Certificate Security — Alert
popup will open.

Click the OK button as shown in the
figure below. You will see a green
check mark next to your name in the
Signature block indicating that your
digital signature is complete.




