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The elementary CBC{MAC

M1 M2

E E EK K K

T

C1 C2

Mm

C0 = 0n

Ci = EK(Mi � Ci�1) for i in 1 � � �m

T = Cm

RMAC: a new construction



Analysis of the elementary CBC{MAC

� Proven secure for �xed-length messages [BeKiRo-94]

� Insecure when message length varies

M1 T

M1

M1

T

T

RMAC: a new construction
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Description of DMAC

M1 M2

E E EK K K

EK’

Output T

C1 C2

Mm

C0 = 0n

Ci = EK(Mi � Ci�1) for i in 1 � � �m

T = EK 0(Cm)

RMAC: a new construction
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Tight bound: Attack with birthday paradox

� Output T has size n bits

� Query
p

2n = 2n=2 messages M i

� ) with high probability 2 messages M(1) and M(2) s.t.

T (1) = T (2)

� 8M 0; DMAC(M(1)jjM 0) =DMAC(M(2)jjM 0)

M’

M’

M1

M2

RMAC: a new construction
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Description of our solution: RMAC

M1 M2

C1 C2

f1 f1 f1

Mm

f2  (R)

T R

Random blocks Generator

C0 = 0n

Ci = f1(Mi � Ci�1) for i in 1 � � �m

T = f
(R)

2 (Cm)

MAC = (T;R)

RMAC: a new construction
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Application to the AES

AES k1AES k1
AES k1 AES k1

M1 M2 M3

CBC output

RMAC output

Mn

AES        k2   R 
C0 = 0128

Ci = AESK1
(Mi � Ci�1) for i in 1 � � �m

T = AESK2�R(Cm)

RMAC(M) = (T;R)

RMAC: a new construction
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