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1 Intr oduction

The CBC MAC is the customaryway to make a messageauthenticationcode(MAC) from a block cipher. It is the
subjectof severalstandards,including[1, 5, 6]. It is well-known andwell-understood.Givenall this, it seemslikely
that theCBC MAC will bestandardizedasanAES modeof operation.In this notewe suggesta niceversionof the
CBC MAC thatonemight selectfor this purpose.

We recall that the CBC MAC actuallycomesin a numberof differentversions.Theseversionsdiffer in details
involving padding (whatto dowhenamessageis not anon-zeromultipleof theblock length),length-variability (how
to properlyauthenticatemessagesthatcomein a varietyof lengths),andkey-search strengthening (makingthemode
moresecureagainstkey-searchattacks).

Our CBC MAC variantis describedin [4], whereit is calledXCBC. Let usnow review this MAC’s definition,as
well asthedefinitionfor thebasicCBC MAC.

2 CBC MAC

Let
���������

denotethe enciphermentof an 	 -bit block
�

usingkey 
 anda block cipher
�

. For concretenesswe
assumethat

����
����
, so 	 ������� . Let ����� denotethe bitwise exclusive-or of � and � . Let ��� � denotethe

concatenationof strings � and � andlet !"�#! denotethelength,in bits,of � . Let $&% denote' zero-bits.

BasicCBC MAC. To authenticatewith thebasicCBCMAC,onestartswith amessage( whoselengthis apositive
multiple of 	 , anda key 
 for

�
. Let (*)+�,(.-���/0/1/2�,(�3 � ( with !"( % !

� 	 for
�.4 ' 465 . Thenthe

CBC MAC of ( is definedas 783 , where7 %
�9�:�;� ( % ��7 %=< )

�
for
�>4 ' 425 and 7@? � $&A .

We remindthereaderof thewell-known fact that theCBC MAC (asjust defined)is insecure acrossmessagesof
varyinglengths—infact,it is trivial to produceforgeriesfor somesecondmessagegiventheMAC of somefirst mes-
sage.(On theotherhand,thebasicCBC MAC is demonstrablysecureacrossmessagesof someonefixedlength[2],
while minorvariantsof theCBC MAC areprovablysecureacrossmessagesof varyinglengths[8, 4].)

Extending the Domain. To extendthedomainof theCBC MAC to includemessagesof arbitrarybit length,andto
obtainsecurityacrossvaryingbit lengths,westartwith amessage(CB+D�$FE ��GIH andthreekeys, 
 � , 
 � , and 
KJ . The
key 
 � is of thedesiredlengthfor

�
, while 
 � and 
 J are	 -bit strings.Let

5��*L;M�N D � E;OP!"(Q!SR�	UT G andwrite (
as ( � ( ) �V( - �W/0/1/.�V( 3 , where !"( % !

� 	 for
�X4 'ZY 5 . We thencomputethe MAC asfollows. When

!"(Q! is a positive multiple of 	 , modify the last block of ( by XORing in the key 
 � , andthencomputethe basic
CBCMAC underkey 
 � , When !S(Q! � $ or !S(Q! is notdivisibleby 	 , pad ( by appendingasingle

�
bit followedby

theminimumnumberof $ bitsneededto bring !"(Q! upto thenext multipleof 	 , thenmodify thelastblockby XORing
in thekey 
KJ , andthencomputethebasicCBC MAC underkey 
 � . SeeFigure1 andthefollowing description.
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Figure1: ThesuggestedCBC MAC using
�

andkeys 
 � , 
 � , 
KJ . On the left is thecasewhere !"(Q! is a positive
multiple of 	 ; on theright is thecasewhere !"(Q! is not apositivemultipleof 	 .

Algorithm [ 
Z\]� )_^ � -`^ ��a&� ( �
if !"( 3 ! � 	

then 
cbd
 � , and e�bd(
else 
cbd
KJ , and e�bd(f� � $&% , where'�bg	.h � hi!"(Q! L;j#k 	

Let e � e ) /1/0/�e 3 , where !"e ) ! � /1/0/ � !"e 3 ! � 	
7 ? bl$&A
for '�b � to

5 h � do
7 % b

� � ) � e % �m7 %=< )
�

return
� � ) � e 3 ��7 3 < ) �m


�

KeyDerivation. Onemaypreferto regardtheMACkey assomen -bit string 
 , wheren is thelengthof theAESkey,
andexplicitly derive

� 
 � E1
 � E1
KJ � from 
 . Thecustomaryapproachfor doingthis is to applyapseudorandomfunc-
tion (sayAES itself) keyedby 
 , to distinctpoints;set 
 � to bethefirst n bits of

�:�,�o\pj�qsrutv��
w� � �:�,�o\pj�qsrutv��xy� ,
set 
 �z�{�����o\pj�qsrut|�}� , andset 
KJ �{�:�,�|\pjIqsrut J � .

3 Advantages

Theschemejustdescribedhasseveraladvantagesovercomparablemodes.We list theprincipalones.

Arbitrary MessageLengths. Whereascorrectoperationof the basicCBC MAC requiresmessagesto be of one
fixedlength,thespecifiedMAC workscorrectlyon messagesof varyinglengths.Furthermore,theselengthsneednot
bea multipleof theblock length—any bit stringwill do. While thereareotherapproachesthatsupportoneor bothof
theseproperties,thestoryon this hasnever beensimpleor clear. Sincein practicevariable-lengthmessagesarethe
norm,asaremessageswhoselengthis notamultipleof 128bits,webelievethatany MAC definedasaNIST standard
shouldcorrectlydealwith messagesof any length.

Efficiency. For any CBC MAC variant, the major computationaleffort is expendedin computingthe underlying
block cipher. Our schemeusesa minimum numberof AES invocations:onefor eachblock of message,or fraction
thereof:

L;M�N D � EZO~!S(Q!"R ����� T G block-ciphercallsin all.

Simplicity and Familiarity . Becausethe algorithm is simple and familiar, implementationswill be easily done.
SincetheCBC MAC haslong-beenacceptedandtrusted,we expectthatthis variantwill beaswell.

No Re-Keying. Whereassomecompetingschemes(e.g., in [1, 3]) would requireinvoking
�

with two or three
differentkeys, themethodhererequiresonly onekey. Thereforeany key-setupcostsareminimized. This enhances
efficiency in bothsoftwareandhardware.
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Proven Security. The above efficiency characteristicsare not obtainedat the expenseof security. In fact, what
hasbecomethe “standard”cryptographicassumptionabouta block cipher’s security—thatit is a “pseudorandom
permutation”[7, 2]—is enoughto provethesecurityof theCBC MAC variantpresentedhere.See[4], which proves,
roughlysaid,thatanattacker’sprobabilityof forgeryafterseeing� messageswith lengthsatmost

5
blocksis nomore

than � 5 - � - R � )�-u� . Concretely, if anattacker saw 1000messagespersecondfor a month,andnoneof thesemessages
waslongerthan10,000bytes,his chancesof forginga new messagewouldbelessthan1 in 10 trillion.

4 Disadvantages(Actual and Perceived)

Mandatory Serial Evaluation. It is not possibleto extract muchparallelismwhencomputingthe CBC MAC, in
any of its variants. This hasnot beentoo seriousa drawbackin the past(authenticationfor Gbit networks beinga
notableexception),but it couldbecomea moresignificantdrawbackin thefuture.

No Added Resistanceto Key-Search Attacks. While otherCBC MAC variantsuseadditionalkeys to improve
resistanceto key-searchattacks,what is presentedheredoesnot. Onecanperforman exhaustive key-searchon the
MAC presentedjust asefficiently ason the underlyingAES primitive. But this concern,quiteappropriatefor DES,
wouldseemto bemootfor AES.
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