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1 Intr oduction

The CBC MAC is the customaryway to make a messageauthenticatiorcode(MAC) from a block cipher It is the
subjectof several standardsincluding[1, 5, 6]. It is well-known andwell-understoodGivenall this, it seemdikely
thatthe CBC MAC will be standardizedsan AES modeof operation.In this notewe suggest nice versionof the
CBC MAC thatonemight selectfor this purpose.

We recallthatthe CBC MAC actuallycomesin a numberof differentversions. Theseversionsdiffer in details
involving padding (whatto do whena messagés not anon-zeramultiple of the blocklength),length-variability (how
to properlyauthenticatenessagethatcomein a variety of lengths),andkey-search strengthening (makingthe mode
moresecureagainskey-searchattacks).

Our CBC MAC variantis describedn [4], whereit is calledXCBC. Let usnow review this MAC’s definition, as
well asthe definitionfor the basicCBC MAC.

2 CBCMAC

Let Fx(X) denotethe enciphermenbf ann-bit block X usingkey K anda block cipher E. For concretenesw/e
assumehat £ = AES, son = 128. Let a @ b denotethe bitwise exclusive-orof ¢ andb. Leta || b denotethe
concatenatiof stringsa andb andlet |a| denotethelength,in bits, of a. Let 0! denotei zero-bits.

BasicCBC MAC. To authenticatevith thebasicCBC MAC, onestartswith amessagé/ whosedengthis apositive
multiple of n, andakey K for E. Let My || My || --- || M, = M with |M;| = nfor1 < i < m. Thenthe
CBCMAC of M is definedasC,,,, whereC; = Ex(M; ® C; ;) for1 <i <mandCy = 0".

We remindthe readerof the well-known factthatthe CBC MAC (asjust defined)is insecure acrossmessagesf
varyinglengths—infact, it is trivial to produceforgeriesfor somesecondnessaggiventhe MAC of somefirst mes-
sage.(On the otherhand,the basicCBC MAC is demonstrablysecureacrosamessagesf someonefixedlength[2],
while minor variantsof the CBC MAC areprovably secureacrossnessagesf varyinglengthg[8, 4].)

Extending the Domain. To extendthedomainof the CBC MAC to includemessagesf arbitrarybit length,andto
obtainsecurityacrosssaryingbit lengths we startwith amessagé/ < {0, 1}* andthreekeys, K1, K2,andK 3. The
key K1 is of thedesiredengthfor E, while K2 and K'3 aren-bit strings.Let m = max{1, [|M|/n]} andwrite M
asM = M, || My || --- || Mm, where|M;| = nforl < i < m. We thencomputethe MAC asfollows. When
| M| is a positive multiple of n, modify the lastblock of M by XORingin thekey K2, andthencomputethe basic
CBCMAC underkey K1, When|M| = 0 or | M| is notdivisible by n, pad M by appendingsingle1 bit followedby
theminimumnumberof 0 bits neededo bring | M| upto thenext multiple of n, thenmodify thelastblock by XORing
in thekey K3, andthencomputethebasicCBC MAC underkey K'1. SeeFigurel andthefollowing description.
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Figurel: ThesuggesteBC MAC usingE andkeys K1, K2, K3. Ontheleft is the casewhere| M | is a positive
multiple of n; ontheright is the casewhere| M| is not a positive multiple of n.

Algorithm MACk1 k2, x3(M)
if |M,,| =n
then K — K2,andP «— M
elseK « K3,andP « M | 10, wherei < n — 1 — |M| mod n
LetP =P --- Py, where|Pi| =---=|Py|=n
Oo — O™
fori«— 1tom —1do
Ci — Ex1(P; & Ci1)
return Ex1 (P, ® Cr—1 ® K)

KeyDerivation. OnemayprefertoregardtheMAC key assomek-bit string K, wherek is thelengthof the AES key,
andexplicitly derive (K1, K2, K3) from K. ThecustomarnapproacHor doingthisis to applyapseudorandorfunc-
tion (sayAES itself) keyedby K, to distinctpoints;set K'1 to bethefirst k bits of Ex (Const1A) || Ex (Constl1B),
setK2 = Ex(Const2), andsetK3 = Fx (Const3).

3 Advantages

The schemgust describechasseveraladvantage®over comparableanodes.We list the principalones.

Arbitrary MessagelLengths. Whereascorrectoperationof the basicCBC MAC requiresmessageto be of one
fixedlength,the specifiedVIA C works correctlyon messagesf varyinglengths.Furthermorethesdengthsneednot

beamultiple of theblock length—auy bit stringwill do. While thereareotherapproachethatsupportoneor both of

thesepropertiesthe story on this hasnever beensimpleor clear Sincein practicevariable-lengthmessagearethe

norm,asaremessagewhoselengthis notamultiple of 128bits, we believe thatary MAC definedasaNIST standard
shouldcorrectlydealwith messagesf ary length.

Efficiency. For any CBC MAC variant,the major computationakffort is expendedin computingthe underlying
block cipher Our schemeusesa minimum numberof AES invocations:onefor eachblock of messageor fraction
thereof:max{1, [|M]/128]} block-ciphercallsin all.

Simplicity and Familiarity . Becausehe algorithmis simple and familiar, implementationswill be easily done.
Sincethe CBC MAC haslong-beeracceptedndtrusted,we expectthatthis variantwill beaswell.

No Re-Keying. Whereassomecompetingschemege.g.,in [1, 3]) would requireinvoking £ with two or three
differentkeys, the methodhererequiresonly onekey. Thereforeary key-setupcostsare minimized. This enhances
efficiency in bothsoftwareandhardware.



Proven Security. The above efficiengy characteristicsre not obtainedat the expenseof security In fact, what
hasbecomethe “standard” cryptographicassumptiorabouta block cipher’s security—thatit is a “pseudorandom
permutation’[7, 2]—is enoughto prove thesecurityof the CBC MAC variantpresentedhere.See[4], which proves,
roughlysaid,thatanattacler’s probability of forgeryafterseeing; messagewith lengthsat mostm blocksis nomore
than5m?2q? /2128, Concretelyif anattacler sav 1000messagepersecondor amonth,andnoneof thesemessages
waslongerthan10,000bytes his chance®f forging a nev messagevould belessthanl in 10 trillion.

4 Disadvantages(Actual and Percewved)

Mandatory Serial Evaluation. It is not possibleto extract much parallelismwhencomputingthe CBC MAC, in
ary of its variants. This hasnot beentoo seriousa drawbackin the past(authenticatiorfor Gbit networks beinga
notableexception),but it couldbecomea moresignificantdrawbackin the future.

No Added Resistanceto Key-Seach Attacks. While other CBC MAC variantsuse additionalkeys to improve
resistanceo key-searchattackswhatis presentederedoesnot. Onecanperforman exhaustve key-searchon the
MAC presentedust asefficiently ason the underlying AES primitive. But this concern,quite appropriategor DES,
would seemto bemootfor AES.
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