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The Social Engineering training begins by asking the learner to enter personal information for a 
plausable purpose. The learner has two options: entering the information or selecting the Continue 
button. All screens provide audio narration and display the audio script in the foot of the screen.



The learner will then receive feedback stating that by entering the information, he or she could have 
become a victim of social engineering.
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An overview screen provides a definition of social engineering, animated examples of social engineering, 
and the types of loss that can occur from social engineering. A summary of these main points completes 
the animation. Learner context is reinforced throughout the courseware by using consistent icons to 
represent the social engineer and three major consequences that can result from falling victim to social 
engineering. The learning context is also maintained in summaries by placing consequences in the red text 
box, while techniques and methods are placed in charcoal text boxes.
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The learner is situated in an animated office environment as typical workday scenarios are 
presented. The first scenario presents an email requesting assistance in securing a 35 million 
dollar settlement payout in exchange for private bank account information. 
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After the scenario is presented, the learner is asked what action to take. The learner receives relevant 
feedback and additional information on the type of social engineering encountered.
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A review of key points specific to the email bank fraud scenario is presented. Information on how to protect 
against this type of social engineering is presented with a warning box indicating identity theft and financial 
loss as the consequences for being duped.
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The second scenario presents a telephone survey fraud. The learner must decide how to respond. A 
correct decision in this case is rewarded with positive reinforcement in the feedback.
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Two additional survey fraud scenarios are presented: printer buffer memory availability and a printer toner 
scam. These scenarios offer the learners the opportunity to expand their understanding of the implications 
of answering telephone survey questions.
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The third scenario addresses the prevalence of phishing as a common social engineering technique. As 
shown here, this method can use a seemingly legitimate bank interface and even reference a toll free 
number to call. 
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Students are presented with another social engineering technique called spear phishing. The spear 
phishing scenario demonstrates how attackers attempt to hack into information systems through seemingly 
legitimate email queries or via web links. Here is the screen summary.
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A scenario of impersonation demonstrates how easily a worker can be duped by this social 
engineering technique. The technical support impersonator wears the company logo shirt, 
carries a labeled “Software Upgrade” disk, and is very personable on the approach.
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This impersonation scenario emphasizes how trusting personnel can be in the workplace. It also 
illustrates the severe consequences to federal information security systems that can result from being 
duped by an impersonator.
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The training concludes with an animated summary of social engineering techniques, the methods of 
protecting against social engineering attacks and scams, and the resulting consequences.

Consequences/
Risks

Consequences/
Risks

Social 
Engineering 
Techniques 

Social 
Engineering 
Techniques

Methods to 
Protect against 

Social 
Engineering 

Methods to 
Protect against 

Social 
Engineering


	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14

