FISSEA Poster, Website and Security Trinket Contest

Entry Form

PLEASE REVIEW RULES BEFORE COMPLETING ENTRY FORM. All entries must be received by February 5, 2008.
NO LATE ENTRIES WILL BE ACCEPTED. E-mail entries to fissea-contest@nist.qov.

Name of submitter: Christina Painton, Carney, Inc., Developer. Prime Contractor: SAIC, End Customer: DISA.
Organization: Carney, Inc.

Type of entry (poster, website, newsletter, motivational item and/or training/educational exercise/scenario):

Training > educational exercise/scenario

Title of Entry:

Social Engineering Short™

Description of Entry:

This interactive scenario-based presentation places learners in an immersive office environment and
provides them with events that represent attempts at social engineering. Questions simulate the real-life
decision-making that occurs in a potential social engineering attempt. Feedback provides detailed content
around social engineering. The purpose of this training is to enable learners to recognize social engineering
attempts and take the appropriate actions to avoid the potential losses that social engineering can cause.
This lesson is available to the DoD community of over 5,000,000 users.
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Name:

Enter the requested information or select Continue
to proceed directly to the presentation.
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The learner will then receive feedback stating that by entering the information, he or she could have
become a victim of social engineering.
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An overview screen provides a definition of social engineering, animated examples of social engineering,
and the types of loss that can occur from social engineering. A summary of these main points completes
the animation. Learner context is reinforced throughout the courseware by using consistent icons to
represent the social engineer and three major consequences that can result from falling victim to social
engineering. The learning context is also maintained in summaries by placing consequences in the red text
box, while techniques and methods are placed in charcoal text boxes.
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Social Engineering Overview

ConSE?Sukesnces/ : Possible Results of Social Engineering

DoD Information

Identity Theft Financial Loss Systems Access

Techniques Basis for social engineering: Methods of social engineering:

* Helpfulness
* Respect for authority
* Interest in personal gain

Conversation
Telephone
Email
Internet
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The learner is situated in an animated office environment as typical workday scenarios are
presented. The first scenario presents an email requesting assistance in securing a 35 million
dollar settlement payout in exchange for private bank account information.

Office
Environment

Scenario 1:
Email Bank
Fraud

.\S‘C:n arfo 1
:00 AM

Subject: ATTN: Your money B waling

William Cllaandiar
Republic of Liganda
Katangalta Dislrick

ATTH: Your manay is waiting

This i o inform you that you have baen recommaended by a secum sourca 1o be very mliabla
I'want fo give you 5 million LIS dollars. | have been awarded a 535 millon settiemant from a
Ugandan humnrr:.s Chur =u|;|pm-.mw1 Ugandan govememaent doas nof allw for dnp-m.t: this lamge o

S35 million sotlement inla your account. Your acoount waill provida a temparary location that my
govemment cannaot access. This money will ba hald in your sccount for T business days. | will then
A5k you o transfor 230 milion back fo ma, maving yau with 55 million b do with as o wish

Please do nat contact anyone except for ma, my government will causa me graat ham

Very sincerely yours,

William Oleandar

-
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After the scenario is presented, the learner is asked what action to take. The learner receives relevant
feedback and additional information on the type of social engineering encountered.
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What action
should be What should you do next? Select the best course of action.
taken? When you are finished, select Done.

Provide your banking information

and plan how you will spend the
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Dangerous choice. This is a common
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A review of key points specific to the email bank fraud scenario is presented. Information on how to protect
against this type of social engineering is presented with a warning box indicating identity theft and financial
loss as the consequences for being duped.
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How to Recognize Email Bank Fraud.

* Promises instant wealth
+ Asks for your bankig
+ Demands sa

Scenario
recap of
salient
points for
recognizing
email bank
fraud

“ou just encountered an example of email bank fraud, which i

during the scenario to identify the key points thatwill kelp you
that he will share with you if you provide him with your bank ac

The sender explains that it his government learns af this settlement mc

provided by Carney, Inc.
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Email Bank Fraud
—| ATTH: Your money is waiting - Message (HTML)

o .
I have been awarded a $35 million settlement from

- a Ugandan business.

F Sent:  Fri3/2/2007 12:07 PM

T
‘1 need your assistance in providing your American

bank account information so | can deposit the $35
 million settlement into your account.

ATTN: Your money is waiting

Your account will provide a temporary location
& J

allow for depasits this large to come from within our couniry. If the Unandan government

If the Ugandan Government learns of this money)
they will seize it.
I

lot access. This maney will be held in your account for 7
Vou to transfer $30 million back o me, l=aving you with §5
& ansfer $30 million LW

Please do not contact anyone except for me, m

busf
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Email Bank Fraud

s sometir
recognize
count infc

Summary of
Techniques

A

Summary of
Methods of
Protection

Risks of
Email Bank
Fraud

How to Recognize Email Bank Fraud: How to Protect Yourself

= Promises instant wealth
= Asks for your banking information
» Demands secrecy
+ Has many variations includi
= Sender's countg
= Source g

Do:

¥ Delete email from senders you don't know
¥ Delete emails that are potentially scams
Don't:

X Respond to this type of email

Zit money
ioney

“est for money upfront to
process transaction

X Provide personal financial information to anyone over email
X Forward to your IAO

What's At Risk?

Driver's Licens®

ApaseTeet?
Joun SWTH

(' PAUSE 4 5014 p
| vou just encountered an example of email bank fraud, which is sometimes referred to as 419 fraud, after the criminal code itviolates. Let's review the ermnail you saw
during the scenario to identify the key points that will help you recoonize other bank fraud emails. The sender informed you that he had access to a large sum of money
| that he will share with you ifyou pravide him with your bank account information. Your account will supposedly serve as a temporary shelter for the settlement money.
| The sender explains that if his government learns ofthis settiement money they will seize it, soyour discretion is critical. In reality, there is no settlement money. Ifyou
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The second scenario presents a telephone survey fraud. The learner must decide how to respond. A
correct decision in this case is rewarded with positive reinforcement in the feedback.
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Scenario
11:30 AN

Scenario 2:
Telephone
Survey
Fraud
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Itis almost lunchtime when your phane rings. Good morning! I'm conducting a short survey to identify the types of camputers used most by local organizations. | L 11:30 AM
promise | am not selling anything. Would you please answer a few guick questions far me? What should you do next? Selectthe best answer; then select Done

-

YYIIdL SNouid you 4o rnexir oSIeCL 1Ne pesL course ol action.
When you are finished, select Done.

Positive ettt Smart choice! The telephone survey could

Feedback be a type of social engineering. Select the

# Do not answer any questions and forward arrow to learn more.
end the call.




Two additional survey fraud scenarios are presented: printer buffer memory availability and a printer toner
scam. These scenarios offer the learners the opportunity to expand their understanding of the implications
of answering telephone survey questions.
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The third scenario addresses the prevalence of phishing as a common social engineering technique. As
shown here, this method can use a seemingly legitimate bank interface and even reference a toll free
number to call.
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You arewarking on an importtant projectwhen you receive new email. vou see that the email is from your credit card company and the suhject line ofthe email says:
Urgent Action Meeded Regarding Your Account. Since you are concerned, you open the email. It says that your credit card is abhout to expire and to renew your account,
wou need to click the link provided to their web site and validate your account infarmation. The email also states thatyour accountwill be canceled ifyou don't respond
within 24 hours. What should you do next? Selectthe best answer; then select Done.
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Students are presented with another social engineering technique called spear phishing. The spear
phishing scenario demonstrates how attackers attempt to hack into information systems through seemingly

legitimate email queries or via web links. Here is the screen summary.

EE&®)
ﬁ
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Social Engineering Short Spear Phishing

Summary of
Techniques How to Recognize Spear Phishing: How to Protect the DoD
+ Uses email or web sites Do:
+ Appears to be a legitimate: + Contact your IAO with questions

= From inside your organizatios v Contact the sender directly

= From a position g ) + Report any incidents to your IAO
* Is related.te ~on systems: Don't:

witormation X Reply to the email
~sks you to click link X Click the link in the emalil

Summary of \
Methods of

Protection
What's At Risk?

Risk to ISS
availability,
confidentiality,

and integrity : -
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A scenario of impersonation demonstrates how easily a worker can be duped by this social
engineering technique. The technical support impersonator wears the company logo shirt,
carries a labeled “Software Upgrade” disk, and is very personable on the approach.

= Social Engineering Short - Microsoft Internet Explorer provided by Carney, Inc.

Social Engineering Short

Scenario 5:
Impersonation
Technique
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ou are trying to finish your project before the end of the day, when you are approached by a representative from your technical support vendor that you haven't seen i;_'
around the office hefare. He infarms you that vour 1AO has asked him to install a sofware upgrade package on your camputer. He wants to know ifyau can take a shor
hreak =0 that he can install the upgrade. What should you do next? Select the bhest answer; then select Done.




This impersonation scenario emphasizes how trusting personnel can be in the workplace. It also
illustrates the severe consequences to federal information security systems that can result from being
duped by an impersonator.
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Scenario 4
4:45 PM

Without this What should you do next? Select the best course of action.
ISS When you are finished, select Done.

training,
most
Workers Dangerous choice. This might make you a
probably < v il to victim of a social engineering tactic that
| . - uses impersonation to obtain information.
would Select the forward arrow to learn more
Select Ask the person for identification and about this type of social engineering.

call your IAO to verify the request.

choice B
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around the office before. He informs you that your IAQ has asked him to ir
break so that he can install the upgrade. YWhat should you do nex? Selec

| You are trying to finish your project before the end of the day, when you ar . SOCla] Englneerlng Short

Impersonation

How to Recognize Impersonation: How to Protect the DoD

= Pretends to be someone you would trust Do:

Su mmal’y Of = Wants access to: ¥ Ask for identification

. = Your office + Contact your IAO or person referenced
TeChanueS = Informatio! Don't:
C X Automatically grant access to your computer
“id to be from well-known organization X Disclose information system passwords or other access
. “ay pretend to be or mention authority figure information to anyone
Su mmary Of = Has a plausible reasen for information/access
Methods of
Protection

7 What's At Risk?

Risk:
ISS Access
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The training concludes with an animated summary of social engineering techniques, the methods of
protecting against social engineering attacks and scams, and the resulting consequences.
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Consequences/

Risks Methods Used

Potential Losses

Identity Theft Financial Loss S s Protect Yourself and the DoD

Do:
Methods to 3 e
: + Watch out for social engineering
Protect qgalnst + Contact your |IAO with any questions
Social + Report any potential incidents

Engineering

Common social engineering technigues: BoTE:
9 9 o : X Disclose information:

* Email bank fraud = Personal

* Telephone surveys
* Phishing and spear phishing
+ Impersonation

= Financial
= Confidential/classified
Information system-related

Social — —_ — — . -
Engineering HIDE TEXT / PAUSE REPLAY EXIT _ 4 13014 p

Techniques yau and to the Dol Anyo
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