FISSEA Poster, Website and Security Trinket Contest

Entry Form

PLEASE REVIEW RULES BEFORE COMPLETING ENTRY FORM. All entries
must be received by February 5, 2008. NO LATE ENTRIES WILL BE
ACCEPTED. E-mail entries to fissea-contest@nist.qov.

Name of submitter._Rian Campbell

Organization: Federal Reserve Bank of Richmond

Type of entry (poster, website, newsletter, motivational item and/or
training/educational exercise/scenario):

Newsletter

Title of Entry:

Security Bits & bytes, Winter 2008

Description of Entry:

The National Information Security Awareness team based at the Federal
Reserve Bank of Richmond, develops security awareness training and
materials for the 20,000 Federal Reserve System employees. Security Bits
& Bytes, the FR’s national security newsletter is published quarterly and
delivered in paper and online to all employees. Staff are also able to
subscribe to the newsletter online, receiving customized e-mail
notifications when Security Bits & Bytes is available.
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Stray Boardin
Ticket to Trou

Pass Provides
le

icture this. .. You've just stepped off the plane at the end

of a business rip.Your arms are full with your carry-on,
laptop bag. magazines you were reading. As you walk through
the terminal, you lighten your load by dropping your magazines
and boarding pass stub into a nearby trash bin. You think nothing
of it = you're just another anomymous traveler passing through
the airport.

A few minutes later, a stranger approaches the trazh bin and

casually pulle out your discarded goods. A half hour later he's
sitting in front of a PC entering your frequent fhyer number

from the boarding pass onto your airline’s Web site. From there,

without using a password, he has full access to your personal
detils = such as paszport number and expiration date, naton-
ality and date of birth. In another | 5 minutes, he has used that
information on publichy available VWeb databases to find out

where you live, who lives with you, where you work, where you
went to school and even how much your house was worth
when you bought it! All of this happened in the hour since you
left the plane.

It sounds like a farfetched story, but it actually happened o
Bridsh Airways passenger Mark Broer. We often hear of ways to
protect ourselves online = while shopping. banking — but there
are still ways o leave a “paper” trail when you least expect it
Haow about those magazines you tossed at the airport! Did they
include a mailing label with your name and address (which can
be used to gather even more personal data about you)?

In all cases, and especially when traveling, take care with your
perzonal and Bank informaton. Regardless of how trivial you
think it may be, treat it as “top secret” It is!

Source: hitip:fwnpuardianco.uk

Did You

KNOW?

are still needed for debit cards.

$3.6 million-

received phishing e-mails last year. 3.3% reported financial losses because of the attacks.

According o consulting firm Gartner. financial Financial losses are on the rise because phishers are
now targeting debit cards, rather than credit cards, according to Gartner Consulting. Financial institutions
have processes in place o protect consumers from phishing attades, but now better procedures

the number of LL5. adult victims of phishing atmcks in 2007,
compared to 1.3 million in 2006, Of those consumers who

Sowrce: WeriSipn, fnc.

Laugh © Lines

Below is a sampler of tonguedn-cheek definitions straight
out of The Devil’s Dictionary 2.0:

Blog (n.) A diary desired by no one amd available to evervone.
E-miail (n.) A form of text communication similar to — but far
rarer than — spam.

Sodal Engineering (n.) [To receive the definition of this tenm
along with a free laptop and a 607 high-def TV, please e-mail
your name, address, credit card # {for shipping and handling)
amd 58N to just kidding@rich.frb.org. [t's that easy!!]

Spam (i) The defimtion of “social engineenng” e-mailed to
100 million of your frends,

Sowrce: whwcsaonline cam
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“You've got mail.” 0
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a0 Breaking News:

gl Adolescents and their Parents Disagree!

hink you know how mudch time your kids spend anline
and what theyre daing! You may be surprized.

Earlier thiz year. Webroot Softeware surveyed more 600 kids
between the ages of | | and |7 along with their parents. While
70% =aid their parents ask about their anline activities, you be
the judge whether these cyberkids are being wuthful with their

online, but 7 1% of their parents said their children had never
made an online purchase. Only 30% of parents said their
children use instant messaging and social networking sites like
MySpace and Facebook, while 40% of the kids admitted o
participating in those sites daiby.

Forty-five percent of the polled pre-teensz and teens said

moms and dads.

More than half of the teenagers admitted to buying things

they spend an average of three or more hours on the Internet
daily. but 76% of parent think their kids

comtinurd an pape 3

Phishing
Hits Home

ere you one of the 73 million adults

who received a phishing e-mail
between May 2004 and May 20057
Gartner, a leading eelmology research firm,
estimaies that nearly 2.4 milhon online
shoppers lost money as a direct result of
phishing. Dwo you know how to avoid
being the next vietim?

The e-mail message on the right was
submitted by an FR employes and is a real
example of a phishing e-mail. See if you
can find the subtle clues that prove this
message is ahoax. Amowers follow

Phishers are comtimually finding new
ways to fool consumers. This message, for
example, looks lepit and like it was sent
from one of the Internet’s most trusted
compamies: Amazoncom. Forfunately,
the emploves who mecived this message
noticed some subtle hints that made it
seem phishy:

I. The cxira space before the period.
Always check the prammar, spelling,
punctuation axd wnting style of the
e-mail message. Businesses go thmough
many editors before publishing some-
thing to customers. If you sec lots of
ermors, chances arc it is a scam.

2. Again, there is a punctuation error —
no period at the end of the sentence.

3. The e-mail maquests that Amazon not
be contacted about this message for
72 hours. Phishers need time to act on
the mfommation you ve provided and
don't want you to discover their scam
too soon. Be wary of my message that
does not provide immediate contact
information.

4. Finally, the recipient of this message
was alerted to the line *Thank you for

From: paymants-mesages & a mamon.oom
Sont: Wednosday, Octobar 19, 2005 3:28 AM
Subiect: Amazon Payments Biling lssus

Gmatings from Amazon Paymonts

Your bark s contaded ws regardng some aSemets of charges from your cmdi? camd via She Amazon
syshomn. Wa have reasors o bollove faf you changed your registmtion information or that someona
also has unauhoizod aconss o your Amazon acount Dus o moor? actvitg including possible unau-
fronzed listings placed on your acoourt, wo will mquire a second confirmation of your dentity withus
Inomer 9 allow us o irvestgate this mattor fusther Your acount is not susponded, but § in 48 hours
aftor you recalvo TS Mossage your acoount s not cordirmed we resorss fio right o suspond your
Amanon mgsiraion. Amazon (s commiSed (o assst law enforoomont with any inguires rolated 5o
aTompts o msappropiate porsoral irformation with the intont to commit fraud or Soi

To cardirm wour idarfisy with us clok hora:

I e T ) o jo s o
T T 4 o it oo ey v 1 o5 M- o 7 il

Afar msponding to o message, wo ask that you allow at loast 72 hows for o case 0 be invosSgat-
ol Emaling us beforeo $haf time will result n dolays. We apologize in adanos for any inmmoon onon
s may cuse you and wo would ike fo fank you for your mopomion o wo rosiow Sis mation

Thank you for your intems? in salling ot Amazon com.

Amazon.mm Customer Sorvica
i e W az o nsarm

From: paymants- me sages & amamon oom
Sent: Wednmsday, October 19, 2005 3:23 AM
Subiect: Amazon Paymants Billing lssus

Gmotings from Amazon qu@'

“fowr bark has comtactod us regardng some aSenpts of charges from your cmd camrd via the Amazon
systom. ‘Wa have reasons o bolleve fat you chang od sour registmSon informaton or that someona
alzo i unauonized amass o your Amazon a@o it micont activitg including possible unau-
franzad listngs placed on your scoount, ves will mouFes second confrmation of your idantiey wit us
n omder 0 allow us fo irreesSigate s matier fufher Your accowrt is nof susponded, bt § in 48 hours
afnr you recalve Fis mossage your acoourt (s ot confirmed we resarce S right S0 suspand your
Amazon mgsiaion. Amazon is commiSed (o assist law enforoomont with arny inquires related o

amo mpts o msappropiate porsonal irformation with the intont to commit fraud or Sedt

To cordirm your idarity with us dick hora:
A T .

3
Afar m dirig f0 Fio mossage, wo ask that allow at loast 72 hows for fio case G0 bo imosSgat-
o Ern: ing u:ahlb'- faf tima will result n I:E‘l::;'qu apalogian in advancs for any Incoren enon
s may cause you and wao would like to fhank you for your mopomBon a5 v roviow Sis maton

4
Thari you for youwr imomss in salling at Amazon oom.

Amazonmm Customar Servicn
[ Ahwwc o o

serd it to thousaxds of people without
editing 1t. Look for things that appear owt
of the ordinary or do not apply to you.

Source: wwwoks.com

your interest in selling at Amazon. com.”
This person had only purchased, never
sold, items on Amazon. A lot of scams
generalize their wording so they can



FRESH FACTS

“You May be a Spammer
and Not Even Know it!”’

HAYE YOU HEARD OF “BOTHETS!" They are
quidkly becoming one of the industry’s worst information
security threats. In fact. it is estimated that over 65% of
spam worldwide iz sent by bomets.

So, what is a botnet?

A botnet, shart for robot netwark, is a netwark of

compromised computers that are connected to a central

“controller™ or main computer controdled by a hacker.

Your computer can fall victim 0 a botnet infection in the

same ways it can pick up a worm or virus. Once infect-

ed, the bot software sends a notice to the controller.

The controller then downloads more malicious software

that can take complete control of your computer. All of

this can happen without your ever realizing it.
If your computer is part of a batnet, the following
could be installed and/or executed:

¥ Keystroke logger programs that specialize in capturing
personal infarmation induding your user name, pass-
word, credit card and other financial information.

# Programs that are used to distribute spam. The next
e-mail your neighbar receives regarding a hot stodk
tip or prescription drugs could be coming from your
coOmputer.

+ Denial of service attack programs. The bomet con-
moller can summon tens of thousands of bots, or
zombies, o overwhelm web sites, computers or entire
networks.

How can | tell if my computer is part of a botnet?
If you're infected with a worm or virus, it's likely you're
also part of a botnet Some of the symptoms of infection
are: slow computer and Internet connection speeds; pro-
grams on your computer stop working; your hard drive
is spinning while you're not using your computer.
How can | protect my computer?
+' Do not dick on links in suspicious e-mails.
# Mever open an e-mail attachment unless you know
what it is — even if it's from someone you know
and trust.
# Do not visit andior download free software from
untrusted Yveb sies.
+" Do not use free file sharing programs, as they often
contain malware.
#" Lke a firewall to filer Internet traffic on your
home PC.
# Lke anti-virus and ant-spyware software on your
home PC and keep all sofeware up-to-date.

Saurar: hitp el oy
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What’s Bugging You? .
A forum for those pesky ) .
[nformation securify quesiions #
Dear Answer Bug,
My friend was taking some work home on a USB dwmb drive,

but somehow be lost it. The data was encrypted, though. Is
everything okay?

— Concemed

Dear Con,
Losing data is nevera pood thing. But, since your “fnend” took
some safety measums, the problem will be casier to deal with.

I your “friend” used a strong encryption program to protect
the entire drive, then the person finding it has simply gained a
new toy. But there still might be some things to do.

What kind of data are we talking about? System passwords?
Persomnel files? Customer records? Even if the data iz not
compromised, we might stll be obligated to notify others. Make
sure your “friend” talks to the boss nght away, o they can deter-
mine if steps need to be taken to protect customers, employess,
ar systems.

Many portable devices come with progmms for safepuarding
files with encryption or passwords, Some of these are better
than others, so check with the Help Desk or the Information
Secunty Department for recommendations.

And be more careful next time, okay? Don't carry around
files that you don't need. Keep track of your thumb drive. Call
PC Support if vou need help encrypting an external drve. And
check with the boss before copying highly classi fied information
to a portable device.

— The Answer Bug
Source Federal Reserve Bank of S Francisca

Breaking News: i

are only online two hours or less a day

The smtstics become even more alarming — 43% percent of
the children who use social netwaorking WWeb sites zaid a
stranger has invited them o meet within the past year. And
almost 4% of the kids have received a sexually explicit e-mail
ar pop-up ad within the past year. Une hundred percent of
those surveyed use e-mail. YWebroots COO, Mike Irwin, cau-
tions, “The good news here iz that these potential problems can
be largely avoided if parens apply the same vigilance to the
online world as in the offline world. Direct and ongoing conver-
sations with our kids, and establishing guidelines with the help
of the right technology. will go a long way in supporting good
judgment

A list of links and resources to help keep your kids safe
anline can be found on the Mational [5 Awareness site: Go o
httpsiinisapfrborg select *15 Week 2006" and “Kids' Internet
Safety” from the menu.

Attention Parents! YWhat would you ask your eens i you
could be assured an honest answer about their online activites?
Submit your question(s) via e-mail us. and Security Dits & Oytes
s@ff will interview a select group of kids for the real scoop.
Resuli= will be published in a future issue of the newsletter

wwn By rma i ok com




Security Nightmares

Financial Crimes Hit Close to Home

Financial cnme is a widespread concern among Amenicans.
According to a survey, 40% say that they've been vietims of
identity theft or know someone who has, But the survey also
reveals that people often leave themselves open to financial
cnmes, even in their own households, by using paper checks
rather than direct deposit. Last year, 57,000 checks issued by the
LS. Department of Treasury were frawdulently endorsed, while
problems with direct deposit payments were negligible. In fact,
while paper checks make wp abowt 205 of the total Social
Security and Supplemental Secunty Income payments, they
account for more than 90% of reported payment problems.
Sowrre: National Seourity Institutr fnc.

Security Breach Involves Bahies

Geargia officials warned the paremts of 140,000 babies that a
security lapse exposed some of their personal and medical infor-
mation to the risk of frawd. Earlier this year, the Georgia
Department of Hummn Resources mailed letters to all parents

of infants bom in the state between April of 2006 md March

of 2007. The laters informed the parents that paper reconds
contaimng their Social Secunty mumbers md information abowt
their medical histories were improperly discanded.

Sowrce: National Security Institusr inc.

Yoters' Personal Info Lealked

About 100 computer discs with 1.3 million Chicago voters” Social
Secunty numbers have been mistakenty distributed to aldenmen
and wand commutteemen, md the whereabouts of at least six momre
D with the same infommation are unknown, acconding to the
Chicago Board of Elections. Officials say that, so far, there has
been no evidence of identity theft as a result of the hpse.

Sowrre: National Seourity Institutr fnc.

Mew Yorkers Most Yulnerable to ID Theft

ID thieves are taking a big bite out of the Big Apple. New York
state has the lighest mte of identity frawd, according to research
from ID Analytics Inc. The report finds that Wyoming, Vermont
amd Montana have the lowest mtes. Experts say that what's most
meaning ful abowt the research is that it can help identify specific
aras where identity thieves may be operating in an organized
mianner. The data bas actually been identified down to the ZIP
code level, offering precise visibility imto concentrations of
identity frawd. The 10 worst states for [D fravd are: New York,
Califorma, Mevada, Arzoma, [linois, Howail, Oregon, Michigan,
Washington and Texas.

Sowrce: National Seourity Instituir inc.

FBI Losing Three to Four Laptops Every Month
Betwarcen three and four FBI laptop computers ane lost or stolen
each month on average, according to the Justice Diepartment's
imspector peneml. The FBI is said to have reduced the number
of thefts and disappearances of laptop computers, but that not
all problems were corrected a8 wrged in a report five years ago.
Perhaps most troubling, the FBI could not detenmine in many
cases whether the lost or stolen laptop computers contained
sensitive or classified information, according to the report.
Sowre: National Secuniy Insiiiuie fnc.

Beware of “Drive<-By Pharming" Attacks
Secunty researchers have discovered a hacking techmigue dubbed
“dnve-by phanmming”

Here is how it works: Imagine that whenever you wanted to
roto your bank, you picked up your phone directory, looked up
the bank's address, and then drove there, In drive-by pharming,
attackers essentially replace the paper phone book in your house
with an online version that they created for when you surf the
Internet. Thus, when vou pick up that ropue phone book to pet
your bank s Web address, it' 1l actually give you the wrong one.
Omece you've arnved at this bogus cyber address, the atackers
will have set up a fake bank Web site that looks just like vour
bank. When you do business with this fake bank, vou'll give up
all your sensitive account information. However, you'll never
realize that vou were at a fake bank, because vou trusted the
address you got from vour “legitimate telephone book ™

Here is how you can pmtect yourself: The good news about
drive-by pharming is that it's easy to defeat. The key lizs in the
phowy phone book. The attackers can only slip you that bogus
book {which, in techno-speak, 15 actually a domain name server)
by figunng out what kind of router you wse on your compuster
{which iz a simple operation), then trying to guess your password
for that mowter.  So the solution comes dovwn to that age-old
advice: MNewver use default psswords. And when you create a
password, make sur it's a good one!

Source National Security Insittute fnc.

CSl: Campaign to Stop ID Theft

Uncover cl to kee
your gdant-_. safe v

If these “Secunty Mightmares™ make vou worry about
losing your identity, rest assured that help is on the way.
Coming to the Federal Reserve System soon, Informmation

Security (I8) Week will feature activities to help you
\h uncover the clues to keep your identity safe.

J

For Mational Information Security Awareness information, visit
the Web site at htips:¥nisap frb.org. For peneral assistance,
contact your District's Information Security staff.

Bitz & Byte: Contributors

Content by:

Federal Reserve Bank of Richmond —
Information Security

Editing and Graphic Design by:
Federal Reserve Bank of Richmond —PASG raphics

Feedback & Suggestions

To share ideas for future Bite & Bwies stories or io offer feed-
back on the information contained in this issue, please contact:
Rian Campbell {rian.campbell @richfrb org), (B04) S97-B6T5,
or Irina Piven (irinapiven@ rich fib.org), (204) S97-28600.
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