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Description of entry:

Two issues of a monthly newsletter distributed in electronic
format (PDF). The first newsletter suits the FISSEA
Conference theme because it's an annual “looking forward”
ISsue.

By design, the four-page newsletters print well in both color and
black and white. Regular columns include “Fast Facts” and
“Grill Your Security Officer.” Issues that address specific topics,
e.g., Mobile Devices, also include a “What You Can Do” column
that provides practical actions for protecting assets.

As part of a unified security awareness program, newsletter
topics are chosen to coordinate with modules in e-learning
awareness courses. Topics can be changed or new ones
created to quickly meet special needs such as a breach or new
requirement.
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Changes In Aftacks

Dirigsiomly, aitackers were mustty
high st o Ingers whe hroke dio
Comyurier Sysiems tn kmm ahout them.
Thiz group grew o Ineinde In ety

money-based aifacks g oo fhe fse.,

102007, attecks in stea] morey will

contioe. A tiacks will be smecier

nd beter organized. The market for
software palled

Alsa of Boknets
Thes will be more sieakh softw ie

out taskos dn

1t 15, Boing Things that he owner
dosso't know shout Thess compuiers
me callsd Znmbies. Compaier ownen
usmally doa't now That teir mac ey
hawe besan hijazked. The compaien

wock, hut ot 15 well as before. Whena

inaw Fhutls o the Hosizon, pape 3

o |
Wihat's on the Horlzon

many of fhese hijacksd, o Zombie,
compulzr i working mesiher,
they arz called “Eot neiworks,” of
“homes.”

Secudty company CipherTrst
eponed fhal mone than 160,000
FCs are mmed inlo zombies every
day. This mumber will rise in
2007, Unwaried spam g-mail will
coninue ko be the main way that
criminals pul boinel programs on
compulzn.

e Phishing Bpaots

Like oiter fonms of dangercus
saflwaee, phishing smcks will e
sieakier. Secarily company Toznd
Micro described @ recent aitack in
Cermany Thot Lo oked like it came
from an elsctdcity company. E-
imails wkesd recipienis o chack
their deviric bills by cickng on m
attncted POF doowmesnt, which is
hovw the real electicily company
operaies. The atiachment had a
suffix of *. pf eae’” — That is, it

had twe seffxes When vclime
opened The ptachmenl, the aincted
program puk Tecja hooe soltwoes
o their machines. This soltware
wiirhed fhe Intemet cmnsctions.,

inzheing whan the viclims brow sad

o Wish pag=s and baks. The
soflware (hen s2nt this infomation
o the ceiminals. The aiiackers
dicn’teven nzed a fake sereer — The
hacksd compuizis did the wok

Sexudty company F-Secues
belizves that phishzrs will cmck
the onz-time pasvworck That many
banks are using 4o proisct 1ocews
n bank accounis n me scheme,
i ac comnk holder has o prnkesd Tt
of auibeizaiin codes s=ot by

the bank. The aitack fools the
wictim inlo logging inio o

Fake bank, which ks for

the vichim's code. [T ik viclim
providas fhe code, (ke Pike bank
e Uk b dogg dnko ihe: r=al bank
mnd ke money cul of the mers
acoounl.

Moz people in largei counirizs
opz awnre of phishing aitacks. Ay
a r=alt, attackers ae chool g
rgets from smaller connines.
Attackers are uuing langnaes
such e Greek, Crech and
Finnizh.

Imaga §pam

Limegge: spamincrened in
2006, [mig spamis 4 dgitl
imags, usnally showing o

pag= of et with an adverising
mesue. Beoanse ihe message
arrives in a0 imags, spam filirs
that caly soan for Xl do-nol
siop ihis tppe of spam. E-mail
meniinhng company Poslin,
which proceiwses aboul 1.3
billion messags 2 day, p2pois
that about oo Thied of ol
Spm is HTEe SpATL

Wideo Malwara

Ezszachzrs have found
moiter growing theal:

aitucks that wse videosharing (0

sit2s. Criminals are hiding
malware in vides fles.

Wb slies ibot share thase
wideos, mich as YouTobe

nd MySpace, w2 oy
popular farg. ]
Bzcanse Thase ey

fead WAL o8 i
Hinrlran, paps &

FAST =
FACTS/

W n 2008, @ 20uyaar-old
programmen put Trojan homs
poftevars on the svsbans at
thea Chiina Laks Maval Faility
in California. The programmer
used the seoretly-ingtalled
wofterare o make the computen
in thefacility's netwaork send
spam and nferted softwarns to
oomputers around the world. He
alen used the fazility s nebaark
somputers to maks maney by
genarating hits on Yéab sites
whers advartisers ars paid
based an the page visite. Ha
rescgi v 320,000 befora he was
eaught. Curing this tims, his
pregrame conrolled mors than
00,000 compuUtens.

B Russian hackers usinga
T0,000-gompuber botret caused
& reoent inereass N e-mail
wpam that advertises penny
whooks ard organ enlargement
pills. These hijacked computers
wora located in more than 160
oouriTien.

B Phishars are starting and
whop ping fraudulent Waks sites
in @ sharter time frams. This
makes it harder to find and
whop the attacks. The awerage
life span of @ phishing site

was roughly ora hour in 2008,
oompared to about ore week in
2004, Sowrre: Garer Srap

B Vb usere have lost £22
killicn to phishing attempis
sinoe the attacks riarted several
FRRnT ago. Smme: Gaverr Grogp
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w50 populy, makwere infectioos
spread very npldiy
Moblle Fhona Makeara
Bfalwane That atiacios mobile phoney
will increase. FLSeoue has fiond
L™cell phone virnses, and asthmmizs
that fens of thousends of hondwdy e
Infiscied. F-Becure recanily deiected
the first makicions Jave softwee on
ozl phone. Infivied Tava progims
oould affect most mobile phooe
handsets, ook jmt he Hgh-and
models. In 2006, o mobi’le phone
wiiack spresd by Trojun home softwaee:
oo dndecied ozl phooes o call o
preminm e mmber in Rmsle. The
Ctminal eived v
enncs (S6.04) foreach call.
Orthvar Cyber Threats

mitwchs (wheps
governmeais pay other people m
atiack) and tecrost cyber mtiacioy
may inceeass. In 2006, attacks
that tirnpisd business shvily or
wenk nfler rade sereis e, Cyber
bemorism and siale-sponsoeed
artiacks cen last Ionger, and 158 moos
pesoues, than ofher abncds. An
atiacker with encugh thoe md momy
an bresch sy seoaciy system.
Indivicoal ifackecy often have lower
oesoumes compaed with the thme
wid energy fht erodsis am willing
bovmse. Some polioal groops will do
wihmterver i bikes: to poblicize fheir
CHmES. attacks may
52 MO (eSS than o ungle

Compay can spend o defiend st
TARGETS
Viitiey I findualy - Carimer

of nolne frand A survey of 5,000
Consumens in the Uniied Staies
peveled mome phishing tHacks fhan
Ever before. The sarvey abo fomd

that fhe average loss per vicHm
Erorwn Erom 257 o 51 244 in 2006
Scmmmers pay markcetery for Isis of
deh osiomes. Criminals may bepet
highdncome sers moe often becmse
high-income nsers make move oline

nls0 use complex social mgineering
schemes o soam well-o-do begets.
Forexmple, 0 ooe soem, phisherns
Mo the scieen. ammes of sBLy useo
who Hd oo, bat dida’t win, sactiom
fior expersive fimitoee: or cas. The
phishers sand fhe bargsh false offecy
of sscond cheovesy o ay the Heom I

H100,000 por year mosived m 1vemge
of 112 phishing s-mails doring the last
12 monite. The per person avemg
mres il incoime heacka s was 74
eqmalk. Ao, high-dncome adulis
Ik o avernge of 54,362 bo phishing
schemes, nzacly four thmes mooe thn
ofter victims.

Cmine Companier and

Retoiiers - Atiackos that

bank Vesh slbes have

slrwed Atlacks spalnst Vesh
comparties such as =Bay, PayPal and
ooline miuilers e clshog.

mles, fhisves oan't profit from solan
creddt cerd information. Coce m el
has mocess o m whctim's coedit curd
mnd bank Ing-in details, the dhef
needs & peoson (The muok) in the same
comiry as fhe vicim bo hemdle monsy
Imrafier of bo restip iems o the Thief.

fnaw Whntls o the Hosinon, page &

from e 2
What's on the Horlzen...

To roruit money mikss, thizves
conlact prospective Wolims (mosthy
inte UZ, the Unit=d Kingdom md
Ansiralal with job vacancy ads
The: ads are disiibuied via spam,
Intermei chat pooms, job ssamh
Wb sil2s vach as Craigulist, and
well-designed Wb siles mn by

the fhizves. The ady nifer siay-i-
home positinm sach as shipping
mimger,” “privaie fencial
PBCEVELT DF “Sales fepresenintve.

The crime cings may ask the mules
o sign official-looking employment
conimets. Onoe hived, the money
muls peceve siokn inds inbo Tl
mocolais The criminals Then ask the
mmey mules o ke ke Tmds
ik of their moounts md forw and
them cvarems (Minns 1oommisdon
payment), oocmally wHing o wies
wrarader sarvice. In some coses, (e
ertminal izl The money mle o
open mu Hple icounts with the
same hark as the identiy fheft
wictim. Criminals mey irg io void
detertion by using seveml moounis
in muliipls tenlks o meke small
e,

Acting 25 8 mule i (lzal When
liw enforcement caiches up with
the monzy mulkes, the money mulkes
often have their bank scooune
sspended, 1nd some have bem
aresied. Soaron: Bk Sz Gelne
People with Health
Insmirane ¢ - Medical
idzality theft isa prowing concern,
nd cne with potendally lifs-
threaizning conssquences. Medical
idzaiity theft oocurs when o thisf
us2s & victim's nane 1o oiher parls

of the Wctim's identity (=g inunance
Informatinn} without the victim's
knowledgs of conssni.

Thigves e this informnt on bo maks
false claims for medical sarvices or
goods. Madcal idenitly thefi often
vesuks in incorcect aniries in exishing
medical records (e ., & chnge in
bincd iype, allargies, of diggmsisy.
Biedical identity Thefl can also resull
in made-up medical paconds in The
wicm’s name. Be cantiom of frse
medical sxams, Co-pryment wiivers,
of mdvertiszments siating “oovensd
by inswrance.” A healih inswrance
carnd i often af lzasi a5 valablz 152
crdil card. Criminals that 4nd or sizal
insurance carck may e them o g2t
hzakhzane sarvices and drigs. Wone,
It can be reary impossible Toe fhe
wictm o remove falss recorck from
his o her medical history

OTHER FROLJECTIONS

Firmes will iaks More responsidiiey
for thair custon ers” PO security.
Bome companies absady offer
boolbars bo block phishing oitacks.
Banks a2 introducing Two-facio
mnthenlictlion for acoessing fiencial
peconds onlire. o 2005, The Federal
Dizpasit Inurance Corp. (FOUC)

e omanended Thal tanks

help consumees project iheir

PCs from spyw e,

Sowme: FINC

Epmme w il ¢ omtinue fo

be@ probicm, because

& worka [n 2005, The

Retum o [nvesmezai

(RO for 2-mail

marksting was 557,25

Tor every dollar spent

The RO for all non-2-

mail-ezlated online maceling was
5251, Sowecw: Piar 260360 mevie
In il D75, sawing o 2007,
Dsylight Sawings Téme (DET) will
begin eariier an d end later. DET
will szl on The s2o0nd Sunday in
March and end on the: Grst Sumday
in November. These changes

in CET will mquire updotes
Windows oprating sysizms md
Sun's Java Rantime Emvironment
(TRE) Servers, deskiops, laptops,
palmiogs, and all other Windows
platforme will mesd updates by
BMarch 2007, Liks "Windows, Sm's
JEE has iis own bailk-in Gms
rakculation. With JRE, however,
theaie is 00 easy Wiy iocoeaie 1
upchte thak con be appli=d o any
werdon of the JRE. Uers will
hawve 1o install an updared and
compleiely pecompilad TRE. Them
may be many diffezal v ersons

of JREs o @ computer. Bacanss
o vendor can be wire that the

end ns2c's application alesady
huve 3 compatible version of the
IRE, sachcompaizr may nsed
dozem of updaizd JREL. Soarce:
Marworbloridoon b

I see an e-mail with

a hidden program.

Security Awareness Resources:

For more infonmation on workplacs secudty owiareness edacaton, visil :

hittp:iinativeinteligencs.com
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Wireless Communication: Safeguarding
Data in a Mobile World

1 T inglass communication

I=chnciogy has made it possible
for 1 b0 aCcess informetion “on the
20 2t work of it play - bik hoew
seciee |5 1he dota we iranemil and
peceive)

Wiilzes laplops, Personal Digitl
Asrpiants (PDAs) nd Inizmet-
enabled cell phones use rdio waves io
wansmik ditn Wirekess aocess poinis
oonnect wired netw orcs to wirzlass
signals. Acozss poinis broadcast

ard receive radio waves thal ae
picked up by wineless devices (eg.,
Blackberries, laptops). Mosi current
Iapiops e buik-in wireless adapters.
To add wireless o oMer lapiops and
imosi deskiops requires an wdd-on
wirekess sdnpier of wirelzss lapicp
card je.g., an aincand).

Eluwtocth

Blugtmoihis 1 wiesless lzchnology
Targzly uzed in the cell phore and

wirzless headsel marksls. Busooih
i5 also available in subomobiles wd
wirzlzss compuist keyboards, mice,
10 printers. Bhustooih s dasigned in
comect devices wilhin 2 shorl mgs,
for example, from your eario aczll
phore in your pockel. The rangs

< bz exiznded 1o over a mile with
special aniennas.

Software programs can dllow
Inineders o Wenlify n2arky Blueisot-
amhled devices. If those devices
wre mproiecied informabon can be
2auly sioken over the air Thefl of
infermation over a Bluztooih link &
called “B uesnarfing.” S:oding 1
msalicited messags o o Bluzmoth
devios s culled “Bluzjackng.”
Eheiccth sscuriy is ofizn the
respomibilicy of the user. Users may
not be ywane that on many wirekss
devioes (he security features are ol
emablzd by defalL

(5@ Wirslass Communization page

YOUR
SECURITY
OFFICER

'rv concemed about
talking on my ool
phone broouse
somaons might be
Fatening n. Can poople
tap colis | make from
my coll phonel

Oilder amalog o211 phonss
ol b2 herd wing o mail
order police rado scanner.
Today's Hgital o2l phore
transmissioas are much harder
1o tap i fe. Thers is 3 greater
fisk of somzone cvecheanng
VOUr conversation, Many
cordless phores ar 0o secune.
Especially the ones that uss

The Trequencies 46 MHz of
200 MHz. Their irafamissioas
can 'be ploked up with o radic
recaivear of evel o baby momiior.
There ds kess chance of yow
call being eavasdopped on if
yoUL 1BE B spread-specium 24
GHE or 5.E MHZ digilal phons.
Always usz awind landline
phone for making confidential
call.

[s&e Gol yhur Secudny Officor
page £l

Want te grill us on
security issues?...
Send questions to:
qrillus@nativeintelligence.cam

Sacuring Wireless Data Access -

WhatYou Can Do

cerently met by fhe
wired network.

% Do nol amahle
wirelass o miroands
while comevied bo
iniernal neiwork.
Oy use winshess
acoess within
aoftoreed snes b
comect bo the pullic
Tmjernet

Always disibie your
winsless adupier hefior
comnecting a lapiop o the winsd
eI

Do aot allow veikors bomum
aronnd fciliizs using Wirsless
LAME. Many Access Poinis con.

be physically rewet io Insscure
facinry defanlt ssttings by
presaiilg o pesst swiich on the box
®  If possibile, use m encoypied
connection of  Virtnal Private
Network (VES)L Coalact IT

4 et Bk e Wiganeem s vw

conrection or o VM.

Tum off you winsless nerwork
when you' v ot usiog I,

Sacuring Wireless Data Access at Home

Home wirsles LANE we Jass HEely
than work TANS b0 be configunsd

secooely. The mnge of wieks LANS

s large encugh in expose home
networks, 2ven in homes on
Targe suburhan kot Wineles
slignals do ot necessaily stop
l the walls of . bullding.
Thus, manihorized wsers
oulside mary beahie o
peceive the slgnal and uss

your Infemet connecton.

To proiect pour home A bl 8 et e garm e

wireless connescton:
®  Place yow wineless bae station

in the center of your home, away
Teom outside wall.

& Ddake mupe fhal yon howe wisles

seouriy enabled o your laptops
i rouErs — preferably Wi-FL

network. In your woess polnt's
seiup dinlog, change e Service
Sel Ienllfer (AL}, which 15
the-name of fhe network typically
broadcmt by the aocess point. The
defank seiting §5 ofien the brand

5o Securing Wirsiees Doty poge &
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Wireless Communication

NOTE: Tie cowms dave held s

there A A0 EXPACTE i3 Of Privacy

wih @ condiess phose. Do AR
Coafdential fafmomation oo

el L T

BlackE ary

BlckBary Pesonal Digitl

Assisiants (FDAL) we cell phone

lechnclegy o

irmsmii wirelzss

dula. BlikBznizs

have srog

encryplion beiween

The hends=i and the

eniErprise Eree

This can proteci

x| mesagng and

amuil within oW

oganimaiion

Wiraless

Wursrablitias

Winzless confeciiomg

e Tl 05 SECUE b5

wieed cnies because ihey do nol

have the protection of ihe physical

tuilding perimeter. Buildings

proisct againsi aiack for wirsd

retw orks becanse wines huve 1o

be physically accened o make o

comection. Wirzlzss (et orks cin

be aillacked withou physkcal aocess,

W F HoBpois {apem S0oess or

apen waworks) — public wirsless

a2 cess, such a5 ol dirpos, colfes

shops, [nemel cakds, libnares,

and hotels are noi

Wi-Fl sncrypied.

Thepe is no such

ihing as a imsied

configure

the neiwork, and you can't dentey
everyone comecizd bo L, i's an
open nebwork Wienever you me
m open nziwork, others could be
rzading and using the information
you sze md s2nd.

[FRgge — mady prople are U e
af how To (heir wiczhass devices
md retw ks an ransmit. Winskss
adapinrs ae kow-power devices

O PRl Ml b | mleliga s snm

deslened o have o short ramge. Radio
waves, however, do 0ot care aboul
manufaciurer specificalions. They
Just keep going, becommg Tuniec
with distance. Cheap amemis <m
extend wireless sgmals ko seveal
milzs. Rzmzmber the wonds of
Cererml John Sedewick righl befone
he wea killed in LES4: "They coukdn'c
hiian elephant of this distance.
Wireless Users — May open
backdoon W fhe privale ety oks.
An emplopee’s laptop wilh o wireless
nztwork conmeciion coulkd ke plugged
Iinio the wired company etw ok
while the wirelen conmecilon s
active. 1F this happens, the lapop
will nclas a brides from the wirekess
ety ok o the company metork.
This can allow atiackers to bypas
the neiwork Anewall.

R LT TR L e

FAST s

FACTS/

B Passsrch by Gartnar
indicates that B4% of busincesas
apesct to inorasss their wirakass
natwork deploymants ovar tha
neockyear. Ssourity was one of
thair top B ocnoarns, with 0%
of tha businesses reporting that
thay hava inadequate seourity

for thair wiralass arvironmant.

B Trawalers lkeft 85000 oall
phoras and 21,000 handhald
devioes in Chioago taxis during
& s morth paricd in 2006.

B Fower than B of mobila
devion usam volurarily set
pasrword protuotion, unlcas
thay ara required to do so
by ompany mandated
anforoamant.

NOTE: Abways dliable your wiris
atgmer bifove conecieg & kphap
to ke wiiveed actwork., Confact ST
sEcadly for JappoR oF arlraece.
Thrasts to Wirsless

Wi R Jipcicing — i you do-nok
tnm on ibe secunty feaioess of
your wiezless [nkernel devicss,

you may be ihe Viclm of “WI1-Fi
Jacking." This is where criminals
walk or drive through business
areas | mnd reighborhonds) and
Idznkify unprofected wWirsles LANs
foom the sireei using laptop oo
handheld compuiers. When they
findd m urgrolecied network, they
cm hijack Thal wirel2ss connscdon
16 dewilosd (e gs] matenink,

s2nd spam, gic. This also pots the
criminals closer bo being able m

fses M ks Communksion mae 4

from pege 2

Grill Your Sscurity Officer
What showld ! do F my
BilackBorry i atolend
Imimediately report lost of stolen
devicas such i Blackberry
Fersonal Dégiml Assisianis
(PO ), Iopiops, and call

phonzs o your supervisor 1
IT Sscurity. Upon nolifcation
of squipmen o33, IT Sscurity
along with your dzpariment must
asszss The poizniial exposure

of cusiomer of sEnHive dim
Ezmember the {heft or loss

of any equipment conlining
Crnfdzalial [nfoemtiom mpt b
repeorted Immediaiely.
Remember: REFOAT LOST OR
BTOLEN MOEBILE DEVICES
IMMEDIATELY|

from page 2

Sacuring Wirelass Data
mame of the momer. Don't use your
mddress 18 your 310
Fet the noosss poinl 50 thai 1 does.
ot broadoas the 3310, Often,
this can be done by mlecing a
checkbox on the same ssiup pogs
where Ihe 2500 name is chunged
Tum off yomw wirslss nswork
whin yau are Aot mng i
To be mivsi secore, =nabls Medn
Acoess Conirol (MAC) flizrng
on FoIr wineless socess ponk Add
the MAC aMress (1 unique 12-
digil number of each device, e.3.,
Four lapbop of home compuier,
that you want 1o Gacess your Wi-
Fl conmecilon

trom e 2
Wireless Commumnication

hack info the vicdm's cempaizr md
st dnformalion md identes.

Ewnll Tetn Hotspots — an evil twin

s o Pree, wirelkess hobspoi creaizd by

& criminal. The =vil tvin mimics 10
Intemet moozss hol spot such w the
onzs found ai airpons, coffse shops,
and bonkstonss. Evil twin holspols
toolk legitmate, People connecl 1o the
rwin md do onlin: bankng and s2nd
e-mail, marware thot the criminal o
pecording the wer names, passwonds,
mocomt aumbers, 10d mone.

AMobils Device Virmses — ane
malcious softw o thal explait
vulrembilides in

Blusmoth, wisless 7

By Lo
protocols, and

wiher wireless
EChmloges

Bobile wirees

targel handheld
devices, cell

phones, nd

wirgkess networks.
Bobile wiriees spread
i The sams Wiy a5
wraditioml compuer
vimses: through dowaloading of
miected programs and flzs such

s photos, video clips, ring iones,
and cell phons themes. Buetooih-
embled mobile dzvices can baooms
oompromised when brought in rangs
of an infecied Buetoalh device.

o ber Thremis — inchide jamming
tocause Denial of Service (Do% s md
sniffing. Jamming can be on purpose

onGuard

or by accident. The presenos of
other devioss, such as conflzss
phores, that operie in the sums
fosquency e he wirzless et ok
CoNl CosE [amiag. Sniing & a
passive ailack thal cocwes when
someons liSi2ns bo of eavesdrops o
relwork iradfic. Use snorypdon to
defend againg saiffing ona wirzizss
relwok.
Frotesting Data Through
‘Wiraless Enoryption — 'WEP
and WP
Oz of ihe mosi comman ways to
erypl wineless communcalions is
wired Equivalent Frivacy (WEFL
WEP is 1n oMer specification
that is fairly sasy bo break
with programs availible oo
k- the Web Wi-Fi Proiecizd
Accens IWPAOTWERALY
i much more secuee, bt
ot all Wi-Fi quipmeni
supports WEA.
NOTE: Encrypied dats
o he sasceptibie fo
aecryption. There il

0 8 Kbl prsscem 0 BARRAIARES PR Yoar

{raazeuiioe Aoy as
hera recondsd and decrypfed iafee
Bacmaie af thly, some data is too
semslilve o yend over wireless
comagiong. Check with JT Secwniry
{F Fou i sy Wt your data
cam be sEfdy Featover winaless,
VEM: md S5L also provide
encryplion AskIT Ssourity for el
with encryplion. &

Security Awareness Resources

For move dnfornaton on workplacs secdly awarzozs, viitc

http: /inutivsimslligence com




