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1.0 Executive Summary 
The hurricane season of 2005 resulted in immense damage and tragic loss of life 
to Florida and the Gulf Coast of the United States. Storms Katrina, Rita and 
Wilma also pointed out the weaknesses in many of our critical infrastructures, 
including telecommunications networks, some of which are still recovering 
months later. However, in sharp contrast to many commercial wireless, 
landline telephone and other telecommunications networks, the 
private, internal networks (radio, microwave and fiber) of electric, gas 
and water utilities for the most part continued to function throughout 
and immediately after the storms. In some cases, it was utility 
communications networks that provided the only reliable communications among 
emergency responders and other officials during the first few days after the 
storms.  
 
The reliable performance of these internal systems was neither unexpected nor 
unusual; utility communications systems are constructed specifically to withstand 
major disasters. The United Telecom Council (UTC), the international trade 
association representing the telecommunications interests of critical 
infrastructure industries,1 has conducted informal polling of its members after 
such emergencies as a major Northeast ice storm in 1998; the huge electric 
blackout of August 2003; and the hurricanes of 2004, with similar results. 
However, given the magnitude of this year�s disasters and resulting national 
discussions concerning the survivability of communications networks, UTC felt it 
imperative to undertake a formal survey of Gulf Coast electric, gas and water 
utilities of all sizes, to generate data that would quantify our anecdotal 
information. 
 
Overall findings: 
 
! 86% of impacted CII entities responding reported that their 

communications networks generally survived the hurricanes and continued 
to operate well throughout restoration efforts; 

 
! Private land mobile radio (LMR) networks provided critical communications 

among crews; however, the huge number of responding entities from 
around the country taxed capacity or could not operate on local systems, 
pointing up the need for CII interoperability; 

 
                                                
1 UTC�s membership consists primarily of publicly-held, municipal and cooperative 
electric, gas and water utilities and gas pipelines, and Federal power authorities. 
Through affiliated association members, UTC reaches out to other Critical Infrastructure 
Industries (CII) as defined by the FCC in Section 90.7 of its Rules (47 CFR § 90.7), 
including petroleum and oil pipeline companies and railroads. 
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! Utility fiber and microwave systems survived and generally continued to 
function; however, this was due in part to built-in redundancies, 
robustness and recovery mechanisms that would be cost-prohibitive for a 
for-profit network designed to serve the general public. Therefore, CII 
entities will continue to require private networks to meet mission-critical 
needs for the foreseeable future, along with the ability to expand them as 
needed to meet system growth requirements. 

 
! Unfortunately, there was little or no formal coordination with state or local 

agencies or public safety organizations during or after the storms. Given 
the opportunities for improved response communications offered by 
robust CII systems, and the presence of CII personnel �on the ground� in 
nearly every disaster scenario, this lack emphasizes that CII MUST be 
included in emergency response planning at the Federal level. 

 
We believe these findings should be of significant importance to Congress and to 
Federal agencies charged with communications-related Homeland Security 
responsibilities, such as the Federal Communications Commission and the 
Department of Homeland Security. UTC and its members look forward to 
discussing these findings and their implications with policymakers and others. 
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2.0 Background 
During the months of August, September and October of 2005, the Gulf Coast of 
the United States and both coasts of Florida were belted by a series of three 
devastating hurricanes: Katrina, Rita and Wilma. Katrina put much of New 
Orleans under water; trees were flattened as well as homes, public buildings and 
communications towers by Category 4 winds. Loss of life from this storm was 
tragic, and unusually high. Rescue and restoration effort were severely 
hampered by the loss of public switched network (PSTN) landlines and wireless 
carrier communications. Scores of individuals were isolated without power in 
unsanitary conditions, desperately in need of help, without the means to request 
it.   
 
Still recovering, Gulf States were again pelted by Hurricane Rita just weeks later 
and then by Wilma in October. While these storms were not quite as severe as 
Katrina, the rapid succession tested the limits of overstressed public safety and 
utility repair personnel. It became clear as response efforts continued that the 
recovery of nearly all other infrastructures was dependent on electric power 
restoration. Moreover, all people have a vital need for safe drinking water and 
public health demands reliable wastewater facilities. Within these industries, as 
always, coordination of repair crews, rapid restoration and interaction with public 
safety personnel depends upon working communications channels. As days 
passed, stories from the utility companies in the area emerged in which it 
became apparent that the performance of private CII networks was markedly 
different from the more-publicized state of communications networks in the 
commercial and public safety sectors.  
 
Residents of the Gulf Coast and Florida are served by a wide variety of electric, 
gas and water utilities, including many small regional cooperatives and municipal 
power/water authorities whose service territories lie within those of larger 
entities. These include large, investor-owned electric power companies, electric 
generating companies and natural gas utilities. The utility service territories most 
severely impacted by the storms fall around the hurricane storm tracks depicted 
by the National Oceanic and Atmospheric Administration (NOAA): 
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http://alt.ngs.noaa.gov/katrina/KATRINA0000.HTM 
 
 
On August 29, 2005, Hurricane Katrina made landfall in Plaquemines Parish, 
Louisiana, with 140 mph winds. It then continued northward and made a second 
landfall, on the same day, on the Louisiana/Mississippi border with winds of 125 
mph.2  
 
  
  

                                                
2 http://www.nhc.noaa.gov/archive/2005/tws/MIATWSAT_aug.shtml? 
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http://ngs.woc.noaa.gov/rita/RITA0000.HTM  

 

 
 
http://ngs.woc.noaa.gov/wilma/WILMA0000.HTM  

After hearing a great deal of anecdotal evidence about the performance of 
member communications systems, UTC looked for as many CII entities as 

Most recently (October 24), 
Hurricane Wilma made landfall on 
the western coast of Florida, 
displaying category 3 wind 
intensity, near Cape Romano. It 
accelerated, crossing Florida in 
just five hours time. 
 
 

Less than a month later, on 
September 24, Hurricane Rita 
made landfall just east of the 
Texas/Louisiana boarder, near 
Galveston, with category 3 
intensity winds of 120 mph. Rita 
was reported by the NOAA as 
having caused devastating storm 
surges and wind damage in 
Southwestern Louisiana and the 
extreme southeastern portion of 
Texas. 
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possible in the most-impacted areas; after identifying 21 utility companies of 
various sizes in the areas hardest-hit by the storms, we contacted them in order 
to assess consistently the effects upon their communications systems. The list, 
while a fairly comprehensive cross-section of utility sizes and types, is not offered 
as a complete directory of affected entities. 
 

Company Impacted 
by 
Katrina 

Impacted 
by Rita 

Impacted 
by Wilma

Baldwin EMC ●   
Centerpoint (includes Reliant)  ●  
CLECO  Power ●   

Coast EP ●   
Dixie  Electric Power Association ●   

Entergy (Louisiana, New Orleans and Gulf 
States) 

●   

Florida Power and Light   ● 
Huntsville Utilities ●   
Joe Wheeler Electric Cooperative ●   

Lafayette Utilities Systems ● ●  
Lafourche Parish Water District No. 1 ●   

Louisiana Generating LLC ● ●  
Magnolia EPA ●   

Mississippi Power Co.  (Southern Company) ●   
Pearl River EPA ●   
Sam Houston Electric Cooperative  ●  

Singing River EPA ●   
South Mississippi Electric Power Association ●   

Southern Pine Electric Power Association ●   
Southwest Louisiana EMC ●   

Washington St. Tammany EC ●   
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3.0 Survey Questions and Results 
 
The United Telecom Council posed five basic questions to utilities in hard-hit 
areas to determine how their various communications systems fared during and 
after the hurricanes, and analyzed the resulting data. Of the 21 electric and 
water utilities identified and contacted, 14 responded to the survey, a 66% 
response rate we deeply appreciate given the repair work to infrastructure still 
underway in some areas. In addition to answering the questions, many 
respondents offered anecdotal information; this is included as an Appendix at the 
end of this report to provide additional insights. 

 
3.1  Communications Systems Performance 
 
Most utilities, regardless of service territory size or proximity to the centers of the 
storms, reported that their communications systems stood up well to the 
hurricanes. This stands in stark contrast to the public switched network (PSTN) 
in the region and wireless carriers, who suffered extensive loss of service and 
slow recovery time. The comparison points to the fact that communications 
systems, if built extremely well, can withstand the intense wind and/or flooding 
associated with these events; however, unlike public networks, CII systems� 
redundancies and robustness can be limited in size and scope, since they are 
designed and constructed to meet the specialized needs of a single entity or 
group of companies. Such construction would be cost-prohibitive for a 
commercial system designed to serve millions of the general public. Thus, in 
spite of the growth of various commercial communications networks, there will 
be a continued need for CII entities to maintain their own private 
communications networks for mission-critical functions, including backbone 
networks. 
 
Of the fourteen companies responding, twelve (86%) said that their 
communications systems stood up excellently or well, with only two companies 
(14%) having serious communications problems.3 Most companies that suffered 
damage to their equipment and networks fixed it very quickly, generally within 
24-48 hours following the passing of the hurricane.4 Such repairs were carried 

                                                
3 One of these was due to the company�s reliance on cell phones; the other company did 
not specify the reason for its poor performance (see Appendix). 
4 Note that repairs to communications networks included ensuring that generators were 
operational and fully fueled, so that communications facilities operated where no grid-
based power was available. In at least one case, electric utility telecom personnel were 
detailed to an uninhabitable headquarters building the day after Katrina to ensure that 
all local communications nodes were functioning via generator. In another instance, 
telecom networks were kept operating by sandbagging a flooded building, keeping 
water levels down to only six inches in the communications equipment room; the 
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out according to detailed emergency plans, since communications networks are 
vital to power restoration and infrastructure recovery efforts being undertaken 
area-wide.  
 
Across the board, private systems out-performed the commercial. Utilities 
reported that cell phones and landlines were down, leased lines did not fare well 
and that satellite communications were choppy at best. One small water district 
authority that depends entirely on cellular communications suffered serious 
communications difficulties. The utilities that had the greatest communications 
difficulties were the smaller cooperatives and municipal authorities. Such 
performance differences highlight the need to share resources in emergency 
situations and for interoperability among CII entities. Whereas cooperatives tend 
to help cooperatives and IOUs help IOUs, currently there tends not to be 
assistance provided between utility segments.  
 
Lack of interoperability among utilities and between utilities and public safety 
remains a serious problem that hampers restoration efforts; hurricane rescue 
and restoration efforts provide an example of the benefit that could be reaped 
from allocating a small amount of dedicated spectrum for CII, with systems to be 
built using an open architecture and made available to all emergency responders 
as needed for disaster recovery. 

                                                                                                                                            
associated power generation plant at the same location had been knocked out by storm 
damage. 
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3.2  Land Mobile Radio, Backbone Survivor 
 
Without exception, survey respondents that maintain land mobile radio (LMR) 
systems were pleased with their performance during and after the storms. Unlike 
most commercial wireless systems, these networks are built specifically to 
weather such disasters and to continue to operate in extended power outages, in 
support of restoration crews carrying out extremely hazardous duties.5 Where 
possible, LMR networks also support radios brought in by visiting crews from 
utilities across the region or from other parts of the country. However, the 
superior performance of individual systems and the industry in general is offset 
by the lack of interoperability between systems and the lack of dedicated 
spectrum to share with other utilities and public safety. Where host utilities had 
no additional capacity, or assisting utilities used other frequency bands, valuable 
time was wasted in restoration efforts because of the need to work around 
communications difficulties or use host utility personnel to guide visiting crews 
without another means of contacting emergency control centers. 
 
LMR is at this time the most critical tool of critical infrastructure communications 
in emergency situations. It provides for necessary mobility and quality of service 
as crews travel throughout the damaged service territory. In many cases during 
events such as Katrina, it provides the only means of wireless communications 
during the first critical days after storm impact. The overall performance of 
private utility communications systems during the catastrophic storms, in 
comparison with consumer networks, reinforces the industry position that private 
systems must be maintained, and encouraged for emergency response. The 
emphasis upon reliability for utility operations dictates that critical infrastructure 
entities not depend upon commercial systems for core communications for the 
foreseeable future. 
 
However, one downside to the current LMR framework is that responding utilities 
operate on several different frequency bands: below 100 MHz, 150-512 MHz, 900 
MHz and 800 MHz for voice systems alone. This hampers the ability of 
neighboring utilities to help each other and hamstrings utilities that travel to 
assist with restoration and recovery efforts. Unlike traditional public safety, 
energy companies such as electric utilities assume a nationwide response from 
other entities as part of their emergency response planning. A broad network of 
mutual assistance contracts is in place across the country, and in severe 
situations such as the hurricane seasons of 2004 and 2005, other companies also 
                                                
5 The job of electric lineman is consistently rated one of the ten most hazardous in the 
nation based on per capita deaths (Source: U.S. Bureau of Labor Statistics), and visiting 
crews working long hours under unfamiliar conditions must be considered even more at 
risk. LMR units are carried and relied upon as safety equipment by field crews, who 
expect ubiquitous coverage across the entire service territory regardless of terrain or 
population density.  
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are contacted for equipment and crews. Assistance generally runs along 
ownership lines: investor-owned utilities generally come to the aid of other IOUs, 
while crews from other cooperatives are called to assist impacted cooperative 
utilities. It is not at all unusual to see crews from 30 or more utilities in convoys 
of trucks heading for the area ahead of time when a severe event is forecast, or 
immediately afterward when an unexpected disaster strikes. Outside crew 
convoys, especially from larger utilities, carry their own supplies and stage 
themselves near the area of disaster impact. In the case of disasters such as 
hurricanes, they enter the area and begin recovery work as soon as wind levels 
fall.  
 
Assisting companies should be able to bring their own radios to the area with the 
knowledge that they will function on the host utility�s system. Where this was 
possible in some areas post-Katrina (for example, one utility�s new 900 MHz 
trunked system accommodated assisting crews from two other, out-of-state 
companies), generally host utility personnel carrying local radios must serve as 
guides and communications links to assisting crews, a waste of personnel and 
time better spent in recovery efforts.  Meanwhile, entities sending crews to assist 
must obtain emergency Special Temporary Authority from the FCC to use their 
own, portable equipment in areas where they are not licensed to operate. This is 
hardly an ideal situation. In order to take full advantage of the robustness of 
LMR networks, CII companies should have a small allocation of dedicated 
spectrum on which an open architecture, interoperable system can be built to CII 
standards. Such a system could ensure reliable wireless communication for 
emergency response, not only to a large number of responding CII personnel, 
but to public safety and Federal responders, as well. The storms of 2005, as well 
as the other disasters of the past and the certainty of more in the future, make a 
strong case for pursuing this option.  
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3.3 Utility Fiber Networks Benefited from Pre-planning 
 
The performance of private and commercial fiber networks during the hurricanes 
demonstrates that utilities build more reliability and redundancy into fiber 
networks than their commercial communications networks counterparts. The 
technology itself offers all system operators multiple opportunities to secure 
communications through the ability to deploy features such as intelligent, self-
healing rings and by burying cables. The different performance levels of private 
and some commercial fiber networks throughout the Gulf Coast and Florida point 
to the fact that the entities have entirely different objectives in mind from the 
onset: utilities build for reliability because communications is critical to the 
functioning of the core business (electric, natural gas or water delivery), while 
commercial communications companies build for the general population to 
provide consumer services. While the difference in end-goals is entirely 
understandable, the redundancy and geographic diversity of utility fiber networks 
makes them potentially excellent candidates to meet Homeland Security goals of 
survivable networks. 
 
Responses to the third survey question bear out the conclusion that private fiber 
networks survived the storms due to pre-planning for worst case scenarios. 
Respondents owning fiber networks, as would be expected, are generally large in 
size. All reported that they stood up very well to the storms: where there were 
problems, they were overcome by inherent features of the technology. These 
features were pre-planned and built into the networks.  By contrast, commercial 
companies suffered more difficulties with broken cables than private, internal 
networks and had more difficulty restoring service. Smaller utilities relying upon 
commercial fiber-based networks reported that it took weeks for service to be 
restored or that it still was not functioning properly at the time of interview.  
 
In only one case among respondents was significant difficulty by an IOU alluded 
to by a smaller company sharing the IOU�s fiber. It is interesting to note, as 
stated by a large electric IOU, that more damage to cable was done during the 
recovery effort by repair crews than by the storms themselves. 
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3.4 Microwave Systems Stood up to the Storms 
 
Like fiber networks, microwave systems stood up very well to the storms, a 
somewhat surprising outcome given the intense winds accompanying these 
events. Overall, some damage to microwave towers and attachments was 
reported, but this damage was not as extensive as it was to other types of 
communications towers such as generally taller broadcast towers. Additionally, 
utilities reported that they employed detailed backup plans, including employing 
mobile towers and safeguarding communications through redundant links. Any 
needed repairs, such as refocusing dishes to restore links, were accomplished in 
the days immediately following the storms. 
 
Some interesting anecdotal information relating to tower repairs included the 
physical difficulties for crews in reaching the tower sites due to downed trees; 
also, securing fuel supplies for generators was sometimes difficult. While many 
CII entities� response planning includes contracting for a reliable fuel supply, the 
2005 hurricanes created unusual fuel shortages; in addition, Federal emergency 
responders often commandeered available supplies in the area, although no 
respondent to this survey specifically noted this as a cause for a lack of fuel in 
this case. Again, the Katrina response story among public safety, Federal, state 
and local officials, and CII entities, along with other industries, points to the 
need to include all emergency responders in disaster planning. 
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3.5 Utilities and Public Safety Need Better Coordination 
 
Given the outstanding performance of utility communications during the 
hurricanes and critical infrastructure personnel�s� role as emergency responders, 
as well as the dependence of all other infrastructures on reliable power (and all 
people on safe water), thorough Homeland Security planning demands CII 
participation. A number of Congressional hearings, including testimony by DHS 
officials on the subjects of interoperability, spectrum management and Incident 
Command Systems (ICS), took place in the weeks after Katrina and Rita. Much 
attention was paid to the role and needs of Public Safety (PS); however, in spite 
of statements noting the reliance of recovery on power restoration, CII entities 
were largely overlooked in the discussions. To do so deprives policymakers of a 
prime opportunity to use proven reliability for the good of Americans affected by 
disasters. Unfortunately, however, UTC�s research shows that, for whatever 
reason, local coordination between public safety and CII is inconsistent and 
patchy, a situation that must improve to enable efficient emergency response. 
 
The last question of this survey asked about coordination between public safety 
and CII entities during storm recovery. While utility communications systems 
fared well during the hurricanes, there was little or no coordination with state or 
local public safety organizations aside from some informal sharing of resources, 
such the assistance of a dispatch operator and/or a dedicated E911 line.  In the 
examples given by respondents, the utilities played the role of assisting public 
safety, and not the other way around. At least one respondent noted that public 
safety agencies requested use of its communications network; such requests are 
not uncommon and reflect local understanding of the robustness of CII systems. 
What coordination existed clearly had been arrived at locally by personnel 
understanding the need for some form of communications, but with the 
exception of one statewide network, there was little in UTC�s survey responses to 
inspire confidence in this area.6 Beside the clear needs of dedicated spectrum for 
CII and accompanying advancements in communications interoperability, CII 
entities responding to disasters should be included in any State or Federally 
developed coordination process.  
 
Post-Hurricane Hearings 
During congressional hearings on September 29, 2005, witness David E. 
Liebersbach of the National Emergency Management Association noted that, �� 
local gas, electric and oil companies [need] to know exactly where [who] to go 
to in ICS (national Incident Command System) during emergency response.�7  
                                                
6 Anecdotally, UTC members noted that public safety personnel unfamiliar with some 
utility truck logos sometimes refused entry to impacted areas by crews seeking to 
restore power.  Such incidents underscore the need for prior planning at a higher level. 
7 House Homeland Security Committee Hearing on Incident Command, Control and 
Communications during Catastrophic Events, October 19, 2005. 
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Even with excellent internal utility company emergency response plans, CII 
should be included in the next step of participating in an area-wide response 
effort.  
 
According to National Fraternal Order of Police President Chuck Canterbury, most 
communities use some form of the ICS system [this is not the case for utilities], 
but a national plan is required. During Katrina there was a situation of �self-
dispatching� [for public safety], �and where there is a virtual destruction of the 
local command center � there needs to be a backup (national) command 
structure.8 As industries with thousands of personnel moving through the area in 
recovery efforts, CII entities need to be a part of this development. 
 
During the House hearings Chief William D. �Bill� Killen, President of the 
International Association of Fire Chiefs, stated that in order to be successful a 
national ICS needs the following: 
 
1.       DHS to require everyone to take an online course 
2.       NIS security requirements 
3.       DHS must offer resources to communities that submit a mutual aid plan 
4.       Congress must fully fund ICS9 
 
CII entities are deeply involved with DHS, especially in the areas of critical 
infrastructure protection and cybersecurity, because of large enterprise IT 
networks and critical control systems such as Supervisory Control and Data 
Acquisition, or SCADA. However, CII must be included in interoperability efforts, 
as well. Following an announcement by FCC Chairman Kevin Martin, Ken Moran, 
Director of Homeland Security for the FCC, stated in post-hurricane Senate 
hearings that a working group has been formed to study communications and 
specifically, ways to fund interoperability development. CII has a significant 
contribution to offer to such efforts, and must have a presence in these 
discussions.10  Equipment that is not dependent on frequency assignments is 
extremely important to both CII and public safety, while again, unlike traditional 
public safety, CII has no dedicated spectrum on which to operate a next-
generation communications system.  This definitely is a long-term effort and one 
that will require massive investment by all parties concerned in new 
infrastructure and new user equipment.  
 

                                                
8 Id. 
9 Id. 
10 Senate Commerce hearing on Communications Interoperability, October 19, 2005. 
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4.0 Summary of Utility Communications Performance 
Issues from 2005 Hurricanes 
 
Utilities and other critical infrastructure companies along the Gulf Coast have a 
great deal to be proud of in their response to the catastrophic hurricanes Katrina, 
Rita and Wilma. The massive responsibility of power restoration depended on a 
number of factors; chief among them was the necessity of functioning 
communications systems. Utilities are traditionally conservative in planning 
communications networks, placing heavy emphasis upon reliability. Thankfully, 
redundancy and contingency planning paid off for all but the hardest- hit in these 
industries. 
 
Survey questions posed reveal several important points: 
 

• In sharp contrast to commercial wireless, landline telephone and other 
telecommunications networks, the private, internal networks (radio, 
microwave and fiber) of electric, gas and water utilities for the most part 
continued to function throughout and immediately after the storms; 

• Interoperability among utilities and between utilities and public safety 
remains a serious problem that hampers restoration efforts. 

• CII needs a small spectrum allocation to make possible a tough, resistant, 
interoperable network, whether to be used by CII alone or made available 
to other emergency responders in such situations. 

• Given the good performance of utility communications and our role as 
emergency responders, as well as the dependence of all other 
infrastructures on reliable power (and all people on safe water), our 
members should be included in Homeland Security planning. 

 
UTC recognizes the immense efforts undertaken by utilities facing the challenges 
of restoration and recovery. On many levels, a fine spirit of cooperation, 
selflessness and courage emerged during our conversations with the men and 
women operating utility communications systems along the Gulf Coast and 
Florida. UTC encourages readers of this report to review the individual responses 
provided in the attached Appendix � you will hear in that text both their concern 
for the devastation they witnessed, and their pride in maintaining systems vital 
to restoration of their communities. 
 
The aim of this report is to bring to the attention of CII entities the need for 
active engagement in government discussions regarding the role of 
communications during emergency response. Through this small study, UTC also 
hopes to emphasize to policymakers the rich resource of robust infrastructure, 
emergency planning and commitment to community that CII entities can bring to 
emergency response planning and interoperability efforts.  UTC and its members 
will continue to stress the key role of both the restoration of the services we 
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provide and the value of our robust internal communications networks during 
such emergencies, to make sure that our specialized needs, and ultimately the 
interests of the American public, are addressed. 
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