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Abstract

The central notion of Rofe-Based Access Controf
(REAC) is that nsers do not have discretionary acoess to
enterprise  objects. Instend,  access  permiissions arve
administratively associated with roles, and weers are
administratively made members of appropriate voles. This
iden greatly simplifies management of authorzation while
preoviding an opportunity for geeat fexibility in specifying
and enforcing enterprise- specific profection  poficies.
Ligers can be made members of wies ns determined by their
responsibiffties and gualifcatfons and can be ensily
reasstghed from one role to another without modifping the
tnderlving access steuctire. Roles can be granted new
pemtissions a8 new  appfications  and  actions  are
thoorparated, and permissions can be vevoked from vofles as
needed.

Seme wsers and verdors have recogrized the potential
bencfits of REAC witheout o precise definition of what REAC
constitites. Some REAC features have been implemented in
conveial products without a frome of referenoe as to the
Functional makeup and vivtues of REAC [T]. This lack of
definition makes it difficelt for consumers to compare
products ard for vendors o get cwedit for the effectiveness
of thefr products in addressing knoun security probfems.
To rorwect these deficiencies, a number of govermment
sporsored veseawh efforts awe vhderway o define REAC
precizely in terms of its featuves and the bencfits it affords.
This wesearch includes: swrveps to better understand the
security weeds of cormmercial and govermment wsers (2], the
devefoprment of a formal REAC meodel, architectire,
pretotype, and demonstrations to vafidate its use and
Feasibifity. As a wesuft of these efforts, REAC systems are
now beginning to emerge. The purpose of this paper i3 o
previde additioral frsight as to the motivations and
Juncrionality thar might go behind the official REAC name.

1. Introduction

The principal motivations behind RBAC are the ability o
articulate and enforce enterprise-specific security policies
and to streamline the typically bodensome process of
secarity management. RBALC represents a major
advancement in flexibility and detail of control fiom the
present-day standards of discretionary and mandatocy

access contiol [2][3][4][3]. In many emerprises within
irdastiy and civilian government, end nsers do not “own™
the information for which they are allowed access as is
often asmmed by traditional discretionary access control
schemes [8][7]. Bor these oiganizations, the corporation or
agency i= the actoal “ownel™ of system objects and
discietion on the pait of the users may not be appropriate.
With role-based access contmol, access decisions are based
onthe roles individual nsers have as partof anoiganization.
Asg much, RBAC is often desciribed as a form of non-
discretionary access control in the sense that nsers ae
anavoidably constrained by the oganization’s protection
policies. In non-classified environments, such policies a®
not focused on solving the malti-level secarity problem as
iz assumed within the existing standard for non-
discietionary access control [6]. In contrast, RBAC allows
for the specification and enfowement of a variety of
protection policies which can be tailoed on an enterprise-
by-erteiprise basis. The policies enforced in a partticular
stand-alone or distribnted system are the net msoalt of the
precise contiguiation of the variouscomponents of RBALC.
This RBAC framework provides administrators with the
capability to regulate who can perform what actions, when,
from whee, in what order, and in some cases nnder what
elational circumstances.

From a functional perspective, RBAC s central notion is
that of operations representing actions associated with roles
and users that are sppopriately made members of mfes.
The relationships between users, wles, and operations is
depicted in Figue 1. As shown in Figue 1, the ose of
double arows indicate a many-to-many relationship. Bor
example, a single user can be associated with one or mo®
mwles, and a single 1ole can have one or meore user membears.
Roles can be created for various pb positions in an
owEanization. For example, a iole can include Telleror Loan
Officer in 2 bank, or Doctor, Muwse, or Clinician in &
hospital. The opemtions that ae associated with roles
constrain members of the role to a specified set of actions.
PForexample, within a hospital system the role of Dectorcan
include operations to  perfoun  diagnosis, prescribe
medication, and ower labomtory tests; the 1wole of
Reseamcher can be limited to gathering anonymous clinical
information for studies; and the ole of Social Worker may



be to meview patient profiles to flag possible snicidal
patients or determine possible abnse cases.
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Figure 1. Users, roles, and operations

The association of operations with mles within an
enterprise can be in compliance with roles that ae self-
imposed. For example, a health care provider may decide
that the wle of Clinician most be constrmined to post only
the results of ceitain tests rather than distribate them where
muting and homan erors can resolt in 2 violation of a
patient’s right 1o privacy. Opemtions can also be specified
in 2 manner that can be osed in the demonstiation and
enfomement of laws or egolations. For example, a norse
can be constmined to adding a new entry to a patient’s
history of treatments ather than being generlly able o
modify a patient record. A pharmacist can be provided with
operations to dispense, but not to prescribe, medication.

Although RBAC does not promote any one protection
policy, it has been shown to suppout several well-known
secuuity prrciples and policies that ae impoctant o
commercial and govemment enteiprises that process
erclassified buat sensitive infommation[Z][8][9]. These
include: the specification of competency to peform
specific tasks, the enfowement of Least Puivilege for
administrators and general users; and the specification, as
well as the enfocement, of conflicts of interest rules, which
may entail duty assignment and dynamic and static
separation of daties. These policies can be enfoed at the
time opewations are authorized for a wle, at the time users
ae authorized as members of a vole, at the time of role
activation (e.g., when a wole is established as part of auser’s
active session), or when a oser attempts to peform an
operation on an object.

To demonstrate the importance of such peolicies, consider
the uneonstiained actions of Micholas Leeson which lead 1o
the bankptcy of England’s oldest investrment fimm in 1995
In particular, Leeson was allowed to run both the financial
deiivatives trading opecation in Singapore as well asback-
office functions whee trades wee settled. This is a mix of
mlesthat can be —and in thiscase was —disastions. In any
firm serous abount preventing fiand in its operations, this
amrangement is flawed. Management at Barings PLC shonld
never have hadthe same person making and settling trades.
Such a contlict of interest policy can be specified centially
by management, administratively implemented, and
enfomed effectively nsing the RBAC framework.

Inaddition to RBAC scommecial relevance, RBAC has
the potential to sopport policies that are essential within
classified envimnments. Such policies can include one-
diectional information flow by the specification and
enfocement of the Simple Secanity property and the Star-
poperty 1[3:]['5\‘].

One of RBAC s greatest virtues is the administiative
capahilities it sopports [3][5][?]. The administiation of
anthorization data is widely acknowledged as an onerons
pmocess with a large and eoccorring expense. nder the
RBAC framework, nsers are granted membership into roles
based on their competencies and responsibilities. User
membership into mles can be mvoked easily and new
memberships established as b assignments dictate. With
RBAC, nsers ae not ganted pemmission to perform
operations on an individoal basis, but opemtions are
associated with mles. Role association with new operations
can be established as well as old operations deleted as
oganizational fonctions change and ewolve. This basic
concept hasthe advantage of simplifying the nnderstanding
and management of privileges: wlescan be npdated withont
having to opdate the prvileges for every user on an
irdividoal basis.

Another administrative advantage of RBAC is that
gysterm administiators control access at a level of
abstiaction that is natural to the way enterprises typically
corduct buosiness. This is achieved by statically and
dynamically regolating users™ actions thmoogh  the
establishment and detinition of roles, wle hiemichies,
lationships, and constraints. Thas, once an RBAC
framework is established, the principal administiative
actions are the granting and revoking of users into and om
of mwles. This is in contiast to the more conventional and
less intoitive process of attempting to administer lower
level access control mechanisms divectly fe.g., access
contol lists (ACLs), capabilities, or type enforcement
entities) on an object-by-object basis.

For distriboted systems, another benefit is that RBAC
administrator responsibilities can be divided among cental
and local protection domains, that is, cental protection
policies can be defined at an erterprise level while leaving
protection  issnes that ae of local concern at the

1. The Simple Security Property statesthat a sub-
Ject (Le., a piocess executing on a nser’s behalf)
must not be alowed to read fiom storage eposito-
ries that are & a higher sensitivity level than the
subject’scurent sensitivity level. The Star Prop-
ety statesthat a subject most not be allowed to
wlite to storage repositories that are at a lower sen-
gitivity level thanthe subject’s maximum sensitiv-
ity level allowed for reading.



oganizational anit level. Bor example, within a distriboted
health care system, opemtions that ae associated with
healthcare providers may be centrally specified and pertain
to all hospitals and clinics, but the granting and revoking of
memberships into specific mles may be specified by
administiators at local sites.

2. RBAC features and supporting policies

RBALC policies are described in terms of users, snbjects,
mwles, role hierachies, operations, and protected objects. To
perform an operation on an object controlled nunder RBALC,
4 user must be active in some wle. Befor a user can be
active in 4 1ole, that user most first bave been anthorized as
a member of the role by a security administator,

RBAC pmovides administrators with the capability o
place constiaints on role anthorization, mle activation, and
operation execation. These constimints have a vanety of
forms. Constimints  inclode cadinality and  mutoal
exclosivity mles which can be applied on a role-by-role
basis. In addition, constmints can be placed on the
anthorization of an operation to a mle and on opermtions
being performed on objects (ie, time and location
CONStraints.

The following sobsections define RBAC ertities and
provide a precise definition for sevewml representative
constraints.

2.1 Users, roles, and operations

Within the RBAC framewolk, a user is a person, a rofe
is a collection of job functions, and an operation mpresents
a particular mode of accessto a set of one or more protected
RBAC offects. As shown in Figure 2, a subject mpresents
an active user process with the single aow denoting aone-
to-many elationship.

7

Figure 2. User and subjects

The tollowing fonctions desciibe the mappings among
nzers, sibjects, and roles:

subject-useris: subject) = the nserassociated with subject
g teg 17

authorized-rofes (s subject) = [the oles associated with
subject “s7}. feg. 2}

rofe-membersfr. miel=[ theisermnthonzedonold ™"} feg. 1)

teser-atho vized-mwilesf: weer) = [the mles associated with
nser “un’"}. leq. 4h

Mote that the nser associated with a subject is determined
by a nnigue nser identifier. Each sobject is mapped to one
individoal nser and possibly many roles. = RBAC aso
equives that if arthorized-rofesis) = R and subject-users)

=n,then ™0™ most be associated with the set of roles “R.™”
This is better described as follows:

Assumption 1 (Consistent Subject) The consistent
suhject assumption is satisfied only if :

b s:subject, v naer B, rivofes:
sufject-serfs) =u A awhorized-rofesfs) = K A
it ¢ rofe-membersir) = r ¢ K feq. 5)

O

The type of operations and the objects tha RBAC
contiols isdependent on the type of system in which it will
be implemented. Bor example: within an operating system,
operations might include read, wiite, and execute; within a
database management system, operations might inclode
insert, delete, append, and update; and within a transaction
management system, operations would take the form of and
exhibit all the properties of a transaction. The set of objects
covered by the RBAC system inclode all of the objects
accessible by the RBAC operations. However, not all file
system and systerm objacts need to be included in an RBAC
scheme. For instance, access to infrastroctore objects such
as synchwonization objects (e.g., semaphores, pipes,
message segments) and tempoary objects le.g., tempomry
files and directories) may not necessarily be contolled
within the RBAC protected object set.

An opemtion epesents a unit of control that can be
eferenced by an irdividual ole that is subject to regolatory
constraints within the RBAC fmamework. Tt is important o
note the difference between a simple mode of access and an
operation. An opemtion can be nsed to captoe security-
elevant details or constraints that cannot be determined by
asimple mode of access[Z]. These details can beintermsof
both methed and granuolarity of access.

To demonstiate the importance of an RBAC opemtion,
considerthe differences between the access needs of a teller
and an accounnting supervisor in a bank. An enterprise
defines a teller mwle as being ahle 1o perform a savings

2. The user identifier is velevant foraoditing, but
withan RBAC anthorzation scheme the role iden-
tifier{sh are what determine access.



deposit opemtion. This eqoires ead and write access o
specific fields within a savingsfile. Anenterprise may aso
define an accounting supervisor role that is allowed o
perform corection opemtions. These operations require
ead and wiite access o the same fields of a savings file as
the teller. Howewver, the accounting sopervisor may not be
allowed to initiate deposits or withdrawals but only perform
conections after the fact. Likewise, the teller is not allowed
to perform any corrections once the transaction has been
completed. The difference between these two roles is the
operations that are executed by the different wles and the
valoesthat aie written to the transaction log file.

To demonstate the importance of granolarnty of contmol,
consider the need of a pharmacist to access a patient’s
recod tocheck for interactions between medications and 1o
add notes to the medication section of the patient record.
Althongh soch operations may be necessary, the pharmacist
should not be able to read or alter other parts of the patient
recoud.

As shown in Figue 3, operations a®e administratively
associated with objects as well as with roles.

Figure 3. Operations and objects

When authonzing user membership into a wle, the user
is implicitly provided with the potential to execote the
operations that are associated with the wle. Bach operation
iz efemnced by a wnnigue identifier The neotion of an
operation, as well as the (elationships between oles,
operations, and objects are described by the following
functions:

rofe-operationsfr. roles) = [the opemtions that ae associ-
ated with role "} leq. G

cperation-objectsfop: operation) = [the authorized objects
for which the operation "op™ can be applied}.  (eq. 7}

2.2 Roles and role hierarchies

Roles can have overlapping esponsibilities and
privileges, that is, nsers belonging o different wles may
need to perform common operations. Farthermore, within
many oganizations thewe are a nomber of geneml
operations that are performed by all employees. Assoch, it
would prove inefficient and administratively combersome
to specify repeatedly these geneal opemtions foreach role
that gets created. To improve efficiency and provide for the
natural stmectire of an enterprise, RBAC includes the

concept of rofe Alermrchies. A role hierachy defines roles
that have unigue attribotes ard that may “contain™ other
mles, that is, that one mle may implicitly inclode the
operations, constraints, and objects that are asscciated with
ancther role. Role hiemchies a® a natwal way of
oEanizing mles to reflect anthority and esponsibility, and
competency. An example of a ole hierarchy is shown in
Figure 4. In this example, the wle Specialist “contains™ the
mles of Doctor and Tntern. This meansthat members of the
mle Specialist are implicitly asscciated with the operations,
constraints, and objects of the roles Doctor and Intem
withont the administator baving to explicitly list the Dector
and Intern attribotes. The most powerfol oles ae
represented a the top of the diagmm with the less powertal
mles being represented at the bottom, ie., the mwles on the
top of the diagram corntain the greatest nomber of
operations, constraints, and objects. As shown in Figne 4,
not all roles have to be 1elated. The roles Cadiologist and
Rheumatologist ave not hievachically related but they can
contain some orall of the same 1oles.

Role hierachies can be represented as ancestor
elationships. The immediate paent elationship can be
represented as an odered pair (R ) Ky, =), where Riy is
the immediate parent and Rj the child and “>" is atransitive
elation “contains™ Thas, Riy) = Rj, implies, Ri}] contains
Ri As shown in Figne 4, the mwle Specialist is the
immediate parent of the role Doctor, and the mle Intem is
an ancestor of the role Specialist fie., the wle Specialist
“contains” the role Tntem). However, the role Cadiologist
is not an ancestorof the wle Rheomatologist. Becanse roles
ae contained by other wles throogh the “contains”
elationship, granting membership in a mle implies
membership to all the rolesthat mle “contains.™

Cardiologist Rheumatologst

COMRUNE  COMELIN

Specialist
coMENE
Doctor

CoMIRE

Intern

Figure 4. Example of a role hierarchy

This role hiewarchy can be described as:



Rule 1 (Role Hierarchy) If a sobject is anthorized o
access 3 role and that role contains another role, then the
subject is also allowed to access the contained role:

W ssubject, v reoles
o€ authorized-rolesfs)” o 1 > =
¥ € aheorized-rofess) leq. &)

O
2.3 Role anthorization

The associationof a user with a ole can be sobject to the
following:

+ the user can be given no more puvilege than is
necessary to perform histher job;

+ the wle in whichthe useris gaining membership is not
muotoally exclosive with another mle for which the nser
aleady possesses membership, and

= the numerical limitation that exists forwole membership
canmat be exceeded.

The first property in intended to ensure adheence to the
pirciple of Least Puvilege [Z]. The principle of Least
Privilege requires that a user be given no mowe privileges
than necessary to perform hisber job fonction. Ensoring
least privilege requires identifying the user’s job functions,
determining the minimom set of privileges required o
petform that function, and restricting the nser to a domain
with those privileges and neothing mo®. In non-RBAC
implementations, this is often difficult or costly to achieve.
For example, in a capability-based system, someone
assigned to a job category may be allowed more privileges
than one needs becanse of the inability of capability-based
gystems to tailor access based on warious attribotes or
constraints. Since many of the wsponsibilities overlap
between job categolies, maximom privilege for each job
category could canse onlawfol access. RBAC can be
configued so that only those operations that need to be
petformed by members of a iole ave granted tothe wle, and
these opelations and roles can be subject to organizational
policies or constraints. Tn the cases wher® opemtions
overlap, hiemrchies of wlescan be established. In the past,
careful anditing has been nsed to justify the granting of
greater access. Forexample, it may seem sufficient to allow
physicians to have access to all patient data recowds if their
access is monitored sofficiently. However, this would entail
mach move aoditing and monitoring than woold be
necessary with a better defined access control mechanism.
¥With RBAC, constiaints can be placed on physician access
o that, for example, only those ecords that are associated
with a particular physician can be accassed.

The second property listed above is intended to preserve

a policy of Static Separation of Duty or contlict of interest.
This means that by virtne of a user being anthorized as a
member of one mwle, the user is not authorized as a member
of a second role. For example, a nser that is anthorzed to be
a member of the role Teller in a bank may not be allowed 1o
be 2 member of the role Aonditor of the same bank. That is,
the woles Teller and Anditor are motoally exclusive.

The policy of Static Separation of Doty can be centrally
specified and can then be oniformly imposed on specific
mwles. The motoally exclusive roles for a given wle and the
Static Sepamtion of Doty pmoperty can be specified as
follows:

petienfly-exclusive-authorizationfr: vofes) = [the list of
rolesthat ae motually exclusive with mole ™"} (eg. )

Rule 2 (Static Separation of Duty) A user iz anthorized
az a member of a role only if that role is not motoally
exclosive with any of the other wles for which the nser
alieady possesses membership:

W otewser v omles ieg o
et € rolemembersiey A on € role-membersfef)
= i £ mur:mHy-é'.rchstl’f-muﬁor\"zﬂﬁonfi:;} [eq.‘flﬂj

O

The third property listed above which can be preserved
nnder the granting of user membership to mwles is the
Cadinality property. Some wles canonly be occopied by a
certain number of employees at any given perod of time.
Bor example, consider the wole of Manager. Althongh other
employees may act in that role, only one employee may
assnme the responsibilitiesof a managerat any given time.
A user can become 2 new member of a role as long as the
number of members allowed for the ole is ot excesded.
The nomber of nsers allowed for a2 wle and the existing
number of nsers asscciated with a wle is specified by the
following two functions:

mtertbership-fimit fr: rokes )= the membership limit
[ = OYformle™ ™ leq. 114

nwrtber-of membersfrmwles)= M1 = O)the nomberof
existing members in wole *r” leq. 124

Role capacity can now be described as:

Rule 3 (Cardinality) The capacity of a wle cannot be
exnceeded by an additional wle member:

Yoroles



membership-fimit(h = number-of-membersie). (eg. 13)

O
2.4 Role activation

Each subject is a mapping of a user to one or possibly
many oles. A nser establishes a session doring which the
nser is associated with a subset of oles for which the nser
has membership. A nser’s role anthonzation (which is a
consequence of role membership) is a necessary bat not
always sofficient condition for a nser to be permitted o
perform  an  operation.  Other oganizational policy
considerations or constraints may need to be taken into
acconnt that pertain to aothorizing users to perform
operations.

Role activation povides the context for which these
oganizational policies can be applied. As soch, RBAC
requives a nserto first be anthorized as being active in 2 role
before a nser can peform an action.

Deperding on the policy  under
consideration, checks are applied interms of the wole which
is being proposed for activation, the operation which is
being requested for execution, andior the object which is

being accessed. That is, 2 1ole can be activated if:

organizational

+ the useris anthouiized for the wle being proposed for
activation,

+ the activation of the proposed wle (s not mutoally
exclosive with any other active rolais) of the nser;

* the proposed opemation is anthorized for the mle that is
being proposed for activation;

+ the opemtion being poposed is consistent within a
mandatory sequence of operations; and

The following functions enable sobjects o execute
RBAC opemtions and define the active roles for a subject:

exer: (g0 subject, op: operation) = [TRUE iff subjact g
Can EXecute opeation “op,” otherwise it is
AL SE] teg. 147

active-milesfs sufbject )= [the curert list of active roles for
subject “s7}. feqg. 15}

The specification that a subject’s proposed active role
must be in the anthonzed mwle set for that sabject is stated
by the following property:

Rule 4 (Role Anthorization) A subject can never have
an active wole that is not anthonzed forthat subject:

W ssubject, op: operation
actire-mfes(s)  C authorized-role(s).

teq. 16)

O

Once it is deternined that a wle is part of the anthorized
wle set for the subject, the operation can be executed
provided that the wle is active. Bven though a role may be
in the role set, there may be certain organizational policies
tsuch as dynamic separation of duty desciibed below) that
preclodes the wle from being activated. This provides the
context from which other checks are made and is specified
by the following role:

Rule 5 (Role Execution) A sobject can execute an
operation only if the sobject is acting within an active ole:

Y ssubfect, op: operation

execls,op) = active-mfes(s) # feqg. 17}

O

RBAC also provides administators with the capability 1o
enfoce an oganization-specific  policy of Dynamic
Separation of Doty Static Separation of Doty provides an
enterprise with the capahility to addiess potential corflicts
of intewst issnes at the time a nser’s membership is
anthorized for a mwle. However, in some olganizations it is
perrmissible for a nser to be a member of two wles which do
not constitute 2 conflict of imeest when acted in
independently, but introdoce policy concems when allowed
to be acted in simaltaneously.

For example, a static policy could reqoie that no
irdividual who has the wole of Payment Initiator can also
have the role of Payment Anthorizer Althoogh soch an
approach may be adeqoate for some oiganizations, for
others it may prove too rigid, making the cost of sepaation
greater than the loss that might be expected. The objective
behind Dwynamic 3epamtion of Duaty is to allow mom
flexibility in opemtions. Dynamic Sepamtion of Duty
places constiaints on the simaltanecns activation of mles,
so for example, an individoal nser can be anthorized for
both the wles Payment Initiator and Aunthorizer, bat can
dynamically assume only one of these roles at the same
time.

The mutoally exclusive wles for the proposed active role
is specified by the following function:

mutieallyp-exclusfve-activationfr roles) = [the list of active
mles that are matnally exclusive with the proposed mle

), teq. 18)

The RBAC Dynamic Sepamtion of Duaty wmle is defined



as.

Rule 6 (Dynamic Separation of Duty) A subject can
become active ina new wole only if the proposed wle is not
motually exclosive with any of the roles in which the
subject iscumently active:

W s subject, ¢ jproles o= fo
o achive-rolesfs) o Fp e active-miesfs)
= Fi £ mn'.r:mHy-e.tchtsr‘l*e-.-:icrr‘l’ﬂrrbnfr:;}. eg. 19

O

The specification that a subject can peform an operation
only if the operation is anthorized for the subject’s proposed
active role is provided by the tollowing property.

Rule 7 (Operation Authorization) A sobject can
execute an operation only if the operation is anthorized for
the 1ole in which the sobject iscomently active:

Y ssubject, op: operationd ¥ roles
exefsopl = F e active-rofes(s)

op & mieoperations{rl leq. 204

O
2.5 Operational separation of duty

RBAC can be used by a system administiator to enfoce
a policy of Operational Separation of Duty. Operational
Separation of Duaty can be a valuable appoach at deteriing
frand [14]. This isbased on the idea that frand can cccur if
collaboration  ewists  between  varions  job-elated
capabilities within a critical business function. For
example, the tunction of purchasing an item might involve
the following operations. anthorizing the pochase oer,
recoding the amival of the imvoice; reoding the arival of
the iterm; and, finally, authorizing payment [14].3 If each of
these opemtions is pertormed by diffeent roles, the
likelihood of frand can be diminished. By allowing one nsar
to perform all opemtions, frand may ocoo:

Opermtional Separation of Duty requies that for all the
operations associated with a particular businesstunction, no
single nser can be allowed to perforn all of these
operations. Theretowe, the tailue of one wle to perform as
expected can be detected by the oiganization. In RBAC
terms, the Operational Separation of Duaty policy can be
enfomed when oles ae anthonzed for individual nsers and
when operations ae assigned to wles.

3. Execution of a single opeumtion of a business
function proceeds only upon the successtul com-
pletion of the previous opemtion.

Cpermtional Separationof Doty can be specified with the
following function and property:

Junction-operations(f function) = [the set of all operations
required fora bosiness function “£7]. leg. 214

Rule B (Operational Separation of Duty) A role canbe
associated with an opewtion of a business function only if
the role is an anthornized role forthe snbject and the role had
not been assigned previously to all of the otheroperations:

W g.gubiect, rovole, Ffimction
- ffunction-operations(fl =

) role-cperations(rl) - teq. 221
rEariul
O
2.6 Accessing abjects

To ensure enfocement of enterprise policies for RBAC
objects, subject access to RBAC objects most be contiolled.
The following function is used to determine if a2 subject can
access an RBAC object:

access fg: subject, o; objecr) = [TRUE iff the sobject can
access the object, otharwise it is FALSE] feqg. 23}

With the HRole Aunthonzation and Role Execotion
properties detined above [Rules 4 and 33, the Cpemtion
Access Authoiization propeity defined below ensues thata
subject’s access an RBAC object can only be achieved
through anthorized operations by anthouized active woles.

Rule 9 (Object Access Authorization) A snbject can
access an object only if the ole is part of the subject’s
culvent active role set, the role is alowed to perform the
operation, and the opewmtion to access the object is
anthorized:

W ssubject, o object
accesslso] 3 ¢ mwles, opoperation
¥ e active-rolesfs) o op e releoperations( )
A o € opermtion-obfectsfop). leq. 244

O

3. Conclusion

The principal motivations behind RBAC are the ability o
enprass and enforce enteprise-specific security policies
and stieamling the typically budensome process of security
management. As shown above, RBAC is a framework of

4. For this propecty, user-awhorized-mlesfun) is
epresented by wefe).



policy rich mechanisms, and its configuration is dependert
on omanizational policies. This allows RBAC to be
adaptable to any omganizational stuctoe and means of
condocting business. Also, the policies implemented nnder
RBAC can ewlve over time as enterprise and
olganizational structuve and security needs change. RBAC
povides greater prodoctivity on the part of secority
administiators, resulting in fewer erous and a greater
degree of operational security.

Cuorently, the Mational Institute of Standads and
Techrology (MIST) is conducting ®search in the aea of
RBAC. To date three independently developed efforts on
RBAC are urderway at MI3T: a Small Bosiness Innovation
Reseach (3BIR) progmm with De Ravi 3andho of George
Mason University and Seta Corporation to belp define
RBAC and its feasibility, an effort with N5SA's R?3
Research and Engineering gronp and Dr. Wirgil Gligor of
the Univesity of Maryland to create a formal model and
implement RBAC on a policy-independent Mach
miciokemel-based opemting system being developed by
R23 called Synecgy [6][14], and a Advanced Technology
Program (AT PYeffort being led by John Badkley of MIST o
demonstrate how RBAC can be onsed for a bealth cam
systerm. Although these reseach efforts have shown great
pomise and continnes o generate enthnsiasm within the
research and vendor communities, RBAC remains 2 long
way from reaching its full potential as a commemially
viable techmology. This coold only be achieved thwough
fnrther research and consensus on the part of eseachers,
vendors, and the user community.
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