B b b b b b S b i i
Keyed-Hash Message Authentication Code (HMAC)
Hashlen = 160

HHH R A AR A

Key length = 64
Tag length = 20
Input Date:

"Sample message for keylen=blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 200666F72 206B6579 6C65606E3D 626C6F63 6B6COS56E

Key is
00010203 04050607 08090A0B QCODOEOF
10111213 14151617 18191A1B 1CI1D1E1F 20212223 24252627
28292A2B 2C2D2E2F 30313233 34353637 38393A3B 3C3D3E3F
KO is
00010203 040500607 08090A0B QCODOEQF
10111213 14151617 18191A1B 1C1D1EL1F 20212223 24252627
28292A2B 2C2D2E2F 30313233 34353637 38393A3B 3C3D3E3F
K@Aipad is

36373435 32333031 3E3F3C3D 3A3B3839
26272425 22232021 2EZ2F2C2D 2AZ2B2829 16171415 12131011
1E1F1C1D 1A1B1819 06070405 02030001 QEOFOCOD OAOBO8A9

Hash((KeyAipad) | [text) is
8F51A3BB 9E96B972 59A90921 321F538A DF4A343D

K@ xor opad is
S5C5D5ESF 58595A5B 54555657 50515253
4C4D4AE4AF 48494A4B 44454047 40414243 7C7D7E7F 78797A7B



74757677 70717273 6C6D6EGF 68696A6B 64656667 60616263

Hash((K@ropad) | IHash((K@Aipad) | Itext)) 1is
S5FD596EE 78D5553C 8FF4E72D 266DFD19 2366DA29

SFD596EE 78D5553C 8FF4E72D 266DFD19 2366DA29

Key length = 20

Tag length = 20

Input Date:
"Sample message for keylen<blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 20666F72 206B6579 6C656E3C 626C6F63 6B6C656E

Key 1is
00010203 04050607 08090A0B QCODOEQOF 10111213

00010203 04050607 08090A0B OCODOEQF
10111213 00000000 00000000 000000 VYYD VY0000
00000000 00000000 00000000 0000000 00000000 0000000

K@Aipad is
36373435 32333031 3E3F3C3D 3A3B3839
26272425 36363636 36363636 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636

Hash((KeyAipad) | [text) is
13DE@1B7 AD467D75 6FBA1EA8 16866E32 416A269D



K@ xor opad is
SCS5D5ESF 58595A5B 54555657 50515253
4C4D4E4F 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C

Hash((K@ropad) | IHash((K@Aipad) | Itext)) 1is
4C99FFQOC B1B31BD3 3F8431DB AF4D17FC D356A807

4C99FFOC B1B31BD3 3F8431DB AF4D17FC D356A807

100

Key length

Tag length = 20

Input Date:
"Sample message for keylen=blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 20666F72 206B6579 6C656E3D 626C6F63 6B6C656E

Key 1is
00010203
04050007 08090A0B QCODOEOF 10111213 14151617 18191A1B
1C1D1EL1F 20212223 24252627 28292A2B 2C2D2E2F 30313233
34353637 38393A3B 3C3D3E3F 40414243 44454647 48494A4B
4C4DAE4F 50515253 54555657 58595A5B 5C5D5ESF 60616263

1E6634BF AEBC0348 29810592 3DOF26E4
7AA33FF5 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 000VVVV0 00VVVVV0 0000000

K@Aipad 1is
28500289 988A357E 1FB733A4 0B3910D2
4C9509(C3 36363636 36363636 36363636 36363636 36363636



36363636 36363636 36363636 36363636 36363636 36363636

Hash((KeyAipad) | [text) is
6487C866 AG6GF67A2 218B8E89 8892F9E8 282023D2

K@ xor opad is
423A68E3 F2EQ5F14 75DD59CE 61537ABS8
26FF63A9 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5€5C5C5C

Hash((K@ropad) | I[Hash((K@Aipad) | |text)) is
2D51B2F7 750E4105 84662E38 F133435F 4(C4FD42A

2D51B2F7 750E4105 84662E38 F133435F 4C4FD42A

Key length = 49

Tag length = 12

Input Date:
"Sample message for keylen<blocklen, with truncated tag"

Text 1is
5361 6D706C65
206D6573 73616765 20666F72 206B6579 6C656E3C 626C6F63
6B6C656E 2C207769 74682074 72756E63 61746564 20746167

Key is
00
01020304 05060708 ©90AOBOC QODOEQF10 11121314 15161718
191A1B1C 1D1E1F20 21222324 25262728 292A2B2C 2D2E2F30

00010203 04050607 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627



28292A2B 2(C2D2E2F 30000000 00000000 00000000 00000000

K@Aipad is
36373435 32333031 3E3F3C3D 3A3B3839
26272425 22232021 2E2F2C2D 2A2B2829 16171415 12131011
1E1F1C1D 1A1B1819 06363636 36363636 36363636 36363636

Hash((KeyAipad) | [text) is
65B451E5 30BF4ES5D D6EF3891 861D5C82 CEEF5843

K@ xor opad is
5C5D5ESF 58595A5B 54555657 50515253
4C4D4AE4AF 48494A4B 44454047 40414243 7C7D7E7F 78797A7B
74757677 70717273 6C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C

Hash((K@ropad) | l[Hash((K@Aipad) | | text)) is
FE352956 5CD8E28C S5FA79EAC 9D8@23B5 3B289D96

FE352956 5CD8E28C 5FA79EAC



HHRHH R R R R R
Keyed-Hash Message Authentication Code (HMAC)
Hashlen = 224

HHH R A AR A

Key length = 64
Tag length = 28
Input Date:

"Sample message for keylen=blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 200666F72 206B6579 6C65606E3D 626C6F63 6B6COS56E

Key is
00010203 04050607 08090A0B QCODOEOF
10111213 14151617 18191A1B 1CI1D1E1F 20212223 24252627
28292A2B 2C2D2E2F 30313233 34353637 38393A3B 3C3D3E3F
KO is
00010203 040500607 08090A0B QCODOEQF
10111213 14151617 18191A1B 1C1D1EL1F 20212223 24252627
28292A2B 2C2D2E2F 30313233 34353637 38393A3B 3C3D3E3F
K@Aipad is

36373435 32333031 3E3F3C3D 3A3B3839
26272425 22232021 2EZ2F2C2D 2AZ2B2829 16171415 12131011
1E1F1C1D 1A1B1819 06070405 02030001 QEOFOCOD OAOBO8A9

Hash((KeyAipad) | [text) is
8D993002
FF74C1E8 5C28C0OC8 B5FB220E 9EE7CEB9 621270BF A1EFQF7C

K@ xor opad is
SC5DSESF 58595A5B 54555657 50515253



4C4DAEAF 48494A4B 44454647 40414243 7C7D7E7F 78797A7B
74757677 70717273 6C6D6EGF 68696A6B 64656667 60616263

Hash((K@ropad) | I[Hash((K@Aipad) | | text)) is
C7405E3A
EQ58E8CD 30B08B41 40248581 ED174CB3 4E1224BC C1EFC81B

C7405E3A
EQ58E8CD 30B0O8B41 40248581 ED174CB3 4E1224BC C1EFC81B

28

Key length

Tag length = 28

Input Date:
"Sample message for keylen<blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 20666F72 206B6579 6C656E3C 626C6F63 6B6C656E

Key 1is
00010203
04050007 08090A0B QCODOEOF 10111213 14151617 18191A1B

00010203 04050607 08090A0B OCODOEQF
10111213 14151617 18191A1B 00000000 00000000 00000000
00000000 00000000 00000000 000VVVV0 00VVVVV0 0000000

K@Aipad 1is
36373435 32333031 3E3F3C3D 3A3B3839
26272425 22232021 2E2F2C2D 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636



Hash((KeyAipad) | [text) is
E6242(C93
AD4D7159 AA0234D4 DD5805C2 D3AC3347 977A8D97 3BFA4081

K@ xor opad is
SC5DSESF 58595A5B 54555657 50515253
4CADAEAF 48494A4B 44454647 5C5C5C5C 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5€5C5C5C

Hash((K@ropad) | I[Hash((K@Aipad) | [text)) is
E3D249A8
CFB67EF8 B7A169E9 AQA59971 4A2CECBA 65999A51 BEB8FBBE

E3D249A8
CFB67EF8 B7A169E9 AQA59971 4A2CECBA 65999A51 BEB8FBBE

Key length = 100

Tag length = 28

Input Date:
"Sample message for keylen=blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 20666F72 206B6579 6C656E3D 626C6F63 6B6COS56E

Key is
00010203
04050607 08090A0B QOCODOEQF 10111213 14151617 18191A1B
1CID1ELF 20212223 24252627 28292A2B 2(C2D2E2F 30313233
34353637 38393A3B 3C3D3E3F 40414243 44454647 48494A4B
4C4D4E4F 50515253 54555657 58595A5B S5CSDSESF 60616263

6E08215B 5470DDEB 67E44A49 4E52E259



A9C2C4FB ED4AF5DC 6DB3E9ZA 00000000 00000000 00000000
00000000 00000000 00000000 00VVVVV0 00VVVVV0 V00000

KoAipad 1is
583E176D 6246EBDD 51D27C7F 7864D46GF
9FF4F2CD DB7CC3EA 5B85DF1C 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636

Hash((KeyAipad) | [text) 1is
SFBAE182
DAG789EF FQ4F242B DC572DD6 67CODEED F2FE9DC7 8A72EE7F

K@ xor opad is
32547D07 ©082C81B7 3BB81615 12QEBEQS
F59E98A7 B116A980@ 31EFB576 5C5C5C5C 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C

Hash((K@ropad) | IHash((K@Aipad) | Itext)) 1is
91(C52509
ES5AF8531 601AE623 0099D90B EF88AAEF B961F408 QABCQ14D

91C52509
ESAF8531 601AE623 ©099D90B EF88AAEF B961F408 OABC@14D

Key length = 49

Tag length = 16

Input Date:
"Sample message for keylen<blocklen, with truncated tag"

Text is
5361 6D706C65
200D6573 73616765 20666F72 206B6579 6C656E3C 626C6F63
6B6C656E 2C207769 74682074 72756E63 61746564 20746167



Key is
00
01020304 05060708 @90AOBOC ODOEQF10 11121314 15161718
191A1B1C 1D1E1F20 21222324 25262728 292A2B2C 2D2E2F30

KO is
00010203 04050607 08090A0B QCODOEQF
10111213 14151617 18191A1B 1CI1DI1E1F 20212223 24252627
28292A2B 2C2D2E2F 30000000 00000000 00000000 00000000
K@Aipad is

36373435 32333031 3E3F3C3D 3A3B3839
26272425 22232021 2E2F2C2D 2A2B2829 16171415 12131011
1E1F1C1D 1A1B1819 06363636 36363636 36363636 36363636

Hash((KeyAipad) | [text) 1is
F74EBAF6
1394F4D9 14A54DAD ED@O3D873 SA8EB7D5 E4F37E43 6861495F

K@ xor opad is
SCS5D5ESF 58595A5B 54555657 50515253
4C4DAEAF 48494A4B 44454647 40414243 7C/7D7E7F 78797A7B
74757677 70717273 6C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C

Hash((K@ropad) | IHash((K@Aipad) | |text)) 1is
D522F1DF
596CA4B4 B1(C23D27 BDE@67D6 153BA972 SFDSCDEQ AF4A2A42

D522F1DF 596CA4B4 B1C23D27 BDE@67D6



B b b b b b S b i i
Keyed-Hash Message Authentication Code (HMAC)
Hashlen = 256

HHH R A AR A

Key length = 64
Tag length = 32
Input Date:

"Sample message for keylen=blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 200666F72 206B6579 6C65606E3D 626C6F63 6B6COS56E

Key is
00010203 04050607 08090A0B QCODOEOF
10111213 14151617 18191A1B 1CI1D1E1F 20212223 24252627
28292A2B 2C2D2E2F 30313233 34353637 38393A3B 3C3D3E3F
KO is
00010203 040500607 08090A0B QCODOEQF
10111213 14151617 18191A1B 1C1D1EL1F 20212223 24252627
28292A2B 2C2D2E2F 30313233 34353637 38393A3B 3C3D3E3F
K@Aipad is

36373435 32333031 3E3F3C3D 3A3B3839
26272425 22232021 2EZ2F2C2D 2AZ2B2829 16171415 12131011
1E1F1C1D 1A1B1819 06070405 02030001 QEOFOCOD OAOBO8A9

Hash((KeyAipad) | [text) is
C0918E14 (C43562B9
10DB4B81 01CF8812 (C3DA2783 Co670BFF3 4D88B3B8 8E731716

K@ xor opad is
SC5DSESF 58595A5B 54555657 50515253



4C4DAEAF 48494A4B 44454647 40414243 7C7D7E7F 78797A7B
74757677 70717273 6C6D6EGF 68696A6B 64656667 60616263

Hash((K@ropad) | I[Hash((K@Aipad) | | text)) is
8BB9A1DB 9806F20D
F7F77B82 138C7914 D174D59E 13DC4D0@1 69C9057B 133E1D62

8BB9A1DB 9806F20D
F7F77B82 138C7914 D174D59E 13DC4D@1 69C9057B 133E1D62

32

Key length

Tag length = 32

Input Date:
"Sample message for keylen<blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 20666F72 206B6579 6C656E3C 626C6F63 6B6C656E

Key 1is
00010203 04050607
08090A0B QOCODOEQF 10111213 14151617 18191A1B 1CI1D1E1F

00010203 04050607 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 00000000 00000000
00000000 00000000 00000000 000VVVV0 00VVVVV0 0000000

K@Aipad 1is
36373435 32333031 3E3F3C3D 3A3B3839
26272425 22232021 2E2F2C2D 2A2B2829 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636



Hash((KeyAipad) | [text) is
B3C52720 B330A1D3
C4D8B594 A9A73D20 7EDQZ2EES @78A4A42 2258BD65 14070ASF

K@ xor opad is
SC5DSESF 58595A5B 54555657 50515253
4C4DAEAF 48494A4B 444540647 40414243 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5€5C5C5C

Hash((K@ropad) | I[Hash((K@Aipad) | [text)) is
A28CF431 30QEEG96A
98F14A37 678B56BC FCBDDI9E5 CF69717F ECF5480F QEBDF790

A28CF431 30EE696A
98F14A37 678B56BC FCBDDIE5 CF69717F ECF5480F QEBDF790@

Key length = 100

Tag length = 32

Input Date:
"Sample message for keylen=blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 20666F72 206B6579 6C656E3D 626C6F63 6B6COS56E

Key is
00010203
04050607 08090A0B QOCODOEQF 10111213 14151617 18191A1B
1CID1ELF 20212223 24252627 28292A2B 2(C2D2E2F 30313233
34353637 38393A3B 3C3D3E3F 40414243 44454647 48494A4B
4C4D4E4F 50515253 54555657 58595A5B S5CSDSESF 60616263

BCEOAFF1 9CF5AAGA 7469A30D 61D04E43



76E4BBF6 381052EE 9E7VF3392 5(954D52 00000000 00000000
00000000 00000000 00000000 00VVVVV0 00VVVVV0 V00000

KoAipad 1is
8AD699C7 AAC39(C5C 425F953B 57E67875
40D28DCO QE2664D8 A84905A4 6AA37B64 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636

Hash((KeyAipad) | [text) 1is
1EODFBOC BBG1E9FQ
60769E9D F5750129 2426F@ODB 58194B(C8 5BC63DAC 4670C2C1

K@ xor opad is
EOBCF3AD COA9F636 2835FF51 3D8C121F
2ABBE7AA 644COEB2 (C2236FCE @@C9110E 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C

Hash((K@ropad) | IHash((K@Aipad) | Itext)) 1is
BDCCB6C7 2DDEADBS
QOAE7683 86CB38CC 41C63DBB ©878DDB9 (7A38A43 1B78378D

BDCCB6C7 2DDEADB5S
0OAE7683 86CB38CC 41C63DBB @878DDB9 C7A38A43 1B78378D

Key length = 49

Tag length = 16

Input Date:
"Sample message for keylen<blocklen, with truncated tag"

Text is
5361 6D706C65
200D6573 73616765 20666F72 206B6579 6C656E3C 626C6F63
6B6C656E 2C207769 74682074 72756E63 61746564 20746167



Key is
00
01020304 05060708 @90AOBOC ODOEQF10 11121314 15161718
191A1B1C 1D1E1F20 21222324 25262728 292A2B2C 2D2E2F30

KO is
00010203 04050607 08090A0B QCODOEQF
10111213 14151617 18191A1B 1CI1DI1E1F 20212223 24252627
28292A2B 2C2D2E2F 30000000 00000000 00000000 00000000
K@Aipad is

36373435 32333031 3E3F3C3D 3A3B3839
26272425 22232021 2E2F2C2D 2A2B2829 16171415 12131011
1E1F1C1D 1A1B1819 06363636 36363636 36363636 36363636

Hash((KeyAipad) | [text) 1is
CBAQ2E36 9D29352F
BAE86194 4B264187 A7D8C1D2 2CDAF9F5 D746556C FE74DDBE

K@ xor opad is
SCS5D5ESF 58595A5B 54555657 50515253
4C4DAEAF 48494A4B 44454647 40414243 7C/7D7E7F 78797A7B
74757677 70717273 6C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C

Hash((K@ropad) | IHash((K@Aipad) | |text)) 1is
27A8B157 839EFEAC
98DFQ70B 331D5936 18DDB985 D403COC7 86D23B5D 132E57(C7

27A8B157 839EFEAC 98DF@70B 331D5936



B b b b b b S b i i
Keyed-Hash Message Authentication Code (HMAC)
Hashlen = 384

HHH R A AR A

Key length = 128
Tag length = 48
Input Date:

"Sample message for keylen=blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 200666F72 206B6579 6C65606E3D 626C6F63 6B6COS56E

Key is
00010203 04050607
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2C2D2E2F 30313233 34353637
38393A3B 3C3D3E3F 40414243 44454647 48494A4B 4C4DAE4F
50515253 54555657 58595A5B SCSDSESF 60616263 64656667
68696A6B 6C6DGEGF 70717273 74757677 78797A7B 7C7D7E7F

00010203 04050607
08090A0B OCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2C2D2EZ2F 30313233 34353637
38393A3B 3C3D3E3F 40414243 44454647 48494A4B 4CADAEAF
50515253 54555657 58595A5B 5C5D5ESF 60616263 64656667
68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F

K@Aipad is
36373435 32333031
3E3F3C3D 3A3B3839 26272425 22232021 2E2F2C2D 2A2B2829
16171415 12131011 1E1F1C1D 1A1B1819 06070405 02030001
OEQFQOCOD QAQBO8Q9 76777475 72737071 7E7F7C7D 7A7B7879
66676465 62636061 GE6F6C6D 6A6B6869 56575455 52535051
SESFS5C5D 5A5B5859 46474445 42434041 4E4F4C4D 4A4B4849



Hash((KeyAipad) | [text) is
DEE971C9 DCEG26E2 27E4DAB9 DQ1F93DD 7F16D992 F100QF518
D30A288A A3C3B993 3788EQDO 3798FDF5 ACF14B78 (C93D402B

K@ xor opad is
5C5DSESF 58595A5B
54555657 50515253 4C4D4E4F 48494A4B 44454647 40414243
7C7D7E7F 78797A7B 74757677 70717273 6CoDGEGF 68696A6B
64656667 60616263 1CI1D1E1F 18191A1B 14151617 10111213
OCODOEQF 08090A0B 04050607 00010203 3C3D3E3F 38393A3B
34353637 30313233 2C2D2E2F 28292A2B 24252627 20212223

Hash((K@ropad) | l[Hash((K@Aipad) | | text)) is
63C5DAAS5 E651847C A897(C958 14AB830B EDEDC7D2 SE83EEF9
195CD458 57A37F44 8947858F S5AF50CC2 B1B730DD F29671A9

63C5DAA5 E651847C A897(C958 14AB830B EDEDC7DZ2 SE83EEF9
195CD458 57A37F44 8947858F S5AF50CCZ2 B1B730DD F29671A9

Key length = 48

Tag length = 48

Input Date:
"Sample message for keylen<blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 20666F72 206B6579 6C656E3C 626C6F63 6B6C656E

Key 1is
00010203 04050607 08090A0B OCODOEQF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2E2F



KO is
00010203 04050607
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2(C2D2E2F 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000

K@Aipad is
36373435 32333031
3E3F3C3D 3A3B3839 26272425 22232021 2E2F2C2D 2A2B2829
16171415 12131011 1E1F1C1D 1A1B1819 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636

Hash((KeyAipad) | [text) is
AC721E61 3E4FE953 8B6@D943 DF27C979 BODC18BE 9E835580
38BFF203 6594F228 53B363E@ F50A1B55 88957327 9ACDDAF8

K@ xor opad is
S5C5DSESF 58595A5B
54555657 50515253 4C4D4AE4F 48494A4B 44454647 40414243
7C7D7E7F 78797A7B 74757677 70717273 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5€5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5€5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5€5C5C5C

Hash((K@ropad) | [Hash((K@Aipad) | [text)) is
6EB242BD BB582CA1 7BEBFA48 1B1E2321 1464D2B7 F8C20B9F
F2201637 B93646AF S5AE9AC31 6E98DB45 D9CAE773 675EEEDQ@

6EB242BD BB582CA1 7BEBFA48 1B1EZ2321 1464D2B7 F8C20BIF
F2201637 B93646AF S5AE9AC31 6E98DB45 D9CAE773 675EEEDO

Key length = 200



Tag length = 48

Input Date:
"Sample message for keylen=blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 20666F72 206B6579 6C656E3D 626C6F63 6B6C656E

Key 1is

00010203 04050607
08090A0B QCODOEQF 10111213 14151617 18191A1B 1CI1D1E1F
20212223 24252627 28292A2B 2(C2D2E2F 30313233 34353637
38393A3B 3C3D3E3F 40414243 44454647 48494A4B 4CADAEAF
50515253 54555657 58595A5B 5CS5DSESF 60616263 64656667
68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F
80818283 84858687 88898A8B 8C8D8E8F 90919293 94959697
98999A9B 9CODIEOF AQA1AZ2A3 A4ASA6A7 ASA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8B9BABB BCBDBEBF C@C1C2C3 C4C5C6C7

7EA4BB25 34C67036
F49DEVBE B5FE8A24 78DFO4FF 3FEF40A9 (CD492399 9A590E99
12DF1297 217CE1AQ@ 21AAZFB1 013498B8 00000000 00000000
00000000 00000000 00000000 00000000 00000000 000000
00000000 00000000 00000000 000000 00VVVVV0 000000
00000000 00000000 00000000 00000000 000VV0V0 00000000

KoAipad is
48928D13 02F04600
C2ABD188 83C8BC12 4EE932(C9 0Q9D9769F FB7F15AF AC6F38AF
24E924A1 174AD796 179C1987 3702AE8E 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636

Hash((KeyAipad) | [text) is
01418D09 30D04496 E8B40Q9D5 F4EQC45A 63CFEDOF C56C952E
9B3(C7599 03B25567 G6@ODEE915 AS55E40B5 9BD9BAQ9 91A3163C



K@ xor opad is
22F8E779 689A2C6A
A8C1BBE2 E9A2D678 248358A3 63B31CF5 91157FC5 C6@552C5
4E834ECB 7D20BDFC 7DF673ED 5D68C4E4 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C

Hash((K@ropad) | IHash((K@Aipad) | Itext)) 1is
5B664436 DFG6OBOCA 22551231 A3FQA3D5 B4F97991 713CFA84
BFF4DO79 2EFF96C2 7DCCBBB6 F79B65D5 48B4QE85 64CEF594

5B664436 DF69BOCA 22551231 A3FQA3D5 B4F97991 713CFA84
BFF4D079 2EFF96C2 7DCCBBB6 F79B65D5 48B4QE85 64CEF594

Key length = 49

Tag length = 24

Input Date:
"Sample message for keylen<blocklen, with truncated tag"

Text is
5361 6D706C65
200D6573 73616765 20666F72 206B6579 6C656E3C 626C6F63
6B6C656E 2C207769 74682074 72756E63 61746564 20746167

Key 1is
00
01020304 05060708 ©90AVBOC ODOEQOF10 11121314 15161718
191A1B1C 1D1E1F20 21222324 25262728 292A2B2C 2D2E2F30

00010203 040500607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F
20212223 24252627 28292A2B 2C2D2EZ2F 30000000 00000000
00000000 00000000 00000000 00000000 00000000 000000



00000000 00000000
00000000 00000000

KoAipad 1is

3E3F3C3D 3A3B3839
16171415 12131011
36363636 36363636
36363636 36363636
36363636 36363636

Hash((KeyAipad) | [text) 1is
1DS5FFA84 C27ED78A
D85725D6 QEC2215B

K@ xor opad is

54555657 50515253
7C7D7E7F 78797A7B
5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C

00000000
00000000

26272425
1E1F1C1D
36363636
36363636
36363636

427FDOCF
15AAB4AD

4CADAEAF
74757677
5C5C5C5C
5C5C5C5C
5C5C5C5C

00000000
00000000

22232021
1A1B1819
36363636
36363636
36363636

94CAQF82
14573E75

48494A4B
70717273
5C5C5C5C
5C5C5C5C
5C5C5C5C

Hash((K@ropad) | IHash((K@Aipad) | |text)) 1is
(C48130D3 DF703DD7 CDAA5680 @ODFBDZ2BA
C8ADIF57 F43800DF 3615CEB1 9AB648E1l

C48130D3 DF703DD7 CDAA5680 ODFBDZBA

00000000
00000000

36373435
2E2F2C2D
06363636
36363636
36363636
36363636

1DDAF1E9
4A8C1D97

5C5D5ESF
44454647
6C5C5C5C
5C5C5C5C
5C5C5C5C
5C5C5C5C

2458320E
ECDD8C73

2458320E

00000000
00000000

32333031
2A2B2829
36363636
36363636
36363636
36363636

3053A8B3
60587F9E

58595A58B
40414243
5C5C5C5C
5C5C5C5C
5C5C5C5C
5C5C5C5C

6E1F98FE
OAF95C8A

6E1F98FE



HHRHH R R R R R
Keyed-Hash Message Authentication Code (HMAC)
Hashlen = 512

HHH R A AR A

Key length = 128
Tag length = 64
Input Date:

"Sample message for keylen=blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 200666F72 206B6579 6C65606E3D 626C6F63 6B6COS56E

Key is
00010203 04050607
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2C2D2E2F 30313233 34353637
38393A3B 3C3D3E3F 40414243 44454647 48494A4B 4C4DAE4F
50515253 54555657 58595A5B SCSDSESF 60616263 64656667
68696A6B 6C6DGEGF 70717273 74757677 78797A7B 7C7D7E7F

00010203 04050607
08090A0B OCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2C2D2EZ2F 30313233 34353637
38393A3B 3C3D3E3F 40414243 44454647 48494A4B 4CADAEAF
50515253 54555657 58595A5B 5C5D5ESF 60616263 64656667
68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F

K@Aipad is
36373435 32333031
3E3F3C3D 3A3B3839 26272425 22232021 2E2F2C2D 2A2B2829
16171415 12131011 1E1F1C1D 1A1B1819 06070405 02030001
OEQFQOCOD QAQBO8Q9 76777475 72737071 7E7F7C7D 7A7B7879
66676465 62636061 GE6F6C6D 6A6B6869 56575455 52535051
SESFS5C5D 5A5B5859 46474445 42434041 4E4F4C4D 4A4B4849



Hash((KeyAipad) | [text) is
515C86EQ@ DD382747 A20BDD27 @5AF56C1
AB87AA1D A14F3EFD D99A5935 Q8EC520D 60C10643 A3841B1E
CA7EEFF9 559F5D00 78F93479 58FCA632 1E58769D 15CF3A15

K@ xor opad is
S5C5DSESF 58595A5B
54555657 50515253 4C4D4AE4F 48494A4B 44454647 40414243
7C7D7E7F 78797A7B 74757677 70717273 6CoDO6EGF 68696A6B
646500667 60616263 1C1D1E1F 18191A1B 14151617 10111213
OCODOEQF 08090A0B 04050607 00010203 3C3D3E3F 38393A3B
34353637 30313233 2C2D2E2F 28292A2B 24252627 20212223

Hash((K@ropad) | [Hash((K@Aipad) | [text)) is
FC25E240 658CA785 B7A811A8 D3F7B4CA
48CFA20A 8A366BF2 CD1F836B @5FCB024 BD368530 81811D6C
EA4216EB AD79DA1C FCB95EA4 586B8AAC E356596A 55FB1347

FC25E240 658CA785 B7A811A8 D3F7B4CA
48CFAZ26A 8A366BF2 CD1F836B O5FCB024 BD368530 81811D6C
EA4216EB AD79DA1C FCB95EA4 586B8AQC E356596A 55FB1347

Key length = 64

Tag length = 64

Input Date:
"Sample message for keylen<blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 20666F72 206B6579 6C656E3C 626C6F63 6B6C656E

Key 1is
00010203 04050607 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627



28292A2B 2C2D2EZ2F 30313233 34353637 38393A3B 3C3D3E3F

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2C2D2EZ2F 30313233 34353637
38393A3B 3C3D3E3F 00000000 00000000 00000000 V000000
00000000 00000000 00000000 0000000 0000000 00000000
00000000 00000000 00000000 00000 00VVVVV0 0000000

K@Aipad 1is
36373435 32333031
3E3F3C3D 3A3B3839 26272425 22232021 2E2F2C2D 2A2B2829
16171415 12131011 1E1F1C1D 1A1B1819 06070405 02030001
QEQFOCOD QAOBO809 36363636 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636

Hash((KeyAipad) | [text) 1is
DDCB7529 4QEDC533 D61AD7A9 QF9Q7AED
49827F68 FD6514DA 45688AAA Q83EQ3E3 (961D63E 7BAC1B23
1EA3F78D 63C5A97B 96156202 6C895EFQ 51COF750 679591A9

K@ xor opad is
5C5DSESF 58595A5B
54555657 50515253 4C4D4E4F 48494A4B 44454647 40414243
7C7D7E7F 78797A7B 74757677 70717273 6CoDGEGF 68696A6B
64656667 60616263 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5€5C5C5C

Hash((K@ropad) | l[Hash((K@Aipad) | |text)) is
FD44C18B DAOBBOAG CEQE82B@® 31BF2818
F6539BD5 6ECQOBDC 10A8A2D7 30B3634D E2545D63 9BOF2CF7
10D0692C 72A1896F 1F211C2B 922D1A96 C392EQ7E 7EA9QFEDC

FD44C18B DAOBBOA6 CEQE82BO 31BF2818



F6539BD5 6ECOOBDC 10A8A2D7 30B3634D E2545D63 9BOF2CF7
10D0692C 72A1896F 1F211C2B 922D1A9% (392EQ7E 7EA9FEDC

Key length = 200
Tag length = 64
Input Date:

"Sample message for keylen=blocklen"

Text 1is
5361 6D706C65 206D6573
73616765 20666F72 206B6579 6C65606E3D 626C6F63 6B6COS56E

Key is

00010203 04050607
08090A0B QOCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2C2D2E2F 30313233 34353637
38393A3B 3C3D3E3F 40414243 44454647 48494A4B 4C4DAE4F
50515253 54555657 58595A5B S5CSDSESF 60616263 64656667
68696A6B 6C6DGEGF 70717273 74757677 78797A7B 7C7D7E7F
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697
98999A9B 9CODIE9F AQA1A2A3 A4ASA6A7 A8AOAAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF CQC1C2C3 C4C5Co6C7

986058E9 895E2C2A
B8FOE8CB DF801DB1 2A44842A 56A91D5A 4E87B1FC 98B29372
2C466414 2E42C3C5 51FF8986 46268CD9 2B84EDZ23 ©OB8C94BE
D7798D4F 27CD7465 00000000 00000000 0000000 V00000
00000000 00000000 00000000 00000000 000VV0V0 00000000
00000000 00000000 00000000 0000000 0000000 00000000

K@Aipad is
AES566EDF BF681A1C
8ECFDEFD E9B62B87 1(C72B21C 609F2B6C 78B187CA AE84A544
1A705222 1874F5F3 67C9BFBO 7Q010BAEF 1DB2DB15 3DBAA288
E14FBB79 11FB4253 36363636 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636



Hash((KeyAipad) | [text) is
6DF26817 41D1FE25 F78ED617 188F35(C4
142351B8 AQ70Q90AE 7FC7E123 1ES5F67A0Q D1F14F15 436DDQ1D
EECC3E4E 59F9B10A 15DBEG9A 6EBF5921 A9428A37 @OBA2618D

K@ xor opad is
C43C04B5 D5027076
E4A5B497 83DC41ED 7618D876 QAF54106 12DBEDA@ C4EECFZ2E
701A3848 721E9F99 ODA3DSDA 1A7AD@85 77D8B17F 57D@C8EZ2
8B25D113 7B912839 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5€5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C

Hash((K@ropad) | l[Hash((K@Aipad) | [text)) is
D93EC8D2 DE1AD2A9 957CB9B8 3F14E706A
D6B5EQCC E285079A 127D3B14 BCCB7AA7 286D4ACO D4CE6421
5F2BC9E6 870B33D9 7438BE4A AA20CDAS5 (C5A912B4 8B8EZ27F3

D93EC8DZ2 DE1ADZA9 957CB9B8 3F14E76A
DEB5EQCC E285079A 127D3B14 BCCB7AA7 286D4ACO D4CE6421
S5FZ2BC9E6 870B33D9 7438BE4A AA20QCDAS (C5A912B4 8B8EZ27F3

Key length = 49

Tag length = 32

Input Date:
"Sample message for keylen<blocklen, with truncated tag"

Text 1is
5361 6D706C65
206D6573 73616765 20666F72 206B6579 6C656E3C 626C6F63
6B6C656E 2C207769 74682074 72756E63 61746564 20746167

Key is
00



01020304 05060708 ©90A0BOC ODOEOF10 11121314 15161718
191A1B1C 1D1E1F20 21222324 25262728 292A2B2C 2D2E2F30

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F
20212223 24252627 28292A2B 2C2D2EZ2F 30000000 00000000
00000000 00000000 00000000 0000000 0000000 00000000
00000000 00000000 00000000 00000 00VVVVV0 0000000
00000000 00000000 00000000 00000000 000VVV0 00000000

KoAipad is
36373435 32333031
3E3F3C3D 3A3B3839 26272425 22232021 2E2F2C2D 2A2B2829
16171415 12131011 1E1F1C1D 1A1B1819 06363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636
36363636 36363636 36363636 36363636 36363636 36363636

Hash((KeyAipad) | [text) is
OF70BAB7 04356437 72518C8A 803CB42D
D3CAEBG9 F96(C6712 FFB4461A 90FF4900 B3BE2863 AABCCD84
61D7FD95 3452691B 5F7ACAF1 51A6BC38 5DBFDD3D 97B49C20

K@ xor opad is
S5C5DSESF 58595A5B
54555657 50515253 4C4D4AE4F 48494A4B 44454647 40414243
7C7D7E7F 78797A7B 74757677 70717273 6C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5€5C5C5C
5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C 5C5C5C5C

Hash((K@ropad) | [Hash((K@Aipad) | [text)) is
QOF3E9A7 7BBOFQ6D E15F1606 @3E42B50
28758808 596604C0 3E1AB8FB 2B076778 @563AEDC 644960D4
FOCOC5D2 39F67A2A 61B141E8 C871F3D4 @ODB2C605 588DAB92



OOF3E9A7 7BBOFO6GD
E15F1606 03E42B50 28758808 596664C0 3E1AB8FB 2B076778
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