FAQs about PII

Personally Identifiable Information can be used to distinguish or trace an individual’s identity.  Examples include:  names, social security numbers, or medical records.

Personally Identifiable Information also includes data that, when combined with other ID info, can be linked to a specific individual. 

All USDA employees and contractors are responsible for protecting the privacy of all USDA employees and customers.  

It’s your responsibility to know about PII.

Q. What is PII?

A.
Personally Identifiable Information is information that can be used to distinguish or trace your identity.  Examples include your social security number or medical records, or information that, when combined or used with other identifying information, is linked or linkable to a specific individual.

Q. 
What is USDA’s official policy on Social Security Numbers?

A.
USDA will collect, use, maintain, and/or disseminate Social Security numbers only when required by statute or when specifically authorized to do so. USDA agencies will not use the number as an identity number.  Agencies must mask or encrypt Social Security numbers so that they cannot be viewed on computer screens, reports, or other products.  Agencies will not use Social Security numbers to access customer records.  

Q. 
What’s the big deal?  Why should I protect this information?

A.
We must protect the Personally Identifiable Information for both our employees and our customers.  It has a direct and critically important impact on everyone’s lives.  Today, we can electronically move vast quantities of information quickly.   The rise of identity theft makes protecting this data imperative.  As custodians of this information, we must protect it like we protect our own information. Finally, the Privacy Act of 1974, as amended, allows for personal remedies against individuals who knowingly misuse social security numbers.

Q.
I have heard we are getting encryption software.  When will we get it?
A.
USDA bought a Department-wide license for the Safeboot© encryption product.  However, it won’t be available until sometime early in 2008. 

Q.
What should I do if my laptop, Blackberry or other personal data assistant gets lost or stolen? 

A.
USDA has a toll-free hotline for lost and stolen equipment.  That number is

 1-888-926-2373.    It’s available 24 hours a day.  Call it immediately if your equipment is lost or stolen.

Q.
What is a PIA and a SORN?  Why do I need one?

A.
A PIA is a Privacy Impact Assessment.  The E-Government Act of 2002 (Sec. 208 Privacy Provisions) requires agencies to “conduct a privacy impact assessment before developing or procuring information technology that has personal information in identifiable form.” At USDA, agencies must do a PIA for major applications and general support systems.


A SORN is a System of Record Notice. The Privacy Act of 1974 requires any agency that maintains information about an individual in a “system of records” (a group or records … where information is retrieved by the name of an individual, or by some identifying number, symbol, or other identifying particular) to publish a notice in the Federal Register of the existence and character of that system of records.  A SORN is only required if the information in a system of records is actually retrieved by a personal identifier. 
Q.
Can I participate in my Agency’s telework program if I use PII data?

A.
Yes.  However, you should not handle PII information in a telework situation unless you are using ‘thin client’ technology such as Citrix.  PII information should not be processed or stored on a non-government system.  Always check with your agency security staff and privacy officer if you have questions about the telework program and the information you are working with on a daily basis.

