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SectioN I

INTRODUCTORY REMARKS
Paragraph

The essential difference between monoalphabetic and polyalphabetie substitution . . . . . ... 1
Primary classification of polyalphabetic systems - - 2
Primary classification of periodic systems 3
Sequence of study of polyvalphabetic systems __ 4

1 The essentia]l difference between monoalphabetic and polyalphabetic substitution —a
In the substitution methods thus far discussed 1t has been pomnted out that their basic feature
18 that of monoalphabeticity From the cryptanalytic standpoint, neither the nature of the
cipher symbols, nor their method of production 1s an essential feature, although these may be
differentiating characterstics from the cryptographic etandpomt It 1s true that m those cases
designated as monoslphabetic substitution with vamants or multiple equivalents, there 1s a
departure, more or le s considerable, from strict monoalphabeticity In some of those cases,
mmdeed, there may be available two or more wholly independent sets of equivalents, which,
moreover, may even be arranged i the form of completely separate alphabets Thus, while a
loose termimology might permut one to designate such systems as polyalphabetie, 1t 15 better to
reserve this nomencleture for those cases wherein polyalphabeticity 1s the essence of the method,
specifically introduced with the purpose of imparting a positional vanation i the substitutive
eqwvalents for plam-text letters, m accordance with some rule directly or mdirectly connected
with the absolute positions the plam-text letters occupy in the message This pomnt calls for
amphfication

b In mmonoalphabetic ubstitution with yariants the object of having different or multiple
equivalents is to suppress, so far as possible by simple methods, the charactenstic frequencies
of the letters occurring 1n plamn text As has been noted, 1t 18 by means of these characteristic
frequencies that the cipher equivalents can usually be 1dentified In these systems the varymng
equivalents for plam-text letters are subject to the free choice and caprice of the enciphering
clerk, if he 15 careful end conscientious in the work, he will really make use of all the different
equivalents afforded by the system, but if he 1= shp-shod and hurmed i his work, he will use the
same equivalents repeatedly rather than take pams and time to refer to the charts, tables, or
diagrams to find the variants Moreover, and this 1s a crucial pont, even if the mmdividual
enciphering clerks are extremely careful, when many of them employ the same system 1t 1s entirely
mmpossible to msure a complete diversity mn the encipherments produced by two or more clerks
workirg at differcnt message centers The result 1s mevitably to produce plenty of repetitions
mn the texts emanating from several stations, and when texts such as these are all available for
study they are open to solution, by a companison of their similarties and differences

¢ In true polyalphabetic systems, on the other hand, there 1s established a rather defimte
procedure which automatically determines the shifts or changes i equivalents or 1n the manner
m which they are introduced, so that these changes are beyond the momentary whim or choice of
the encipheting clerk  When the method of shufting or changing the equivalents 1s scientifically
sound and sufficiently complex, the research necessary to establish the values of the cipher
characters 1s much more prolonged and difficult than 1s the case even in compheated monoalpha-
betic substitution with variants, as will later be seen  These are the objects of true polyalpha-
betic substitution systems The number of such systems 1s quite large, and 1t will be possible to
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describe 1n detail the cryptanalysis of only a few of the more common or typical examples of
methods encountered 1n practical military communications

d The three methods, (1) smgle-equivalent monoalphabetic substitution, (2) monoalpha-
betic substitution with vanants, and (3) true polyalphabetic substitution, shew the following
relationships as regards the equivalency between plain-text and cipher-text vnits

A In method (1), there 1s a set of 26 symbols, a plain-text letter 1s always represented by
one and only one of these symbols, conversely, a symbol always represents the same plain-text
letter The equivalence between the plam-text and the cipher letters 1s constant 1n both enci-
pherment and decipherment

B In method (2), there 1s a set of n symbols, where n may be any number greater than 26
and often 18 a multiple of that number, a plam-text letter may be represented by 1, 2, 3,
different symbols, conversely, a symbol always represenis the same plain-text letter, the same as
18 the case m method (1) The equivalence between the plam-text and the cipher letters 1s
variable in encipherment but constant in decipherment

C In method (3) there 1s, as 1 the first method, a set of 26 symbols, a plein-text letter
may be repiesented by 1, 2, 3, 26 different symbols, conversely, a symbol may repiesent
1, 2, 3, 26 different plain text letters, depending upon the system and the spectfic key
The equivalence between the plain-text and the cipher letters 1s variable m both encipherment
and decinherment

2 Pumary classification of polyalphabetic systems —¢ A primaiy classification of poly-
alphabetic systems mto two rather distmet types may be made (1) perodic systems and (2)
aperiodic systems When the enciphering process mvolves a cryptographic treatment which 1s
repetitive 1n character, and which results in the production of eyche phenomena 1n the crypto-
graphic text, the system 1s termed periodic  When the enciphering piocess 15 not of the type
described 1n the foregoing general teims, the svstem 1s termed apertodic  The substitution mn
both cases involves the use of two o1 more capher alphabets

b The cychc phenomena mnherent m a periodic system may be exhibited externally,
which case they are said to be patent, or they may not be exhibited extetnally, and must be un-
covered by a prehminary step i the analysis, in which case they are said to be latent The
periodicity may be quite definite 1n nature, and therefore determunable with mathematical
exactitude allowing for no vamability, in which case the periodicity 1s said to be fired In other
Instances the periodicity 1s more or less fleatble in character and even though 1t may be deter-

! There 18 a monoalphabetic method in which the inverse result obtamns, the correspondence being constant
In encipherme 1t but variable mn decipherment, this 18 & method not found in the usual books on eryptography
but in an essay on that subject by Edgar Allan Poe, entitled, 1n some editions of his works, A few words on secret

wriing and, 1n other editions, Cryplography The method 18 to draw up an enciphering alphabet such as the
following (using Poe’s example)

Plam . .. _ABCDEFGHIJKLMN
0DboO

PQRSTUVWIXYZ
Coppher..._._. SUAVITFRINM ORT

ITERINRE

V]
F
In such an alphabet, because of repetrtions i the cipher component, the plain-text equivalents are subject to a
consderable degree of vamability, as will be seen 1n the deciphering alphabet

Cpher.. ... ABCDEFGHIJKLMNOPGQR

c MGO E KJL
U I XN

Plain___ ____ _ 7 s

w

This type of vaniabihty gives rise to ambiguities 1 decipherment A cipher group such as TIE, would yield
such plain-text sequences as REG, FIG, TEU, REU, ctc , which could be read only by contert No system of such a
character would be practical for serious usage For a further discussion of this type of cipher alphabet see
Friedman, Wiluiam F, Bdgar Allan Poe, Cryptographer, Signal Corps Bulletins Nog 97 and 98, 1937-38
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minable mathematically, allowance must be made for a degree of varability subject to hmits
controlled by the specific system under investigation The periodicity 1s in this case said to be

¢, or varable unthan limats
ﬂemb; , Primary classification of periodic systems —a Periodic polyalphabetic substitution
gystems may primarily be classified into two kinds

(1) Those 1 which only a few of a whole set of cipher alphabets are used in enciphering
mdividual messages, these alphabets being employed repeatedly in a fixed sequence throughout each
message Because 1t 18 usual to employ a secret word, phrase, or number as a key to determine
the number, 1dentity, and sequence with which the cipher alphabets are employed, and this
key 18 used over and over agam 1n encipherment, this method 1s often called the repeating-key
system, or the repeating-alphabet system It 1s also sometimes referred to as the multvple-alpha-
bet system because 1f the keying of the entire message be considered as a whole ‘l‘t 18 composed
of multiples of a short key used repetitively ? In this text the designation ‘‘repeating-key
system’” will be used

(2) Those in which all the cipher alphabets compnsing the complete set for the system are
employed one after the other successively mn the encipherment of a message, and when the
last alphabet of the series has been used, the encipherer begins over again with the first alphabet
This 18 commonly referred to as a progresswe-alphabet system because the cipher alphabets are

In progression
llsed4 SIe)qug:nce of study of polyalphabetic systems —a In the studies to be followed mn con-
nection with polyalphabetic systems, the order n which the work will proceed conforms very
closely to the classifications made in paragraphs 2 and 3 Periodic polyalphabetic substitution
ciphers will come first, because they are, as a rule, the simpler and because a thorough under-
standing of the principles of their analysis 1s prerequisite to 2 comprehension of how aperiodic
systems are solved But mn the final analysis the solution of examples of both types rests upon
the conversion or reduction of polyalphabeticity mmto monoalphabeticity If this 18 possible,
solution can always be achieved, granted there are sufficient data in the final monoalphabetic
distributions to permut of solution by recourse to the ordmary principles of frequency

b First m the order of study of periodic systems will come the analysis of repeating-key
systems Some of the more sumple varieties will be discussed 1 detail, with examples Subse-
quently, ciphers of the progressive type will be discussed There will then follow a more or less
detailed treatment of aperiodic systems

2 French termmology calls this the ““double-key method”, but there 18 no logic 1n such nomenclature
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b Classification of cipher alphabets upon the basis of their denvation —a The substitu-
tion processes in polyalphabetic methods involve the use of a plurality of cipher alphabets
The latter may be derived by various schemes, the exact nature of which determines the principal
charactenstics of the cipher alphabets and plays a very important role in the preparation and
solution of polyalphabetic cryptograms For these reasons 1t 1s advisable, before proceeding to a
discussion of the principles and methods of analysis, to pomt out these various types of cipher
alphabets, show how they are produced, and how the method of therr production or derivation
may be made to y1eld important clues and short-cuts analysis

b A primary classification of cipher alphabets for polyalphabetic substitution may be made
mto the two following types

(1) Independent or unrelated cipher alphabets

(2) Derived or mterrelated cipher alphabets

¢ Independent cipher alphabets may be disposed of m a very few words They are merely
separate and distinct alphabets showing no relationship to one another m any way They may
be compiled by the various methods discussed i Section IX of Elementary Mihtary Cryptography
The solutton of cryptograms written by means of such alphabets 1s rendered more difficult by
reason of the absence of any relationship between the equivalents of one cipher alphabet and
those of any of the other alphabets of the same cryptogram  On the other hand, from the point of
view of practicability m their production and then handling in cryptographing and decryptograph-
mg, they present some difficulties which make them less favored by cryptographers than cipher
alphabets of the second type

d Denved or interrelated alphabets, as their name indicates, are most commonly produced
by the wnteraction of two primary components, which when juxtaposed at the various pomts of
comcidence can be made to yield secondary alphabets *

6 Primary components and secondary alphabets —Two basie, shdable sequences or com-
ponents of n characters each wll y1eld » secondary alphabets The components may be classi-
fied according to various schemes For cryptanalytic puiposes the following classification will be
found useful

Case A The primary components are both normal sequences

(1) The sequences proceed 1n the same direction (The secondary alphabets are direct
standard alphabets ) (Pars 13-15)

(2) The sequences proceed mn opposite directions (The secondary alphabets are reversed
standard alphabets, they are also reciprocal cipher alphabets ) (Par 13, 14g)

Case B The primary components are not both normal sequences

(1) The plamn component 18 normal, the cipher component 1s a mixed sequence (The
secondary alphabets are mixed alphabets ) (Par 16-25)

! Bee Bec, VIII and IX, Elementary Milyiary Cryptography
)]
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(2) The plamn component 1s a mixed sequence, the cipher component 1s normal (The
secondary alphabets are mixed alphabets ) (Par 26 )

(3) Both components are mixed sequences

(a) Components are identical mixed sequences
I Sequences proceed in the same direction (The secondary alphabets are
mixed alphabets ) (Par 28)
II Sequences proceed mn opposite directions (The secondary alphabets a1e
reciprocal mixed alphabets) (Par 38)
(b) Components are different mixed sequences  (The secondary alphabets are mixed
alphabets) (Par 39)

7. Pimary components, cipher disks, and square tables —a In preceding texts it has
been shown that the equivalents obtainable from the use of quadricular or square tables may be
duplicated by the use of revolving cipher disks or of sliding primary components It was also
stated that there are vanous ways of employing such tables, disks, and shding components
Cryptographically the results may be quite diverse from different methods of using such para-
phernalia, since the specific equivalents obtained {rom one method may be altogether different
from those obtained from another method But from the cryptanalytic pont of view the
diversity referred to 18 of Little significance, only 1n one or two cases does the specific method of
employing these cryptographic mstrumentalities have an important bearing upon the procedure
it cryptanalysis However, 1t 1s advisable that the student learn something about these different
methods before proceeding with further work

b There are, not fwo, but four letters involved in every case of finding equivalents bv means
of shding primary components, furthermore, the determimation of an equivalent for a given
plamn-test letter 1s representable by fwo equations mmvolving four elements, usually letters
Three of these letters are by this tune well-known to and understood by the student, viz, 6y, 6,
and 8, The fourth element or letter has been passed over without much comment, but c1ypto-
graphically 1t 1s yust as important a factor as the other three  Its function may best be indicated
by noting what happens when two primary components are juxtaposed, for the purpose of finding
equivalents Suppose these components are the following sequences

(1)ABCDEFGHIJKLMNOPQRSTUVWIXYZ
RQFBPYRCQZIGSEHTDJUMKVALWNOX

Now suppose one 1s merely asked to find the equivalent of P, when the key letter1s K Without
further specification, the cipher equivalent cannot be stated, for 1t 1s necessary to know not only
which K will be used as the key letter, the one 1 the component labeled (1) o1 the one n the
component labeled (2), but also what letter the K; will be set against, in order to juxtapoese the
two components Most of the time, 1 preceding texts, these two factors have been tacitly
assumed to be fixed and well understood the K; 1s sought 1n the mixed, or cipher component,
and this K 1s set against A mn the normal, or plain component Thus

Plamn Index
¢
1) Plan.... _. ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
(2) Cipher....._. FBPYRCQZIGSEHTDJUMKVALWNOX
1 T
Cipher Key

With this setting P,=Z,

1

e Sioeep TR R
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¢ The letter A 1n this case may be termed the wndex letter, symbohzed A, The index letter
constitutes the fourth element involved 1n the two equations appheable to the finding of equiva-
lents by shding components  The four elements are therefore these

(1) The key letter, 6,

(2) The index letter, 0,

(3) The plain-text letter, 6,

(4) The cipher letter, 0,
The ndex letter 1s commonly the 1mitial letter of the com
vention It maght be any letter of the sequence constituting the component, as agreed upon by
the correspondents  However, wn the subsequent duscussvon 1t will be assumed that the ndex letter
18 the amatal letter of the component wn which 1t 15 located, unless otherunse stated

d 1In the foregoing case the enciphering equations are as follows

(I) Kx=A1, P,=2Z,
But there 15 nothing about the use of shding components which excludes other methods of finding
equivalents than that shown above For mstance, despite the labehng of the two components

as shown ahove, there 15 nothing to prevent one from seeking the plam-text letter in the com-

ponent labeled (2), that 1s, the cipher component, and taking as 1ts cipher equivalent the letter
oppostte 1t 1 the other component labeled (1) Thus

ponent, but this, too, 1s only a con-

Cl}iher Index
b
(1) ABCDEFGHIJ KLMNOPQRSTUVWXYZABCDEFGHIJKLMN OPQRSTUVWXYZ
(2) FB%\’YRCQZIGSEHTDJ UMKVALWNOX
1
Plam Keyv

Thus
(II) Kk:-Aly Pp:Kc

¢ Smee cquations (I) and (1) yield different resultants, even with the same mdex key
and plamn-text letters, 1t 1s obviovs that an aceurate formula to cover a specific pair of enmp},xermg;
equations must inclvde data showing m what component each of the four letters comprnsing the
equations 1s located  Thus, equations (I) and (IT) should read

(I) K« m component (2)=A, 1n component (1), Py n component (1)=Z, i component (2)
(IT) Kx 1n component (2)=A,1n component (1), P, component (2)= K, 1n component (1)
For the sake of brevity, the following notation will be used
(1) Kk/'z:Am: Pnn:Zc/z
(@) Kip=A, Pyp=K,,
f Employmg two shding components and the four letters en
equation, there are, 1n all, twelve different resultants possible for the same set of components
and the same set of four basic elements These twelve differences 1n resultants arise from a set

(1) Oxp=64,, 6,;=0,,
() 6xp=044, 6,,=0,,
(3) Bun=01p, 6,1=6,,
(4) 6xn=61p, 6,,=0,,
() Oxp=6y,, 011=064,
(6) 6xp=0,,, O1n=0,,

tering mto an enciphering

(7) Bxp=6p1, 01s=0,,
(8) Oxp=0cp1, O1p=6,,
(9) 6xn=6yp, 0;y=0,,
(10) 6xp=04p, 011=6,,
(11) ek/lzepﬂ; el/2=e¢x/1
(12) Bxn=6,p, 0,,=6,,

7

g The twelve resultants obtamnable from juxtaposing shding components as idicated under
the preceding stbparagraph may also be obtamed either from one square table, 1n which case
twelve difierent methods of finding equivalents must be apphed, or from twelve different square
tables, in which case one standard method of finding equivalents will serve all purposes

h If but one table such as that shown below as Table 1-A 1s employed, the various methods
of finding equivalents are difficult to keep 1n mind

TasLe I-A

=

TIRNQIHINO QXKD ERIKO|IZ2ISsICirigRmRIB|IClGga| =

Rzimln|a| «

QHNOQIX Do ™o =0 << RNRBICGo3|oimnl =N

HINO QX |'D] Q

9]

HINO QX <-9WE\ Mio|Z|F|IC|\»rik|_|E|C|{4 (0O

|l DI BROHNOQHX <D W(H XK o= =t C
Pl |RIB|ICGOR DR NQHINOIQIRKIT I X OIS <

=

Hlo|z|=|r|=|<|x|2|la|ujo|r|z|H|lue|H|Nlo|am|<|T|w|=| >
mixlo|z|=|rs|<|x|zg|a|u|orz|mln|e|H|Nlo|o|o|<|v|w| w
w|=|x|o|z|=r|r|<x|zla|u|o|hzim|n
vlw|mx|o|zl=|r]e<|m2|a|u|o|hnm|u|e|H|No|alx|< | O
<lvlw|a|xlolz|=|r|s|<|m=2]alu|o|r|z|m|n|e|H|N|o|a|m | =
W< |w|ax|o|z|=|r]=|<|x]zg|a|ulo|rz|m|ln | e|H|N|lo|al =
alw|<|v|w|=x|olz|=|r|>|<|x|2|c|u|o|q|z|m|n|lal-|Nlo | o
olalw|<lvlw|g|x|ojz|=|r|=|<|x|z|c|ldo|r|z|m|ule|H|N] @
Njo|a|w|<|v|w|H|x|olz|=|r|=|<|x|z|clu|o|az|m|u|alH ]| H
n|ajH|Njo|a|x|<|v|w|ax|o|z|=|r|r|<|®|=|c|u|ojr|z|m ]| &
Hlu|e|H|Njola|w|<]v|wa|x|o|z|=|r|»|<|x|=|c|u]|o|alz
Az |m|ula|HiN|o|a|B|<|v|w||x|o|z|=|r|»|<|x|2]c||o| ©
olra|mmlu|a|r|N|o|alB|<|v|w|a|x|o|z|=|r|r|<|x|=2|c|a| v
alojrzm|n|a|H|No|alm|<|v|w|= x| o] z|=r|=|<x|=2lc| ©
clajo|aiz|m|un|ae|rNje|alw<|v|w|a|x|o|z=g|r|r|<|xig | ®
zlala|ola|znm|u|alr|Nno|a|x|<|v|w|=|x|o|z|=r|=|<x |
= 2|alalolalz|s|u|e|-iNno|a|m|<|v|w|H|x|o|z{=|r]=|<| 2
e |<=lz|a|a]olazmlale|H|Njo|a|x|<|vle|a|x|olz]|=| =
FHiC|r < |RB|C|CU|oRD|BVQHNO QWU wm AR IMO =] XN
zl=|r|»|<|x|=|ald]orzE|n|a|H|No|a|m|<]|v|w|w|xo ] «
o|z|=r|x|<|x|z|a|uolqnin|u|alH|n|o|a|w|<|v|w|[=E|x]| N

<

For example
(1) For enciphering equations Ox=901, 6,1=0.p
Locate 6, mn top sequence, locate 6, mn first column,
O, 1s letter within the square at mntersection of the two lines thus determined
Thus,

lezzAlll ) Ppll=zolz

T T Tws o mm o, s em o m

b




8

(2) For enciphering equations 6y ,—=6, 1y Opr2=06¢,
Locate 6y 1n first column, follow hine to right to 6, proceed up this column, 6, 1s
letter at top
Thus

Kk/2=A|/1 ? P1)/2=Kc/1

(3) Foi encipherme equations Oxn=01s, 0,1 =0,p
Locate 64 1n top sequence and proceed down column to Oy,
Locate 6, 1n top sequence, O, 1s letter at other corner of rectangle thus formed

Thus
Ken=A12, Pon=Xep

Only three different methods have been shown and the student no doubt already has encountered
difficulty in keeping them segregated mn his mind Tt would obviously be very confusing to try
to remember all twelve methods  But 1f one standard or fixed method of finding equivalents 1s
follow ed with several different tables, then this difficulty disappears  Suppose that the following
method 1s adopted Arrange the square so that the plain-text letter may be sought 1n a separate
sequence, airanged alphabetically, above the square and so that the key letter may be sought
In a separats sequence, also arranged alphabetically, to the left of the square, look for the plain-
text letter in the top row, locate the key letter in the 1st column to the left, find the letter stand-
mg within the square at the ntersection of the vertical and homzontal Iines thus determined
Then fuelve squares, equavalent to the twelve different conditions histed 1n subparagraph f, can
readily be constructed They are all shown m Appendin 1, pp 96-107

1 When these square tables are exammed carefullv, certain interesting points ate noted
In the fisst place, the tables may be pawred so that one of a pairn ay serve for enciphering and the
other of the pait mav serve for deciphering, o1 vice versa  For example, tables T and IT bear this
reciprocal relationship to each other, ITI and IV, V and VI, VIT and VIII, IX and X, XT and
XII 1In the second place, the mternal dispositions of the lelters, although the tables are derrved
from the same pair of components, are quite diverse For example, mn table I-B the horizontal
sequences are identical, but are merely displaced to the rnight and to the left different intervals
according to the successive key letters Hence this square shows what may be termed a hor-
1zontally-displaced, direct symmetry of the cipher component Vertically, 1t show s no symmetry,
or if there 1s symmetry, 1t 1s not visible 2 But when Table I-B 1s more carefully examned, an
invisible, or indirect, vertical symmetry may be discerned whete at first glance 1t 1s not apparent
If one takes any two columns of the table, 1t 1s found that the interval between the members of
any pair of letters 1n one column 1s the same as the mterval between the members of the homolo-
gous pair of letters m the other column, Y the distance 1s measured on the cipher component  For
example, consider the 2d and 15th columns (headed by L and I, respectively), take the letters P
and G m the 2d column, and J and W in the 15th column The distance between P and G on the
cipher component 1s 7 intervals, the distance botween J and W on the same component 1s also
7 mtervals This phenomenon mmphes a kind of hidden, or latent, or induect symmetry within
the cipher square Infact, 1t may be stated that every table which sets forth in systematic fashion
the varous secondary alphabets derivanle by sliding two primary sequences through all points of
comcidence to find cipher equivalents must show some kind of symmetry, both horizontally and

2 It 15 true that the first columin within the table shows the plam-component sequence, but this 1s merelv

because the method of finding the equivalents in this case 1s such that this sequence 1s bound to appear 1n that
column, since the successive key letters are A, B, C, Z, and this sequence happens to be 1dentical with

the plain component 1n this case The same 15 true of Tables V and XT, 1t 15 also applicable to the first row of
Tables IX and X

.
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vertically The symmetry may be termed wmsible or direct, 1f the sequences of letters in the 10ws

(or columns) are the same throughout and are 1dentical with that of one of the primary com-

ponents, 1t may be termed hidden or endirect 1f the sequences of letters i the rows or columns

are different, apparcntly not related to either of the components, but are in reality decimations
rimaly components

o Of;e (\)szktng ghe twelve tagles of Appendix 1 are examined 1n the hight of the foregoing remarks,

the type of symmetry found in each may be summarized 1n the following manner

Horizontal Vertical
Visible or direct Invisible or indirect Visible or direct Invisible or indirect
Table
Follows
1 Eollows Foilows Follows Follows Follows
Fgll;.?l‘f : P;(l)plk(;g's plamn cipher plam cipher plun ¢ mphgr ;
component | component | component | component | component | component | componen courponen
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) 8 SRR IR X e ; ________
IV e X oo 0X e e
Vo X e e e e e X
VI . X e e e z _________
vViy_ . >SS SN PRSI SNPRUPIUINN OIS (SO :
VIII. . . ____ S SRS FUNDION SNSIPSUIPUI NN IOV S SN A "
X e el __. b U [RUUPRUPRUUIY IR IS :
X e e e D SN (RSN IR (I
XTI o e | S X femccmcmm e e
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Of these twelve types of cipher squares, corresponding to the twelve different ways of using g
pair of shding primary components to derive secondary alphabets, the ones best known an
most often encountered in cryptographic studies are Tables I-B and II, referred to as bemng of
the Vigenére type, Tables V and VI, referred to as being of the Beaufort type, and Tables 11X
and X, referred to as being of the Delastelle type It will be noted that the tables ofb the De a;
stelle type show no direct or visible symmetry, either horizontally or vertlfcally and Because o1 1
this are supposed to yield more security than do any of the other types of tables ut 1t wi
presently be shown that the supposed mcrease 1n security 1s more lusory than real

k 'The foregoing facts concerning the various types of quadricular tables generated by lelel se
methods of using shding prumary components or their equivalent rotating cipher disks Wﬂd bi
employed to good advantage, when the studies presently to be undertaken will bring the s'gl en
to the place where he can comprehend them in the analysis of polyalphabetic systems ut 1n
order not to confuse him with a multiplicity of details which have no direct bearing upon basic
prineiples, one and only one standard method of inding equivalents by means of shding compo-
nents will be selected from among the twelve available, as set forth in the preceding subpaza-
graphs  Unless otherwise stated, this method will be the one denoted by the first of the formulae

Listed 1 subpar f, mz
Ok2=01/1, Op1=0cp

Calling the plain component “1’’ and the cipher component “2”, this will mean that th? kk(:yleltter
on the cipher component will be set opposite the mdex, which will be the first letter of the p au&
component, the plam-text letter to be enciphered will then be sought on the plain component an
1ts equivalent will be the letter opposite 1t on the cipher component
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THEORY OF SOLUTION OF REPEATING-KEY SYSTEMS
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The three steps 1n the analysis of repeating-key systems e - - e 8
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General remarks on factormg..__ e ... 10
Second step distributing the cipher text into the component monoalphabets. . _ __ . ___________________ ______ 11
Third step solving the monoalphabetic distributions 12

8 The three steps in the analysis of repeating-key systems —a The method of enciphering
according to the prineiple of the repeating key, or repeating alphabets 1s adequately explained 1n
Section XI of Elementary Military Oryptography, and no further reference need be made at this
tume  The analysis of a cryptogram of this type, regardless of the kind of cipher alphabets
employed, or their method of production, resolves itself into three distinet and successive steps

(1) Determination of the length of the repeating key, which 1s the same as the determination
of the exact number of alphabets mvolved 1 the cryptogram,

(2) Allocation or distribution of the letters of the cipher text into the respective cipher alpha-
bets to which they belong  This 1s the step which reduces the polyalphabetic text to mono-
alphabetic terms,

(3) Analysis of the indivaidual monoalphabetic distributions to deternune plamn-text values of
the cipher letters 1n each distribution or alphabet

b The foregomg steps will be treated 1n the order m which mentioned The first step may
be described briefly as that of defermining the perwod  The second step may be described briefly
as that of reduction to monoalphabetic terms  The third step may be designated as vdentification of
cupher-text values

9 First step. finding the length of the period —a The determnation of the period, that
18, the length of the key or the number of cipher alphabets involved m a cryptogram enciphered
by the repeating-key method 1s, as a rule, a relatively simple matter The cryptogram 1tsell
usually manifests externally certain phenomena which are the direct result of the use of a repeat-
mg key The principles mvolved are, however, so fundamental m cryptanalysis that thewr

elucidation warrants a somewhat detailed treatment This will be done 1n connection with a
short example of encipherment, shown 1n Fig 1

Mzessacr

THE ARTILLERY BATTALION MARCHING IN THE REAR OF THE ADVANCE GUARD KEEPS
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[Key BLUE, using direct standard alphabets]
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b Regaidless of what system 1s used, 1dentical plain-text letters enciphered by the same
apher alphabet ! must yreld identical cipher letters Referring to Fig 1, such a condition 1s
brought about every time that identical plain-text letters happen to be enciphered with the same
key-letter, or every time identical plain-text letters fall into the same column 1n the encipher-
ment 2 Now since the number of columns or positions with respect to the key 1s very himited
(except 1n the case of very long key words), and since the repetition of letters 1s an mevitable
condition 1n plain text, 1t follows that there will be 1n a message of fair length many cases where
1dentical plam-text letters must {fall into the same column  They will thus be enciphered by the
same ciphet alphabet, resulting, therefore, in t: ¢ production of many identical letteis 1n the
cipher text and these will represent 1dentical letters in the plain text When 1dentical plain-text
polygraphs fall into 1dentical columns the result 1s the formation of identical cipher-text poly-
graphs, that 1s, repetitions of groups of 2, 3, 4, letters are eshibited i the cryptogram
Repetitions of this type will hereafter be called causal repetitions, because they are produced by
a definite, traceable cause, 1z, the encipherment of 1dentical letters by the same cipher alphabets

¢ It will also happen, however, that different plamn-text letters falling 1n different columns
will, by mere accident, produce 1dentical cipher letters Note, for example, in Fig 1 that in
Column 1, R, becomes S, and that in Column 2,H, also becomes S, The production of an 1dentical
cipher text letter n these two cases (that 1s, a repetition where the plain-text letters are different
and enciphered by different alphabets) 1s merely fortwitous It 1s, In every day language, “a
mere coincidence’”, or “an accident ”’  For this reason repetitions of this type will hereafter be
called accidental repetitions

d A consideration of the phenomenon pomnted out 1n ¢ makes 1t obvious that in polyalpha-
betic ciphers 1t 18 important that the cryptanalyst be able to tell whether the repetitions he finds
m a specific case are causal or accidental in their omgin, that 1s, whether they represent actual
encipherments of identical plain-text letters by 1dentical keying elements, or mere coincidences
brought about purely fortuitously

¢ Now aceidental repetitions will, of course, happen fairly frequently with individual letters,
but less frequently with digraphs, because 1n this case the same kind of an “accident” must take
place twice m succession Intuitively one feels that the chances that such a purely fortuitous
comncidence will happen two tumes 1n succession must be much less than that 1t will happen every
once 1n g while 1n the case of single letters  Similarly, intwition makes one feel that the chances
of such accidents happening 1n the case of three or more consecutive letters are stil less than
the case of digraphs, decreasing very rapidly as the 1epetition increases 1n length

f The phenomena of cryptographic repetition may, fortunately, be dealt with statistically,
thus taking the matter outside the realm of mtuition and putting 1t on a firm mathematical or
objective basis  Morcover, often the statistical analysis will tell the cryptanalyst when he has
arranged o1 1earranged his text properly, that 1s, when he 1s approaching or has reached mono-
alphabeticity 1n his efforts to reduce polyalphabetic text to its sumplest terms However, 1n
order to preserve continuity of thought 1t 1s deemed mnadvisable to mnject these statistical con-
siderations at this place 1 the text proper, they have been mncorporated in Appendix 2 hereof
The student 1s advised to study the Appendix very carefully after he has fimished reading this
section of the text

g At this point 1t will merely be indicated that if a eryptanalyst were to have at hand only
the cryptogram of Fig 1, with the repetitions underlined as below, a statistical study of the

1 It 15 to be understood, of course, that cipher alphabets with single equivalents are meant 1n this case
2 The frequency with which this condition may be expected to oceur can be defimtely calculated A dis-
cussion of this point falls beyond the scope of the present text
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number and length of the repetitions within the message (Par 5 of Appendix 2) would tell him
that while some of the digraphic repstitions may be accidental, the chances that they all are
accidental are small In the case of the tetragraphic repetition he would 1ealize that the
chances of 1ts bemng accidental are very small indeed

A USYES ECPMP LCCLN XBWCS O0XUVD
B SCRHT HXIPL IBCIJ USYEE GURDP
C AYBCX OFPJW JEMGP XVEUE LEJYQ
D MUSCX JYMSG LLETA LEDEC GBMFI

h A consideration of the facts therefore leads to but one conclusion, 12z, that the repetitions
exhibited by the cryptogram under mnvestigition are not acculental but are causal in their origin,
and the cause 1s 1n this case not difficult to find repetitions m the plain text were actually en-
ciphered by identical alphabets In order for this to occur, 1t was necessary that the tetragraph
USYE, fo1 cxample, fall both times in exactly the same relative position with respect to the key
Note, [or example, that UYSE 1in Fig 1 repiesents i both cases the plain-test polygraph THEA
The first time 1t occurred 1t fell in positions 1-2-3-4 with respect to the key, the second time 1t
occurred 1t happened to fall in the very same relative positions, although 1t might just as well
have happened to fall in any of the other three possible 1elative positions with respect to the
key, nz, 2-3-4-1, 3-4-1-2, or 4-1-2 3

» Lest the student be nusled, however, a few more words are necessary on this subject
In the preceding subparagraph the word “happened” was used, this word correctly expresses
the 1dea 1n mind, because the insertion or deletion of & single plamn-text letter between the two
occurrences would have thrown the second occurrence one letter forward or backward, respec-
tively, and thus caused the polygiaph to be enciphered by a sequence of alphabets such as can
no longer produce the cpher polygraph USYE from the plain-text polygraph THEA On the
other hand, the msertion or deletion of this oue letier mught bring the letters of some other
polygraph mnto similar columns so that some other repetition would be exhibited in case the
USYE repetition had thus been suppiessed

7 The encipherment of similar letters by sumilar cipher alphabets 1s therefore the cause of
the production of icepetitions 1n the cipher text in the case of repeating-key ciphers What
principles can be derived from thus fact, and how can they be employed 1n the solution of crypto-
grams of this type?

k If a count 1s made of the number of letters from and meluding the first USYE to, but not
mcluding, the second occurrence of U3Y:, a total of 40 letters 1s found to intervene between the
two occurrences  This number, 40, must, of course, be an eaact multiple of the length of the key
Having the plamn-text before one, 11 1s easity seen that 1t1s the 10th multiple, that 1s, the 4-letter
key has repeated 1tself 10 times between the first and the second occurrence of USYE It follows,
therefore, that if the length of the key weie not known, the number 40 could safely be teken to
be an exact multiple of the length of the key, in other words, one of the fuctors of the number
40 would be equal to the length of the hey  The word “safely’’ 1s used in the preceding sentence
to mean that the interval 40 applies to a repetition of 4 letters and 1t has been shown that the
chances that this repetition 1s accidental are small  The factors of 40 are 2, 4, 5, 8, 10, and 20
So far as this single repetition of USYE 1s concerned, 1f the length of the key were not known, all
that could be said about the latter would be that 1t 1s equal to one of these factors The repeti-
tion by 1itself gives no further indications How can the exact factor be selected from among a
hst of several possible factors?
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! Let tl
follows et the intervals between all the 1epetitions 1n the cryptogram be Listed They are as

Repetition Interval Factors
1st USYE to 2d USYE
e e S 40 2
186BC to 24 BC. . . . . .. . . I T i’ g’ 5 10,20
1st CX to 2d CX___ e e e e e e 25 5Y ,
1st EC to 2d EC o
o - R, - - B &8
1st LE to 2d LE _ . S fe g i’ ;1’ e
2dLEto3dLE. ... . ________ 7" 4| 24
1st LE to 3d LE o :
e e e e . e e o 20
1st JY to 2d JY S, .. 8 g’ i, > 10
1st PL to 2d PL L ’
.. e e e e e et e 24 2
15t SC to 2d SC. - T o 2 | s et
(1st SY to 2d SY, already included in USYE ) B
(1st US to 2d US, already included in USYE )
2d US to 3d US
e .. oL 36 2,3,4,6,9,18
(Ist JS to 3d US, already included 1n USYE ) ’
(1st YE to 2d YE, already included 1n USYE )

m  Are all these repetitions causal 1epetitions? It can be shown (Appendix 2, par 4c) that
the odds against a theory that the UYSE 1epetition 1s a. cxdental are about 99 t(; 1 (since the
probability for 1ts occuirence1s 01) It can also be shewn that the odds azamnst a theory that the
10 digraphs which occur two or more times are accidental repetitions are over 4 to 1 (zippendlx
2, par 5¢), the odds against a theory that the two digraphs which occur 3 times are accidental
repetitions are quite large  (Probability 1s calculated to be about 06 ) The chances are ver
great, therefoie, that all or nearly all tLese repetitions are causal ~ Certainly the chances avaln:;
the two occurrences of the tetragraph UYSE and the three occuirences of the two different dwtl,aphs
(LE and US) being accidental are quite hagh, and 1t 1s therefore not astonishing that the mf?ervals
between all the various repetitions, except in one case, contamn the factors 2 and 4

n This means that 1f the cipher 1s written out m either 2 columns or 4 columns, all these
repetitions (except the CX repetition) would fall mnto the same columns From this ,1‘5 follows
that the length of the key 1s exther 2 or 4, the latter, on practical grounds, being more probable
;:han the former Doubts concerning the matter of choosing between & 2-letter and a 4-letter
éfsir?}r)lgt}:; ;hssolved when the cipher text 1s distributed into 1ts component unihiteral frequency

0 The repeated digraph CX in the foregoing message 1s an accidental repetition, as will be
appalent by referring to Fig 1 Had the message been longer there would have ’been more
such aceidental repetitions, but, on the other hand, there would be a proportionately greater
number of causal repetitions This 1s because the phenomenon of repetition m plain text 1s
so all-pervading

P Sometimes 1t happens that the cryptanalyst quickly notes a repetition of a polygraph of
four or moie letters, the mterval between the first and second occurrences of which has only
two factors, of which one 1s a relatively small number, the other a relatively high mcommen-
surable number  ITe may therefore assume at once that the length of the key 1s equal to the
smaller factor without searching for additional recurrences upon which to corroborate his
assumption  Suppose, for example, that in a relatively short eryptogram the mterval between
the first and second occurrences of a polygraph of five letters happens to be a number such as
203, the factors of which are 7 and 29 Ewvidently the number of alphabets may at once be
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assumed to be 7, unless one 1s dealing with messages exchanged among correspondents known
to use long keys In the latter case one could assume the number of alphabets to be 29
q The foregong method of determining the period m a polyalphabetic cipher 18 commonly
referred to the hiterature as ‘“factoring the mtervals between repetitions”, or more often 1t 1s
simply called “factoring ” Because the latier 15 an apt term and 1s brief, 1t will be employed
hereafter in this text to designate the process
10 General remarks on factoring —a The statement made in Par 2 with respect to the
cyclic phenomena said to be exhibited 1 cryptograms of the peitodic type now becomes clear
The use of a shoit repeating key produces a pertodicity of recurrences or repetitions collectively
termed “cyclic phenomena”, an analysis of which leads to a determination of the length of the
period or cycle, and this gives the length of the key ~ Only 1n the case of relatively short crypto-
grams enciphered by a relatively long key docs factoring tail to lead to the correct determination
of the number of cipher alphabets 1n a repeating-key cipher, and of course, the fact that a crypto-
gram contains repetitions whose factors show constancy 1s in 1tself an indication and test of 1ts
periodic nature It also follows that if the cryptogram 1s not a repeating-key cipher, then
factoring will show no defmite results, and conversely the fact that 1t does not yteld definite
results at once indicates that the cryptogram 1s not a periodic, repeating-key cipher
b There are two cases ;n which factoring leads to no definite results One 1s 1n the case of
monoalphabetic substitution ciphers Here recurrences are very plentiful as a rule, and the
intervals separating these recurrences may be factored, but the factors unll show no constancy,
there will be several factors common to many or most of the recurrences This 1n 1tself 15 an
indication of a monoalphabetic substitution cipher, 1f tae very fact of the presence of many
recurrences fails to mmpress 1tself upon the mexpenenced cryptanalyst The other case 1n which
the process of factoring 1s nonsignificant mvolves certamn types of nonperiodic, polyalphabetic
ciphers In certamn of these ciphers recuirences of digraphs, tnigraphs, and even polygraphs
may be plentiful 1n a long message, but the imtervals between such recurrences bear no definite
multiple relation to the length of the key, such as mn the case of the true periodie, repeating-key
cipher, m which the alphabets change with successive letters and repeat themselves over and
over again
¢ Factoring 1s not the only method of determiming the length of the period of a periodic,
polyalphabetic substitution cipher, although 1t 1s by far the most common and easily applhed
At this pomnt 1t will merely be stated that when the message under study 1s relatively short in
comparison with the length of the key, so that there are only a few cycles of cipher text and no
long repetitions affording a basis for factoring, there are several other methods available
However, 1t being deemed inadvisable to intetject the data concerning those other methods
at this pomnt, they will be explaned subsequently It 1s deswrable at this juncture merely to
indicate that methods other than factoring do exist and are used in practical work
d TFundamentally, the factoring process 1s merely a more or less simple mathematical method
of studymg the phenomena of periodicity m cryptograms It will usually enable the crypt-
analyst to ascertamn defimtely whether or not a given cryptogram 1s pertodic 1 nature, and if
so, the length of the period, stated 12 terms of the cryptographic unit wmeolred By the latter
statement 1s meant that the factoring process may be applied not only n analyzing the periodicity
manifested by cryptograms in which the plain-tevt units subjected to cryptographic treatment
are monographic in natate (1 e are single letters) but also i studymng the pertodicity exhibited
by those occasioral cryptogiams whereinr the plam-text units are aigraphie, trigraphie, or
n-graphic i character The student should bear this pomnt m mind when he comes to the study
of substitution systems of the latter sort Ilowever, the present text will deal solely with cases
of the former type, wheremn the plam-text units subjected to cryptographic treatment are single

letters
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11 Second step distributing the cipher text into the component monoalphabets —a
After the number of cipher alphabets involved in the cryptogram has been ascertained, the next
step 1s to rewrite the message m groups corresponding to the length of the key, or in columnar
fashion, whichever 1s more convenient, and this automatically divides up the text so that the
letters belonging to the same cipher alphabet occupy similar pocitions 1 the groups, or, if the
columnar method 1s used, fall in the same columun  The letters are thus allocated or distributed
mto the respective cipher alphabets to which they belong This reduces the polyalphabetic
text to monoalphabetic terms
b Then separate unihiteral frequency distiibntions for the thus 1solated mdividual alphabets
are comptled For example, in the case of the cipher on page 13, naving determined that four
alphabets are mnvolved, and having rewritten the message 1in four columns, a frequency distribu-
tion 18 made of the letters in Column 1, another 1s made of the letters in Column 2, and so on for
the rest of the columns  Lach of the resulting distivbutions s therefore ¢ monoalphabetic frequency
distributrion  If these distributions do not give the characteristic wrregular crest and trough
appearance of monoalphabetic frequency distributions, then the analysis which led to the
hypothesis as regards the number of alphabets 1avelved 1s fallacious  In faet, the appearance of
these individual distributions may be considered to be an index of the correctness of the factoring
process, for theoretically, and practically, the individual distitbutions constructed upon the
correct hypothesis will tend to conform more closely to the irregular crest and trough appearacne
of a monoalphabetic fiequency distribution than will the graphic tables constructed upon an
incorrect hypothesis  These individual distributions may also be tested for monoalphabeticity
by statistieal methods
12, Third step. solving the monoalphabetic distributions —The difficulty experienced in
analyzing the mdividual or 1solated fiequercy distiibutions depends niostly upon the type of
cipher alpnabets that 1s used It 1s apparent that mixed alphabets may be used just as easily as
standard alphabets, and, of course, the upher letters themselves give no indication as to which
1sthecase However,just as1t was found that in the case of monoalphabetic substitution ciphers,
a unihiteral frequency distiibution gives clear indications as to whether the cipher alphabet 1s a
standard or a mixed alphabet, hy the relative positicns and extensions of the crests and troughs
m the table, so 1t 1s found that 1n the case of repeating-key ciphers, uniliteral frequency distribu-
tions for the 1solated or individual alphabets will also give clear indications as to whether these
alphabets are standard alphabets or mined alphabets  Only one or two such frequency distribu-
tions a1e necessary for this determinaticn, if they appear to be standard alphabets, similar distri-
butions can be made for the rest of the alphabets, but if they appear to be mixed alphabets, then
1t 18 best to compile triliteral frequency distributions for all the alphabets The analysis of the
values of the ciphei letters in each table proceeds along the sanie [ines as in the case of monoalpha-
betic ciphers The analysis 1s more difficult only because of the reduced size of the tables, but

if the message be very long, then each frequency distribution will contain a sufficient number of
elements to enable a speedy solution to be achieved

Sgcrion IV
CIPHER ALPHABETS
REPEATING-KEY SYSTEMS WITH STANDARD N
____________ 13
Solution by applying principles of freqUENCY..  -o—ee - oe ox —ooomen = on ZTm T T T T T T
Solution by completing the plamn-component SeqUENCe - . - -om--- oo soos o o STesTesTIn ) 1
Solution by the “probable-word 0EthOd " ceee oo o = cemmee on mmemmmmoeemeemen eems o omees

13 Solution by applying principles of frequency — & In the hght of the foregoing principles,

let the following cryptogram be studied
MzEssaGE

ZYMWM sMIGX NFMLEX
AYyMzM ILVME JKUT
LHVRM JAZNG GZVX
CHUAS HKQGK IPLW
DPTEJ ECMYS QYBA
PYNYE EYXEE UDPX
s
P
N
J

AUKHY JAMKI
ETIMI ZHBHR
DPVXK QUKHQ
NLUFM PZJNV
AJZXI GUMTYV
W
0
E
F
I

ALAHY P
BVZVI ZITIV
WFQGK NLLL

PTEG XUBBR QLLX
TIKW DJZXI GOIO
ZLAMV KEMUW PLZI OVVFM ZKTX
NLMDF AAEX LUFM PZJNV CAIG
L UAWPR NVIWE JKZAS ZLAFM HS

X G o T E O QW e
HQHW X << ' H Q

A search for repetitions discloses the following short list with the mtervals and factors
bove 10 omutted (for previous experience may lead to the conclusion that 1t 15 unlikely that the
f:r;;togram mnvolves more than 10 alphabets, showing the number of recurrences which 1t does)

Repetition Location Interval Factors
LUFMPZJINVC D1, K3 160 2,4,5,8, 10
JZXIG R El, H4 90 2,356,910
EJK - .| B4, L2 215 5
PTE - .| E3, G3 50 2, 5, 10
QGK D4, H1 85 5
UKH Al, C2 55 5
ZLA . bJy, L4 65 5
AS .| D3, L3 175 3,57,

BJ - B4, L2 115 5
M - - A5, D1 57 3
FM - . .| A5, J2 185 5
FM e ] J2, J4 12 2,3,4,6
FM C e e J4, K3 20 2, 4, 5, 10
™ - . | K3, L4 30 2,3, 5,6, 10
JA A2, C4 60 2,3, 4,5,6,10
LA .| F1, Jl 75 3,5
LA J1, L4 65 5
LL G5, H2 10 2,5
NL - - D1, H2 105 3,57
NL e - - .| H2, K1 45 3,59
VX . - _ ...l C1, C5 20 2, 4, 5, 10
™ . .- A3, B3 25 5
17
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b
o ;I;Irls fact;)r 5 appears n all but two cases, each of which mvolves only a digraph It seems
st co altn that the number of alphabets 1s five  Simce the text alicady aLppearls n groups of
avency dlz,t rllbilstunn;ceiiiqrff ’Eto rewiile the messaze The next step 15 to make a umhteralpfre
1on 1or Alphabet 1 to se o orr ( i
bets tac mvalved 1o Phabet 1 ef 1t can Le deterrrined whether or not standard alpha-
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ArpPHaBET 3
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ABCDEFGHIJKLI«INOPQRS%&\?WEY%
ALPHABET 4
ABCDEFGHIJKLMNOPQRSTUVH 23S
AvLPHABET 5
TS ®2_.s = o_ S s = =

= ==

ABCDEFGHIJKLMNO;QR TUVWXYZ

e After but httle experiment 1t 1
s found that S
the normal when the following values are asst(unel(flL e dstubutions can best be made to b

Wi

Alphabet 1.________ A=W,
Alphabet 2_________ A,==H,
Alphabet 3_________ A,=T,
Alphabet 4.._______ A=T,
Alphabet 5_________ A,=E,

the ({0 ri\i g:getj;eo];e&: (;rd 1glven by ;he successive equivalents of A, WHITE  The real proof of
] nalysis 1s, of course, to test the values of the solved
cryptogram  The five complete cipher alphabets are as follows ved niphabets on the

Plamn

_1 _________ %iggiFGHIJKLMNOPQRSTUVWXYZ

2— ...... HIJKLBCDEFGHIJKLMNOPQRSTUV

Cipherts. _-__IJKLM;iIIIgIOPQRST.UVWXYZABCDEFG

T TUVT .y PQRSTUVWXYZABCDEFGH

T ZABCDEFGHIJKLMNOPQRS

---_-.‘\.--_EFGHIJKLMNOPQRSTUVWXYZABCD
FiauRE 2
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g Applymg these values to the first few groups of our message, the following 1s found
1 2 3 45 1 23 45 123 45 123845 12345

Cipher ... AUKHY JAMKI ZYMWM JMIGX NFMLX

Plamn _________ ENCOU NTERE DREDI NFANT RYEST

b Intelliginle text at once results, and the solution can now be completed very quickly

The complete message 1s as follows

ENCOUNTERED RED INFANTRY ESTIMATED AT ONE REGIMENT AND MACHINE GUN COM-
PANY IN TRUCKS NEAR EMMITSBURG  AM HOLDING MIDDLE CREEK NEAR HILL 543 SOUTH-
WEST OF FAIRPLAY WHEN FORCED BACK WILL CONTINUE DELAYING REDS AT MARSH
CREEK HAVE DESTROYED BRIDGES ON MIDDLE CREEK BETWEEN EMMITSBURG-TANEYTOWN

ROAD AND RHODES MILL
+ In the foregoing example (which 1s typical of the system erroneously attributed, in cryp=-
tographic literature, to the French cryptogiapher Vigenére, although to do him justice, he
made no claim of havine “mvented’ 1t), direct standard alphabets were used, but 1t 15 obvious
that reversed standard alphabets may be used and the solution accomplished in the same
manner In fact, the now obsolete capher disk used by the United States Army for a number
of years yields exa~tly this type of cipher, which 1s elso known mn the literature as the Beaufort
Cipher, and by other names In fitting the 1solated frequency distiibutions to the normal, the
direction of “reading” the crests and troughs 1s merely reversed
14 Solution by completing the plain-component sequence —a Theie 1s another method
of solving this type of cipher, which 1s worthwhile explaming, because the underlying principles
will be found useful in many cases It 1s a modification of the method of solution by completing
the plain-component sequence, alieady explamned i Muitary Cryptanalysis, Part 1
b After all, the mdividual alphabets of a cipher such as the one just solved are merely
direct standard alphabets It has been seen that monoalphabeuic ciphers mm which standard
cipher alphabets are employed may be solved almost mechanically by completing the plain-
component sequence The plain text reappears on only one generatrix and this generatrix 1s the
same for the whole message It 1s easy to pick this generatrix out of all the other generatrices
because 1t 1s the only one which yields intcHigible text  Is 1t not apparent that if the same process
1s applied to the cipher letters of the wndindual alphabets of the cipher just solved that the plain-
text equivalents of these letters must all reappear on one and the same generatrin? But how
will the generatrix which actually contams the plain-text letters be distinguishable from the
other generatrices, since these plain-text letters are not consecutive letters i the plan text but
only letters separated from one another by a constant interval? The answerssimple The plain-
text generatrix should be distinguishable from the others because ut will show more and @ better
assortment of hagh-frequency letters, and can thus be selected by the eye from the whole set of genera-
trices  If this 1s done with all the alphabets in the cryptogram, 1t will merely be necessary to
assemble the letters of the thus selected generatrices in proper order, and the result sould be
consecutive letters forming mtelhigible text
¢ An example will serve to make the process clear Let the same message be used as before
Factoring showed that 1t involves five alphabets Let the first ten cipher letters vn each alphabet
be set down 1n a horizontal ine and let the normal alphabet sequences be completed Thus
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d If the high-frequency generatrices under'med m Figure 3 are selected and their letters
etters of intelligible plam text immediately present

ALPHABET 1

ALPHABET 2
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ALPHABET 3 ALPHABET 4 ALPHABET §
AJZINEZATJ _ UAYMFTHYLK _ KMMIMIBMYU _ HKWGLMH/MT  YTMXXIRMEG
BKAKOFABJK ~ VBZNGUIZML  LNNJNJCNWV  ILXHMNIANU  ZJNYY.JSNFH
CLBLPGBCKL ~ WCAOHVJANM  MOOKOKDOXW  JMYINOJBOV  AXCZZKTOGI
DMCMQHCDLM ~ XDBPIWKBON ~ NPPLPLEPYX  KNZJOPKCPW  BLPAAIUPHJ
ENDNRIDEMN ~ YECQJXLCPO  OQQMQUFQZY  LOAKPQLDQX  CMQBBMVOIK
FOEOSJEFNO ~ ZFDRKYMDQP  PRRNRNGRAZ  MPBLQRMERY  DNRCCNWRJL
GPFPTKFGOP  AGESLZNERQ  QSSOSOHSBA  NQCMRSNFSZ  EOSDDOXSKM
HQGQULGHPQ ~ BHFTMAOFSR  RTTPTPITCB  ORDNSTOGTA  FPTREPYTLN
IRHRVMHIQR ~ CIGUNBPGTS  SUUQUQJUDC  PSEOTUPHUB  GQUFFQZUMO
JSISWNIJRS =~ DJHVOCQHUT  TVVRVRKVED  QTFPUVQIVC  HRVGGRAVNP
KTJTXOJKST ~ EKIWPDRIVU — UWWSWSLWFE RUGQVWRJWD  ISWHHSBWOQ
LUKUYPKLTU ~ FLJXQESJWYV ~ VXXTXTMXGF  SVHRWXSKXE  JTXIITCXPR
MVLVZQLMUV  GMKYRFTKXW ~ WYYUYUJYHG  TWISXYTLYF  KUYJJUDYQS
NWMWARMNVW ~ HNLZSGULYX — XZZVZVOZIH  UXJTYZUMZG  LVZKKVEZRT
OXNXBSNOWX ~ IOMATHVMZY — YAAWAWPAJL  VYKUZAVNAH  MWALLWFASU
PYOYCTOPXY ~ JPNBUIWNAZ  ZBBYBXGBKJ  WZLVABWOBI  NXBMMXGBTV
QZPZDUPQYZ ~ KQOCVJXOBA  ACCYCYRCLK  XAMABCXPCJ  OYCNNYHCUW
RAQAEVQRZA ~ LRPDWKYPCB  BDDZDZSDML ~ YBNXCDYGDK  PZDOOZIDVX
SERBFWRSAB  MSQEXLZQDC ~ CEEAEATENM  ZCOYDEZREL  QAEPPAJEWY
TCSCGXSTBC ~ NTRFYMARED ~ DFFBFBUION  ADPZEFASFM  RBFQQBKFXZ
UDTDHYTUCD ~ OUSGZNBSFE  EGGCGCVGPO  BEQAFGBTGN  SCGRRCLGYA
VEUEIZUVDE ~ PVTHAOCTGF  FHHOHMDWHOP  CFRCGHCUHO  TDHSSDMHZEB
WFVFJAVWEF  QWUIBPDUHG  GTIEICXIRQ  DGSCHIDYIP  UEITTENTAC
XGWGKBWXFG ~ RXVJCQEVIH  HJJFJFYJSR  EHTDIJEWJQ  VFJUUFOJBD
YHXHLCXYGH ~ SYWKDRFWJI — IKXGKGZKTS FIUEJKFXKR  WCKVVGPKCE
ZIYIMDYZHI ~ TZXLESGXKJ ~ JLLHLHALUT  GJVFKLGYLS  XHLWWHQLDF
FIGURF 3

For Alphabet 1, generatiix 5.
For Alphabet 2, geneiatiix 20.
Selected Generatiices{ For Alphabet 3, generatrix 19
For Alphabet 4, generatrix 8

ate juxtaposed wn columns the consecutive 1
themselves Thus

Columnar justaposition of letters
from selected generatrices

FIGURE 4
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Plam text ENCOUNTERED RED INFANTRY ESTIMATED AT ONE
REGIMENT AND MAC

¢ Solution by this method can thus be achieved without the compilation of any frequency
tables whatever and 1s very quickly attaned The mnexperienced cryptanalyst may have difh-
culty at first n selecting the generatrices which contain the most and the best assortment of
high-frequency letters, but with increased practice, a high degree of prof ciency 1s attained
After all 1t 1s only a matter of experiment, trial, and error to selcet and assemble the proper
generatrices so as to produce mntelligible text

f If the letters on the shding strips were accompanied by numbers representing their relative
frequencies mn plamn text, and these numbers were added across each generatiix, then that gen-
eratrix with the highest total frequency wovld theoretically always be the plain-text generatrix
Practically 1t will be among the generatrices which show the first three or four greatest totals
Thus, an entirely mathematical solution for this type of cipher may be applied

¢ If the cipher alphabets are reversed standard alphabets, 1t 1s only necessary to convert
the cipher letters of each 1solated alphabet into their normal, plamn-component equivalents and
then proceed as i the case of direct standard alphabets

h It has been seen how the key word may be discovered in this type of cryptogram  Usually
the key 1s made up of those lettersin the successive alphabets whose equivalents are A, but other
conventions are of course possible Sometimes & key number 1s used, such as 8§-4-7-1-12,
which means merely that A, 1s represented by the exghth letter from A (in the normal alphabet)
1n the first cipher alphabet, by the fourth letter from A in the second cipher alphabet, and so on
This modification 1s known 1 the hiterature as the Gronsfeld cipher  However, the method of
solution as illustrated above, being independent of the nature of the key, 1s the same as befoie

15 Solution by the ‘‘probable-word method *—e¢ The common use of key words in cryp-
tograms such as the foregoing makes possible a method of solution that 18 ssmple and can be used
where the more detailed method of analysis using fiequency distributions or by completing the
plain-component sequence 1s of no avail In the case of a very short message which may show
no recurrences and give no indications as to the number of alphabets mnvolved, this modified
method will be found most useful

b Bnefly, the method consists i assuming the presence of a probable word in the message,
and referring to the alphabets to find the key lettess applhicable when this hypothetical word 1s
assumed to be present in various positions in the cipher text If the assumed word happens to
be correct, and 1s placed 1 the correct position 1n the message, the key letters produced by
referring to the alphabets will yield the key word In the following example 1t 1s assumed that
reversed standard alphabets are known to be used by the enemy

MESSAGE

MDSTJ LQCXC KZASA NYYKO LP

¢ Extraneous circumstances lead to the assumption of the presence of the word AMMU-
NITION One may assume that this word begins the message Using shding normal compo-
nents, one reversed, the other direct, the key letters are ascertained by noting what the successive
equivalents of A, are  Thus

Cipher_. ... MDSTJLQCXC
Plain text......... AMMUNITION
00 (I MPENWTJKLP
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The key does not spell any intelligible word One therefore shifts the assumed word one letter
forward and another tral 1s wade

Cipher______..._____ DSTJLQCXCK
Plan text. __.______ AMMUNITION
“Key” .o . DEFDYYVFQX

This also yields no mteligible key word One continues to shift the assumed word forward
one space at a time until the following point 1s reached

Cipher. ___________ LQCXCKZASA
Plam text..__.____. AMMUNITION
“Key” . LCORPSSIGN

The key now becomes evident It 1s & cyclic permutation of SIGNAL CORPS It should be
clear that since the key word or key phrasc repeats itself during the encipherment of such a
message, the plain-text word upon whose assi med presence in the message this test 1s bemng
based may begimn to be enciphered at any point 1n the kev, and continue over into 1ts next repeti-
tion 1f 1t 1s longer than the key When this 1s the case 1t 1s merelvy necessary to shift the latter
part of the sequence of key letters to the first part, as in the casc noted LCORPSSIGN 1s trans-
posed 1nto SIGN LCORPS, and thus SIGNAL CORPS

d It will be seen m the foregommg method of solution that the lergth of the key 1s of no
particular interest or consequence in the steps taken 1n efiecting the solution The determima-
tion of the length and elements of the key comes after the solution rather than before 1t  In this
égsgptsl;e length of the period 1s seen to be cleven, corresponding to the length of the Ley (SIGNAL

e The foregomng method 1s one of the other methods of determming the length of the key
(besides factormg), referred to 1n Par 10c¢

S I the assumption of reversed standaid alphabets yields no good results, then direct
standard alphabets are assumned and the test made exactly in the same manner As will be
shown subsequently, the method can also be used as a last resort when mixed alphabets are
employed

g When the assumed word 1s longer than the key, the sequence of recovered key letters wall
show a periodicity equal to the length of the key, that 1s, after a certamn number of letters the
sequence of key letters will repeat This phenomenon would be most useful in the case of keys
that are not intelhgible words but are composed of random letters or figures Of course, 1f such
a key 1s longer than the assumed word, this method 1s of no avail

h This method of solution by searching for a word 15 contingent upon the following cir-
cumstances

(1) That the word whose prescnce 1s assumed actually occurs in the message, 1s properly
spelled, and correctly enciphered

(2) That the shding components (or equivalent cipher disks or squares) employed 1n the
search for the assumed word are actually the ones which were employed 1n the encipherment,
or are such as to give 1dentical results as the ones which were actually used

(3) That the pawr of enuipheling equations used 1n the test 1s actually the pair which was
employed 1n the encipherment, or if & cipher square 1s used 1n the test, the method of finding
?gmvalents)glves results that correspond with those actually obtamned in the encipherment

ee par 9
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2 The foregoing appears to be quite an array of contingencies and the student may think
that on this account the method will often fall But examining these contingencies one by one,
1t will be seen that successful apphication of the method may not be at all rare—after the solution
of some messages has disclosed what sort of paraphernahia and methods of employing them are
favored by the enemy From the foregoing remark 1t is to be inferred that the probable-word
method has 1ts greatest usefulness not in an mitial solution of a system, but only after successful
study of enemy communications by more difficult processes of analysis has told its story to the
alert cryptanalyst Although 1t 15 commonly attributed to Bazeries, the French eryptanalyst
of 1900, the probable-word method 1s very old 1n cryptanalysis and goes back several centuries
Its usefulness 1n practical work may best be indicated by quoting from a competent observer !

There 18 another {[method] which 1s to this first method what the geometric method 1s to analysis i certain
sciences, and, according to the whims of individuals, certain eryptanalysts prefer one to the other Certain others,
mcapable of getting the answer with one of the methods 1n the solution of a difficult problem, conquer 1t by means
of the other, with a disconcerting masterly stroke This other method 18 that of the probable word We may
have more or less definite opinions concernng the subject of the cryptogram We may know something about its
date, and the correspondents, who may have been indiscreet 1n the subject they have treated On this basis, the
hypothesis 18 made that a certain word probably appears In the text In certain classes of documents,
military or diplomatic telegrams, banking and mimng affairs, ete , 1t 18 not impossible to make very important
assumptions about the presence of certain words in the text After a cryptanalyst has worked for a long time
with the writings of certain correspondents, he gets used to their expressions He gets a whole load of words
to try out, then the changes of key, and sometimes of system, no longer throw into his wav the difficulties of an
absolutely new study, which might reqwuire the analvtical method

! Gavierge, M, Cours de Cryptographie, Parnis, 1925, p 30
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16. Reason for the use of mixed alphabets —a It has been seen 1n the examples considered
thus far that the use of several alphabets mn the same message does not greatly comphcate the
analysis of such a cryptogram  There are three reasons why this1s so  Firstly, only relatively
few alphabets were employed, secondly, these alphabets were cmployed m a periodic or repeating
Inanner, giving rise to cyclic phenomena 1n the cryptog am, by means of which the number of
alphabets could be determmed, and, thirdlv, the cipher slphabets were known alphabets, by
which 18 meant merely that the sequences ot letters m both components of the cipher alphabets
were known sequences

b In the case of monoalphabetic ciphers 1t #as found that the use of a mixed alphabet
delayed the solution to a considerable degice, and 1t will now Le seen that the use of mixed alpha-
bets mn polyalphabetic ciphers renders the analysis much more difficult than the use of standard
alphabets, but the solution 1s still farrly easy to achieve

17 Interrelated mixed alphabets —a It was stated in Par 5 that the method of producing
the mixed alphabets 1n a polyalphabetic cipher often affords clues which ate of great agsistance
m the analysis of the cipher alphabets This 1s 50, of couise, only when the cipher alphabets
are interrelated secondary alphabets produced by shding components or therr equivalents
Reference 13 now made to the classification set forth m Per 6, 1 connection with the types of
alphabets which may be employed 1n polyalphabetic substitution It will be seen that thus far
only Cases A (1) and (2) have been treated Case B (1) will now be discussed

b Here one of the components, the plan component, 1s the normal sequence, while the
cipher component 1s a mixed sequence, the various Juatapositions of the two components yielding
muixed alphabets The mixed component may be a systematically-mixed or a random-mixed
sequence If the 25 successive displacements of the mixed component are recorded in separate
lines, a symmetrical cipher square such as that shown 1n Fig 5 results therefrom It 1s 1dentical
mn form with the square table shown on p 7, labeled Table I-A
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¢ Such a cipher square may be used 1n exactly the same manner as the Vigendre square

With the key word BLUE and conformung to the normal enciphering equations (8y/;=0,/;, 6,/,=

O¢/2), the following lines of the square would be used

ABCDEFGHIJKLMNOPQRSTUVWXYZ
BCDFGIJKMPQSUXYZLEAVNWORTH
LEAVNWORTHBCDFGIJKMPQSUXYZ
UXYZLEAVNWORTHBCDFGIJKMPQS
EAVNWORTHBCDFGIJKMPQSUXYZL
Fiauzk 6e
These lines would, of course, yield the following cipher alphabets
Plam..________. ABCDEFGHIJKLMNOPQRSTUVWIYZ
(I)Clpher _________ BCDFGIJKMPQSUXYZLEAVNWORTH
Plan___________ ABCDEFGHIJKLMNOPQRSTUVWIXYZ
(2)Clpher _________ LEAVNWORTHBCDFGIJKMPQSUXYZ
Plain __.______. ABCDEFGHIJKLMNOPQRSTUVWXYZ
®) Cipher... UXYZLEAVNWORTHBCDFGIJKMPGQS
Plam....______ ABCDEFGHIJKLMNOPQRSTUVWIXYZ
(4)Clphel' ......... EAVNWORTHBCDFGIJKMPQSUXYZL
FIGURE 6

_ e m e e m
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18 Principles of direct symmetry of position —a It was stated directly above that Fig 5
1s a symmetiical cipher square, by which 1s meant that the letters in its successive horizontal
lines show a symmetry of posuhion with respect to one another They constitute, in reslity, one
and only one sequence or serics of letters, the sequences bemg merely displaced su('cessxve,ly 1
2, 3, mtervals The symmetiy exhibited 1s obvious and 1s said to be visible, or dzrect,
Thus fact can be used to good advantage, as has alicady been alluded to mm par 77 ’

b Consider, for example, the pair of letters G, and V, in cipher alphabet (1) of Fig 66 The
letter V,1s the 15th letter to the right of G; In cipher alphabet (2), V,1s also the 15th letter to
the right of G,, as 1s the case mn each of the four cipher alphabets 1 ¥ig 6, since the relative
positions they occupy are the same 1n each horizontal hne in Fig 6a, that 1s, 1n each of the suc-
cesstve recordings of the cipher component as the 1 tter 1s shd to the right agamnst the plam or
normal component If, therefore, the relative positions occupied by two letters, 6, and 6,, 1n
such a cipher alphabet, Cy, are known, and 1if the position of 6, 1n another cipher alpha.betz, C;
belonging to the same series1s known, then 6, may at once be placed into 1ts correct position 11’1 c ,
Suppose, for example, that as the result of an analysis based upon considerations of frequenc;
the following values 1n four cipher alphabets have been tentatively determined

(I)len ___________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher—________ G Y \'}

(2)Pla.1n ........... ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Crpher..._____. N G P

(3)P1a,1n ___________ ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Cipher.._._____ L B I

(4)Pla.m ___________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher__..__ . W I Q

FIGURE 7Ta

¢ The cipher components of these four secondary alphabets may, for convyemence, be assem-
bled 1mnto a cellular structure, heremafter called a sequence reconstruction skeleton a; shown 1n
Fig 70 Regarding the top Line of the reconstruction skeleton in ¥ig 7b as being c,ommon to all
four secondary cipher alphabets histed in Fig 7a, the successive lines of the reconstruction skeleton
may now be termed cipher alphabets, and may be referred to by the numbers at the left

Plamn. ... a|Bic|p|E|F|e|H|T|a|k|L|u|n]o|P|a|R|s|T|u]v]w]x[¥[z
Lo, B G Y K
(3'1pher2 --------- N ——]—— ¢ i
3. L B I
4o W ) | | Q
FICURE 7b

d The letter G 1s common to Alphabets 1 and 2 In Alphabet 2 1t 1s noted that N occupies
the 10th position to the left of G, and the letter P occupies the 5th position to the mght of G
One may therefore place these letters, N and P, 1n therr proper positions in Alphabet 1, the letter N
bemng placed 10 letters before G, and the letter P, 5 letters after G Thus ’

Plam_-----;i|B’c D E_FJG H|I|J K]L M N‘O P|Q R|s|T u|v W|X|Y|2Z
Lo, | [ [ el | P| | ¥ [ Tvln]
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Thus, the values of two new letters in Alphabet 1, v1z, P,=J,, and N,=U, have becr. automati-
cally determined, these values were obtained without any analysis based upon the frequency of
P,and N, Lakewise, in Alphabet 2, the letters Y and V may be mserted 1n these positions

Plan . _JA[B|C|D|E|F|G|H|I|J|K|L|M|N|O|P|Q R|S|T|U|V|W|X|Y|Z

9 .. vin| ol [ T 1el TT [ Jxl

This gives the new values V,=D, and Y,=Y; in Alphabet 2 Alphabets 3 and 4 have a common
letter I, which permuits of the placement of Q and Wn Alphabet 3, and of B and L 1n Alphabet 4

¢ The new values thus found are of covise immediately mserted thioughout the caypto-
gram, thus leading to the assumption of further values m the cipher text  This process, mz, the
reconstruction of the primary components, by the application of the principles of direct symmetry
of position to the cells of the reconstruction skeleton, thus facihitates and hestens solution

#f Tt must be clearly understood that before the punciples of direct symumnetry ot position
can be applied 1n cases such as the foregoing, ¥ s necessary that the plain component be a Lnown
sequence Whether 1t 18 the normal sequence or not 15 mmmatenal, so long as the sequence 1s
known Obwviously, if the sequence 1s unknown, symmetry, even if present, cannot be detected
by the cryptanalyst because he has no base upon w hich to try out his assumptions for
gsymmetry In other words, direct symmetry of posilion 18 manifested i the illustrative
example because the plamn component 1s a known sequence, and not because 1t 13 the
normal alphabet The significance of this point will become apparent later on 1 connection
with the problem discussed in Par 2656

19 Imtial steps mn the solution of a typical example —a In the light of the foregoing prin-
ciples let a typical message now be studied

MissAGE
1 2 3 4 5

A QWBRI VWYCA ISPJL RBZEY QWYEU
B LWMGW ICJCI MTZEI MIBKN QWBRT
c VWYIG BWNBQ QCGQH IWJKA GEGXN
D IDMRU VEZYG QIGVN CTGYO BPDBL
E VCGXG BKZZG IVXCU NTZAO BWFEQ
F QLFCO MTYZT CCBYQ OPDKA GDGIG
G VPWMR QIIEW ICGCXG BLGQQ VBGRS
H MYJJY QVFWY RWNFL GXNFW MCJKX
J IDDRU OPJQQ ZRHCN VWDYQ RDGDG
K BXDBN PXFPU YXNFG MPJEL SANCD
L SEZZG IBEYU KDHCA MBJJF KILCJ
M MFDZT CTJRD MIYZQ ACJRR SBGZN
N QYAHQ VEDCQ LXNCL LVVCS QWBII
P IVJRN WNBRTI VPJEL TAGDN IRGQP
Q ATYEW CBYZT EVGQU VPYFL LRZNQ
R XINBA IKWJQ RDZYF KWFZL GWFJQ
S QWJYQ IBWRX
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b The principal repetitions of three or more letters have been underlined in the message and
the factors (up to 20 only) of the intervals between them are as follows

QWBRIVWY._. .. 45=3,5,9, 15
CGXGB... . 60=2, 3, 4, 5, 6, 10, 12, 15, 20
PJEL.. ... 95=5,19
ZZGI....._. 145=5
BRIV ____ 285=3, 5, 15, 19
BRI .. . 45=3, 5,9, 15
KAG..  75=3,5, 15
QRD.__.__._ 165=3, 5, 15
QWB .. _ .. 45=3,5,9, 15
QWB._ ... 275=5, 11
WIC. . 130=2, 5, 10, 13
XNF. ... 45=3,5,9, 15
YZT_ 225=3, 5, 15
ZTC.. .. 145=3, 5

The factor 5 1s common to all of these repetitions, and there seems to be evely indication that
five alphabets are involved Since the message already appears 1n groups of five letters, 1t 1s
unnecessary n this case to rewrite 1t in groups corresponding to the length of the key The
uniliteral frequency distribution for Alphabet 1 1s as follows

- _F 5 z =
ABCDEFGHIJKLMNOPQRSTUVWXYZ
FIGURE 8

¢ Attempts to fit this distribution to the normal on the basis of a duect or reversed standard
alphabet do not give positive results, and 1t 1s assumed that mixed alphabets are mvolved
Individual trhteral frequency distributions are then compiled and are shown in Fig 9  These
tables are similar to those made for single mixed alphabet ciphers, and are made n the same
way except that instead of taking the letters one after the other, the letters which belong to the
separate alphabets now must be assembled m scparate tables TFor example, Alphabet 1,
the tuigraph QAC means that A occurs in Alphabet 1, Q, 1ts prefix, occurs m Alphabet 5, and C, 1ts

suffix, occurs 1n Alphabet 2  All confusion may be avoided by placing numbers indicating the
5112

alphabets mm which they belong above the letters, thus QAC

ALpHABET 1

A BCDEVFGHTIUJIEKLMNOTPO QRS STUVWIXYZ
QC GW NT TV AE AS UD UW IT UT QP NX -W LB LA LA IN NN QI UX QR
PT OP TC AD we FI X II up YW YW DE Iw
GK TT LX HW FW LV OT NW QD RB UE
OW WB LW ND LR SY QC QD LC
GL GV we GI GP
GX wC GP QL QB
XD AB RI NW
GB JF YV QE
Iv DI NY Ip
NR SW up
AK QW

29

ALPHABET 2

A BCDEVFGHTIJI KILMNOPAQRSTUVWXYZ
SN RZ IJ IM GG MD MB Iw QF wB BD ZH IP MZ IX QB GN MJ
TG VG QG GG VZ QG B7 BG 0D IG CG QF VY BD QA
IE VG ID SZ QI W LZ NZ LV QY PF
MJ CB RG VD KL 0J MY IJ LM YN
SG IG KH MY MJ CJ EG QB LN
CY MJ RZ XN gJ AY gz
Y
IW AJ o
BF
RN
VD
QB
KF
GF
QJ

ALPHABET 3

A BCDEVFGHTIUJI KLMNOPAO QRSTUVWIXYZ

YH WR PB BY WE CQ RC IE CC IC WG WB SJ VC PM VC WC BE
IX PK LC EX DC WK DR WF KJ WE TE
WR DR VW IV YJ XF BR WI EY
CcY WY XP TY CK XF TZ KZ
WI XB WZ CX PQ AC IZ TA
NR FZ WJ DI PE XC TE EZ

EC CX BJ IB BZ RN
LQ TR PH DY
BR CR
DD VR
BZ PE
AD WYy
RQ
vQ
A1PHABET 4

A B CDEVFGHTIJI KILMNDUGOPA QRS STUVWIXY  Z

Z0 NQ YA GG ZY NL MW AQ YG PL BN ¥R Z2Q FU GH BI GN FY GN ZG ZG
DL JI GN YU NW YL GG JY JA GQ BI GG GO YT
DN XU ZI NG BI JF DA JQ MU GG BQ ZG
NA FO FQ wQ JX GP GS DQ DT

HN Iw FQ GU DU EU YQ
ND JL JD ZF GN
HA JL JR JQ YT
LJ W JN FL
DQ BI

NL wXx

Vs

152018—38——3

s WL S

i
[
1
y
]
L
1
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ALPHABET 5
ABCDEPFOGHTIJIEKLUMNOPUG QTR STUVWIVYZ
I(;(I'; cs JK IB QI RV CM JR KQ YB QA BQ MQ RM ZC EL GI KI EQ
xG RM YK YQ cM BV XI AB EQ RS CQ ZC RV EI R- JQ
p XB EM FG VvC CM Yo ZE CN FM WR
BT yAY RV ES cv Qv RO EC
IV IT CL BP QzZ PY
XB RV ET ZQ YR YK
DB HL RW ZA Qv
FM ZG DI HV
YA CL
NX
JR
JQ
YI
Condensed table of repetrtions
1-2-3-4-5-1-2-3 1-2-3 1-2
QWBRIVWY-2 QWB-3 Q W-5
VWY2
2-3-4-5-1 “; ;j
CGXGB-2 2-3-4
CG X2 2-3
2-3-4-1 P J E-2 C G-3
PJEL-2 W B R-2 Cc J-3
X NF-2 -
3—4-5-1 VPJ g-g
B~R-I-V 3=4~-5 W F-3
Z-Z-G-I-2 BRI-3 wY-3
G X G2 X N-3
JE L2
Yz T2 3—4
ZZ G2 B R-3
G Q-4
4~-5-~1 G X-3
K A G2 J R-3
X G B-2 N F-3
ZGI-=2 Y Z2-3
ZTC-2
RIV-3 4-5
R I-3
5-1-2 Y Q-3
IVWH-2 Z T-3
QR D-2
WIcC-2 5-1
G B4
IV-3
Q Q-3

FIGURE 9

——
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d One now proceeds to analyze each alphabet distribution, m an endeavor to establish
identifications of cipher equivalents First, of couise, attempts should be made to separate
the vowels from the consonants 1 each alphabet, using the same test as 1 the case of a single
msed-alphabet cipher  There seems to he no doubt about the equivalent of E, 1n each alphabet

1 2 38 4 5

E=I,,W,,G.,Cc.Qc
¢ The letters of greatest freqvoncy m Alphabet lareI, M Q,V,B,G LR, S,andC I,
has already been assumed to be E, 1f W and Qe E,, then one should be able to distinguish the
vowels from the consonants among the letters M, Q, V, B, G, L, R, S, and C by examining the
prefixes of Wc, and the suffixes of Qc The prefixes and suffixes of these letters, as shown by the

triliteral frequency distributions, are these

2 2 5 5
Prefixes of W, (=E;) Suffixes of Q, (=E;)

QGKVRBIL IQRXLVAZO

f Consider now the letter l\lﬂc, 1t does not occur either as a prefix of Wo, or as & suffix of a,
Hence 1t 18 most probably a vowel, and on account of 1ts hugh frequency 1t may be assumed to
be O, On the other hand, note that Qo occurs five tumes as a prefix of W and three tumes as
a suffix of Q., It 1s therefore a consonant, most probably R;, for 1t would give the digraph

ER (= QQc) as occurrmg three times and RE (= QWc) as occurring five times

g The letter V occurs three times as a prefix of W and twice as a suffix of Q‘, It s there-

fore a consonant, and on account of its frequency let 1t be assumed to be T, The letter B,

occurs twice as a prefix of W but not as a suffix of Q,, Its frequency 18 only medium, and 1t 1s

probably a. consonant In fact, the twice repeated digiaph BW., 1s once a part of the trigraph

512
GBW, and G.,, the letter of second highest frequency m Alphubet 5, looks excellent for T, Might

not the trigraph GBW be THE? 1t will be well to keep this possibility i mind
b Theletter G occurs only once as a p1efix of W and does not occur as a suﬂ'lx of Q, It may

be a vowel but one can not be sure The letter L., occurs once as & prefix of W and once as &
suffix of Q° It may be considered to be a consonant Re oceurs once as o prefix of W o and twice

asa sufﬁx of Qc, and 18 certamly a consonant Nether the letter S nor the letter C OCCUTs 8S &

prefix of W, or as a suffix of Qc, both would seem to be vowels, but a study of the preﬁxes and

suffires of these letters lends more w c1ght to the assumpiion that C. 1s 9 vowel than that S 18a

vowel For all the prefixes of C, v1/, N, T, and W, g1 1n subsequent analysis of Alphabet 5 classi-
as are likew1se 1t suffixes, viz, T, C, and B m Alphabet 2 On the other hand,

5 2 1
only one piefix, L, and one suffia, B, of S, are later classihed as consonants Since vowels are

fied as consonants,
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more often associated with consonants than with other vowels, 1t would seem that é, 1S more

1 1
Likely to be a vowel than S, At any rate C,1s assumed to be a vowel, for the present, leaving é.
unclassified

1 Gomng through the same steps with the remaming alphabets, the following results are
obtained

Alphabet Consonants Vowels

B, L, R, G?
D, T

D, Y, F

J Q

A, I, W, L, T

d20 Application of prineiples of direct symmetry of position —a¢ The next step 1s to try
to determine a few values in each alphabet In Alphabet 1, from the f
following data are on hand P , ® forogoung snalysss, the
ABCDEFGHIJKLMNOPQRSTUVWXYZ
I ce M Q Vv

Let the values of E; already assumed m the remaining alphabets, be set down 1n a reconstruction
skeleton, as follows

A H M
c?

FIGURE 10

b It 1s seen that by good fortune the letter Q 13 common to Alphabets 1 and 5, and the
letter C 1s common to Alphabets 1 and 4 1If 1t 1s assumed that one 1s dealing with a case 1n which
a mixed component 1s shding against the normal component, one can apply the principles of

direct symmetry of position to these alphabets, as outlined in Par 18 F
or exampl
msert the following values in Alphabet 5 ’ PP, Ono may

Plam_ .. A|B|C|D|E|F|G|H K|LIM|N|O R|S[T|U|V
c? I
Q

FIGURE 11
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5 5 5
¢ 'The process at once gives three defimite values M,=B,, V=G, I,=R, Let these de-

duced values be substantiated by referring to the frequency distribution Since B and G are
normally low or medium frequency letters i plamn text, one should find that M, and V,, ther
hypothetical equivalents in Alphabet 5, should have low frequencies  As a matter of fact, they
do not appear i this alphabet, which thus far corroborates the assumption 5On the other hand,

]
smee I,=R,, if the values derived from symmetry of position are correct, I, should be of high
frequency, and reference to the distribution shows that I, 1s of high frequency The position of

C 1s doubtful, 1t belongs either under N; or V, If the former 1s correct, then the frequency
5

of C, should be high, for 1t would equal Ny, 1f the latter 1s correct, then 1ts frequency should be
5

low, for 1t would equal V, As a matter of fact, C, does not occur, and 1t must be concluded

1
that 1t belongs under V, This i turn settles the value of Cq, for 1t must now be placed defimtely

under I, and removed from beneath A,

d The definite placement of C now permuts the msertion of new values m Alphabet 4, and
one now has the following

A|B|C|D 0 R T WiX|Y|z

Ciphers

FiGURE 12

21 Subsequent steps i solution —a¢ It 1shigh time that the thus far deduced values, as
1ecorded 1n the reconstruction skeleton, be mserted 1 the cipher text, for by this time 1t must seem
that the analysis has certainly gone too far upon unproved hypotheses The following results
are obtamed

Mgssace

3
ISPJL
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b The combiations given are excellent throughout and no mconsistencies appear Note
123
the trigraph QWB, which 1s repeated 1n the following polygraphs (underlined 1n the foregoing text)

1 2 3 4 5 1 5 1 2 3 4 b 1

Q WBRTIWUV S QwWBITITI
R E R T R E A R E

3
¢ The letter B,1s common to both polygraphs, and a little 1magination will lead to the
3

assumption of the value B,=P;, yielding the following

1 8 4 5 1 1
Q BRIV I
R P ORT E

45 12 8 4
d Note also (in F5) the polygraph i G V P W M, whach looks like the word ATTACK The
T K

frequency distributions are consulted to see whether the frequencies given for 5., and lg. are hugh
enough for T, and A,, respectively, and also whether the frequency of %., 18 good enough for C,,
1t 18 noted that they are excellent Moreover, the digraph &;3.,, which oceurs four times, looks
like TH, thus making é,=H,, Does the msertion of these four new values mn our diagram of
alphabets bring forth any mconsistencies? The nsertion of the value 2P0=A,, and 1B.,=H, gives
no mndications erther way, since neither letter has yet been located n any of the other alphabets
The msertion of the value (5'5,=T, gives & value common to Alphabets 3 and 5, for the value
(3?..,-=E, was assumed long ago Unfortunately an inconsistency 1s found here The letter I
has been placed two letters to the left of G m the mixed component, and has given good results
i Alphabets 1 and 5, 1f the value \?V,=C,, (obtained above from the assumption of the word
ATTACK) 18 cor1ect, then W, and not I, should be the second letter to the left of G Which shall

3
be retamed? There has been so far nothing to estabhsh the value of G.=E;, this value was
assumed from frequency considerations solely ~Perhaps 1t 1s wrong It certainly behaves like
a vowel, and one may see what happens when one changes 1ts value to 0, The following
placements m the reconstruction skeleton result from the analysis, when only two or three new
values have been added as a result of the clues afforded by the deductions

Al|B D|IE|F|G|H|[I|J|K|IL|M|N P|QIR|S|T|U|V|W(X|Y|Z
G|B|C QR|V|W

FIGURE 134
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he fz ngg::;' new values are produced, and these are 1nserted throughout the message, yielding 22 Completing the solution —a¢ Completion of solution 1s now a very easy matte:
The mixed component 1s finally found to be the following sequence, based upon the word

EXHAUSTING

O
=1

2 4
A Y ZEY

b

J L
EXHAUSTINGBCDFJKLMOPQRVWYZ

and the completely reconstructed skeleton of the cipher square 1s shown m Fig 13b

KN
A E{F|G|H LIM|N Q Uiv

Y

M M= Fm=s

KA A

w OWw B ma

H H0 390 Ho XH

X O PH QQ OwW
Z HQ FH o= ww

K P
S G
I C
P W
H T

O M= »4w

FIGURE 13}

b Note that the successive equivalents of A, spell the word APRIL, which 1s the key for the
message The plain-text message 1s as follows

REPORTED ENEMY HAS RETIRED TO NEWCHESTER ONE TROOP IS REPORTED AT HEN-
DERSON MEETING HOUSE TWO OTHER TROOPS IN ORCHARD AT SOUTHWEST EDGE OF NEW-
CHESTER 2D SQ IS PREPARING TO ATTACK FROM THE SOUTH ONE TROOP OF 3D SQ IS
ENGAGING HOSTILE TROOP AT NEWCHESTER REST OF 3D SQ IS MOVING TO ATTACK
NEWCHESTER FROM THE NORTH MOVE YOUR SQ INTO WOODS EAST OF CROSSROAD 539 AND
BE PREPARED TO SUPPORT ATTACK OF 2D AND 3D SQ DO NOT ADVANCE BEYOND NEWCHESTER

MESSAGES HERE

~& RE M
=1
< D=

v
T
I
E
B
H
\'f
T
B
H
M
0
Q
R
Q
R
0

M O PPY UOUg OH

N O BH HOQ BHH WO O O= mMH
M O HBsSs o na U< OH U1

O uuqQ Ww

-

TREER,
COL

R QU M O H<C OO TwWw Tw Qa0 "o WO

N Ow o

A w
< O REv Zo o=
< cC mo

¢ The preceding case 1s a good example of the value of the principles of direct symmetry
of position when apphed properly to a cryptogram enciphered by the shding of a mixed com-
ponent against the normal The cryptanalyst starts off with only a very limited number of
assumptions and builds up many new values as a result of the placement of the few original
values 1n the reconstruction skeleton

23 Solution of subsequent messages enciphered by the same cipher component —a
Prelvminary remarks —Let 1t be supposed that the correspondents are using the same basic or
primary component but with different key words for other messages Can the knowledge of
the sequence of letters in the reconstructed primary component be used to solve the subsequent
messages? It has been shown that in the case of a monoalphabetic cipher in which & mixed
alphabet was used, the process of completing the plain component could be applied to solve
subsequent messages in which the same cipher component was used, even though the cipher
component was set at a different key letter A modification of the procedure used i that case
can be used mn this case, where a plurality of cipher alphabets based upon a shiding primary

component 18 used.

> OR O=E H< QO TITw

> U< v JwWw >»>7v @©H=

o
=

=
< N oxm mao owm

H XXH MO

C R O awm
MmE o o M= 2w oH
HO MO UN HOH

FlH FH Ho 5 \A< HQ B H O o
M Mo
= >

A w
=
oX
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b The message —Let 1t be supposed that the following message passing between the same
two correspondents as 1n the preceding message has been intercepted

Mgzssace
AQRLU RQFRT

UDPTV  TYRNH TRORV  BQLTI
LRATQ PLUKR KGRZF JCMGP
PCXJM __ RGQSZ VB

SFDZR
MICQC
RMGQN
OEMTL

YRRKX  MIWLL IJQKF  XUWBS

QBNPR  RTUHD
IHSMR __ GORFX

MDJZK
PTIVE
BCABA

OovLouv¥ 1

FVQUPRLWVGVHIQZHVDLF
GWRVQSMXWHWIJRAIWEMG

HXSWRTNYXIXJKSBJXFNH
IYTXSUOZYJYKLTCKYGOI
JZUYTVPAZKZLMUDLZHPJ
KAVZUWQBALAMNVEMATQK
LBWAVXRCBMBNOWFNBJRL
MCXBWYSDCNCOPXGOCKSM
NDYCXZTEDODPQYHPDLTN

CoLuvuw 2

NPDNNMUGSHGWQENCNSBZ
OQEOONVHTIHXRFODOTCA
PRFPPOWIUJIYSGPEPUDB
QSGQQPXJVKJZTHQFQVEC
RTHRRQYKWLKAUIRGRWFD
SUISSRZLXMLBVJSHSXGE
TVJTTSAMYNMCWKTITYHF
UWKUUTBNZONDXLUJUZIG
VXLVVUCOAPOEYMVKVAJH

LT W

- —
SN

W00 ~ITO Ut N
© 0~ O -

¢ Factoring and conversion wnto plasn component equivalents —The presence of a repetition OEZDYAUFEPEQRZIQEMUO DPBQPFZNWLWBK L

of a four-letter polygraph whose interval 1s 21 letters suggests a key word of seven letters There 10 PFAEZBVGFQFRSAJRFNVP 10 XZNXXWEQCRQGAOXMXCLJ

are very few otler repetitions, and this 1s to be expected 1n a short message with a key of such 11 QGBFACWHGRGSTBKSGOWQ 11 YAOYYXFRDSRHBPYNYDMK
length 12 RHCGBDXIHSHTUCLTHPXR 12 ZBPZZYGSETSICQZOZENL

13 SIDHCEYJITIUVDMUIQYS 13 ACQAAZHTFUTJDRAPAFOM
14 TJEIDFZKJUJVWENVJRZT 14 BDRBBAIUGVUKESBQBGPN
15 UKFJEGALKVKWXFOWKSAU 15 CESCCBJVHWVLFTCRCHQO
16 VLGKFHBMLWLXYGPXLTBV 16 DFTDDCKWIXWMGUDSDIRP
17 WMHLGICNMXMYZHQYMUCW 17 EGUEEDLXJYXNHVETEJSQ
18 XNIMHJDONYNZAIRZNVDX 18 FHVFFEMYKZYOIWFUFKTR
19 YOIJNIKEPOZOABJSAOWEY 19 GIWNGGFNZLAZPJXGVGLUS
20 ZPKOJLFQPAPBCKTBPXFZ 20 HJXHHGOAMBAQKYHWHMVT
21 AQLPKMGRQBQCDLUCQYGA 21 IKYITHPBNCBRLZIXTNWU
22 BRMQLNHSRCRDEMVDRZHB 22 JLZJJIQCODCSMAJYJOXV
23 CSNRMOITSDSEFNWESAIC 23 KMAKKJRDPEDTNBKZKPYW
24 DTOSNPJUTETFGOXFTBJD 24 LNBLLKSEQFEUOCLALQZX
25 EUPTOQKVUFUGHPYGUCKE 25 MOCMMLTFRGFVPDMBMRAY

FIGURE 16

d Transcription wnto periods —Let the message
be written in groups of seven letters, 1n columnar
fashion, as shown 1 Fig 14 The letters 1n each
column belong to a smgle alphabet Let the letters
m each column be converted mnto their plain-com-
ponent equivalents by setting the reconstructed
cipher component against the normal alphabet at any
arbitrarily selected pomnt, for example, that shown
below J Combwnang the selected generatrices —After some experi-
mentimg with these generatrices the 23d generatrix of Column 1 and
the 1st of Column 2, which y1eld the digraphs shown m Fig 17e,
are combmed The generatrices of the subsequent columns are
examined to select those which may be added to these already
selected 1n order to build up the plain text The results are shown
m Fig 170 This process 1s a very valuable aid 1n the solution of
messages after the primary component has been recovered as a
result of the longer and more detailed analysis of the frequency
distributions of the first message imntercepted Very often a short
message can be solved m no other way than the one shown,
if the primary component 18 completely known

g Recovery of the key —It may be of mterest to find the key
word for the message Assuming that enciphering method num-
ber 1 (see Par 7f, page 6) were known to be employed, all that
18 necessary 1s to set the mixed component of the cipher alphabet
underneath the plain component so as to produce the cipher letter
mdicated as the equivalent of any given plain-text letter in each
of the alphabets For example, mn the first alphabet 1t 18 noted that
C,=S, Adjust the two components under each other so as to
bring S of the cipher component beneath C of the plamn component,

Fouse 17z thus,

<SR <AOTIQAAECARNRHEUNIOL <o
oL LLaOLUHERBECOHETROEMM<a
CHRCOCH<SHOCQ<C<OQQAILI I OLO <~

12 3 45 67
SFDZRYR
RKXMIWL
LAQRLUR
QFRTIJAQ
KFXUWBS
MDJZKMTI
CQCUDPT
VTYRNHT
RORVBAQL
TIQBNPR
RTUHDPT
IVERMNMGAQ
NLRATAQP
LUKRKGR
ZFJCMGP
IHSMRGAQ
RFXBCAB
AOEMTLP
CXJMRGAQ
SZVB

HMrPUU<INOHI<OQ<SEIDO9Cco<m~
NomhzaozZHMosSQIuQAd==Z2Z2g0v=s
HorwHOUY<NPHOAKINOW<<QW=Eo
RAITRAIN<CU<OXRS<FEANEBHQ<STIN-

ABCDEFGHIJKLMNO

PQRST
EXHAUSTINGBCDFJKL

uvw
MOPAQR

v

=H M
r g
NN

The columns of equivalents are now as shown m Fig 15

e Examinatron and selection of generatrices —It has been shown that mn the case of a mono-
alphabetic cipher 1t was merely necessary to complete the normal alphabet sequence beneath
the plamn-component equivalents and the plam text all reappeared on one generatrix It was
also found that 1n the case of a multiple-alphabet cipher mvolving standard alphabets, the plain-
text equivalents of each alphabet reappeared on the same generatrix, and 1t was necessary only
to combine the proper generatrices in order to produce the plamn text of the message In the
case at hand both processes are combmed the normal alphabet sequence 1s continued beneath
the letters of each column and then the generatrices are combined to produce the plamn text
The completely developed generatrix diagrams for the first two columns are as follows (Fig 16)

QH>PNEHEZTENOULAHORIZNAQ
POHOUOHMAMIHHI<ZOOHOO®
QHPpUUEHEIZYIRRLOONAHORE I ZUWAO
POQOAOCUOMAIAIMIHAI<ZOOMHOOw
WIIHCK ITHOHMKMIZOAIM I COZC e
HeppdpQRRaEHUDS"90ZHZ9FEPH-
AdonAvIZIrQaZHEQEAEHEESORUYU D
OUORMUOUODUODOUZZ03Z0FAHKION
NI HNIEADUEHAEBORBETIONA O,

Fieurx 170
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Plan._____ - ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ Corumn 1

Cipher_.. EXHAUSTINGBCDFJKLMOPQRVWYZ : Generatrix Frequency

It 1s noted that A,=A, Hence, the first letter of the k 0 FVQUPRLWVGVHIQZHVDLF
3d, 4th, 7th ll::ey letters are,found m exnctly(l:he s:m:irrx:’:;grtoa,nt(l; :hlzlits)?lzg\/ilxlls ?s ol?;];fnig, pros s Attt Yl 57

' g 1 GHRRVQSMXWHWIJRAIWEMG
When C O F I R S T equals 2 28 206 2028 2708772138232 7

S FDZR YR then A, successively equals 2 HXSWRTNYXIXJKSBJXFNH
AZIMUTH 306 28 98 207 000G 1003 8 3 66

3 IYTXSUOZYJYKLTCKYGOI
24 Summation of relative frequencies as an a1d to the selection of the correct generatrices — 729 063802020493 022387 74

a In the foregoing example, under subparagraph f, there occurs this phrase ‘“After some 4 JZUYTVPAZKZLMUDLZHPJ
experimenting with these generatrices ” By this was meant, of course, that the selection of 00329 32370004323 440330 149

the correct mitial pair of generatrices of plain-text equivalents 1s mn this process a matter of trial 5 KAVZUWQBALAMNVEMAIQK
and error T%xe test of “correctness” 1s whether, when juxtaposed, the two generatrices 8o 072032017 47382B827700 74
selected yield “good” digraphs, that 1s, igh-frequency digraphs such as oceur mn normal plain 6 LBWAVXRCBMBNOWFNBJRL -

text In his early efforts the student h 4127208238312 188238 8T120SB8 4

early e s the student may have some difficulty i selecting, merely by ocular 7 MCXBWYSDCNCOPXGOCKSM
exammation, the most likely generatrices to try There may be m each diagram several gen- 2 3 0 1 2 2 6 48 8 3 8 3 0238306 2 66

eratrices which contain good assortments of high-frequency letters, and the number of trials of 8 NDYCXZTEDODPQYHPDLTN
combinations of generatrices may be quite large Perhaps a simple mathematical method may 8 4 2 8 00 9184 8 4380323 3 & 498 91

be of assistance in the process 9 OEZDYAUFEPEQRZIQEMUDO
b Suppose, 1n Fig 16, that each letter were accompanied by a number which corresponds 8180427 331331303807 013233 110

to 1ts relative frequency in normal Enghsh telegraphic text  Then, by adding the numbers along 10 PFAEZBVGFQFRSAJRFNVP
each horizontal line, the totals thus obtained will serve as relative numerical measures of the 337130122303 8¢670383313 82

frequency values of the respective generatrices Theoretically, the generatrix with the greatest 11 QGBFACWHGRGSTBKSGOWQ
value will be the correct generatrix because 1ts total will represent the sum of the mdividual 0213 753233283269 10¢6325 20 67
values of the actual plamtext letters In actual practice, of course, the generatrix with the 12 RHCGBDXIHSHTUCLTHPXR 82

greatest value may not be the correct one, but the correct one will certamly be among the three 13 ; ; 13) :1 é é ; ._71 ; ';' ;: :J :r ;; ;1 :I 23[ a ; ;
or four generatrices with the largest values Thus, the number of trials may be greatly reduced, 6 7 ¢ 83 8182 079 732 423720726 90

m the attempt to put together the correct generatrces 14 TJEIDFZKJUJVWENVJRZT
¢ Using the preceding message as an example, note the respective generatrix values in Fig 9 0187 4 3 000302 3213832038 09 83

18 The frequency values of the respective letters shown m the figure are based upon the normal 15 UKFJEGALKVEWXFOWKSAU
distribution for War Department telegraphic text (see Table 3, Appendix 1, Military Crypt- 303 01827 403203203832 00673 65

analysis, Part I) 16 VLGKFHBMLWLXYGPXLTBY
2 4 2 08 312 4240232304091 3 50

17 WMHLGICNMXMYZHQYMUCW
2 2 8 427 8820220302233 2 52

18 XNIMHJDONYNZAIRZNVDX
0 87 23 04288 2807 78028340 86

19 YOJNIKEPOZOABJSAOWEY
2 808 7 0133808710678 3133 103

20 ZPKOJLFQPAPBCKTBPXFZ
030380 4303 7381382029 132030 51

21 AQLPKMGRQBQCDLUCQYGA
7 0 4 302 280103 4 43303 27 55

i 22 BRMQLNHSRCRDEMVDRZHB
1 8 2 048 3 65 38 8 4132324284031 88

23 CSNRMOITSDSEFNWESATIC
3 6 88 2 87 906461338 3136773 129

24 DTOSNPJUTETFGOXFTBJD
4 98683038 91893828038 9104 102

25 EUPTOQKVUFUGHPYGUCKE
133 309 8003233 32333338301 78
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d It will be noted that the frequency value of the 23d generatrix for the first column of
cipher letters 1s the greatest, that of the first generatrix for the second column 1s the greatest
In both cases these are the correct generatrices Thus the selection of the correct generatrices
1 such cases has been reduced to a purely mathematical basis which 1s at times of much assistance
m effecting a quick solution Moreover, an understanding of the principles involved will be of
considerable value mn subsequent work

26 Solution by the probable-word method.—a Occasionally one may encounter a crypto-
gram which 18 so short that 1t contains no recurrences even of digraphs, and thus gives no md-
cations of the number of alphabets involved If the shding mixed component 1s known, one may
apply the method 1llustrated in Par 15, assumng the presence of a probable word, checking 1t
against the text and the shding components to establish a key, if the correspondents are using
key words

b For example, suppose that the presence of the word ENEMY 1s assumed i the message
m Par 23b above One proceeds to check 1t against an unknown key word, shding the already
reconstructed mixed component against the normal and starting with the first letter of the

cryptogram, mn this manner

‘When ENEMY equals
SFDZR then A, successively equals
XENFW

The sequence XENFW spells no intelhgible word Therefore, the location of the assumed word
ENEMY 1s shifted one letter forward in the cipher text, and the test 13 made agam, just as was
explamed m Par 15 When the group AQRLU 1s tried, the key letters ZIMUT are obtained,
which, taken as a part of a word, suggests the word AZIMUTH The method must yield solution
when the correct assumptions are made

¢ The danger to cryptographic security resulting from the inclusion of cryplographed
addresses and signatures m cryptographic messages becomes quite obvious in the hght of
solution by the probable-word method  To illustrate, reference 1s made to the message employed
m Pars 19-22 It will be noted 1n Par 22b that the message carried a signature (Treer, Col )
and that the latter was enciphered Suppose that this were an authorized practice, and that
every message could be assumed to conclude with a cryptographed signature The signature
“TREER COL” would at once afford a very good basis for the quick solution of subsequent mes-
sages emanatimg from the same headquarters as did the first message, because presumably this
same signature would appear mn other messages It 1s for thus reason that addresses and signa-
tures must not be cryptographed, 1f they must be included they should be cryptographed m a
totally different system or by & wholly different method, perhaps by means of a special address
and signature code It would be best, however, to omit all addresses and signatures, and to
let the call signs of the headquarters concerned also convey these parts of the message, leaving
the delivery to the addressee a matter for local action

26 Solution when the plain component 18 a mixed sequence, the cipher component, the
normal —a This falls under Case B (2) outlmed in Par 6 It 1s not the usual method of
employmng a single mixed component, but may be encountered occasionally m cipher devices

b The prelminary steps, as regards factoing to determine the length of the perod, are
the same as usual The message 1s then transcribed mto 1ts periods Frequency distrbutions
are then made, as usual, and these are attacked by the principles of frequency and recurrence,
An attempt 1s made to apply the principles of direct symmetry of position, but this attempt
will be futile, for the reason that the plain component 1s mn this case an unknown mixed sequence
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ALPHABET 3

pon the normal

try because the symmetry which exists 1s based upon a

(See Par 184 ) Any attempt to find symmetry in the secondary alphabets based u

sequence can therefore disclose no symme

wholly different sequence
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, 12, & mixed sequence,

, the normal sequence 1s used as cipher

variable fic m message to message, 15 used mn the ordinary

cryptanalyst that the enemy 1s using the general system under discussion
The following message has been mtercepted

vanable from day to day, 1s used as plam component

component, and a repeating key,

manner
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e Since the cipher component in this case 1s the normal alphabet, it follows that the five
frequency distributions are based upon a sequence which 18 known, and therefore, the five frequency

dusirbutions should mamifest a direct symmetry of dustrbution of crests and troughs By virtue of

m =

e
(&)

/ M
/<8

positions, the several distributions may be combined mto a single uniliteral distnbution Note

this symmetry and by shifting the five distributions relative to one another to proper superim-
how this shifting has been done 1n the case of the five llustrative distributions
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d A study of the recurrences and factormng their intervals discloses that five al

mvolved Umiliteral frequency distributions are made and are shown mn Fig 19
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f The superimposition of the respective distributions enables one to convert the cipher
letters of the five alphabets into one alphabet Suppose 1t 18 decided to convert Alphabets
2, 3, 4, and 5 mnto Alphabet 1 It 1s merely necessary to substitute for the respective letters m
the four alphabets those which stand above them i Alphabet 1  For example, 1n Fig 195, X,
i!1'11 Alphabet 2 18 directly under A, in Alphabet 1, hence, if the superimposition 18 correct then

X,=;\, Therefore, m the cryptogram 1t 18 merely necessary to replace every X, in the second

position by A, Again T, in Alphabet 3=A, m Alphabet 1, therefore, in the cryptogram one
replaces every T, in the third position by A, The entire process, heremafter designated as
converswon wnto monoalphabetic terms, gives the following converted message

1 2 8 ] 5 ]

A QHVHT LUTXI JYNFP NGSHT EYUFH EUTGN
B VUGYX YDHYY DNLUS SITKX YKTYN GTHYK
C UTHJA HXMND KTFYD NHSHC KTPXN KCIGN
D UOPNT NGHJK XXKSU LDKHT PRHKX DNRKT
E LDKTH BYURE UHLYN FITFN GYDNH TYKLU
F SSITK XYHLL UGFGN LNTYJ EXKPT NFMEQ
G HVHTH TPNGS HTEBY DNVGN XXXHK FYDNG
H NAHXK TFKXV IYHMJ NVGUU OYDHY YDNLU
Jo SKTYN GTKTX YKPHY NFYDN XNKCI GNUOP
K NTNGH JLDKH TPHTF XUSNU ODKXP NTNGH
L JXBSK JKYHG EUMXN GZNGX XHKFY DNLUI
M. VAUIJ FDHZN MNNTK SVUXX KMJNI TJNXX
N PNTNG HJLDH TPDXI NTJKH TPDUY DNHFN
P FOUGS NGAHG JUGFU OSHTL DIGKH DHFOU
Q GSNFH THJJK HTLNA KYDYD NLUSS ITKXY
R JUONHFN GXDNA HXXIV VUXNF YUMNO KPDYK
S TPBXI LDHTH JJKHT LNYDN XNUMX NGZNG
T XFNLJ HGNFU VNTNF IVHGN FGUIY NOGUS
V SUXLU AYUTU GYDHT FLNTY GHJLD KTHB

The uniliteral frequency distribution for this converted text follows Note that the frequency
of each letter 18 the sum of the five frequencies in the corresponding columns of Fig 196

E
- ES
= 2
Z 2 =
= 3 Z
- Z = = Exs B
- 2= 2 = EZ E =
E Z Z 2 E 2=
E BEE _Z2x E Zz = 2=
2 ERXESEEZERX B EER 22
B ZEIZEETEER OB OB BERB REBZ
= ZEZRXRZEERERLZ ZEERE EBZR
EESEZRXEEEEREEREESEERZRE RBRES
ABCDEFGHIJKLMNOPQRSTUVWXYZ
7 5§ 8 381 7 38 36 54 18 21 338 22 8 60 9 14 2 3 19 48 38 13 3 3 3
FIGURE 20
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g The problem having been reduced to monoalphabetic terms, a triliteral frequency distn-
bution can now be made and solution readily attamned by simple principles It yields the
followmg

JAPAN CONSULTED GERMANY TODAY ON REPORTS THAT THE COMMUNIST INTERNATIONAL
WAS BEHIND THE AMAZING SEIZURE OF GENERALISSIMO CHIANG KAI SHEK IN CHINA
TOKYO ACTED UNDER THE ANTICOMMUNIST ACCORD RECENTLY SIGNED BY JAPAN AND GER-
MANY THE PRESS SAID THERE WAS INDISPUTABLE PROOF THAT THE COMINTERN INSTI-
GATED THE SEIZURE OF GENERAL CHIANG AND SOME OF HIS GENERALS MILITARY OB-
SERVERS SAID THE COUP WOULD HAVE BEEN IMPOSSIELE UNLESS GENERAL CHANG HSUEN
LIANG HOTHEADED FORMER WAR LORD OF MANCHURIA HAD FORMED AN ALLIANCE WITH THE
COMMUNIST LEADERS HE WAS SUPPOSED TO BE FIGHTING SUCH AN ALLIANCE THESE
OBSERVERS DECLARED OPENED UP A RED ROUTE FROM MOSCOW TO NORTH AND CENTRAL
CHINA

h The reconstruction of the plam component 1s now & very simple matter It 1s found to
be as follows

HYDRAULICBEFGJKMNOPQSTVWXZ

Note also, in Fig 19b, the keyword for the message, (HEAVY), the letters bemng 1n the columns
headed by the letter H

% The solution of subsequent messages with different keys can now be reached directly, by
a sumple modification of the principles explained in Par 18  This modification consists in using
for the completion sequence the mized plain component (now known) 1nstead of the normal alpha-
bet, after the cipher letters have been converted into their plam-component equivalents Let
the student confirm this by experiment

7 The probable-word method of solution discussed under Paragraph 20 1s also applicable
here, 1n case of very short cryptograms This method presupposes of course, possession of the
mixed component and the procedure 1s essentially the same as that m Par 20 In the example
discussed 1n the present paragraph, the letter A on the plain component was successively set
agamst the key letters HEAVY, but this 1s not the only possible procedure

k 'The student should go over carefully the principle of “conversion mto monoalphabetic
terms’’ explammed m subpaiagraph f above unti he thoroughly understands 1t Later on he wll
encounter cases n which this prineiple 1s of very great assistance in the cryptanalysis of more
complex problems (Another example will be found under Par 45)

! The principle illustrated in subparagraph e, that 1s, slufting two or more monoalphabetic
frequency distributions relatively so as to bring them into proper ahgnment for amalgamation
mto a single monoalphabetic distribution, 1s called matching It 1s a very umportant crypt-
analytic principle Note that its practical application consists mn shding one monoalphabetic
distribution against the other so as to obtain the best comcidence between the entire sequence
of crests and troughs of one distitbution and the entire sequence of crests and troughs of the other
distribution When the best point of coincidence has been found, the two sequences may be
amalgamated and theorelscally the single resultant distnbution will also be monoalphabetic in
character The successful application of the principle of matching depends upon several factors
First, the cryptographic situation must be such that matching 1s a coriect cryptographic step
For example, the distributions i hgure 195 are properly subject Lo maiching because the cipher
component 1n the basic sequences concerned in this problem is the normal sequence, while the
plamn component 1s a mixed sequence But 1t would be futile to t1y to match the distiibutions
i figure 9, for 1n that case the cipher component 1s a mixed sequence, the plain component 1s
the normal sequence Hence, no amount of shiftang or matching can bring the distributions of

e

S 2 g el -
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figure 9 into proper supertmposition for correct amalgamation (If the occurrences in the various
distributions 1n figure 9 had been distributed according to the sequence of letters in the mixed
component, then matching would be possible, but 1n order to be able to distribute these occur-
rences according to the mixed component, the latter has to be known—and that 1s just what 18
unknown until the problem has been solved ) A second factor involved 1n successful matching
18 the number of elements in the two distributions forming the subject of the test If both
of them have very few tallies, there 1s hardly sufficient information to permut of matching with
any degree of assurance that the work 1s not n vain  If one of them has many tallies, the other
only a few, the chances for success are better than before, because the positions of the blanks 1n
the two distributions can be used as a guide for their proper superumposition

m There are certain mathematical and statistical procedures which can be brought to bear
upon the matter of cryptanalytic matching These will be presented 1n a later text However,
untl the student has studied these mathematical and statistical methods of matching distn-
butions, he will have to rely upon mere ocular examination as a guide to proper superimposition
Obviously, the more data he has 1n each distribution, the easier 1s the correct superimposition
ascertamned by any method

Secrion VI
REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, II
Paragraph
Further cages $0 be CONSIACTEA - .- oo oo cecececccocm oo cmamt—uemseen memees=sumesssm=mce=mce-msmems semsme meeae 27
Identical primary mixed components proceeding in the same direction 28
Cryptographing and decryptographing by means of 1dentical pnimary mived components ooooucmmmeeemeeanaa 29
Principles of solution 30

97. Further cases to be considered —a Thus far Cases B (1) and (2), mentioned in Para-
graph 6 have been treated There remains Case B (3), and this case has been further subdivided
as follows

Case B (3) Both components are mixed sequences

(a) Components are 1dentical mixed sequences
(1) Sequences proceed in the same direction  (The secondary alphabet are mived
alphabets )
(2) Sequences proceed m opposite directions (The secondary alphabets are
reciprocal mixed alphabets )
(b) Components are different mixed sequences (The secondary alphabets are mixed
alphabets )

b The first of the foregoing subcases will now be examined

28 Identical primary mixed components proceeding 1n the same direction —a It 1s often
the case that the mixed components are derived from an easily remembered word or phrase,
so that they can be reproduced at any time from memory Thus, for example, given the key
word QUESTIONABLY, the following mixed sequence is derived

QUESTIONABLYCDFGHJKMPRVWXZ

b By usmg this sequence as both plam and cipher component, that 1s, by shding this
sequence agamst 1tself, a series of 26 secondary mixed alphabets may be produced In encipher-
Ing a message, sliding strips may be employed with a key word to designate the particular and
success1ve positions in which the strips are to be set, the same as was the case 1n previous examples
of the use of shding components The method of designating the positions, however, requires
a word or two of comment at this pomnt In the examples thus far shown, the key letter, as
located on the cipher component, was always set opposite A, as located on the plain component,
possibly an erroneous mpression has been created, £z, that this 1s nvariably the rule This
1s decidedly not true, as has already been explained m paragraph 7¢ If 1t has seemed to be the
case that 0, always equals A, 1t 1s only because the text has dealt thus far principally with cases in
which the plam component 1s the normal sequence and 1ts mtital letter, which usually consti-
tutes the index for juxtaposing cipher components, 18 A It must be emphasized, however,
that varous conventions may be adopted m this respect, but the most common of them 1s to
employ the mitial letter of the plain component as the index letter  That 1s, the index letter,
6,, will be the mitial letter of the mixed sequence, mn this case,  Furthermore, to prevent the
possibility of ambigwity 1t will be stated agamn that the pair of enciphering equations employed
1n the ensumng discussion will be the first of the 12 set forth under Par 7f, 2, Ou/s=04/1, ©p/1=00/s
In this case the subscript “1” means the plam component, the subscript “2”, the cipher
component, 8o that the enciphering equation 1s the following ©y/e=0./p, Op/s="064/c

(49)
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¢ By setting the two shding components agamnst each other in the two positions shown

below, the cipher alphabets labeled (1) and (2) given by two key letters, A and B, are seen to be
dlﬁ’erent

Key LETTrer=A 0,
{
Plain component......_______ QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ
Cipher component.......___. QUESTIONABLYCDFGHJKMPRVWXZ
T
Ox
Secondary alphabet (1)
Plamn_ ... ABCDEFGHIJKL PQRSTUVWIXYZ
Cipher______.._. HJPRLVWXDZQK EASYCBTIOMN
KEY LETTER=B 0,
A
Plain component_____.____.__ QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ
Cipher component.__.____.__. QUESTIONABLYCDFGHJKMPRVWXZ
T
Ox
Secondary alphabet (2)
Plain ... ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Cipher._.__..__. JKRVYWXZFQUMEHGSBTCDLIONTPA

d Very frequently a quadricular or square table 1s employed by the correspondents, mstead
of shding strips, but the results are the same The cipher square based upon the word QUESTION~
ABLY 1s shown inFig 21 It will be noted that 1t does nothing more than set forth the successive
positions of the two primary shding components, the top line of the square 1s the plain component,
the successive horizontal lines below 1t, the cipher component in 1ts various juxtapositions The
usual method of employing such a square 1 e, corresponding to the enciphering equations
Ox/e=01sp, Bp1,=0,.) 15 to take as the cipher equivalent of a plam-text letter that letter which
lies at the intersection of the vertical column headed by the plam-text letter and the horzontal
row begun by the key letter For example, the cipher equivalent of E, with keyletter T 1s the
letter O, or E, (Tx)=0, The method given in paragraph b, for determming the cipher equiva-
lents by means of the two shiding strips yields the same results as does the cipher square

(3,
—

NMEgd vEaRGIQHouaxKCtwrzzoHEH 0B QO
ONMES<I I ERGCIOEHMUOK PP Z0HAEC
cONMaEIIYUERGGIO@WMODOK TP EZO0oHANME
BCONMKE<TITERGQIQENUAOAOKITWEPRZ0HAN
NEcCcOoONXE<< YU ERGCIOOHRUOUOKPEOPEPZ0HA
BurlcoNKEI<NIERGIRLTHWMUOUAOKITwWErZO0OH
HEANRAECONMEIaT ITERGIOEHMUODAOAKITWEZO
oHHAUNEBCONNMKE<SIT I ERGGCITOEHMUOKDTWE =
ZoHHUMWBECONMKMI<IIUTERGIQEHUOQOKPT®E
rZoHAUNUEHCONKE<SIIOIERGGIOOE@HMUOKDD
WrzZzoHBBEHCONKEJLWNIERGCIOQRIUOK
FPWrZOoHHNHCONMKEdIYUERGCIQTWUAOQK
PO ZOHHEMNEHCONXKEIIYIERCIQTHOAQ
QKU PrPZoOoOHEANACONMKMESI IR RGCIOQTRO
UQORIMDPWEPRZ2Z20HSNEHBCONMKMELITIIERNCITOS
MUQKIDPEPZO0OHANEHCONNKEILIDNIERGCGTIQ
U<kt rZoH-HNEHCONKESITERGGT
TITOuakiruor2Z2oHAUNEBECONXKEILHONUTE RS
GCIrINmMUaAKCrEWPZoOHANEBCONMESXOTRE N
RoInNEWuuaKirwer2oHSUNEHCONKEIIUER
EXGCINENMUAOAKIMTEOPZ20HANERECONNMSE<XNW
TEROIQEmUOAKPNPWrPrZ20HEONOCONKE<SD
moERGIQEUOKPNErZoH TR CONKE<
< EROIOQTPWMUOAKIMTWPZO0OHHUEANCONNKS
S<UwERGIOERUDAOAKDPDEPZoOHASUMEBCONMN
MEdwyEXRGIIaoamuaxkirwrzz0o-H-aAACO N

FI1GURE 21

29. Cryptographing and decryptographing by identical primary mixed components —There
18 nothing of special interest to be noted in connection with the use erther of identical mixed
components or of an equivalent quadricular table such as that shown in Fig 21, in enciphering or
deciphering a message The basic principles are the same as in the case of the shding of one
mixed component agamst the normal, the displacements of the two components being controlled
by changeable key words of varying lengths The components may be changed at wall and so on
All this has been demonstrated adequately enough in Elementary Mihtary Cryptography, and
Advanced Mltary Cryptography

30. Principles of solution.—a Basically the principles of solution 1 the case of a crypto-
gram enciphered by two identical mixed shding components are the same as m the preceding
case Primary recourse 1s had to the pinciples of frequency and repetition of single letters,
digraphs, trigraphs, and polygraphs Once an entering wedge has been forced mnto the problem,
the subsequent steps may consist merely 1n continuing along the same hines as befoie, building
up the solution bit by bit

b Doubtless the question has already amsen in the student’s mind as to whether any
principles of symmetery of position can be used to assist in the solution and m the reconstruction
of the cipher alphabets 1n cases of the kind under consideration This phase of the subject will
be taken up 1n the next section and will be treated in a somewhat detailed manner, because the
theory and principles involved are of very wide application in cryptanalytics.
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Secrion VII
THEORY OF INDIRECT SYMMETRY OF POSITION IN SECONDARY ALPHABETS

Paragraph

Reconstruction of primary components from secondary alphabets. ..o eaeeoaoo 31
31 Reconstruction of primary components from secondary alphabets —a Note the two
secondary alphabets (1) and (2) given 1n paragraph 28¢  Externally they show no resemblance
or symmetry despite the fact that they were produced from the same primary components
Nevertheless, when the matter 1s studied with care, a symmetry of position 1s discoverable
Because 1t 13 a hidden or latent phenomenon, 1t may be termed latent symmetry of position
However, 1n previous texts the phenomenon has been designated as an wndirect symmetry of position
and this terminology has grown mto usage, so that a change 1s perhaps now inadvisable
Indirect symmetry of position 1s a very interesting and exceedingly useful phenomenon

cryptanalytics
b Consider the followmmg secondary alphabet (the one labeled (2) m paragraph 28c)
(2)Pla.1n_ ______ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher....__ JKRVYWXZFQUMEHGSBTCDLIONTPA

¢ Assuming 1t to be known that this 13 a secondary alphabet produced by two primary
1dentical mixed components, 1t 1s desired to reconstruct the latter Construct a chain of alter-
nating plain-text and cipher-text equivalents, beginning at any point and continuing until the
chamn has been completed Thus, for example, beginning with A,=J,, Jp=Q, Qp=DB., , and
dropping out the letters common to successive pairs, there results the sequence A J Q@ B By
completing the chain the following sequence of letters 1s established

AJQBKULMEYPSCRTDVIFWOGXNHZ

d This sequence consists of 26 letters When shd agawnst stself & will produce eractly the
same secondary alphabets as do the primary componenis based wpon the word QUESTIONABLY
To demonstrate that this 1s the case, compare the secondary alphabets given by the two settings
of the externally different components shown below

Plain component.___._. QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ
Cipher component..._. QUESTIONABLYCDFGHJKMPRVWXZ

Secondary alphabet (1)

Plain _________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher ... JKRVYWXZFQUMEHGSBTCDLIONPA

Plain component..._... AJQBKULMEYPSCRTDVIFWOGXNHZAJQBKULMEYPSCRTDVIFWOGXNHZ

Cipher component.__. AJQBKULMEYPSCRTDVIFWOGXNHZ
Secondary alphabet (2)

LMNOPQRSTUVWXYZ

MEHGSBTCDLIONPA
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¢ Smce thesequenceA J Q@ B K gives exactly the same equivalents in the secondary
alphabets as the sequence Q UE S T gives, the former sequence 1s cryptographically
equivalent to the latter sequence For this reason the A J Q B K sequence 1s termed
an equwalent primary component ! If the real or onignal primary component is a key-word mxed
sequence, 1t 18 ladden or lafent within the equivalent primary sequence, but 1t can be made pafent
by decimation of the equivalent primary component The procedure 18 as follows Find three
letters 1n the equivalent primary component such as aie hkely to have formed an unbroken
sequence 1n the original primary component, and see 1f the interval between the first and second
1s the same as that between the second and third Such a case 1s presented by the letters W, X,
and Zn the equivalent primary component above Note the sequence WOGXNHZ ,
the distance or interval between the letters W, X, and Z 1s two letters Continuing the chamn by
adding letters two intervals removed, the latent orginal primary component 1s made patent
Thus

14 15 16 17 18 19 20 21 22 23 24 25 26

87 89 13
WXZQUESTIONABLYCDFGHJKMPRY

f Itispossible to perform the steps given in ¢ and ¢ 1n a combined single operation when the
original primary component 1s a key-word mixed sequence  Starting with any pair of letters (in
the cipher component of the secondary alphabet) likely to be sequent in the key-word mixed
sequence, such as JK, in the secondary alphabet labeled (2), the following chain of digraphs may
beset up Thus, J,K,mm the plamn component stand over Q, U, respectavely, 1n the cipher com-
ponent, Q,U, mn the plain component stand over B, L, respectively, in the cipher component, and
soon Connecting the pairs 1n a series, the following results are obtained

JKo QU BLoKMS UES LY S MP S ESS YC 5 PR ST CDS RV
TI>DF> VW5 I0OFG WX 5 ON- GH- XZ > NAS HI 5 Z2Q 5 AB 5 JK .

These may now be united by means of their common letters
J\5>KM>MP5PR5RV etc=J KMPRVWXZQUESTIONABLYCDFGH

The onginal primary component 1s thus completely reconstructed

g Not all of the 26 secondary alphabets of the series yielded by two shding primary compo-
nents may be used to develop a complete equivalent primary component If examination be made,
1t will be found that only 13 of these secondary alphabets will yield complete equivalent primary
components when the method of reconstruction shown in subparagraph ¢ above 1s followed For
example the following secondary alphabet, which 1s also derived, from the primary components
based upon the word QUESTIONABLY will not yield a complete chain of 26 plamn text-cipher-
plan text equivalents

Plamn ... ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher....... CDHJOKMPBRVFWYLXTZNAIQUEGS

1 Such an equivalent component 1s merely a sequence which has been or can be developed or derived from
the oniginal sequence or basic primary component by applying a decimation process to the latter, conversely,
the original or basic component can be derived from an equivalent component by applying the same sort of
process to the equivalent component By decimation 18 meant the selection of elements from & sequence accord-
mg to some fixed interval For example, the sequence A E I M 18 denived, by decimation, from the
normal alphabet by selecting every fourth letter

L S

L WU W,
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Equivalent primary component

1 323 435678 91011218]1 23
ACHPXEOLFKVQT|ACH

h Itisseen that only 13 letters of the chain have been established before the sequence begims
to repeat itself Itis evident that exactly one-half of the chain has been established The other
half may be estabhshed by beginning with a letter not m the first half Thus

1 2 3 4 85 6 7 8 9 1011 12 13 1 2 3

BDJRZSNYGMWUI|BDJ

+ It 18 now necessary to distribute the letters of each half-sequence within 26 spaces, to
correspond with their placements m a complete alphabet This can only be done by allowing a
constant odd number of spaces between the letters of one of the half-sequences Distributions
are therefore made upon the basis of 3, 5, 7, 9, spaces Select that distribution which
most nearly comncides with the distribution to be expected 1n a key-word component Thus, for
example, with the first half-sequence the distribution selected 1s the one made by leaving three
spaces between the letters It 1s as follows

1 2 3 4 5 6 7 8 9 1011 1213 14 15 16 17 18 10 20 21 23 23 24 25 26

A-L-C-F-H-K-P-V-X-Q-E-T-0-

(The A C H sequence begins agam )

(The B D J sequence begins agam )

7 Now interpolate, by the same constant interval (three m this case), the letters of the other
half-sequence Noting that the group F — H appears in the foregoing distribution, 1t 1s apparent
that G of the second half-sequence should be inserted between F and H The letter which imme-
diately follows G in the second half-sequence, 2z, M, 1s next mserted in the position three spaces to
the right of G, and so on, until the mterpolation has been completed This yields the original
primary component, which 1s as follows

1 28 4 5 6 7 8 9 1011 1213 14 15 16 17 18 10 20 21 22 23 24 25 28

ABLYCDFGHJKMPRVWXZQUESTION

k Another method of handling cases such as the foregomng 1s indicated mn subparagraph f
By extending the principles set forth in that subparagiaph, one may reconstruct the following
chain of 13 pairs from the secondary alphabet given m subparagraph g

1 2 3 4 5 8 7 8 9 10 11 12 13 1
CDo-HI PR XZS5ESSoONS LY S FGo KMo VWO QU TI 5 ABfs CD . .

Now find, 1n the foregomng chain, two pairs likely to be sequent, for example HJ and KM and count
the interval between them in the chain It 1s 7 (countmng by pairs)  If this decimation mnterval
18 now applied to the chain of pairs, the following 1s established

1 2 8 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 28 24 25 26

HIJKMPRVWXZQUESTIONABLYCDFG

! The reason why a complete cham of 26 letters cannot be constructed from the secondary
alphabet given under subparagraph g 1s that 1t represents a case m which two primary com-
ponents of 26 letters were shd an even number of mtervals apart (This will be explained n
further detail in subparagraph r below ) There are i all 12 such cases, none of which will
admt of the construction of a complete chamn of 26 letters In addition, there 1s one case where-
m, despite the fact that the primary components are an odd number of intervals apart, the
secondary alphabet cannot be made to yield a complete chain of 26 letters for an equivalent
primary component This 1s the case mm which the displacement 1s 13 intervals Note the
secondary alphabet based upon the primary components below (which are the same as those
shown m subparagraph d)
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Primary COMPONENTS

QUESTIONABLYCDFGHJKMPRVWXZ
DFGHJXKMPRVWXZQUESTIONABLYC
SECONDARY ALPHABET
Plamn__________ A CDEFGHIJKLMNOPQRSTUVWIXYZ

B
Cipher........ RVZQGUESKTIWOPMNDAHJFBLYXC

m If an attempt 1s made to construct a chamn of letters from this secondary alphabet alone,
no progress can be made because the alphabet 1s completely reciprocal However, the crypt-
analyst need not at all be bafled by this case The attack will follow along the lines shown below
1 subparagraphs # and o

n If the ongimnal primary component 1s a key-word mixed sequence, the cryptanalyst may
reconstruct 1t by attempting to “dovetail” the 13 reciprocal pars (AR,BV,CZ,DQ,EG,FU,HS,
IK,JT,LW,MO,NP, and XY) mnto one sequence The members of these pairs are all 13 intervals
apart Thus

[y

2 83 4 5 6 7 8 9 1011 12138

HZRErHrUuHIERHRUUQWR®
“vosEARNnNCcQON<X™

Fi1GURE 22

‘Write out the series of numbers from 1 to 26 and 1nsert as many pairs into position as possible
being guided by considerations of probable partial sequences mn the key-word mixed sequence,

Thus
01 2 8 4 5 6 7 8 9 101112138 141516

ABCD RVZAQ

It begins to look as though the key-word commences with the letter Q, in which case 1t should
be followed by U This means that the next patr to be mnserted 1s FU Thus

61 23 4 5 6 7 8 9 10111213 14161617
ABCDF RVzZQU

The sequence A B C D F means that E 1s in the key Perhaps the sequenceis ABCDF GH
Upon tral, using the pairs EG and HS, the following placements are obtamned
01 32 8 48 6 7 8 9 101112138 14 151617 18 19

ABCDFGH . RVZQUES

This suggests the word QUEST or QUESTION The pair JT 1s added

0 1 2 8 46566 7 8 0101112138 14151617 1819 20
ABCDFGHJ.....RVZQUEST

A
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The sequence G H J suggests G H J K, which places an I after T Enough of the process has
been shown to make the steps clear

o Another method of circumventing the difficulties introduced by the 14th secondary
alphabet (displacement mnterval, 13) 1s to use 1t 1n conjunction with another secondary alphabet
which 1s produced by an even-interval displacement For example, suppose the following two
secondary alphabets are available !

ABCDEFGHIJKLMNOPQRSTUVWXYZ

RVZQGUESKTIWOPMNDAHJFBLYXC
XZESKTIORNAQBWVLHYMPJCDFUG

FI1GURE 23

The first of these secondares 1s the 13-interval secondary, the second 1s one of the even-
mterval secondaries, from which only half-chain sequences can be constructed But if the con-
struction be based upon the two sequences, 1 and 2 i the foregoing diagram, the following 18
obtamed

RXUTNLDHMVZEIAYFJPWQSOBCGK

This 18 a complete equrvalent primary component  The original key-word mixed component
can be recovered from 1t by decimation based upon the 9th mterval

RVWXZQUESTIONABLYCDFGHJKMP

» (1) When the primary components are identical mixed sequences proceeding 1n opposite
directions, all the secondary alphabets will be reciprocal alphabets Reconstruction of the
primary component can be accomplished by the procedure indicated under subparagraph o
above Note the following three reciprocal secondary alphabets

10 11 12 13 14 15 16 17 18 19 20 21 22 23

g KLMNOPQRSTUV

5 8
E H
1. Q c
S G
L v

2.

2
X
T
N
3. F

J L
Y B I
F c A
R M G

v
I
W
Q
N

FIGURE 24,

(2) Using lines 1 and 2, the following chain can be constructed (equivalent primary com-
ponent)
PWQSOBCGKRXUTNLDHMVZEIATFJ

1 The method of writing down the secondaries shown 1n figure 23 will hereafter be followed 1n all cases when
alphabet reconstruction skeletons are necessary The top line will be understood to be the plain component, 1t
18 common to all the secondary alphabets, and 18 set off from the cipher components by the heavy black line
This top hne of letters will be designated by the digit @, and will be referred to as ‘“the zero line”’ 10 the cdagram
The successive lines of letters, which occupy the space below the zero line and which contain the various cipher
components of the several secondary alphabets, will be numbered serially These numbers may then be used as
reference numbers for designating the hort/ontal lines 1n the diagram  The numbers standing above the letters
may be used as reference numbers for the vertical columns in the diagram  Hence, any letter 1n the reconstruc-
tion skeleton may be designated by coordinates, giving the hornzontal or X coordinate first Thus, D {2-11)
means the letter D standing 1n hne 2, Column 11
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Or, using lines 2 and 3
WTYKZODPUAGVSLJXICMQNFREBH

The orginal key-word mixed primary component (based on the word QUESTIONABLY) can
be recovered from either of the two foregoing equivalent primary components But if lines 1
and 3 are used, only half-chains can be constructed

PTFXAKECVOHQL and MSDWNJUYRIGZB

This 18 because 1 and 3 are both odd-interval secondary alphabets, whereas 2 1s an even-
mterval secondary It may be added that odd-interval secondaries are characterized by having
two cases 1n which a plamn-text letter 1s enciphered by itself, that 1s, 6, 1s 1dentical with 6,
This phrase ‘“adentical with” will be represented by the symbol =, the phrase “not 1dentical
with” will be represented by the symbol ¢  (Note that in secondary alphabet number 1 above,
F,=F, and U,=U,, 1n secondary alphabet number 3 above, M,=M, and 0,=0,) Ths charac-
tenstic will enable the cryptanalyst to select at once the proper two secondaries to work with in
case several are available, one should show two cases where 6,=6,, the other should show
none

° g (1) When the primary components are different mixed sequences, their reconstruction
from secondary cipher alphabets follows along the same lines as set forth above, under b to j,
inclusive, with the exception that the selection of letters for building up the chain of equvalents
for the primary cipher component 1s restricted to those below the zero line m the reconstruction
skeleton Having reconstructed the pnmary cipher component, the plain component can be
readily reconstructed This will become clear if the student will study the following example

9 ABCDEFGHIJKLMNOPQRSTUVWXYZ

1. _TVABULIQXYCWSNDPFEZGRHJKMDO
2..ZJSTVIQRMONKXEAGBWPLHYCDFU

FiquRE 25
(2) Using only hnes 1 and 2, the following chamn 1s constructed
TZPGLIQRHYOUVJCNEWKDASXMFB

This 1s an equivalent primary cipher component By finding the values of the successive
letters of this chain in terms of the plamn component of secondary alphabet number 1 (the zero

hne), the following 18 obtaimned

TZPGLIQ
ASPTFGH

B

Y F
QD

RH vJd KDA
UuvyJd c

o0Uu CNEW SXM
ZEBWKNRLXOCMIY

The sequence AS P T 18 an equivalent primary plam component The orgmal key-
word muxed components may be recovered from each of the equivalent primary components
That for the primary plam component 1s based upon the key PUBLISHERS MAGAZINE, that for

the primary cipher component 1s based upon the key QUESTIONABLY
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() Another method of accomphslung the process mndicated above can be illustrated graphi-
cally by the following two chains, based upon the two secondary alphabets set forth m sub-
paragraph ¢ (1)

1 2 3 4 85 6 7 8 9 1011 12 13 14 15 18 17 18 190 20 21 22 23 24 25 26
[/ - ABCDEFGHIJKLMNOPQRSTUVWXYZ
1o TVABULIQXYCWSNDPFEZGRHUJKMO
2 . ..ZJSTVIQRMONKXEAGBWPLHYCDFU
Col 1 Col 2
A@1) - T(@O-1), - T(24) — D(@4), -
D@4 — B(14), - B(@-17) - Q (#-17), —»
Q @-17) — F (1-17), -» F (2-25) - Y (6-25), —
Y (325 — M@1-25),—> M@©29 — I@9), —
I@9 - X@1-9), — X(@2-13) > M (p-13), —»
M (-13) —» S (1-13), » S (2-3) — C (6-3), —
ete ete

FiGURE 28

(4) By jomng the letters m Column 1, the following chain 1s obtamned A D Q Y I M, etc
If this be examined, 1t will be found to be an equivalent primary of the sequence based upon
PUBLISHERS MAGAZINE By joming the letters mn Column 2, the following chain 1s obtamed
TBFMXS Thsisan equivalent prumary of the sequence based upon QUESTIONABLY

r A final word concerning the reconstruction of primary components in general may be
added It has been seen that in the case of a 26-element component shiding agamst 1tself (both
components proceeding 1 the same direction), 1t 1s only the secondary alphabets resulting from
odd-interval displacements of the primary components which permit of reconstructing a single
26-letter chain of equivalents This 1s true except for the 13th interval displacement, which
even though an odd number, still acts like an even number displacement 1n that no complete
chain of equivalents can be established from the secondary alphabet This exception gives the
clue to the basic reason for this phenomenon 1t 1s that the number 26 has two factors, 2 and 13,
which enter into the picture With the exception of displacement-interval 1, any displacement
anderval whach 18 a sub-mulliple of, 01 has a factor 1n common unth the number of letters in the primary
sequence wiull 1neld a secondary alphabet from which no complete chawn of 26 equivalents can be
derwed for the construction of a complete equivalent prumary component This general rule 1s
applicable only to components which progress in the same direction, 1f they progress in opposite
directions, all the secondary alphabets are reciprocal alphabets and they behave exactly like
the reciprocal secondaries resulting from the 13-interval displacement of two 26-letter 1dentical
components progressing 1 the same direction

8 The foregoing remarks give mnse to the following observations based upon the general
rule pomnted out above Whether or not a complete equivalent primary component 1s derivable
by decimation from an original primary component (and if not, the lengths and numbers of chains
of letters, or incomplete components, that can be constructed 1n attempts to dertve such equiv-
alent components) will depend upon the number of letters in the orginal primary component
and the specific decimation interval selected  For example, 1 a 26-letter onginal primary com-
ponent, decimation interval 5 will yield a complete equivalent primary component of 26 letters,
whereas decimation intervals 4 or 8 will yield 2 chamns of 13 letters each In a 24-letter compo-
nent, decimation mterval 5 will also yield a complete equivalent primary component (of 24 letters),
but decimation mterval 4 will yield 6 chans of 4 letters each, and decimation interval 8 will
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yield 3 chams of 8 letters each It also follows that in the case of an original primary com-
ponent mm which the total number of characters 15 a prime number, all decimation mtervals wall
yield complete equivalent primary components The following table has been drawn up in the
hght of these observations, for original primary sequences from 16 to 32 elements (All prime-
number sequences have been omitted ) In this table, the column at the extreme left gives the
various decimation mntervals, omitting m each casc the first 1nterval, which merely gives the
original primary sequence, and the last interval, which merely gives the omginal sequence
reversed The top line of the table gives the vaiious lengths of original primary sequences from
32 down to 16  (The student should bear in mind that sequences containing characters mn addi~
tion to the letters of the alphabet may be encountered, he can add to this table when he 1s
mterested m sequences of more than 32 characters ) The numbers within the table then show,
for each combmnation of decimation mterval and length of, orginal sequence, the lengths of the
chains of characters that can be constructed (The student may note the symmetry 1n each
column ) The bottom line shows the total number of complete equivalent primary components
which can be derived for each different length of original component

Dm:g‘m Number of characters tn original primary component
32 30 28 27 26 25 24 22 21 20 18 16
2 16 15 14 27 13 25 12 11 21 10 9 8
3 32 10 28 9 26 25 8 22 7 20 6 16
4 8 15 7 27 13 25 6 11 21 5 9 4
5 32 6 28 27 26 b5 24 22 21 4 18 16
6 16 5 14 9 13 25 4 1 7 10 3 8
7 32 30 4 27 26 25 24 22 3 20 18 16
8 4 15 7 27 13 25 6 11 21 5 9 2
9 32 10 28 9 26 25 8 22 7 20 2 16
10 16 3 14 27 183 5 12 11 21 2 9 8
11 32 30 28 27 26 25 24 2 21 20 18 16
12 8 5 7 9 13 25 2 11 7 5 3 4
13 32 30 28 27 2 25 24 22 21 20 18 16
14 16 15 2 27 13 25 12 11 3 10 9 8
15 32 2 28 9 26 5 8 22 7 4 6
16 2 15 7 27 13 25 6 11 21 &5 9
17 32 30 28 27 26 256 24 22 21 20
18 16 5 14 9 13 25 4 11 7 10
19 32 30 28 27 26 25 24 22 21
20 8 3 7 27 13 5 6 11
21 32 10 4 9 26 25 8
22 16 15 14 27 13 25 12
23 32 30 28 27 26 25
24 4 5 7 9 13
25 32 6 28 27
26 16 15 14
27 32 10
28 8 15
29 32
30 16
Tolalnumber 14 6 10 16 10 18 16 8 10 6 4 6
sequences

bl .

g g




SzcrioN VIII
APPLICATION OF PRINCIPLES OF INDIRECT SYMMETRY OF POSITION

Paragraph
Applying the principles to a specific example 32
The cryptogram employed in the exposttion 33
Fundamental theory-_..- — 34
Appheation of principles - . 35
General remarks, - 36

32 Applymng the principles to & specific example —a The preceding section, with the
many details covered, now forms a sufficient base for proceeding with an exposition of how the
principles of indirect symmetry of position can be apphed very early 1n the solution of & poly-
alphabetic substitution cipher m which shding primary components were employed to produce
the secondary cipher alphabets for the enciphering of the cryptogram

b The case described below will serve not only to explam the method of applymg these
principles but will at the same time show how their apphcation greatly facihtates the solution
of a single, rather difficult, polyalphabetic substitution cipher It 1s realized, of course, that the
cryptogram could be solved by the usual methods of frequency and long, patient experimentation
However, the method to be described was actually appled and very matenally reduced the
amount of tune and labor that would otherwise have been required for solution

338 The cryptogram employed in the exposition —a The problem that will be used this
exposition mvolves an actual cryptogram submitted for solution in connection with a cipher
device having two concentric disks upon which the same random mixed alphabet appears, both
alphabets progressing in the same direction This was obtamned from a study of the descriptive
arcular accompanying the cryptogram By the usual process of factormng, 1t was determied
that the cryptogram mvolved 10 alphabets The message as arranged according to 1ts period
18 shown 1n Figure 27, 1n which all repetitions of two or more letters are mdicated

b The trliteral frequency distributions are given 1 Figure 28 It will be seen that on
account of the brevity of the message, considering the number of alphabets mvolved, the fre-
quency distributions do not yield many clues By a very careful study of the repetitions,
tentative individual determinations of values of cipher letters, as ilustrated m Figures 29, 30,
31, and 32, were made These are given 1n sequence and m deteail in order to show that there 1s
nothing artificial or arbitrary m the prelminary stages of analysis here set forth
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Tae CRYPTOGRAM

(Repetitions underhned)
1 2 8 4 5 6 7 8 910

RCVOPNBLCW

LQZAAAMDCH

BZZCKQOIKFEF

CFBSCVXCHAQ

—

ZTZSDMXWCM

RKUHEQEDGX
FKXKVHPJJKJY
YQDPCJXLLL

GHXEROQPSE

Fieous 27
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TrRILITERAL FREQUENCY DiISTRIBUTIONS

I

ABCDEF‘GHIJKLMNOPQRSTUVWXYZ

EB FF XK YB ES XK ZC VZ WQ Z2C ZRDC HCHR MK -F  YQQT
HZ FC ORNH  VQ ZL JF MK NT QG
XK WJzo QJ Jz NU
WG WK HB
QK MO
ES
EV
LH
EK
MC
ES
II
ABCDETFG GHTIUJZEKLMNGOPAG QRSTUVWXYZ
GZ QB WU ZW GX  GX IW KB GX LZ GF GX ZZ YX GQ KU
BJ JQ CB BB HV  JU GQ HZ YD PX HP YX BZ
YW RV LU RU JW SQ GU RX
oD FV
GK GB
cu BD
BX
W
I
ABCDETFGHTIJIEKLMNOPAQRSTUVWIXY?Z
CZ QP RT BI CW SO KH FP CO KE JN  BD
FS CH CR ZG KHGN RD QA
KW  KZ RE KH HL Q0 0S  ZC
LP W SG KPSE TS
GW FY BEHE 00
JG TC
CcG KD
Uo
-
v
ABCDETFG GHTIUJIKLMNOPI QRSTUVWIXY Z
ZA ZK ZP WP UD QO JP VA XL VP UC  QQ XN FZ QE  UD BE
XD XW QW  UD UE WK PP DC BC BT DF
XS XR  UD VP WO BC ZD KD
XR  UD DW XP WE BW
W va.l
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\
ABCDETFOGHTIUJIEKLMNGOTPG QRS STUVWIX VY Z
AA  PF GY ZX ZM CQ N§  SZ HL DF RF EO DO WL DL ™
LQ SV SMW NX 0T EQ EO EM

PJ WV HQ 1Q HM
PJ GP PF ON WO
YT HJ oM
GP ON EV
aw oP
GW

VI
ABCDETFGHTIUJIEKTLUMNOPUG QRS STUVWIXYZ
AM co EM  WZ 2Q PB RZ DO PZ Dz  CX LY EQ DF NH

PB PJ 00 WL PM RQ DM PF 0T DB DQ KJ
Qv CX TFDX WQ PY KO WM DP
EX Cco WZ SZ EE

FT AQ

WX

VII

ABCDETFGHTIUJIIEKTLUMNOPU QRTSTUVWIX Y 2Z
FO QD YT _ZA JK  MN JK  FC WE MM MG FM  VC WO QO
NL QJ XT AD LD XT TN MW PO LI
VL LD ND QI OP Jg o

PV JT OR MC  MT
VD PT QV FE TV
WR OR
VIII
ABCDETFG GHTIJIXTLMNOPI QRSTUVWIXYZ
HS  0J OV XN TQ ZC FHMGBC QALABUGQS QG FR  ZH XC
XH MC PU 0K ZS JJ XL VL TV YU ZS QX ML
XG EG BS ZK QV ZU QA
FU YX 0X
ML OH
MY JR

IX
ABCDETFGHTJEKTLMNOPG QRSTUVWIXYZ
MV IW KH JD CY 0Z MH  EF GJ TW AE 00 DM TZ DJ
NE LW DX CQ  KY IF LL T™NJE OXNQ TE
VW DH RN TX DM PE DZRM 0Z

WM cQ VQ VW LE TZ
RN EH

X

ABCDETFGHTJIIEKTLMNOPUG QRSTUVWZYZ
HQ SB KC LS QL LG VG RY UG  HZ AK RG UI JG KP

AGNC GR YR CR GH HZ AJ CG GF JY XJ

SG CB LG SY VB CLHB  UO

SG 11)4 VU GJ LB UK

XH XH

SG

FIGURE 28
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UGD=THE, PCJ=THE, and SEG=THE, from study of repetitions
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IntTiaAL VALUEsS FrROM ASSUMPTIONS

5
=E,, and D,=E,, from frequency considerations.
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2
Refer to line DD 1n Figure 29, S, assumed to be N,

9
Refer to line M 1n figure 29, A, assumed to be W,

9101 23 45

Then 1n lines C-D, AVK ZU G D 1s assumed to be WITH THE
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ApprTioNaL VaLues FroM Assumprions (I1) AppiTionan Varves From Assumerions (I1I)
1 2 3 4 5 6 7 8 9 10 4586
Refer to Figure 30, lme A, WF U P C F 0 C J Y, assume to be BUT THOUGH OPN—assume ING from repetition and frequency
- —TTH=- ===

901
| HQZ—assume ING from repetition and frequency

3 4 5 6
Refer to Figure 30, lines N and X, where repetition X E R 0 occurs, assume EACH
E - = = 1 2 38 4 56 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10
L2 s 45678 0 ) ) e A WFUPCFOCJY| P RCVOPNBLCW|E BKDZFMTGQJ
2 3 5 6 1 2 3 4 5 6 7 8 9 10
BUTTHOUGH ING E
A WFUPCFOCJY| P RCVOPNBLC EE BKDZFMTGQJ
BUTTHOUGH = B GBZDPFBOUO| Q LQZAAAMDCH |FF LFUYDTZVHQ
E N O UT E IN
B GBZDPFBO LQZAAAMDCH | FF LFUYDTZVH
E 0 ouoj @ ta — UT E HE C GRFTZMQMAV| R BZZCKQOIKF |G ZGWNKXJTITRN
E WI H U G
C GRFTZMQMAV| R BZZCKQOIKF |GG ZGWNKXJTRN
E ! W I H QU - - = ! D KZUGDYFTRW| S CFBSCVXCHQ|HI YTXCDPMVLW
D KZUGDYFTRW| S CFBSCVXCHQ |H YTXCDPMVLW THTHE v H GIN E E
THTHE _ - U H G =B B E GJXNLWYOUX| T Z2TZSDMXWCM | II BGBWWOQRGN
E E - G E H
E CJXNLWYOUX| T ZTZSDMXWCM|II BGBWWOQRGN
E E — = E — H—Q F IKWEPQZOKZ| U RKUHEQEDGX | JJ HHVLAQQVAV
E AN ET WI
F IXKWEPQZOKZ| U RKUHEQEDGX |JJ HHVLA VAV
ﬁ__q E T ¢ e WI ‘ G PRXDWLZICW| V FKVHPJJKJY | KK JQWOOTTNVQ
1 E - E NE H I N
G PRXDWLZICW| V FKVHPJJKJY |KK JQWOOTTNYV !
E_ E E H < ¢ ! H GKQHOLODVM| W YQDPCJXLLL |LL BKXDSOZRSN
H GKQHOLODVM| W YQDPCJXLLL|LL BKXDSOZRS EE v - THE EE H T
R v THE EE H T I GOXSNZHASE| X GHXEROQPSE |MM YUXOPPYOXZ
E E T H E EACH TH IN
I GOXSNZHASE| X GHXEROQPSE MM YUXOPPYOXZ
E E TH F EACH  TH J BBJIPQFJHD| Y GKBWTLFDUZ |NN HOZOWMXCGQ
N I EE I G N
J BBJIPQFJHD| Y CGKBWTLFDUZ | NN HOZOWMXCGQ
£l FE I = K QCBZEXQTXZ| Z OCDHWMZTUZ |0 JJUGDWQRYVM
- THE
CBZE XZ| Z OCDHWMZTUZ |00 JJUGDWQRUVM
K Q XQ Lk — — THE ‘ L. JCORQFVMLH|AA XLBPCJOTXE |PP UKWPEFXENF
0 T THEU H E T O
L J RQFVMLH|A KLBPCJOTXE |PP UKWPEFXENF
¢Q QOV T THEU — H E T 0 M SRQEWMLNAE |BB HSPOPNMDLM | Q CCUGDWPEUH
AT WH N ING THE
RQEWMLNAE |BB HSPOPNMDLM CCUGDWPEUH
s QX""-‘ ﬁﬁ N ML) e L THE N GSXEROZJSE|CC GCKWDVBLSE |RR YBWEWVMDYJ
ENEACH TH E E TH A
N GSXEROZJSE|C GCKWDVBLSE|R YBWEWVMDYJ EN
ENEACH T H E E T H e 0O GVQWEJMKGH DD GSUGDPOTHX |SS RZX
E E EHTHE U I HE
0O GVQWEJMKGH|DD GSUGDPOTHX |[SS RzZX
E E ENTHE U HE FIGURE 32

FIGURE 31 ‘
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¢ From the mmitial and subsequent tentative identifications shown in Figures 29, 30, 31,
and 32, the values obtained were arranged 1n the form of the secondary alphabets 1n a reconstruc-
tion skeleton, shown 1n Figure 33

1 2 3 4 % 6 7 8 90 10 11 12 13 14 15 18 17 18 19 20 21 22 23 24 25 26

|e|a|e|c|p|e|F|ela|z]s|x|L|u[n]o|p|a|r]s|T|u|v]w|x]¥]|z

1| |w G| |z K

2 G K z s F

3 X U

4|E T| |k|G|o

5 R| |D P

6|V J| |~|o F

7 0

8 c

9 J|H S A

10 D T|E Q ¥
FIGURE 33

34 Fundamental theory —¢ In paragraph 31, methods of reconstructing primary com-
ponents from secondary alphabets were given in detail It 1s necessary that those methods be
fully understood before the following stepe be studied It was there shown that the primary
component can be one of a series of equivalent primary sequences, all of which will give exactly
sumilar results so far as the secondary alphabets and the cryptographic text are concerned
It 18 not necessary that the identical or ongmnal primary component employed in the crypto-
graphing be reconstructed, any equivalent primary sequence will serve 'The whole question 1s
one of estabhishing a sequence of letters the interval between which 1s either identical wath that
m the ongmal primary component or else 18 an exact constant multiple of the interval separating
the letters m the orginal primary component For example, suppose K P X N Q forms a
sequence 1 the onginal primary component Here the interval between K and P, and P and X,
X and N, N and Q1s one, In an equivalent pruimary component, say the sequence K P X
. N. Q, the mnterval between K and P 1s three, that between P and X also three, and so on,
and the two sequences will yield the same secondary alphabets So long as the interval between
Kand P,P and X, X and N, N and Q, ,18 a constant one, the sequence will be cryptographically
equivalent to the original primary sequence and will yield the same secondary alphabets as do
those of the omginal primary sequence However, 1n the case of a 26-letter component, 1t 18
necessary that this interval be an odd number other than 13, as these are the only cases which
will y1eld one unbroken sequence of 26 letters Suppose a secondary alphabet to be as follows

(1){len ........... ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher......... X KN P

69
It can be said that the primary component contains the following sequences

XN KP NQ@ PFX

These, when united by means of their common letters, yield K P X N Q
Suppose also the following secondary alphabet 1s at hand

Plamn_.___._____ ABCDEFGHIJKLMNOPQRSTUVWXYZ
(2)Clpher _________ P X K N

Here the sequences PN, XQ, KX, and NZ can be obtamed, which when united yield the two se-
quences KXQ and PNZ
By a companson of the sequences K P X N Q,K X Q, and P N Z, one can establish the
following
KPXNQ
K X @Q
P.N 2Z

It follows that one can now add the letter Z to the sequence, makmg1t K P X N Q Z

b The reconstruction of a prumary component from one of the secondary alphabets by the
process given in paragraph 31 requires a complete or nearly complete secondary alphabet
This 1s at hand only gfter a cryptogram has been completely solved But if one could employ
several very scant or skeletonized secondary alphabets simultaneously with the analysis of the
cryptogram, one could then possibly build up a primary component from fewer data and thus
solve the cryptogram much more rapidly than would otherwise be possible

¢ Suppose only the cipher components of the two secondary alphabets (1) and (2) given
above be placed into juxtaposition Thus

1 2 8 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 190 20 21 22 28 24 25 28
%y . X KN . P .
(2 P X K N

The sequences PX, XN, and KP are given by juxtaposition  These, when umted, yield KPXN
as part of the primary sequence It follows, therefore, that one can employ the cypher components
of secondary alphabets as sources of independent dala to assist in bulding up the primary sequences
The usefulness of this pomnt will become clearer subsequently

356 Application of principles —a Refer now to the reconstruction skeleton shown 1n
Figure 33 Hereafter, m order to avoid all ambiguity and for ease mn 1eference, the position of
a letter 1n Figure 33 will be indicated as stated in footnote 1, page 56 Thus, N (6-7) refers to
the letter N 1n line 6 and 1n column 7 of Figure 33

b (1) Now, consider the following pairs of letters

E (B-5) J (6-5)
G (8-7) N (6-7)

H (3-8) 0 (6-8) 3
{0 (-15) F (6—15)}1'[0: OF =HOF

(One 1s able to use the line marked zero 1n Figure 33 since thisis a mixed sequence shding against

wself )
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(2) The immediate results of this set of values will now be given  Having HOF as a sequence,
with EJ as belonging to the same displacement interval, suppose HOF and EJ are placed 1mto
Juxtaposition as portions of shiding components Thus

Plamn_ ... HOF
Cipher._.. EJ
When H,=E,, then 0,=J,

(3) Refer now to alphabet 10, Figure 33, where 1t 1s seen that H,=E, The derwed value,
Op=J., can vmmedrately be 1nserted vn the same alphabet and substituted m the cryptogram

(4) The student may possibly get a clearer 1dea of the principles involved if he will regard
the matter as though he were deahng with ar.thmetical proportion For nstance, given any
three terms in the proportion 2 8=4 16, the 4th term can easily be found Furthermore, given
the pair of values on the left-hand side of the equation, one may find numerous pairs of
values which may be mserted m the nght-hand side, or vice versa For mnstance, 2 8=4 16
18 the same as 2 8=5 20, or 9 36=4 16, and so on An llustration of each of these principles
will now be given, reference being made to Figure 33  As an example of the first principle, note
that E (#-5) H (3-8)=J (6-5) 0 (6-8) Now find E (10-8) H (4-8)="7 (10-15) 0 (g-15)
It 18 clear that J may be mnserted as the 3d term in this proportion, thus giving the

10
umportant new value, 0,=J,, which 1s exactly what was obtamned directly above, by means of
the partial shding components As an example of the second principle, note the following pairs
E (3-5) H (#-8)
K (2-5) Z (2-8)
D (5~5) C (5-8)
J (6-5) O (6-8)
These additional pairs are also noted
K (1-20) Z (1-7)
T @-20) G (8-7)
Therefore, E H=K Z=D C=J 0=T G, and T may be inserted in position (4-5)

¢ (1) Again, GN belongs to the same set of displacement-interval values as do EJ and HOF
Hence, by superimposition
Plan_ . __ HOF
Cipher.... GN

(2) Referrmg to alphabet 4, whenH,=G, then 0,=N, Therefore, the letter N can be mserted
4
m position (4-15) m Figure 33, and the value N,=0, can be substituted in the cryptogram
(3) Furthermore, note the corroboration found from this particular superimposttion:

H (@-8) G (8-7)
0 (6-8) N (6-7)

This checks up the value in alphabet 6, G,=N, )
d (1) Agan superimpose HOF and GN
. . HOF .
GN

(2) Note this corroboration
0 (6-8) G (4-8)
F (6-15) N (4-15)
which has just been mserted m Figure 33, as stated above

(4"

e (1) Agan using HOF and EJ, but m a different superimposition

HOF
EJ

(2) Refer now to H (9-9), J (3-8) Directly under these letters 1s found V (10-9), E (10-8)

Therefore, the V can be added immediately before H 0 F, making the sequence VH O F
f (1) Now take VH O F and juxtapose it with E J, thus

VHOF
EJ

(2) Refer now to Figure 33, and find the following
Vv (10-9) E (10-8)
H (9-9) J (9-8)
0 (4-9) G (4-8)
I (-9 H (8-8)

(3) From the value O G 1t follows that G can be set next to Jin EJ Thus

VHOF
EJG

(4) But G N already 18 known to belong to the same set of displacement-nterval values
asEJ Therefore, 1t 1s now possible to combme E J, J G, and G N 1nto one sequence, E J G N,
yielding

VHOF
EJGN
g (1) Refer now to Figure 33
V (8-22) E (8-5)
? (1-22) G (1-5)
? (2-22) K (2-5)
? (3-22) X (3-5)
? (5-22) D (6-5)
? (6-22) J (6-5)
(2) The only values which can be 1nserted are
0 (1-22) G (1-5)
H (6-22) J (6-5)

(3) This means that V,=0, in alphabet 1 and that V,=H, m alphabet 6 There 1s one O,

1n the frequency distmibution for alphabet 1, and no H, mn that for alphabet 6 The frequency

distribution 1s, therefore, corroborative msofar as these values are concerned
(h) (1) Further, taking E J G N and V H O F, superimpose them thus

EJGN
VHOF
(2) Refer now to Figure 33

E (#-5) H (8-8) '
G (1-5) ¢ (1-8)

= comeom .
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(3) From the diagram of superimposition the value G (1-5) F (1-8) can be mserted, which
gives Hy=F, 1n alphabet 1

t+ (1) Agam, VHOF and E J G N are juxtaposed

. .VHOF .
. EJGN

(2) Refer to Figure 33 and find the following

H (-8) G (4-8)
A (8-1) E (4-1)

This means that 1t 1s possible to add A, thus

. AVHOF
EJGN .

(3) In the set there are also

E (#-5) G (1-5)

G (6-7) Z (1-7)
Then 1n the superimposition

EJGN
. EJGN .

It 1s possible to add Z under G, making the sequence EJ G N Z
(4) Then taking

AVHOF
.EJGNZ .

and referring to Figure 33
H (0-8) N (g-14)
0 (6-8) ? (6-14)

It will be seen that 0=2Z from superimposition, and hence n alphabet 6 N,=2Z., an important
new value, but occurring only once 1n the cryptogram Has an error been made? The work
so far seems too corroborative in mterlocking details to think so

7 (1) The possibilities of the superimposition and shding of the AVHOF and the EJGNZ
sequences have by no means been exhausted as yet, but a httle different trail this time may
be advisable

E (8-5) T (8-20)
G (1-5) K (1-20)
2 Th K (3-5) U (3-20)
en
. EJGNZ ..
. T K...

(3) Now refer to the following

E (8-5) K (2-5)
N (p-14) S (2-14)
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whereupon the value S can be mserted

. .EJGNZ
«. . .T K .S...

k (1) Consider all the values based upon the displacement interval corresponding to JG

J (6-5) G (1-5)-|J (9-8) G (4- 8)
N@®6-7) Z@1-7) H(@©-9) 0 (4 9)
S (9-20) P (4-20)—

S (2-14) P (5-14)
Z (2-8) C (5~ 8)
K (2- 5) D (5 5)

(2) Since J and G are sequent in the E J G N Z sequence, 1t can be said that all the letters
of the foregomng pairs are also sequent Hence Z C, S P, and K D are available as new data
ThesegiveEJ GNZ CandT KD SP

(3) Now consider

T (§-20) P (4-20)
A@1) E@41)
H (@8 G (4 8)
I@9 049
1 2 3 4 356

Now mm the T K D S P sequence the interval between T and P 18 T P
Hence the mmterval between A and E1s 6 also It follows therefore that the sequencesA VH O F
and E J G N Z C should be united, thus

1 238 4258
..AVHOF.EJGNZC

(4) Corroboration 1s found 1n the mterval between H and G, which 1s also six  The letter I

can be placed mto position, from the relation I (-9) 0 (4-9), thus
123 4358

. I .AVHOF EJGNZC ..

! (1) From Figure 33
H(@8 Z(@2-8)
E (8- 5) K (2-5)
N (§-14) S (2-14)
U (@-21) F (2-21)
(2) Since 1n the I AVHOF EJGNZC sequence the letters H and Z are separated

by 8 intervals one can write
1 2 3 4 5 6 7 8

cZmm
g NN
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HE OM PH B MEBE NM B S R A0 NH I BT AT L=
I DN <BE MO DYV XZ OF D NH I H MO Jd<d B NEH UO
DY O EE HZ O O« HM AKH <H HDEh BHZ SE 26 Dk MO
oD MK O H A NO NO OD ITE kH OHM X A2 NO E2 W0
RO RO EH HE B OFH Ok &k NZ OH MA RO EH O Y H
On AZ NP> A AD A BEH O 2« AZX MH Ok BEFH MO HH
AMEH AOZ PR O Z20 B OZ ID NNO HE NER X R H< BEAQ
DH N< Lk DEH MMH BEO M OO ME DH MZ O O MK QO
D MU MK NI M PR MBH XE OB MO DO DO mEH N1 >Mm
EM UM UK XEH UM HE AM O O A O HJd A UTHEH OM}R

0 The primary component appears to be a random-mixed sequence, no key word 1s to be
found, at least none reappears on experimentation with various hypotheses as to enciphering
equations Nevertheless, the random construction of the primary component did not comph-

cate or retard the solution
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Having the primary component fully constructed, decipherment of the eryptogram can be
completed with speed and precision The text 1s as follows
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Skerion IX
REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, III
Paragraph
Solution of messages enciphered by known primary components _ _ N 1 4
Solution of repeating-key erphers in which the 1deatical mived components proceed n opposite directions. ... 38
Solution of repeating-key ciphers in which the primary components are different mised sequences.....—o....._. 39
Solution of subsequent messages after the primary components have been recovered 40

37 Solution of subsequent messages enciphered by the same primary components —a In
the discussion of the methods of solving repeating-key ciphers using secondary alphabets derived
from the shding of a mixed component against the normal component (Section V), 1t was shown
how subsequent messages enciphered by the same pair of primary components but with different
keys could be solved by apphication of principles involving the completion of the plaimn-component
sequence (paragraphs 23, 24) The present paragraph deals with the apphcation of these same
principles to the case where the primary components are identical mixed sequences

b Suppose that the following primary component has been reconstructed from the analysis
of a lengthy cryptogram

QUESTIONABLYCDFGHJKMPRVWXZ

A new message exchanged between the same correspondents 1s mtercepted and 18 suspected
of having been enciphered by the same primaty components but with a different key The
message 18 as follows

NFWWP NOMKI WPIDS CAAET QVZSE

YOJSC AAAFG RVNHD WDSCA EGNFP
FOEMT HXLJW PNOMK IQDBJ IVNHL

TFNCS BGCRP

¢ Factoring discloses that the period is 7 letters The text 1s transeribed accordingly, and
18 as follows

ww

VZHEMInIInn<n =D =
a<XXOCTHa<aNaaRxR™T
NzHGorZrWe>H
WITOo=sMmMEI>E> S
QU vTEQUP<EYY
QYlWZAZ=a"0"HZZ
AMGoTrnH"HMuouQaSGoUo

FIGURE 37

(78)
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d The letters belonging to the same alphabet are then employed as the imitial letters of
completion sequences, In the manner shown 1 paragraph 23e, using the already reconstructed
primary component The completion diagrams for the first five letters of the first three alphabets
are as follows

ALPHABET 1 ALPHABET 2 ALPHABET 3
NMSVS FKCZC WIASA
APTWT GMDQD X0OBTB
BRIXTI HPFUF ZNLIL
LVOZO JRGEG QAYOY
YWNQN KVHSH UBCNC
CXAUA MWJTJ ELDAD
DZBEB PXKIK SYFBF
FQLSL RZMOM TCGLG
GUYTY VQPNP IDHYH
*HECIC WURAR OFJCJ
JSDOD XEVBY NGKDK
KTFNF ZSWLW AHMFM
MIGAG QTXYX BJPGP
POHBH UTIZCZ LKRHR
RNJLJ EO0OQDAQ YMVSV
VAKYK SNUFU CPWKW
WBMCM TAEGE DRXMX
XLPDP IBSHS FVZPZ
ZYRFR OLTJT GWQRAQ
QCVGY NYIKI HXUVU
UDWHW *¥ACOMO JZEWE
EFXJX BDNPN KQSXX
SGZKZ LFARA MUTZT
THQMAQ YGBVEB PEIQI
IJUPU CHLWL RSOUO
OKERE DJYXY *"WTNEN

FIGURE 38

¢ Examining the successive generatives to select the ones showing the best assortment of
high-frequency letters, those marked in Figure 38 by asterisks are chosen  These are then assem-
bled 1n columnar fashion and yield the following plain text

4 5 6 7

3
\'}
T
N
E
N

aHaaE -
o= oQkr|

FiGURs 39
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J The corresponding key-letters are sought, usin

g enciphering equations 6;,,=6 =
©c/e, 80d are found to be JOU, which suggests the keyword JOURNEY Testing :he kz;"-lg:&rs
RNEY for alphabets 4, 5, 6, and 7, the following results are obtamned

FIGURE 40
The message may now be completed with ease It 1s as follows

Cy
(=}
c
s
=
=1
<

na v o <H®nQ BB 2T
QO <l o NE Qo Ra =1k
P2 ZOo b2 R PZ H H<
B2 X U M2 >0 AM S®
Q> o P KH M WY WU
ZH E% Qo8 HR HWY 2 H
T UR O QOO0 U O

WU Zm HT ER XZ Ung

Qo <L RNRQ '3 =hilo

um Zo HHA &' o Hla

W mw oH =M EZk

Q> HF Do YU Ealz

Qr Uil W2 Z2H G@m

Y M GO OW I H

FIGuRa 41

38 Solution of repeating-key ciphers in which the identical mixed com
ponents proceed 1n
opposite directions.—The secondary alphabets 1n this case (paragraph 6, Case B (3) (a) (II)
are reciprocal The steps 1n solution are essentinlly the same as 1 the preceding case (para-
gragll;i 28t) , the pﬁfilple:}i olf mdirect symmetry of position can also be apphed with the necessary
modiiications mtroduced by virtue of the reciprocity existing within th
lphabets Goaragmant sis) y g n the respective secondary
39 Solution of repeating-key ciphers in which the primary components are different mixed
sequences.—This 18 Case B (3) (b) of paragraph 6 The steps 1n solution are essentially the same
:;) :ln Eamgmphs 28 :.nd 31:, except that m applying the principles of indirect symmetry of posi-
1t 18 necessary to take cogmizance of the fact that the prim 0
mixed sequences (paragraph 31q) primery components are differont
40 Solution of subsequent messages after the primary components have been recovered.—
a Iun the case in which the primary components are 1dentical mixed sequences proceeding 1n
opposite directions, as well as in that m which the primary components are different mixed
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sequences, the solution of subsequent messages®1s a relatively easy matter In both cases, how-
ever, the student must remember that before the method illustrated m paragraph 37 can be
apphed 1t 18 necessary to convert the cipher letters mto thewr plain-component equivalents
before completing the plam-component sequence From there on, the process of selecting and
assembling the proper generatrices 1s the same as usual

b Perhaps an example may be advisable Suppose the enemy has been found to be using
primary components based upon the keyword QUESTIONABLY, the plain component runmng
from left to right, the cipher component m the reverse direction The following new message
has arrived from the mtercept station

MVX0X BZIYZ NLWZH OOCEP2Z
FXSRX EJBSH BONAU_RA

X0XAI JYXWF KNDOW

[

ZAQUW JWXYI DGRKD
QW

¢ Factoring discloses that the period 1s 6 and the mes-
sage 18 accordingly transcribed mto 6 columns, Fig 42
The letters of these columns are then converted into their
plamn component equivalents by juxtaposing the two pri-
mary components at any pomt of comcidence, for ex-
ample Q,=Z, The converted letters are shown in Fig 43
The letters of the mdividual columns are then used as the
mitial letters of completion sequences, using the
QUESTIONABLY primary sequence The final step 1s the
selection and assembhing of the selected generatrices
The results for the first ten letters of the first three columns
are shown below

HNUYUMOFZTOHESOE MO O~
OIIQBENARPNO R RO YN
Qb IuvaQaEaauGQInIaRwEcle
NHHBONECERM<SIZZOER
NoZccurspEAAAWAE=HECIRCla
ENQEINGPRGOLGG T OH™YM I

1 38 4356
MVXO0OXB
ZIYZNL
WZHOX1I
EOOOEP
ZFXSRX
EJBSHB
ONAURA
PZINRA
MVXO0OXA
IJYXWF
KNDOWJ
ERCURA
LVBZAQ
UWJWXY
IDGRKD
QBDRMQ
ECYVQW

Ficuee 42 FIGURE 43

1 That 18, messages mtercepted after the primary components have been reconstructed and enciphered by
keys different from those used in the messages upon which the reconstruction of the primary components was

accomphshed
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d The key letters are sought, and found to be NUM, which suggests NUMBER The entire

It 1s as follows

message may now be read with ease

hod 1s apphed

alents before the completion-sequence met.

ZhEHm AT AH <A MO MKE
HEHE ZMX A<tBX AN O=E RO
HMNO 4D ANOE K K AP
<M O0OAZOAMED EHU OAQ <M
A LMZ o HBBERAMMOODO
EHUOUMHAMNEIODRKERH ZO HMA

NUMBER
d sequences, the procedure 1s 1dentical with

hat one must not fail to convert the lettere

FIGURE 46

glom>.d ZHDODMLMEMODODN AL AL A
REXR EZHX O ZM O 206 Z2m B
mlnoaNnonoononN <D KA NO
Sl <> N OO KM AM > <t kH KX
SlHEeESHEHINZO AR D LZ EANHP>
Zlh=E2 <N JAEHRH <N HR DO QAL KE

¢ If the primary components are different mixe
ant point to note 1s §

that just indicated The 1mport;

mto their plain-component equiv
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CoLUMN 2
SPQMYAKQSA

CoLumx 3
UFBMUHJPUF

CoLuMN 1
OQEWQWMIOP

UIINMXKXEALNPEMNODRNBHPHOZAAMAN>MODA
HRNPEHOZAaA4aN IO AKRUDIDHYMELEPEMNG
KMEEEMNOCDRHRNEHEHOZAMN AP OARKRU I H X =
MEALEPEMNODRNHHOZANAMOAKUI
DXEANSPENMNODEHNEHHOZAA4MNJdMOAKD
HFNHHOZAMAPPOAKRU I HDXM EALE>EMNGO
AP EMNODHNHHOZAAMAMNOLOUAOKU I DM
A0 AQARUODINDMELESDPEMNODRERNEHRKOZ <
UL ELEPEXMNODHNEHHOZAM A0 A
ESTIONABLYCDFGHJKMPMAVWXZQ

MOdHOAARKRUINXKEAKKPEXMNODEHNEHEHOR
FHOZ M JAMOAOARUIDXMEALKSEMNODHRK
PHNEPEHOZAMN AU NORKRUIHDMEBLE>ENMN
ELMPEPEMNODRHRNHHOZAMAMOARKRUUIN
NI OARUDIHODXMEAKPEMNODHNEHOZ
OARKRUODINDXELOPEMNODRKHNEHHOZ <M.
ARPEMNODHMNBEHOZAANAHOARKYD L H XM
PHNEHEFHOZ<SO AU AKRUDIHDMEALMKS>EMNN
EPEPEMNOCDRHNEHHOZAN IHODAKUIH XS
THLONABLYCDFGHJKMPRVWXZQUE

ESPEMNOCDHNHHOZAMNAMNODAKU I »H XN
Z<<NAHOARUU DD EAMPEMNMNODHEVREH
OZ«A«MN IO AOAKRUNHXELEPDEMNODRKRNE
ANPEMNODRERENBHHOZA4NAMOAKU IS X
HWNNODHNEHHOZAN AMNODAKD I DX EOn>
PHNBHHOZAMN AXMOARUDIHDXEANKS>ENN
HMNODMHMNEBHHOZAMN AU ARUDIHDXEMNKG>
MEPEFEHOZaA4aMAXOARU I X EALK>EMNID
PHNEHEHOZ<<ON AMODAKUIHDMXEAMN>EMN

NABLYCDW..GHJKMPRVWXZQUESTI

FIGURE 44

Columnar assembhng of selected generatrices gives what 1s shown m Fig 45

1 2 3 4 5 8

<A dA>n K<
HPHKQSAARHJ
G dHadHDARK

FIGURE 45




SecTioNn X
REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, IV

Deriving the secondary alphabets, the primary components, and the key, given a cryptogram with its
plain text .. ... -

Denving the secondary alphabets, the primary components, and the keywords for messages, given two or

more cryptograms in different keys and suspected to contain identical plain text
The case of repeating-key systems. . ... .. . _. . .__ -

The case of 1dentical messages enciphered by keywords of different lengths .. . ___ _
Concluding remarks

41 General remarks —The preceding three sections have been devoted to an elucidation
of the general principles and procedure i the solution of typical cases of repeating-key ciphers
Thus section will be devoted to a consideration of the variations n eryptanalytic procedure arnsing
from special circumstances It may be well to add that by the designation “special circum-
stances’ 1t 1s not meant to imply that the latter are necessarly unusual circumstances The
student should always be on the alert to sevze upon any opportunities that may appear 1n which he may
apply the methods to be described  In practical work such opportumties are by no means rare and
are seldom overlooked by competent cryptanalysts

42 Denving the secondary alphabets, the primary components, and the key, given a
cryptogram with 1ts plain text —a It may happen that a cryptogram and its equivalent plain
text are at hand, as the result of capture, pilferage, compiomise, etc This, as a general rule,
affords a very easy attack upon the whole system

b Talang first the case where the plain component 1s the normal alphabet, the cipher com-
ponent a mrxed sequence, the first thing to do 1s to write out the cipher text with 1its letter-for-
letter decipherment  From this, by a shight modification of the principles of “factoring”, one dis-
covers the length of the key It 1s obvious that when a word of three or four letters 1s enciphered
by the same cipher text, the mterval between the two occurrences 1s almost certaimnly a multiple
of the length of the key By noting a few recurrences of plain text and cipher letters, one can
quickly determine the length of the key (assuming of course that the message 1s long enough to
afford sufficient data) Having determined the length of the key, the message 1s rewrttten accord-
g to 1ts periods, with the plamn text likewise in periods under the cipher letters From this
arrangement one can now reconstruct complete or partial secondary alphabets If the secondary
alphabets are complete, they will show direct symmetry of position, if they are but fragmentary
m several alphabets, then the primary component can be reconstructed by the application of the
principles of direct symmetry of position

¢ If the plain component 1s a mixed sequence, and the cipher component the normal (direct or
reversed sequence), the secondary alphabets will show no direct symmetry unless they are ar-
ranged 1n the form of deciphering alphabets (that 1s, A, Z, above the zero line, with their
equivalents below) The student, should be on the lookout for such cases

d (1) If the plain and cipher pmary components are 1dentical mixed sequences proceeding
m the same direction, the secondary alphabets will show indirect symmetry of position, and they
can be used for the speedy reconstruction of the prumary components (Paragraph 314 to o)

(84)
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(2) If the plam and the cipher primary components are 1dentical mixed sequences proceeding
m oppostte directions, the secondary alphabets will be completely reciprocal secondary alphabets
and the primary component may be reconstructed by applyng the principles outlined i para-

raph 31

o (3) ff the plam and the cipher primary components are different mixed sequences, the
secondary alphabets will show indirect symmetry of position and the prumary components may
be reconstructed by applymng the principles outlined m paragraph 31¢

¢ In all the foregoing cases, after the primary components have been reconstructed, the
keys can be readily recovered

43, Deriving the secondary alphabets, the primary components, and the keywords for
messages, given two or more cryptograms in different keys and suspected to contamn 1dentical
plain text —a The siaplest case of this kind 1s that mvolving two monoalphabetic substitution
ciphers with mixed alphabets derived from the same pair of shding components  An understand-
ing of this case 18 necessary to that of the case mnvolving repeating-key ciphers

b (1) A messages transmmtted from station A tostation B B then sends A some operating
signals which mdicate that B cannot decipher the message, and soon thereafter A sends a second
message, 1dentical i length wath the first  This leads to the suspicion that the plaim text of both
messages 18 the same The intercepted messages are superimposed Thus

FIVES ; UADR ONSKU SYPR | APOT anft YhPL., ©t a2 LRUT ATTA o nTuA [ 1C
1 NXGRV MPUOF ZQUCP VWERX QDZVX WXZQE TBDSP VVXJK RFZWH ZUWLU IYVZQ FXOAR
9 EMLHJ FGVUB PRING JKWHM RAPJM KMPRW ZTAXG JJMCD HBPKY PVKIV QOJPR BMUSH

(2) Imtiating & chan of cipher-text equivalents from message 1 to message 2, the following
complete sequence 18 obtained

1 2 3 4 5 6 7 8 © 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

NEWKDASXMFBTZPGLIQRHYOUVJC

(3) Expermmentation along already-indicated hnes soon discloses the fact that the foregomg
component 18 an equivalent primary component of the original primary based upon the keyword
QUESTIONABLY, decimated on the 21st interval Let the student decipher the cryptogram

(4) The foregomg example 1s somewhat artificial m that the plan text was consciously
selected with a view to making 1t contain every letter of the alphabet The purpose in doing
this was to permit the construction of a complete chamn of equivalents from only two short
messages, In order to give a sumple 1llustration of the prnciplesmmvolved If the plam-text message
does not contain every letter of the alphabet, then only partial chains of equivalents can be con-
structed 'These may be umted, if circumstances will permit, by recourse to the various prin-
ciples elucidated mn paragraph 31

(5) The student should carefully study the foregomng example n order to obtain a thorough
comprehension of the reason why 1t was possible to reconstruct the primary component from the
two cipher messages without having any plain text to begin with at all Since the plamn text of
both messages 1s the same, the relative displacement of the prumary components 1n the case of
message 1 differs from the relative displacement of the same primary components in the case of
message 2 by a fized mterval Therefore, the distance between N and E (the first letters of the
two messages), on the primary component, regardless of what plan-text letter these two
cipher letters represent, 1s the same as the distance between E and W (the 18th letters), W and K
(the 17th letters), and so on Thus, ths fixed interval permits of establishing a complete chamn
of letters separated by constant intervals and this chamn becomes an equivalent primary com-

ponent.
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44 The case of repeating-key systems —a With the foregoing basic principles in mind
the student 18 ready to note the procedure m the case of two repeating-key ciphers having 1dentical
plan texts First, the case :n which both messages have keywords of 1dentical length but different
compositions will be studied

b (1) Given the following two cryptograms suspected to contain the same plain text

Mgzssace 1

PVLLT
ZEFI 2

Mzssage 2

CTYBY LQF
CBL

CGSL Q T FLRHL
MTAI Z NSDWN Q NETOC
VSNZR B

(2) The first step 1s to try to determine the length of the period The usual method of
factoring cannot be employed because there are no long repetitions and not enough repetitions
even of digraphs to give any convincing indications However, a subterfuge will be employed,

based upon the theory of factoring

¢ (1) Let the two messages be superimposed

2
H
G

Q*ux
Hgg
L i~
NOgx o=mmg Wy
< H5x5
e rli
Wy
OLCy
g

HRAB EXRe
ORg Z2Ng A<y

QUs ocg Z»z

<Hg
nwg

WG B e
CEgE IR e
Z>s 2UE OCe
HaY CWa
H<s PO WCx
N=2
=0y
O > 8
2Ng
nmEyg
O HHSG

ool ol
oOHS
Z0g B2XNg
mwng
wCce
[ PRt o f ]
Z2rg U

4 u
E E

(2) Now let a search be made of cases of 1dentical superimposition For example, L. and L
6 18 30

uu u
are separated by 40 letters, Q, Q, and Q are separated by 12 letters Let these mntervals between
1dentical supermpositions be factored, just as though they were ordinary repetitions That
factor which 1s the most frequent should correspond with the length of the period for the following
reason If the perod 18 the same and the plain text 1s the same 1n both messages, then the con-
dition of 1dentity of supermmposition can only be the result of identity of encipherments by
1dentical cipher alphabets This is only another way of saying that the same relative positaon in
the keying cycle has been reached 1n both cases of identity Therefore, the distance between
identical superimpositions must be either equal to or else a multiple of the length of the period
Hence, factoring the intervals must yield the length of the pertod The complete hist of intervals
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and factors applicable to cases of 1dentical superimposed pairs 1s as follows (factors above 12
are omitted)

g
g
3

Repetition

)
g
3

Repetition

1st TV to 2d TV.
1st AH to 2d AH.
1st BL to 2d BL

2d BL to 3d BL

1st SR to 2d SR
1st FD to 2d FD.
1s6 ZNto 2d ZN .
1st DC to 2d DC.. .

K
©
—
(-]

1st EL to 2d EL.

1st UQto2dUQ . .
2d UQ to 34 UQ

1st UB to 2d UB

1st KM to 2d KM. .
1st AN to 2d AN _ -
2d AN to 3d AN -
Ist VT to 2d VT . ...
2d VT to 3d VT. . -

DO N
PN T N N N Ny

-

Q0 Q2 00 OO ¥

-
-

o

MO PPONONDNN
B 00 09 00 00 00 09
w300 g e i g O

(3) The factor 4 1s the only one common to every one of these intervals and 1t may be taken
as beyond question that the length of the period 1s 4
d Let the messages now be superimposed according to their periods
3 4 1 2 3 4 1 2 3 4

Y
S
N
Z
F
0
N

e (1) Now distribute the superimposed letters into a reconstruction skeleton of “‘secondary
alphabets "

Thus

L w Q A|S B|T N

(2) By the usual methods, construct the primary or an equivalent primary component
Taking hines ¢ and 1, the following sequences are noted

BL, DF, ES, HJ, 1I0, KM, LY, ON, TI, XZ, YC, ZQ,

which, when united by means of common letters and study of other sequences, yield the complete
original primary component based upon the keyword QUESTIONABLY

QUESTIONABLYCDFGHJKMPRVWIXZ

(3) The fact that the pair of nes with which the process was commenced yield the original
primary sequence 18 purely accidental, 1t might have just as well yrelded an equivalent primary
sequence,




ond
the

Mdod Z2M HH LT HHERTOdMEHZHZ<AMEBDN 2Z2M KO
2.1 Nt EOMN>ELEMEMEHONZORHREINMOR MK AOC
HUOUO KO HZEHEMKEOOHARE oA <A ZOMEE Z0 AN MZ
HeO NOSZMHOd W R OADHUENROAPPORHRONRNZ AN

lete texts are as follows
although different, were 1dentical n length

by keywords of differentlengths —a In the

FiauBE 50

ALl ZDHP Mt A>PRSOTHEU HNHN<CGREREE> DM ZD MX
Sl < =En NEES>SEHNHODOZZ4HHIYOJVNEHERN AR
OlLu T D NGB IEDHM KM ED A<k Z2A M ZQA A0 EHG
N> KM UM ZJ0oM JAOMADHUMNBOMN PNAMHNO AL

and by reference to the cipher text and the primary components,

46 The case of 1dentical messages enciphered
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(3) The key letters are sought and give the keyword SOUP The plam text for the sec
foregoing case the keywords for the two messages,

When this 18 not true and the keywords are of different lengths, the procedure need be only

shightly modified

keyword for this message 1s found to be TIME The comp

message 18 NOW known,

EPIEMNODHNEHOZXNAHOARDIT DX =ML x
mABLYCDFGHJKMPRVWXZQUESTION
I ENNODPHMNEHOZIMAMO AR YLD X XA x
EPMNEHOZAMANDARU NN MEMK>ENNT

MESTT_ONHABLYCDFGHJKMPRVWXZQ..U

mVWXZQUESTIONABLYCDFGHJKMPR
mTIONABLYCDFGHJKMPRVWXZQUES
AP EMNODHNEHHOZAMNAIMOUARUIT DNME
EMAarroARUUIYMEALEPEMNODMHNMNEHOZ <
mYCDFGHJKMPRVWXZQUESTIONABL

* < 2 [ B
S =Enm
LRETRm

<muzo &

FIGURE 48

mUESTIONABLYCDFGHJKMPRVWXZQ

mLYCDFGHJKMPRVWXZQUESTT_ONAB
<M IO ARUIINDMELEPDPEMMNODMHMUNEHEHOZ

mUESTIONABLYCDFGHJKMPRVWXZQ
Exlo M= AR ENNODRHNEBEHOZ<M MO ARD

IO ARSI EANPENNODHNE HO Z <
I O AR U IS EANPEXNNODHNEHOZ4mn
mKMPRVWXZQUESTIONABLYCDFGHJ
ENNODHNEHHOZAMAMOART TS M EM K> E
mYCDFGHJKMPRVWXZQUESTIONMBL

(2) The selected generatrices (those marked by asterisks in Fig 48) are assembled n

columnar manner

J (1) Having the primary component, the solution of the messages 1s now a relatively szmple

matter An application of the method elucidated in paragraph 37 1s made, involving the comple-
tion of the plain-component sequence for each alphabet and selecting those generatrices which

contain the best assortments of high-frequency letters Thus, using Message 1
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b Given the following two cryptograms suspected of contamning the same plamn-text en-
ciphered by the same primary components but with different keywords of different lengths, solve
the messages

Message No 1

VMYZG EAUNT PKFAY JIZMB UMYKB VFIVV
SEOAF SKXKR YWCAC ZORDO ZRDETF BLKFE
SMKSF AFEKV QURCM YZVOX VABTA YYUOA
YTDKF ENWNT DBQKU LAJLZ IOUMA BOAFS
KXQPU YMJPVW QTDBT 0SIYS MIYKDU ROGMW
CTMZZ VMVAJ
Mgessaege No 2

ZGAMW IOMOA CODHA CLRLP MOQOJ EMOQU
DHXBY UQMGA UVGLQ DBSPU OABIR PWIXYM
OGGFT MRHVF GWKNI VAUPF ABRVI LAQEM
ZDJXY MEDDY BOSVM PNLGX XDYDO PXBYU
QMNKY FLUYY GVPVR DNCZE KJQOR WJXRY
GDKDS XCEEC

¢ The messages are long enough to show a few short repetitions which permit factoring
The latter discloses that Message 1 has a period of 4 and Message 2, a period of 6 letters The
messages are supertmposed, with numbers marking the position of each letter mn the corresponding
period, as shown below

1 2 3 41 23 41 2 3 41 23 41 2341234
Nol VMYZGEAUNTPKFAYJIZMBUMYK
No2 ZGAMWIOMOACODHACLRLPMOQO

1 2 3 46 613 3 465 61 238 45061 234325 6

1 23 41238 41 23 41 23 4123412323 4
Nol BVFIVVSEOAFSKXKRYWCACZOR
No2 JEMOQUDHXBYUQMGAUVGLQDBS

1 23 4561 32 38 45 61 23 4085613234256

1 23 4123 41323 41323 41234123 4
Nol DOZRDEFBLKFESMKSFAFEKYVQU
No2 PUOABIRPWXYMOGGFTMRHVFGW

1 2 3 4 5 61 23 45 61 2 3 4656 123425 6

1 23 4123 413234123 412341234
Nol RCMYZVOXVABTAYYUOAYTDKFE
No2 KNIVAUPFABRVILAQEMZDJXYM

1 2 3 465 61 2 3 46 61 2 3 4 561 2 3 475 6

12 3 41 23 41 23 413 3 41 2341 2 3 4
Nol NWNTDBQKULAJLZIOUMABOATFS
No2 EDDYBOSVMPNLGXXDYDOPXBYU

1 2 3 456 1 2 8 465 81 23 4661 23425 6

1 23 412 3 412 3 41 238 412341235 4
Nol KXQPUYMJPWQTDBTOSIYSMIVYK
No2 QMNKYFLUYYGVPVRDNCZEKJQO

1 2 3 4561 23 46 6123 466123 4205 6

1 2 8 41 2 3 41234133 4
Nol UROGMWCTMZZVMVAJ
No2 RWJXRVGDKDSXCEEC

1 2 38 45 61 23 4561 2 3 4
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d A reconstruction skeleton of “secondary alphabets’” 18 now made by distributing the
letters 1n respective lines corresponding to the 12 different superimposed pairs of numbers For
example, all pairs corresponding to the superimposition of position 1 of Message 1 with position 1

of Message 2 are distributed 1n hines @ and 1 of the skeleton Thus, the very first superimposed
1

pair 18 l ‘Z” the letter Z 1s mserted 1n line 1 under the letter V' The next {] pair 1s the 13th super-
1
1mposition, with { g, the letter D 1s mserted 1n line 1 under the letter F, and so on The skeleton

18 then as follows

¢ |alBlc|D|E|F|a|H|[T|a[k|L|M|N|o|P|[Q|R|S|T|U|V|W|X|Y|Z

-1 (T\J| |P| |D alclclE K{O| |R|Z

2-2 |[H|[V|N G| |U W ED/M|L|X

3-3 |E M x| (¢ [T(p|J] |N R AlO
e X| |0|C DK |A|F|Y|Q VM
Bl 15 B| |T|W| (L R| |E N| |YlQ Ula
£ 26 (M|0 I C D u|v| |F|R
§3—1o G R L| [P [s| D Z

42 |[L|P H ulv E|D|M F

1-3 QlJ ViW|K|o(X|Y M|A

2-4 |B J| [x[Plo Al |F|Y

3-5 |N|R Y B|C|G Qls

46 M Lo slulviw(x

FIGURE 51

¢ There are more than sufficient data here to permit of the reconstruction of a complete
equivalent primary component, for example, the following
1 2 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 M4 25 28

1 TKNPZUMWBQEULFCSJAXRGDVOY

f The subsequent steps i the actual decipherment of the text of either of the two messages
are of considerable nterest Thus far the cryptanalyst has only the cipher component of the
pnmary shding components The plamn component may be identical with the cipher com-
ponent and may progress in the same direction, or m the reverse direction, or, the two com-
ponents may be different If different, the plamn component may be the normal sequence,
direct or reversed Tests must be made to ascertamn which of these various possibihities 18 true

g (1) It will first be assumed that the primary plain component 18 the normal direct
sequence Applymg the procedure outhned m Par 23 to the message with the shorter key
(Message No 1, to give the most data per secondary alphabet), an attempt 1s made to solve
the message It 1s unnecessary here to go further mto detail 1n this procedure, suffice 1t to
mdicate that the attempt 1s unsuccessful and 1t follows that the plamn component 18 not the
normal direct sequence A normal reversed sequence 18 then assumed for the plamn component
and the proper procedure applied Agaim the attempt 1s found useless Next, 1t 15 assumed
that the plain component 1s 1dentical with the cipher component, and the procedure outhned m
Par 37 18 tried This also 1s unsuccessful Another attempt, assuming the plain component
runs 1n the reverse direction, 1s ikewise unsuccessful There remams one last hypothesis, viz,
that the two primary components are different mixed sequences
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(2) Here 18 Message No 1 transeribed in periods of four letters Uniliteral frequency
distributions for the four secondary alphabets are shown below m Fig 52, labeled 1a, 2a, 3a,
and 4¢ These distributions are based upon the normal sequence A to Z But since the recon-
structed cipher component 1s at hand these distributions can be rearranged according to the
sequence of the cipher component, as shown 1 distributions labeled 1b, 2b, 3b, and 4b m Fig 52
The latter disirbutions may be combwned by shifting distributwons 2b, 3b, and 4b to proper super-
vmpositrons unth respect to 1b 30 as to yeld a single monoalphabetic dustribution for the entire message
In other words, the polyalphabetic message can be converted wnto monoalphabetic terms, thus very
considerably ssmplyfying the soluton

Mzussage No 1

VMYZ VABT la IECDEFCHIJRLNNOPQRSTOVAXTZ
GEAU AYYU

NTPK OAYT o %EEDEFGHEJEEENBPQESTU§%§§§
FAYJ DKFE

IZMB NWNT < . S o s_s_= . 5.
UMYK DBQK 3 ABCDEFGHIJKLMNOPQRSTUVWXYZ
BVFI ULAJ

VVSE LZIO0 4 SCDEFGHIJRLMNOPQRSTUVWRYZ
OAFS UMAB

KXKR OAFS

YWCA KXQP

CZOR UYMJ e s e mss.
bozr puqr 1 ITRNPZHEWBQEULFCSJAXRGDVOY
DEFB DBTO 3

LKFE SIYS g ?TﬁNP%Hﬁ%EQEULFESJ%ERGD% Y
SMKS MIYK

FAFE UROG e m e < s F. . = < =
cvqu mnce % ITENP HEWBQEULFCSJAXRGDVOY
RCMY MZZV _ _ -

ZVOX MVAJ 46 ITRNPZHMWBQEULFCSJAXRGDVOY

F1GURE 52
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(3) Note m Fig 53 how the four distributions are shifted for supernmposition and how the
combined distribution presents the charactenstics of a typical monoalphabetic distribution

- =

O
<yl

o/l

=il
=2/
o/
N/
=]

1b IT MWBQEULFCSJAXRG Y
= - ~ §§\ E s § =
2b EULFCSJAXRGDVOYITKNPZHMWEGQ
o ws. 3 oS ER < =
3b KNPZHMWBQEULFC.SJAXRGDVOYIT
- = x Es EE .= = oo~ XS
4b PZHMWBQEULFCSJAXRGDVOYITKN
= s
= = =
140 FLEISE EZEs FEESESs S EEERL
combmed ITKNPZHMWBQEULFCSJAXRGDVO
KFIGURE 53

(4) The letters belonging to alphabets 2, 3, and 4 of Fig 52 may now be transeribed m terms
of alphabet 1  That 1s, the two E’s of alphabet 2 become I’s, the L of alphabet 2 becomes a K,
the C becomes a P, and so on  Likewise, the two K’s of alphabet 3 become I's, the N becomes
aT,andsoon The entire message 1s then a monoalphabet and can readily be solved Itis as
follows

VDVTG ISWNS KOFMV LIRZZ UDVOB UUDVU
ENEMY HASCA PTURE DHILL ONETW OONEO
FMOMU UKWIS YVLFC RDSDL NSDIU ZLJUM
URTRO OPSHA VEDUG INAND CANHO LDFOR
SDIUF MUMKU WWRPZ GZUDC VMMVA FVWOM
ANHOU RORPO SSIBL YLONG ERREQ UESTR
VVDJU MNVTV DOWOU KSLLR ORUDS ZOMUU
EINFO RCEME NTSTO PADDI TIONA LTROO
KWWIU FZLPV WVDOY RSCVU MCVOU BDJMYV
PSSHO ULDBE SENTV IAGEO RGETO WNFRE
LVMRN XMUSL

DERIC KROAD

(5) Having the plain text, the derivation of the cipher component (an equivalent) 1s an
easy matter It 18 merely necessary to base the reconstruction upon any of the secondary alpha-
bets, smee the plain text—eipher relationship 1s now known directly, and the primary cipher
component 1s at hand  The primary plain component 1s found to be as follows

1 2 8 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 28 24 25 26

HMPCBL RSW ODUGAFQKIYNETYV

(6) The keywords for both messages can now be found, if desirable, by finding the equivalent
of A, m each of the secondary alphabets of the original polyalphabetic messages The keyword
for No 1 1s STAR, that for No 213 OCEANS

152018—38——7
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(7) The student may, if he wishes, try to find out whether the primary components recon-
structed above are the original components or are equivalent components, by examining all the
possible decimations of the two components for evidences of derivation from keywords

h As already stated imn Par 26/, there are certain statistical and mathematical tests that
can be employed in the process of “matching” distributions to ascertain proper superimpositions
for monoalphabeticity In the case just considered there were sufficient data mn the distributions
to permut the process to be appled successfully by eye, without necessitating statistical tests

1+ This case 18 an excellent illustration of the applhcation of the process of converting a
polyalphabetic cipher nto monoalphabetic terms Because 1t 18 a very valuable and important
cryptanalytic “trick,” the student should study 1t most carefully in order to gain a good under-
standing of the prnciple upon which 1t 18 based and its significance 1 cryptanalysis The
conversion 1n the case under discussion was possible because the sequence of letters forming the
cipher component had been reconstructed and was known, and therefore the umihiteral dis-
tributions for the respective secondary cipher alphabets could theoretically be shifted to correct
supermmpositions for monoalphabeticity It also happened that there were sufficient data n
the distributions to give proper indications for their relative displacements Therefore, the
theoretical possibihty 1n this case became an actuality Without these two necessary conditions
the superimposition and conversion cannot be accomphshed The student should always be
on the lookout for situations m which this 18 possible

46 Concluding remarks —a The observant student will have noted that a large part of
this text 18 devoted to the elucidation and application of a very few basic principles These
principles are, however, extremely important and their proper usage mn the hands of a skilled
cryptanalyst makes them practically indispensable tools of hus art  The student should therefore
drill lumself 1n the apphecation of these tools by having someone make up problem after problem
for lum to practice upon, until he acqures facility in their use and feels competent to apply
them 1n practice whenever the least opportumty presents itself This will save him much time
and effort 1n the solution of bona fide messages

b Contmuing the analytical key introduced in Mihitary Cryptanalysis Part I, the outline
for the studies covered by Part II follows herewith

Analytical Key for Military Cryptanalysis, Part I *

(Numbers in parentheses refer to Paragraph Numbers In this text)

506 Penodie (2)

402—Poly Mlphabetic
Systems (1, 2)

1

811—Flexible  Perio-
ﬂlf‘x? ﬁ.g;) (to be taken ity (2b)

612—Fixed Periodics

700—Progressive (to be
taken up later) ¢

Systems (3)

710—Repeating Key

506--Aperiodic (to be
taken up later)

811=-With Interrelat
ed Clpher Alphabets
612

812—With Independ
((sgct) Cipher Alphabets

903—Normal Cipher
Alphabets (Primary
Components are both
Normal) (13-14)

|

1001—Difrect  Stand
Cipher Alphabets

ard
(13a-h 14a-f, 15

904—Mized Cipher
Alphabets (Primary
Components are not
both Normal) (16, 17)

1002—Reversed Stand
ard Cipher Alphabets

1003—Both

nents mixed (27-40)

Lompo-

1004—0:
normal (16, 17)

ne component

(131 14g 15)
1 1
1101--Different Com 1102—Identical Com
ponents (39) ponents (28-30)

1103—Flain  Compo-
nent Normal (18-25)

1104—Plain  Compo-
nent Mixed (26)

(31-37

1201—8equences pro-
ceed jn same direction
40-46)

1202—8equences pro-
ceed in opposite direc
tions (38, 40-46)

*For explanation of the use of this chart see Par 50 of Military Cryptanalysis Part I
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M{P|S|V|Z]|D

DIB|H|K|N|Q|T|W/A{E
olR|U|X|B|F

ZTAENKZILHORUQWXBFDJMPSVYCG

Y{B{E[H|L|P
W{Z|C|F{IIM|Q
X|A|D|{G|J[N|R
Y|B|E{H|KjO0|S

B|E{H|K|N|R|V
T|Z|C|FI{I{LIO}|S|W
o|ls|w|Uu|{A|D|G|{J[MIP|T|X
G|J|M|{P|S|W]|A
HIKINIQ|T|X B
I|LjO;RIU|Y|C

AlD|G|J{M[Q|U
PlT|x|VIBIE|H|KIN|Q|U|Y

U(X|A|D|GIK|O
ZICIF|II|LIP|T
C|F|I|L]O|R|V|Z

ClAIG|J
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TasrLe IV

L

E

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWXYZ

AUBFOLAJMIPSVRXYCGEKNQTWZDH

=042, Opa=00n (Ouz 1 F)

m K

(1) A
@) F
Enciphering equations 6xn

CGPMBKNJQTWSYZDHFLORUXAEI
DHQNCLOKRUXTZAEIGMPSVYBFJ
EIRODMPLSVYUABFJHNQTWZCGK
FJSPENQMTWZVBCGKIORUXADHL
GKTQFORNUXAWCDHLJPSVYBEIM
AHLURGPSOVYBXDEIMKQTWZCFJN

\i
L
X
Y
Z

ICJNWTIRUQXADZFGKOMSV
JDKOXUJSVRYBEAGHLPNT
KELPYVKTWSZCFBHIMQOU
OIPTCZOXAWDGJFLMQUSY
PJQUDAPYBXEHKGMNRV
YSZDMJYHKGNQTPVWAECIL

olk|R|V|E|B|Q|Z|C|Y|F|I|L|H|N

RIL|s|{w|F|Cc|R|A|D|Z|G|J[M|I|O
TNUYHETCFBILOKQRVZXD

HBIMVSHQTPWZCYEFJNLR
LFMQZWLUXTADGCIJNRPV
MGNRAXMVYUBEHDJKOSQW
NHOSBYNWZVCFIEKLPTRX
SMTXGDSBEAHKNJPQUYW
UOVZIFUDGCJMPLRSWAYE
VPWAJGVEHDKNQMSTXBZF
WQXBKHWFIELORNTUY
XRYCLIXGJFMPSOUVZ

Components

B
c
D
E
F
G

PACH. S

Q
c

N >
"o
=
= e
>
= <
B >
W x
m =
oD
A
(e a
2 B
=
- (1
X n
DU
H -
I N
o
O
(O 4
(a2
O o
m M
<} [x,

S~

U|Q|Z|I|G|S|E|H|T|D|J|U|M|K|V|A|L|W|N|O|X|F|B|P|Y|R

9('/2 (9|/2 18 F)
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TasrLe IIT

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
AlF|B|P|Y|R|C|Q|Z|I|G|S|E|H|T|D|J|U|M|K|V|A|L|W|N[O]X
BIX|F|B|P|Y|R|C|Q|Z|I|G|S|E|H|T|(D|J|U(M|K(V|A|L|W|N|O
Clo|X|F|{B|/P|Y!R|C|Q|Z|I|G|S|E|[H|T|D|J|UIM{K|VIA|L|W|N
DIN|O|{X|F(B|P|Y|R|C|Q|Z|I|G|S|E|H|T|D|J|U|M|K|V|AIL|W

ZII|G(S/EH|TID|J|U|M|K|V|A|L|W|N|OIX|F|B|P|Y|R|C

I/G{SIE|H|TIDIJIUIMIK|V|A|L|WIN|IO|X|{F|{B|P|Y|R|C|Q|Z

S et

JIUMIKIVIAIL|WIN|OIX|F(B|IPIYR{C|{QIZ|I|{G|S|E|H|T

Enciphering equations 6y4=0,5, O,

Components

Elw(N[o|x|F[B[P|Y(Ric|Q|z|I(c|S|E|R|T|D|J|U[M|K|VI|A|L

FIL|W|N|OIX|F|B|P|Y|R|C|Q|Z|I|G|S|E|H|T|D|J|U[M|K|V|A
GIAIL(W|N|O|X|F|B|P|Y|R|C|Q|{Z|I|G|S|E|H|T(D|J|U[M[K|V
HIV|A|L|W[N|O|X|F|B(P|Y|R|C|Q|Z|I|G|S|E|H|T|D|J|U|M|K
TIK[V|A|L|W|NIOIX|F|B|P|Y|R|C|Q|Z|I|G|S|[E|H|T|D|J|U[M
JIM|KIV|A[L|W|N(O|X|F|[B|P|Y|R|C|{Q|Z{I|G|S|IE|H|T|D|J|U
K|UM|IK|VIAIL|W|N|{O|X|F|B|P|Y|R|C|Q|Z|I|G|S|E|H|T|D|J
L{JIUIMIK|V|A|L|W|N|O|X|F|B|P|{Y|R|CIQ|Z|I|G|S|E[H|T|D

» M|D
&

i

O|H|T|D|J|U|M|K|V|A|L|W|N|O|X|F|BIP|Y|R|C|Q[Z|I|G|S|E
PIEIH|IT|D|J(U|M|K|VIA[L|WINIO|X|FIB|P|[Y|R|C|Q|ZII|G|S
Q|S|E(H|T|D|J|U[M|K|V|A|L|WIN|O|X|F|B|(P|Y|R|C|Q(Z]|I]|G
RIG|S|E|HIT|D|J|U|M(K|V|A|L|WIN|O|X|F|B|P|Y|R|C{Q|Z[I
VICIQIZ|I|[G|S|E{H|T|D|J|U{M|K|VIA|L|W|N|O|X|F|B|{P|Y|R
WIR|CIQ|Z|I|G|S|E|H|T|D|J|UM{K|V|A|L|W|N|O|X|F|B|P|Y
X|Y/R|IC|Q|Z|I|G|S|E|(H|T|D|J|U[M|K|V|A|L|W|N|O|X|F|B|P
YIP|YIR|C|Q|Z|I|G|S|E|H|T|D|J|U|M|K|V|A|L|W|N{O|X|F|B
Z|BIPIYIRICIQIZ|I|GISI|IE/H|TIDIJIUIMIK|IVIAILIWIN|O|XIF

M NIT|ID(J|U|M|K|V|A|L|W|N|O|X|F|B|P|Y|R|C|Q|Z|I|G|S|E|H
S
T
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TasLe VI

Components

Opsz (641 18 A)

Enciphering cquations ©xp=06c1, Oin

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWZXYZ
A[AITIFIGIJIUILIT|M[F|C|Z[D[X[W|S|O|Q|K|H|E|B|Y|V|R|N
BlHIA|WIN|[Q|B|S|P|T{M|J|G|K|E|D|Z|V|X|R|O|L|I|FiC |Y|U
clc{elalR[u[F|{w|{T|X|Q|N|K|O|I|H|D|Z|B|V|SIPM|J|G|C|Y
pluln{glajp(o|Fic|c|Z|W|T|X|R|QIM|I|K|E|B|Y|V|S|P|LIH
EIRIKIG|X|AlL|C|Z|D|W|T|Q|U|O|N|J|F|HIB|Y|VISIPIMTE
Flglz|viM|P|a|[R|O|S|L|I|F|J|D|C|Y|U|W|Q|N|KIHIE/B}X|T
clPlT|E|V|Y|[J|A|X|B|U|R|O|S|M|L|H|D|F|Z|W|T|Q|NK|G|C
ulsit|H|Y|B|M|{D|A|E|X|U|R|V|P|O/K|G|I|C|ZIW|TIQ|N|JF

ulq|u

100
TabBLe V

Components

9‘,/-.- (Gm 18 A)

Gpny G1n

Enciphering equations 6p

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ

A{A|V|IKIM[U|J|DIT|H|E|S|G|I!/Z{Q|C|R|Y{P!B[(F|X|O|N{W|L

fotipluix{zlziw{alTlQIN|RILIKIG|C|E|YIVISIPIMIJIFIB
JIvlolx|Ble|P|G|(D|H{A|X|U|Y|S|R|N|J|L|F|C|Z|W|T|Q/M|I

k|YIRIN|E|H|S|J|G|K|D|A|X|B|V|U|Q|M|O|I|F|C|Z|W|T|P|L

LBUQHKVMJNGDAEYXTPRLIFCZWSO

MXQMDGRIFJCZWAUTPLNHEBYVSOK
NiDiwlslolu|x|o|L|{P|I|F|C|G|A]|Z|V|R|T|N|K|HIE|B|Y|UQ
olelxiT|k|IN|Y|PIM{Q|lu{G|{D{H|BlA|W|SIU|O|L|I|F|C|Z|V|R
PIBXORCTQUNKHLFEAWYSPMJGDZV
QMFBSVGXUYROLPJIEACWTQNKHDZ
rRlIxiplzlalTielvis|wip|M{JIN|HIGICIY|AJUIR|OIL|IIF|BIX
SQJFWZKBYCVSPTNMIEGAXUROLHD
rlrimlI|z|{cIN|E|B|F|Y|V|S|W|Q|P|L{H|J|DIA|X|UIRIO|K|G
UWPLCFQHEIBYVZTSOKMGDAXURNJ
vizlslo|F|Z|T|K|H|L|E|B|Y|C|W|V|R|N|P|J|GIDIA X

wlcIVIR|TI|L|W|N|K|O|H|E|W|F|U|T|U|Q|S[M|J|GD|V|X|T|P]
x[Flylult|olz{qQ[N|[R|K|H|A|I|C|B|X|T|V|P|M|J|G|D|A|W|S
YJCYPSDURVOLIMGFBXZTQNKHEAW
ZNGCTWHYVZSPMQKJF‘BDXUROLIEA

AT

B|B|F|X(OIN|W|L/A(V(K|M|U|J|DITIH|E|S|G|I|Z|Q|C|R|Y|P
C|{C|RIY{(P|B|F|X|O|N(W|L{A|{VIK(M|{U(J|{D|T|H|EIS|G|I|Z|Q
D{D|T|H{E|S|G|I|Z|Q|C|R|Y|P|B{F|X|OIN|{W|L|A|VIKIM|U|J
E|E|S|G|TI|Z|Q|C|R|Y|P/B|/F|X{O/N/W/L|A|/VIKIM|U|J|D|T|H
F|F|X|[O|N(W|L|A|V|K|M|U|J|D|T|/H|E|S|G|I|Z|Q|C|R{YIP|B
G|{G|{I|Z|Q|C|R|(Y|P|B|F|X|O{N|WIL|A|V|IK(M|U|J|D|T|H|E|S
HIH|E|S|G|I|Z{Q|C|R|Y|P|B|F|X|O|N|W|L|A|V|KIM|U|J|D|T
I{I|Z|Q|C|R|Y|P|B|F|X|O|N|WIL|A|V|K|M|U|J|D|T|/H|E|S |G
J|J(D|T|HIE|S|G|I|Z|Q|C(R|{Y|P|B|FIX|O|N|W|LIA|VIKIM|U
KIK|M{U|J|D|T|H|E(S|G|I|Z|Q|C|R|Y|P|B|F|X|ONIWILIA|V
LILIAIVIK|M|U|J|D|T|H|E|S|G|I|Z|Q|C|R|Y|P|B|F|X|O|N|W
MI|M{U|J|D|ITIH|E|S|G|I|Z|Q|{C|R|Y|P|B|F|X|{O|N|W|L|A|V]K
N|N|WIL/A|IVIK|IM|{U|J|D|T|H|E|S|G|I|Z|Q|C|R|Y|P|B|F|X]O
O{O|N|WIL|A|V|K|M|U|JID|T|H|E|S|G|I|{Z|Q|C|R|Y|P|B|F|X
P{P|B{F|X|O(N{W|LIA|VIK\M|U|J{D|T|H|E{S|G|I|{Z|Q|CIR}Y
QIQ|{C|R{Y|P|B|F|X|OIN|{W|L|A{V|K|M|U{J|D|T|H|E|S|G|I|Z
RIRIYIP|B|F|X|O|N|W|L|A|V|K|M|U|J|D|T|HI|E|S|G|I|Z]|Q|C
S|S|GIT|Z|Q|C|RIY|P|B|F|X|O(N|{W|L|A|V(K|M|U|{J|D|T|H|E
T|T/HIE|S|G|TI|Z|{Q|C|R|Y|P|BIF X|O|N|W|L|A|V|K|M|U|J|D
UJU|J|D|TIH|E|S|G|I|Z|Q|C|R|Y|P/B|F|IX!O|N|W|L|A{V|K|M
VIiVIKIM|U[J|D|TIH|E|SIG|I{Z|Q{C{RIY|P(B|F|X[O|NIW|L|A
WIW|LIA|V|KIMIU(J|D|TH|E|SIG|I|Z|{Q|C|R|Y|P|B|F{X|O|N
X{X|O|N/WILIAIVIKIM{U|J|D|T/H|E[S|G|I|Z|Q|C|R|Y|P|B|F

Y|Y|PB|F X|O|N[WIL{A[V|K|IM[U|J|D|T\H|E|S|G|I|Z|Q|C|R
Z{Z|QI|CIR|Y(P[B(F(X|/O|N|WILIA{V{(KI(M|U{JIDI|T{H|E(S|GI|I

AN
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Tasue VIII

Componets

N
>~ O
=
E &=
>
o <
B >
W x
® =
oD
[ e
o QA
= B
= I
=1 [
X w0
2 U
HH
I N
4 =g
O
[ 4
Q>
O A
mm
<

~ ~
N Nt

Opn Byz 15 F)

Enciphering equations Oxpz=0.4, 62

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ

AJU|V|W|X|Y Z|AIB|C|D|E|F|G/H|I|J|K|L|M(N(O{P|Q|R|S|T

NOPQRSTUVVFV—XYZABCDEFG

E|F|GIH|I|(J[K|L|M|N|OIP|Q|R|{S|T|U(V|W|{X|Y{Z|A|B[C|D

B|B|C|D|IE(F|IG|H|T|J|K|L|M|N|O|P|Q|RIS|T|U|VIWX|Y|Z|A
C|F|GIH|IT|J|K|L|M|N|O(P|Q|R|S|T|U(V|W|X|Y Z{A(B|IC|D|E
D|IO|P|QIR[S|T|U|VIW|X|Y|Z|A|B|C|D|EIF|(G|H|I|J|K{L|M|N
E|L|M|N[O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|(F|GIH|I|J[K
F|A|B|C[D|E!F|G|H|II|J|K|L|{MIN|O(P|Q|R|S|T(UIVIW|X|Y|Z
G|J|K|LI[M|NjO|[P|Q[R|S|T|U|VIW|X|Y|Z|A|B|CID|E|F|G|H|I
HIM|N|O|P|Q|R[S|T|U|V|W|XY|ZIA|B|CIDIE|F|G|H|I|J[K|L
I|I|J|K|L|M|N|O|P(Q|R|S|T|U|V|W[X|Y|Z|AB|C|D|IE|F|G|H
J|PIQIR|S|T|U(V|W|X|Y|Z|A|B|C|D|E|F|GIH{I|J|/KILIMINIO
K|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F|G|H|I|J|K|L{M|N/O|P|QR
L|V|W|X|Y|Z[A|B|C|D|E|F|G|H|I|J|K|L|M|N|O|P|Q|{R|S|T|U
M M|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F|G|H|T|J[K|LIMIN|O|P|Q

Ad

N|X|Y|Z|A|B|C|D|E|F|G|H[I|J|K|L|M|N;OIP|Q|R|S[TIU(V|W
O|Y|Z|A|B|C|D|E|F|G|H|I|J|K|L|M{N|O[P|Q{R|S|T|{U|VIWIX
P|C|D|E{F|G(H|I|J|K|L|M|N|O[P|Q{R|S|T|U|VIW|X[Y|Z]|A|B
Q|G|H|I|J|K|L|M|N|O|P|Q|R|S|T|U|V|W|X|Y{Z|A|B|C[D|E|F
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TasLe VII

Components

G
Q

Enaphlering equations Ogp

0l)lh ellﬂ=0ell (9|/z 15 F)

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
A|GIHIIT|J|IK|L|MIN|O(P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F
BIZ|A|B|C|D|E|F|GIH|ITI|J{K|L|M|N|O|P[Q|R|S|T|U|V|W|X|Y
CIV|W|X|Y|{Z|A|B|C|D|E|F|G|HII|J|K|L|{M{N|O|P|Q|R|S|T|U
DIM(N(O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F|G{H|I|J|K|L
E[P[Q[R|S|T|U|V|{W|X|Y|ZIA|B|C|D|E{F|G|H|I|J|K|L|M|{N|O

Q(R|S|TIU|VIWIX|Y'Z/A|B|C|DIE|FIGIHIT/JIKILIM|N|O|P
VI|T|U|V|W|X|YIZ|A|B|C|D|E|F|GIH|T|J|K,LIM/N|O|P|Q/R|S
WIW|X|Y|Z|A|B|C|DIE|F|G|H|I|J|K|LIM|N|O|P|QIR|S|T|UIV
X|Z|A|B|C|D|E|F|{G|H|I|J|K|L|M/N|O|P|Q|R{S|TIUIVIW|X|Y
Y|D|IE|F|G|H|I|J|K|L/MIN|O|P|Q|R|S TIU|VIW | X|Y|Z{A|B|C

R
S
T
U

z|HlzlJlkILIM{N|olP|QiRISITIU|VIW|X!Y|Z|AIB|[C|D|E|F|G

F|A|B|C|D|E{F|GIH|I|J|K|L|M|N|O|P|Q|R|SI|IT|U|VIW|X|Y|Z
G[R|IS{T|U|V|W|X|Y|Z|A|B|(C|DIE|F|G|H|I|J|K|L|{M{N[O[P]|Q
HJO|P|Q|R|S|T(U|V|{W|X|Y|Z|A|B|C|D|E(F|G|H|I|J|K|L|M|N
I|S|T|U(V(W[X|{Y|Z|A|B|C|D|E|F{G[(H|I|J|K|L|M|N|O|P|Q{R
J{L|M|N|O|P|Q|R|S|T|U|V|W{X|Y|Z|A|B|C|D|E|F|G|H|I|J|K
K{I|[J|K|L|M|N|O|P|Q|R|S|T|{U|V|W|X|Y|Z|A|B|C|D|E|F|G|H
LIF|IG|/H|I|J|KIL|M|N|O|P|Q|R[S|T|{U|V|W(X|Y/Z|A|B|C|D|E
M{J(KILIM|N|O|P|Q|R|S|T(U|V(W|{X|Y|Z|A|B|C|D|E|F|G|H|I
N(DIE(FIG|H|I|J|K|L|M|N|O(P(Q[R|S|T|U|V|W|X|Y|Z[A|B|C
O|C|D|E|F|G|H|I!J|K|L|M|N|O|P(Q|R|(S|T|U|V|W|X|Y|Z|A|B
P|Y|Z|AIB|C[D|E|F|G|H|I|J|K|L|M(N|O|P|Q|R|S|T|U|V|W|X
QIU|V|W|X|Y|Z|AIB|C|D|E|F|G|H|I|J|{K|L|M|N|O|P|Q{R|S|T
R|W|X|Y|{Z|A|B|C|DIE{F|G|H|I|J|IK|L|M[N|O|PIQ|R(S|T|U|V
S|Q|R|S|T|U|V(W|X|Y|Z|A(B|C|D|E|F|G|H|I|J|K|L|M|N|OIP

TIN|IO|P(Q[R|{S|T|U|V|W|X|{Y[Z|A|B|C|DIE|(F|G|H|I|J|K|L(M

U|K|L|M|N|OJP{Q|R|S|T|U|V(W|X|Y|Z|A|B|[C|D|E|F|G|H|I|J

VIH|I|J|K|LIM|N|O|P|Q{R|S|T|U|V|W(X|Y|Z|A|B|C|DIE|F|G
W(EFIGIH|I|J|K|L|M|N|O(P[QIR|S|T|U|V|W|X|Y|Z[A[B|C|D
X|BIC|ID|E|F|G|H|I|J(KIL|M/N|O|P|Q|R|S|T{U[(V|IW|X|Y|Z|A
YI{X|Y|Z|A|B|C|D|E|(F|G[(H|I|J|K|L|M|N|O|P|Q|R|S|T{U|V|W
Z|T/U|VIWIX|Y|Z|A|IB|CIDIE|{F|GIHII|JIK|IL|IMINIO[PIQIRIS
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TasLe X3

Components
(1)
)

=06pp (B1n 18 A)

B¢s2, B1n

Enciphering equations 6xp

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWXYZ
AABCDEFGHIJKLMNOPQRSTUVWXYZ
BLPQJHBSTGUVWKOXYZCEDMANFRI
CWYZUTPEDSMANVXFRIQHJKLOBCG
DNRIMDYHJEKLOAFBCGZTUVWXPQS
EOCGKJRTUHVWXLBPQSIDMANFYZE

TIU|A|O

kiBlolTw/x|L|P|C|I|R|S|E|J|V|M|NIF|Y|QIG|HIUIA

TMFNHLOABRZYGSDKUWXPCIEJV

SMLRBUXPOCIEZTDKWAFYQGHJVN

Q

FXQSVUCDMTANFWPYZEGJKLOBRIH
GFZEAMQJKDLOBNYRIHSUVWXPCGT
HBIHLKZUVJWXPORCGTEMANF‘YQSD
IPGTWVIMAUNFYXCQSDHKLOBRZEJ
JYSDNAGKLMOBRFQZEJTVWXPCIHU

KREJOLSVWKXPCBZIHUDANFYQGTM
LCHUXWEANVFYQPIGTMJLOBRZSDK

> M
&
M N|Z|D

0IJVPXDNFWYQGCEHUAKOBRZSTML
PGUAYFJOBNRZSQHTMLVXPCIEDKW

Q

RIE[x|w(c|P[M|F|Y|X|Q|G|H|I|D|JIV|N|L/BIR|Z}|S

SHVNQYKBRFZSTGJUAOWPCIEDMLX
TTAOZRVPCBIEDSUMLXNYQGHJKWF

UDLXICAYQPGHJEMKWFORZSTUVNB

VJWFGQLRZYSTUHKVNBXCIEDMAOP
WUNBSZWCIREDMTVAOPFQGHJKLXY
xMOPEINQGCHJKDALXYBZSTUVWFR
YKXYHGOZSQTUVJLWFRPIEDMANBC

ZVFRTSXIEZDMAUWNBCYGHJKL|0PQ
3 Footnote 2 to Table IX, page 104, also applies to this table, except that the key letters at the left will

follow the order of the direct mixed component

104

TasLE IX 2

Components
(1)
(2)

=0e/2 (9|I| 18 A)

9DII ’ el n

Encipherning equations 6y,

PLAIN TEXT
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
A|A/BIC/DE|FIG|H|T|J|K|L/M|N|{O(P|Q|R|S|T|U|VIW X |Y | Z
B{V|FIR|T|S|X|I|E|Z|/D/M|A/U|W|N/B|C|Y|G|H/J|K|L|O|P|Q
C|K(X|Y/HIG|O|Z|S|Q|T|U|V|J|L|W,F/R/IPI/EIDMANIB|C
D{M|OIP E(I|N|Q|G|CIH|J|K/D/A|LIX|YIB/Z|S|T|U|VIW/FR
E|U/N|IB|{S|Z(W|C|I|R|E(D|M|T|V|A|O|P|FIQ|G|H|J| KL X|Y

FIJ|W/F GIQ|LIR|Z|Y|S|T|U|H|K|V|N/B XIC|I|E(D|M{A|O!IP
G|D|L|X|I|C|A|Y|Q|P|G/H|J|EM|K|\W/F|O|R(Z|S|T|U|V|IN|B

H|T|A|O|Z|R|V|P|C|B|{I|EDIS|UM/L|X NYQIGHJK|W|F
I{HIV|N|Q|Y|K|B|R|F|Z|S|T|G|J|U|A|O/W|P|IC/I|E/DMILIX
J|E|K(W|C|P|M|F|Y|X|Q(G|H|I|D|J|V|N|L/B|R|Z|S|T|U|A|O
K|SIM|L|R|B|(U|X|P|O|C|I|E|Z|T|DIK|WA|F|YQIG|H|JI|V|N
L|G|U/A|Y/F|J|O|B|N|R(Z|S|Q(H|T /ML |VIX|P|C|I E|DIK|W
MM|I|J|VIP XIDIN(F/W|Y|Q|G|C|E|H|U/A{K|O|B|{R|Z|S|T|M|L

b
&)

N|{ZDK{B|O|T|W|X|L|PIC|I|R|S|E|J|VIM|NIF/Y Q|G/H|UIA

O|Q|T| M{FINHL|O|A|B|R|Z|Y|G|S|D(K|U|W(X|P|C|I|EiJI|V
P|C/HIU|XIW|IE|A(N|V|F|Y|Q|P|I|G|T|M|J|L{O|B|RIZ|S|D{K
QIR|E|J|O|L|S|V|WK|X|P|C|B|Z|I|H|U/DJAIN|F|YQ|G|T|M
R|Y SID|N|A|G|K|L|M|O(B|R|F|Q|Z|E|J|T{V|W|X{P|CIT H|U
S|P|G|T|W|V|I | MA|UIN(F|Y(X|C|Q|S|D/H|K|L{O|B|R|Z|E|J
T{B|I/HILIK|Z|U(V|J|W(X|P|O/R|C/G|T EM|ANIF|Y|Q|S|D
U|F|Z|E|A/M|Q|J|K|D|L|O|B{N|Y/R|I|H|S|U|V|W|X|P|CIG|T
VIX|Q|S|V|U|IC|DIM|T|A(N|F|W|(P|Y|Z|E|G|J|K|L|O|B|R|I|H
W|O|C|G|K|J|R|T|U/H|V|W|X|L|B|PIQ|S|ID/M|AN|F|Y Z|E
XINRII|MD|Y HJ|EK|L|O/A|F|B|C|G|Z|T|U|VIWX|P|Q|S
Y|W| Y Z|UTIP|IEDS|/MA|N|VIX|F|R|T|Q|H|J|K|L{O|B|C|G

Z|L{P{QIJIH|B|S|T|GIU|V|WIK|O|X|Y|Z|C|IE|DIM|A|N|F|R|I
3 An interesting fact about this case 1s that if the plain component 18 made identical with the eipher com-

ponent (both being the sequence FBPY

In other words, the secondary cipher alphabets produced

by the interaction of two identical mixed components are the same ag those given by the mteraction of a

), and 1if the enciphering equations are the same as for Table 1-B,
mixed component and the normal component,

then the resultant cipher square 1s 1dentical with Table IX, except that the key letters at the left are in the

order of the re.ersed mixed component, FXON
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SKMUJDTHESGIZQCRYPBFXONWLAV

Opn (04218 F)

PLAIN 1EXT
ABCDEFGHIJKLMNOPQRSTUVWXYZ
AF‘XONWLAVKMUJDTHESGIZQCRYPB
BBFXONWLAVKMUJDTHESGIZQCRYP
CPBFXONWLAVKMUJDTHESGIZQCRY
DYPBFXONWLAVKMUJDTHESGIZQCR
ERYPBFXONWLAVKMUJDTHESGIZQC

RYPBFXONWLAVKMUJDTHESGIZ
CRYPBFXONWLAVKMUJDTHESGI
QCRYPBFXONWLAVKMUJDTHESG
JGIZQCRYPBFXONWLAVKMUJDTHES
LAVKMUJDTHESGIZQCRYPBFXON

ncphering equations Ox);=0cp, O1n

UJDTHESGIZQCRYPBFXONWLAVKM

L
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<

NTHESGIZQCRYPBFXONWLAVKMUJD
0DTHESGIZQCRYPBFXONWLAVKMUJ
PJDTHESGIZQCRYPBFXONWLAVKMU
RMUJDTHESGIZQCRYPBFXONW
TVKMUJDTHESGIZQCRYPBFXONWLA
UAVKMUJDTHESGIZQCRYPBFXONWL
VLAVKMUJDTHESGIZQCRYPBF‘XONV\r
xNWLAVKMUJDTHESGIZQCRYPBF
YONWLAVKMUJDTHESGIZQCRYPB
ZXONWLAVKMUJDTHESGIZQCRYP

W

KSGIZQCRYPBFXONWLAVKMUJDTHE
Q

FCRYPBFXONWLAVKMUJDTHESGIZQ
LESGIZQCRYPBFXONWLAVKMUJDTH
MHESGIZQCRYPBFXONWLAVKMUJDT
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PLAIN I'EXT
ABCDEFGHIJKLMNOPQRSTU VWXYZ

AlG|{Z[VIM|P|A|R|O|SIL|I(F|J|D|C|Y|UIW|Q[N|K|H|E|BIX|T

62, 012=0cn (O11315F)

neiphenrg equations Oy,

Al
4

4

S|ILIH|Y|B[M|D|A|E|X[{U|R|V|P|OIK|G|I|C|Z|W|T|QIN|J|F
“ N[T{M|I|Z|C|N|E/B|F{Y|V|S|{W|Q|P|L|IH|J|D|/A|X|U|R|O|K|G

K

BIH|A|W|N|Q|B|S|P|T|M|J|G|K|E|D|Z|V|X|R|O|L|I|F|C|Y|U
C|I|B|X|O|R|C|T|Q|U|N|K|H|L|F|E/A|W|Y|S|PM|J|G|D|Z|V
Di{J|C|Y|P|S|D|U|R|V|O|L|I|/M|GIF|B|X|Z|T|Q|N|K|/HIE[A|W
E|K|D|Z|Q|T|E|{V|S|W|P|M|J|N|H|G|C|Y|A|U|R|O/L|I|F|B|X
FIL|IE|A|R|U|F|W|T|X|Q|N|K|O|I|H|D|Z|B|V|S|P|M|J|G|C|Y
GIM|F(B|S|V|G|X|U|Y{R|O|L|P|J|I|E|A|C|W|T|Q|IN|K|H|D|Z
HiIN|G|C|T|W|H|Y|V[(Z|S|P|M|Q|K|J|F|B|/D|X|U|R|O|L|I|E|A
I|O|HIDIUIX|I|Z|W|A|T|Q|N|R|L|K|G|C|E|Y|V|S|P|M|J|F|B
J|P|I|E|V|Y|J|A|X|B|U|R|O|S|M|L/H|D|F|Z|W|T|{Q|N|K|G|C
KIQ|J|F|W|Z|K|B|Y|C|V|S|P|T|N|M|I|E|G|A|X|U|R|O|L|H|D
LIR|K|G|{X|A|L|CIZ|D|W|T|Q|U(O(N|J|F|H|B|Y|V|S|P|M|I|E

> M
2]

O|U|IN|J|A|D|O|F|C|G|Z|W|T|X|R|Q|M|I|K|E|B|Y|VIS|P|L|H
P|V|O|K|B|E|P|G|D/H|A|X|U|Y|S|R|N|J|L|{F|C{Z|W|T|Q|M|I
Q|W|PIL|C|F(Q|H|E|I|B|Y|V(Z|T|S|O|K|{M|G[D|A|X|U|R|N|J
R{X[Q{M|D|G|R|I|F|J|C|Z|{W|A|U/T|PIL|N/H|E|B|{Y|V|S|[O|K
S|Y|R|IN|E|H|S|JIG|K{D|A|X|B|V(U(Q|M|O|I|F|C|Z|{W|T|P|L
T|Z|{S{O|F|I|T|K(H|L|E|B|Y|(C|W|VIR|N|P|J|G|D[A|X|U|Q|M
UJA[T|P|G{J|U|LII|M|F(C|Z|D|X|W|S|O|Q(K|H|E|B|Y{V|R|N
VIB{U|Q|H|K|V|M|J|N|G|D|A|E|Y|X{T|P|R|L|I|F|C|Z[W|S|O
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XD|W|(S|J|M|X|O|L(P|I|F(C|G|A|Z|V(R|T|N(K|H|E|B|Y|U|[Q
Y|E|X|T|KIN|Y|P(M|Q|J|G|D/H|B|A{W|[S|U|O|L|I|F|C|Z|V|R
Z|IF|{Y|UIL|IO|Z|QIN|RIKI/H|E|[I|C|BIX|TIV|P|M|J|G|D|A|{W|S




APPENDIX 2!

ELEMINTARY STATISTICAL THEORY APPLICABLE TO THE PHENOMENA OF REPETITION
IN CRYPTANALYSIS

1 Introductory —a In Par 9c¢ 1t was stated that the phenomena of repetition in erypt-
analytics may be removed from the realm of intwition and dealt with statistically The dis-
cussion of the matter will here be confined to relativeiy simple phases of the theory of probabihity,
a defimtion of which imphes philosophical questions of no practical inierest to the student of
ayptanalysis For hus purposes, the following definition of @ prior: probability will be sufficient

The probabihity that an event will occur 1s the ratio of the number of *“fav-
orable cases” to the number of total possible cases, all cases bemng equally
Iikely to cccur By a “favorable case’” 13 meant one which will produce the
event 1n question

b In what follows, 1eference will be made to random assortments of letters and especially to
random text By the latter will be meant merely that the text under consideration has been as-
sumed to have been enciphered by ~ome more or less complex cryptographic system so that for
all practical puiposes the sequence of letters constitutimg this text is a random assortment, that
15, the sequence 18 just about what would have been obtamed if the letters had been drawn at
random out of a box contaming a large number of the 26 letters of the alphabet, all 1n equal
proportions, so that there are exacily the same numbers of A’s, B's, C’s, Z’s Tt 1s assumed
that each time m making a drawing fiom such a box, the latter 1s thoroughly shaken so that the
letters aze thoroughly mixed and then a single letter 1> selected at random, recorded, and
replaced in the same box In what follows, the word ‘“box” will refer to the box as deseribed

¢ A unihteral frequency distribution of a large volume of random text will be “Hat,”
1 ¢, laclirg crests and troughs

d For purposes of statistical analysis, the text of a monoalphabetic substitution cipher 13
equivalent to plain text As a corollary, when a polyalphabetic substitution cipher has been
1educed to the <imple terms of a <et of monoalphabets, 1 e, when ihe letters constituting the
cipher text have been allocated into their proper uniliteral distmbutions, the letters falling into
the respective distributions are statistically equivalent to plain text

2 Data pertaiming to single letters —a (1) A single letter will be drawn at random fiom
the box What 1s the probability that 1t will be an A? According to the foregoing definition of
probability, since the total number of possible (ases 1s 26 and the number of favorable cases 1s

1

here only 1, the probabihity 1s 1 26=§E——- 0385 This 15 the probability of drawing an A fiom

the box The probability that the letter drawn willbe a B,a C, a D, , 8 Z1s the same as for A
In other words, the probability of drawing any specified single letter 1s p= 0385

(2) The value p= 0385, as found above, may also be termed the probabihity constant for
single lotters m random text of a 26-letter alphabet For any language this constant 1s merely
the reciprocal of the total number of difierent chaiacters which may be employed i writing the
text 1n question

1 In the preparation of this appendix, the author has had the benefit of the very helpful suggestions of
Capt H G Miller, Signal Corps, Mr F B Rowleti, D1 § Kullback, and D1 A Sinkov, Assistant Cryptanalysts,

O C 8ig O Certamn parts of 1 Kullback’s mmpottant paper “Statistical Methods in Cryptanalyas” form
the basis of the discussion

(108) *

109

(3) Another way of interpreting the notation p= 0385 1s to say that in a large volume of
random text, for example m 100,000 letters, ary letter that one may choose to specify may be
expected to occur about 3,850 tunes, 1n 10,000 letters it may be expected to occur about 385
times, 1 1,000 letters, about 38 5 times, and so on In every-day language 1t would be said
that “m the long run” or “on the average” m 1,000 letters of random text there will be about
38 5 occurrences of each of the 26 letters of the alphabet

(4) But unfortunately, 1n cryptenalysis it 15 not often the case that one has such a large
number of letters available for study in any single cipher alphabet More often the cryptanalyst
has a relatively small number of letters and these must be distributed over several cipher
alphabets Hence 1t 1s necessary to be able to deal with smaller numbers of letters Consider
a specific prece of random text of only 100 letters It has been seen that “in the long run”
each letter may be expected to occur about 3 85 times 1n this amount of random text, that 1s,
the 26 letters will have an average fiequency of 385 But 1n 1eaching this average of 3 85
occurrences 1n 100 letters, 1t 18 obvious that some letter or letters may not appear at all, some
may appear once, some twice, and so on How many will not appear at all, how many will
appear 1, 2, 3, tymes? In other words, how will the different categories of letters (daffer-
ent 1n respect to frequency of occurrence) be distributed, or what will the distribution be hike?
Will 1t follow any kind of law or pattern? The cryptanalyst also wants to know the answer
to questions such as these What 1s the probability that a specified letter will not appea:r at
all 1n a g1ven piece of text? That 1t will appear eractly 1, 2, 3, times? That 1t will appear
at least 1, 2, 3, times? The same so1rt of questions may be asked with respect to digraphs,
trigraphs, and so on

b (1) It mnay be stated at once that questions of this nature are not easily answered, and
a complete discussion falls quite outside the scope of this text However, 1t will be sufficient
for the present purposes if the student 1s provided with & more or less sunple and practical means
of finding the answers With this 1n view certam cutves have been prepared from dats based
upon Poisson’s exponential expansion, or the ‘“law of small probabilities’ and their use will
now be explammed Students without a knowledge of the mathematical theory of probabihty
and statistics will have to take the curves “on faith” Those interested in their derivation are
referred to the following texts

Fisher, R A, Stafwstical Methods for Research Workers, London, 1937
Fry, T C, Probability and Its Engineering Uses, New York, 1928

(2) By means of these probabilsty curves, 1t 1s possible to find, 1 a relatively easy manner,
the probability for 0, 1, 2, 11 occurrences of an event in n cases, if the mean (expected,
average, probable) number of occurrences in these n cases 1s known For example, given & cryp-
togram equivalent to 100 letters of 1andom text, what 1s the probability that any specified single
letter, whatever will not appear at all in the cryptogram? Since the probability of the occurrence

of a specified sigle letler 1s 2%= 0385, and there are 100 letters m the cryptogram, the average

or expected or mean number of occurrences of an A, a B, a C, ,1s 0385%100=3 85 Refer
now to that probability curve which 1s marked ¢“f,”’, meaning “frequency zero”, or ‘“zero occur-
rences ’ On the horizontal o1 z axis of that curve find the pownt corresponding to the value
3 85 and follow the vertical coordinate determined by this value up to the point of mntersection
with the curve 1tself, then follow the hori ontsl coordinate deteimined by thi intersection pomnt
over to the left and read the valuc on the vertical axis of the curve It 1s approxumately 021
This means that the probability that a specified single letter (an A, 2B, a C, ) will not appear
at all m the cryptogram, if 1t really were a perfectly random assortment of 100 letters, 18 021.

152018—88——8
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That 18, according to the theory of probability, in 1,000 cases of random-text messages of 100
letters each, one may expect to find about 21 messages 1n which a specified single letter wall not
appear at all Another way of saying the same thing 1s If 1 000 sets of 100 letters of random
text are examined, m about 21 out of the 1,000 such sets any letter that one may choose to
name will be absent 'this, of course, 1s merely a theoretical espectancy, i1t indicates only
what probably wil happen in the long run

(3) What 1s the probability that a speuficd single letter will appear eractly once 1 100
letters of random text? "o answer this question, find on the curve marked f;, the point of
mtersection of the vertical coordinate corresponding to the meen or sverage value 3 85 with
the curve, follow the horizontal coordinate thus detetrrined over to the vertical scale at the
left, read the value on this scale It 1s 082, which means that mn 1,000 cases of random-text
messages of 100 letters each, one may expect to find about 82 messages 1n which any letter
one chooses to specify will occur exactly once, no more and no less

(4) In the same way, the probability that a specified single letter will appear ezactly twice
18 found to be 158, exactly 3 times, 202, and so on, zs shown 1 the table below

100 letters of random text

Probabilitv that

Frequency | & specified single
() letter will occma

exacth r {imes

0 021
082
158
202
195
150
096
053
026
011
004
001

HOOWNIWMEWN-=O
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(6) To find the probability that a specified single letter will occur at least 1, 2, 3, times
1n & series of letters constituting random teat, one reasons as follows Since the concept “at least
1’ mmphes that the number specified 1s to be considered only as the mmmmum, with no hmit
mdicated as to maximum, occurrences of 2, 3, 4, are also “favorable’’ cases, the probabilities
for exactly 1, 2, 3, 4, occurrences should therefore be added and this will give the probability
for “atleast 1 Thus, mn the case of 100 letters, the sum of the probabilities for exactly 1 to 11
occurrences, as set forth i the table directly above, 1s 978, and the latter value approximates
the probability for at least 1 occurrence

(6) A more accurate result will be obtamed by the following reasoning The probability
for zero occurrences 1s 021  Since 1t 1s certain that a specified letter wiil occur either zero times
orl,?2 3 times, to find the probability for at least one time 1t 15 merely necessary to sub-
tract the probabihity for zero occurrences from unity That 1s, 1— 021= 979, which 18 001
greater than the result obtained by the other method The reason 1t 1s greater 18 that the value

979 1ncludes occurrences beyond 11, which were excluded from the previous calculation Of
course, the probabilities for these occurrences beyond 11 are very small, but taken all together they
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Curves showing probability for 0, 1, 2, and 3 occurrences of an event 1n n cases, given the mean number of occurrences
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Curves showing probability for 8, 9, 10, and 11 occurrences of an event 1n n cases, given the mean number of occurrences
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add up to 001, the difference between the results obtamed by the two methods The proba-
tality for at least 2 occuirences 18 the difference between umty and the sum of the probability
for zero and exactly 1 accurrences, that 1s, 1 —(Py+P;)=1—(0214- 082)=1— 103= 897 The
respective probalhties for varous numbers of occurrences of a specified single letter (from 0 to
11) are given m the following table

100 leiters of random lext

Probability that a | Probability that a
F requynoy s Sl I e e )
exactly z at leastz
times times

0 0 021 1 000

1 082 979

2 158 897

3 202 739

« 4 195 537
b 150 342

6 096 192

7 053 096

8 026 043

9 011 017
10 004 006
11 001 002

(7) The foregoing calculations refer to random text composed of 100 letters For other
numbers of letters, 1t 1s meiely necessary to find the mean (multiply the probability for drawing

a specified single letter out of the box, which 1s 2-16 or 0385, by the number of letters m the

assortment) and refer to the various curves, as before For example, for a random assortment
of 200 letters, the mean 1s 200 X 0385, or 7 7, and this 1s the value of the point to be sought along
the horizontal or x axes of the curves, the intersections of the respective vertical hnes correspond-

ing to this mean with the various curves for 0, 1, 2, 3, occurrences give the probabihties for
these occurrences, the reading being taken on the vertical or y axes of the curves
(8) The discussion thus far has dealt with the probabilities for 0, 1, 2, 3, occurrences

of specified single letters It may be of more practical advantage to the student if he could be
shown how to find the answer to these questions Given a random assortment of 100 letters
how many letters may be expected to occur exacily 0, 1, 2, 3, times? How many may be
expected to occur af least 1, 2, 3, times? The curves may here agamn be used to answer
these questions, by a very simple calculation multiply the probability value as obtained above
for a specified single letter by the number of different elements being considered For example,
the probabihity that a specified single letter will occur exactly twice in a perfectly random assort-
ment of 100 letters 1s 158, since the number of different letters 1s 26, the absolute number of single
letters that may be expected to occur exactly 2 times in this assortment 1s 158%26=4 108
That 1s, 1n 100 letters of randm text there should be about four letters which occur exactly 2 times
The following table gaves the data for variors numbers of occurrences
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100 letters of random lext

Probability that a | Probability that a
specified single specified single | Frobable number
letter will occur letter will occur
exactly z ot leastz
times times

Probable number
of letters appear | of letters appear
ng exactly z 1ng at Jeast z
times times

0 021 1 000 0 546 26 000
082 979 2 132 25 454
158 897 4. 108 23 322
202 739 5 252 19 214
195 537 5 070 13 962
150 342 3 900 8 892
096 192 2 496 4 992
053 096 1 378 2 496
026 043 676 1118
011 017 286 442
004 006 104 156
001 002 026 052
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(9) Referring again to the curves, and specificallv to the tabulated results set forth directly
above, 1t will be seen that the probability that there will be exactly two occurrences of a specified
single letter mm 100 letters of random text ( 158), 1s less than the probabihity that there will be
exactly three occurrences ( 202), in other words, the chances that a specified single letter will
occur exactly three times are better, by about 25 percent, than that 1t will occur only two times
Furthermore, there will be about five letters which will occur exactly 3 times, and about five
which will occur exactly 4 times, whereas there will be only about two letters which will occur
exactly 1 time  Other facts of a sumilar import may be deduced from the foregomg table

¢ The discussion thus far has dealt with random assortments of letters What about other
types of texts, for example, normal plamn text? What 1s the probabihty that E will occur 0, 1,
2, 3, times m 50 letters of normal Enghsh? The relative frequency value or probabihty
that a letter selected at random from a large volume of normal Enghsh text will be E 1s 12604
(In 100,000 letters E occurred 12,604 tumes ) For 50 letters this value must be multiphied by 50,
giving 6 3 as the mean or point to be found along the x axes of the curves The probabilities for
0,1,2,3, occurtences are tabulated below

60 letters of normal English plawn lext

Probability that | Probabihity that

Frequency an E will be an E will be
(z) drawn exactly drawn at least
z times z tunes

0 002 1 000
011 998
036 987
076 951
120 875
151 755
159 604
143 445
113 302
079 223
050 173
029 123
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d (1) It hasbeen seen that the probabiity of occurrence of a specified single letter in random
text employing a 26-letter alphabet 1s p=%i= 0385 If a considerable volume of such text 1s

wrnitten on a large sheet of paper and a pencil 1s directed at random toward this text, the probabil-
1ty that the pencil pomt will hit the letter A, or any other letter which may be specified 1n advance,
18 0385 Now suppose two pencils are directed simultaneously toward the sheet of paper The
probability that both pencil ponts will hit two A’s 18 -21—6X§1—6=§%= 00148, since 1n this case

one 18 dealing with the probability of the simultaneous occurrence of two events which are

mdependent The probability of itting two B’s, two C’s, , two Z’s 18 likewise -2%; Hence,

if no particular letter 1s specified, and merely this question 1s asked “What 1s the probability
that both pencil pomts will lut the same letter?”’ the answer must be the sum of the separate
probabilities for simultaneously hitting two A’s, two B’s, and so on, for the whole alphabet,

which 1s 26 xz—z-,=2l6= 0385 'Thus, then,1s the probability that any two letters selected at random
1n random text of a 26-letter alphabet will be 1dentical or will cowncide Simce this value remains
the same so long as the number of alphabetic elements remams fixed, 1t may be said that the
probability of monographie covncidence wn random text of a 26-element alphabet 18 0385 The fore-
gomg 1talicized expression ? 18 important enough to warrant assigning a special symbol to 1t, 2,
r (read “kappa sub-r’) For a 26-element alphabet, then, x,= 0385

(2) Now 1if one asks ‘““Given a random assortment of 10 letters, what are the respective
probabilities of occurrence of 0, 1, 2, single-letter comncidences?”’ one proceeds as follows
As before, 1t 18 first necessary to find the mean or expected number of comncidences and then
refer to the varous probability curves To find the mean, one reasons as follows Given a
sequence of 10 letters, one may begin with the 1st letter and compare 1t with the 2d, 3d, 10th
letter to see if any two letters comcide, 9 such comparisons may be made, or 1n other words there
are, begmning with the 1st letter, 9 opportumties for the occurrence of a comecidence But
one may also start with the 2nd letter and compare 1t with the 3d, 4th 10th letter, thus
yielding 8 more opportunities for the occurrence of a comcidence, and soon  This process may
contmue until one reaches the 9th letter and compares 1t with the 10th, yielding but one oppor-
tumty for the occurrence 1n question The total number of comparisons that can be made 18
therefore the sum of the series of numbers 9, 8, 7, 1, which 18 45 compansons?® Since 1n
the 10 letters there are 45 opportunities for comcidence of single letters, and since the probability

# The expression 1tself may be termed a parameter, which 1n mathematics 1s often used to designate a constant
that characterizes by each of 1ts particular values some particular member of a system of values, funetions, ete
The word 1s applicable in the case under discussior because the value obtained forx, 1s 0385, for a 25-¢lement
alphabet, x,== 0400, for a 27-¢lement alphabet, x,= 0370, ete

3 The number of compansons may readilv be found by the formula n(n—1)

» where n 18 the total number
of letters involved This formula 1s merely a special case under the general formula for ascertaimng the number

)
of combimnations that may be made of n different things taken r at a time, which 18 ,.C’,=T,(T"__—TW In the

nl
T (n—nl’
» becomes by cancellation of the term (n—2)/ reduced to r_ainz_—_l)

present case, since only two letters arc compared at a time, r 18 alnays 2, and hence the expression

n{n—1) (n—2)/

which 1s the same as 2(n—2)7
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for monographic comncidence 1 random text 13 0385 the expected number of coincidences 1s
[0385X45=173825 With m=17 one consults the various probabiity curves and an approxi-
mate distribution for exactly and for at least 0, 1,2, coincidences may readily be ascertained *

e (1) Now consider the matter of monographic eoincidence mn Enghsh plain text > Follow-
ing the same reasoning outhned 1n subpar d (1), the probability of caincidence of two A’s 1n plam
text 1s the square of the probability of occurrence of the single letter A 1n such text 'The
probability of comncidence of two B’s 18 the square of the probability of occurrence of the single
letter B, and so on  The sum of these squares for all the letters of the alphabet, as shown in
the following table, 1s found to be 0667

Letter T | Ve oteunints | By of s

A 73 66 0 0737 0 0054
B 9 74 0097 0001
C. . 30 68 0307 0009
D 42 44 0424 0018
E - .- 129 96 1300 0169
F 28 32 0283 0008
G - 16 38 0164 0003
H 33 88 0339 0012
I 73 52 0735 0054
J - - 1 64 0016 0000
K _ . - - 2 96 0030 0000
L 36 42 0364 0013
M 24 74 0247 0006
N 79 50 0795 0063
o 75 28 0753 0057
P 26 70 0267 0007
qQ . 3 50 0035 0000
R - 75 76 0758 0057
S 61 16 0612 0037
T 91 90 0919 0084
U 26 00 0260 0007
v 15 32 0153 0002
W 15 60 0156 0002
X 4 62 0046 0000
Y 19 34 0193 0004
YA 98 0010 0000

Total 1,000 00 1 0000 0667
1 The data given are taken from Table 3 Appendix I Military Cryptanalysis Part I

This then 1s the probability that any two letters sclected at random 1n a large volume of
normal Enghsh telegraphc plam text will coincide  Since this value remams the same so long
as the character of the language does not change radically, 1t may be said that the probahlity
of monographic covncrdence 1n English telegraphac plawn text 18 0667, or k,= 0667

¢ The approximation given by the Poisson distribution 1n the case of single letters 18 not as good as that
m the case of digraphs, trigrapbs, etc , discussed 1n paragraphs 3, 4, below

8 The theory of monographic coincidenee in plain text was originally developed and applied by the author
1n a technical paper written 1n 1925 dealing with his solution of messages enciphered by a cryptograph known
as the ‘“‘Hebern Electric Super-Code ”” The paper was printed 1n 1934

{

wdas A2 =z 005038
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(2) Gaven 10 letters of Enghsh plan text, what is the probability that there will be 0, 1,
2 single-letter comncidences? Following the hine of reasoning 1n subparagraph d (2), the
expected number of coincidences 1s 0667 X45=3 00, or m=3 The distrbution for exactly and
for at least 0, 1, 2, comcidences may readily be found by reference to the various probabilaty
curves (See footnote 4)

S The fact that x, (for English) 1s almost twice as great as «, 1s of considerable importance
m cryptanalysis It will be dealt with i detail in a subsequent text At this pont 1t will mere-
ly be said that «, and «, for other languages and alphabets have been ealculated and show con-

siderable vanation, as will be noted 1n the table shown 1n paragraph 3d
8 Data pertaining to digraphs.—a (1) The foregoing discussion has been 1estricted to

questions concerning single letters, but by shight modification 1t can be applied to guestions
concerning digraphs, trigraphs, and longer polygraphs

(2) In the preceding cases it was necessary, before referring to the various probabihity
curves, to find the mean or expected number of oecurrences of the event in question in the
total number of cases or tmals being considered Given a piece of random text totalling 100
letters, tor example, what 1s the mean (average, probable, expected) number of occurrenees of
digraphs m this text? Since there are 676 different digraphs, the prebabihity of occurrence

of any specified digraph 1s 6%:' 00148, since 1 100 letters there are 99 digraphs (f the letters

are taken consecutivelv in pairs) the mean or average number of occurrences 1 this case 1s
00148 X99= 147 Having the mean number of occurrences of the event under consideration,
one may now find the answers to these questions YWhat 1s the probabihty that any specified
digraph, say XY, will not occur? What 1s the probabihity that 1t will occur exactly 1, 2,
3, times? At least 1, 2, 3, times?

(3) Again the probabihity curves may be used as before, for the type of distribution 1s the
same The following values are obtamable by reference to the varous curves, using the mean

value 00148X99= 147
100 letters of random tezt

Probability that | Probability that | Probable npumber | Probable number
Frequency | a sHecxﬁed digraph | a specified digraph | of digraphs a of digraphs ap-
@ will occur exactly | will occur at least | pearing exactly pearma at least
z times z times z times z times

0 0 86 100 581 38 676 00

1 13 14 87 88 94 64

2 01 01 6 76 6 76

3 00 00 0 00 0 00

(4) Thus 1t 1s seen that m 100 letters of random text the probability that a specified digraph
will occur exactly once, for exemple, 1s 13, at least once, 14, at least twice, 01 The probability
that a specified digraph will occur at least 3 times 18 neghgible (By calculation, 1t 1s found to
to be 0005 )

b (1) The probabihty of digraphic comncidence 1 random text based upon a 26-element
alphabet 1s of course quite simply obtained since there are 26° different digraphs, the probability

of selecting any specified digraph 1n random text 1s 2%2 The probability of selecting two 1den-

tical digraphs 1n such text, when the digraphs are specified, 1s -Q%;Xélg,=%z Since there are 26*

different digraphs, the probability of digraphic coincidence in random text, «.2, 1s 26’X2—t-.=%§=
00148
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(2) Given a random assortment of 100 letters, what 1s the probabihity of occurrence of
01,2 digraphic comncidences? Followng the hne of reasoming m paragraph 2d (2), m
100 letters the total number of comparsons that may be made to see 1f two digraphs coincide
18 4,851 'This number 1s obtammed as follows Consider the 1st and 2d letters in the series of
100 letters, they may be combined to from a digraph to be compared with the digraphs formed
by combimng the 2d and 3d, the 3d and 4th, the 4th and 5th letters, and so on, giving a total of
98 comparsons Consider the digraph formed by combining the 2d and 3d letters, 1t may be
compared with the digraphs formed by combining the 3d and 4th, 4th and 5th letters, and so on,
giving a total of 97 comparisons This process may be continued down to the digraph formed
by combining the 98th and 99th letters, which yields only one comparison, sice it may be
compared only with the digraph resulting from combiming the 99th and 100th letters The
total number of comparisons 18 the sum of the sequence of numbers 98, 97, 96, 95, 1, which
18 4,851 ¢

(3) Since m the 100 letters there are 4,851 opportunities for the occurrence of a digraphic
comcidence, and since k2= 00148, the expected number of comcidences 13 00148 4851=
717948=72 The various probability curves may now be referred to and the following results

are obtamed ’
Dnstribution for 100 letiers of random text

Probability for exactly r | Probability for at least z

Frequency (z) | dwigraphic comncidences | digraphie colncidences
0 0 001 1 000
1 005 999
2 019 994
3 046 975
4 083 929
5 120 846
6 144 726
7 148 582
8 134 434
9 107 300
10 077 193
11 050 116

¢ In this table it will be noted that 1t 1s almost certain that i 100 letters of random text
there will be at least one digraphic comcidence, despite the fact that there are 676 possible
digraphs and only 99 of them have appeared i 100 letters When one thinks of a total of 676
different digraphs from which the 99 digraphs may be selected 1t may appear rather mcredible
that the chances are better than even ( 582) that one will find at least 7 digraphic comcidences 1n
100 letters of random text, yet that 1s what the statistical analysis of the problem shows to be
the case These are, of course, purely accidental repetitions It 18 1mmportant that the student
should fully realize that more comncidences or accidental repetitions than he feels mtuitively
should occur m random text will actually occur mn the cryptograms he will study He must
therefore be on guard aganst putting too much rehance upon the surface appearances of the
phenomena of repetition, he must calculate what may be expected from pure chance, to make
sure that the number and length of the repetitions he does see mn a cryptogram are really better
than what may be expected 1n random text In studymg cryptograms composed of figures this

® The formula for finding the number of comparisons that can be made 15 as follows, where n=the total

uumber of letters in the sequence and ¢ 18 the length of the polygraph No, of com;m,monl-'-(-:l--':—Q—(;—“t---'—'-}-)r

u7

is very important, for as the number of different symbols decreases the probability for purely
chance eoincidences mcreases

d. (1) For convemence the following values of the reciprocals of various numbers from 20 to
36, and of the reciprocals of the squares, cubes, and 4th powers of these numbers are listed;

r 1z 1/z2 1z 1zt

20 0 0500 0 002500 0 000125 0 00000625
21 0476 002266 000108 00000514
22 0455 002070 000094 00000429
23 0435 001892 000082 00000358
24 0417 001739 000073 00000302
25 0400 001600 000064 00000256
26 0385 001482 000057 00000220
27 0370 001369 000051 00000187
28 0357 001274 000046 00000162
29 0845 001190 000041 00000142
30 0833 001109 000037 00000123
31 0323 001043 000034 00000109
32 0813 000980 000031 00000096
33 0803 000918 000028 00000084
34 0294 000864 000025 00000075
35 0286 000818 000023 00000067
36 0278 000773 000021 00000060

(2) The following table gives the probabilities for monographic and digraphic comcidence
for plam-text n several languages

T anguage Ky Ky?
Enghsh. ___ . __________ 0 0667 0 0069
Freneh. .. _____________________._ 0778 0093
German. . _._____________________ 0762 0112
Itahan__________________________ 0738 0081
Spanwsh. ... ____ ... 0775 0093

4 Data pertamning to trigraphs, etc —a Enough has been shown to make clear to the student
how to calculate probabihty data concerning trigraphs, tetragraphs, and longer polygraphs

b (1) For example, in 100 letters of random text the value of m (the mean) for trigraphs
18 00005689 X100= 005689 With so small a value, the probability curves are hardly usable,
byt at any rate they show that the probability of occurrence of a specified trigraph in so small
& volume of text 1s so small as to be practically neghgible The probability of a specified trigraph
occurring twice 1 that text 1s an even smaller quantity

(2) The calculation for finding the probability of at least one trigraphic comncidence in 100
letters of random text 1s as follows

m=(i>2<-9_8) (52—3)=4,753x 0000568912 = 2704= 27

Referring to curve f,, with m= 27 the probability of finding ne trigraphic comncidence 13 76.
The probability of finding at least one trigraphic comeidence 1s therefore 1— 76= 24
¢ The calculation for a tetragraphic comeidence 1s as follows

m=(96>2<—97)(§-1§)==4,656>< 0000021888 == 0101 = 01
Referring to curve f,, with m= 01 the probability of finding no tetragraphic comerdence 18

8o high as to amount almost to certainty Consequently, the probability of finding at least
162018—-38—9
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one tetragraphic comcidence 1s practically ml (It 1s calculated to be 0094 =approximately 01

This means that mn a hundred cases of 100-letter random-text cryptograms, one might expect
to find but one cryptogram m which a 4-letter repetition 1s brought about purely by chance, 1t
18, In common parlance, a “hundred to one shot ”’) Consequently, if a tetragraphic repetition

18 found m a cryptogram of 100 letters, the probability that it 1s an accidental repetition 1s INDEX
extremely small If not accidental, then 1t must be causal, and the cause should be ascertamed
b An example —a The message of Par 9a of the text proper will be employed First, let u
the repetitions be sought and underlined, then the repetitions are hsted for convenience i Poao Fage
’ 3 Aceidental repetations_ . _________________ 12 | Equations, enciphenng. . ___________________ 56
s Alphabets Equivalent primary components______________ 53
A USYE S ECPMP LCCLN XBWCS 0OXUVD b Clasaification of - _ _ .. o 4| Expected number of occurrences...______ ... 109
B SCRHT HXIPL IBCIJ USYEE GURDP Dertved - oo .. 4|Factonng__ o 15
C AYBCX OFPJW JEMGP XVEUE LEJYAQ ﬁteer;elated ---------------------------- 22’: G Intel‘V&lB-------------------—-F-‘--t---t--i gg
o 3. H U U U AVICTZO o e e e mm e e e e e 'ootnote
D M .[LE—C-._X JYMSG LLETA LEDEC GBMFI Secondary . oo ool o 4|Gronsfeld. - oo . 21
Analytieal key._ .. . _____ 95 | Identical messages enciphered by keywords of
Group Number of Aperiodic systems .o oo 2| different lengths_ ... _________________. 89ff
occurrences Agsumptions for values, cheek_.__.___________ 76 | Idehtical superrmpositions. . ... _ .. __..____ 86
BC 2 Average_ _ o ciee ecdccee- 109 | Index letter_ ... oL 6
Bazeries. . - et 23 { Indireet symmetry_ .. _._____ 9, 52
cx 2 BeaUfOrt - o - oo 9,19 Of POSTtIOn .o 60, 68, 69, 84, 85
EC 2 Causal repetaitions. . _____________.___._____ 12 | Interrelated alphabets.. ... __________________ 24
LE 3 Cipher disks__ oo 5| Latent symmetry . _______ ... 52
Jy 9 Classification of alphabets_________________.__ 4 | Law of small probabilities_.._._ .. ____..__ 109
PL 9 Coineidence Matehing. o L eaoa-- 47
Digraphie. . ___ 1156-116 Distributions_. . __ . __________.__ 94
SC 2 Monographie . ... 113,114 | Mean number. . oo o 109
SY 2 Tetragraphe_._______________________ 117 Comceidences, of - - _____. 114
Us 3 Tngraphie. . ___ 117-118 Dagraphs, of .. _________ . ___ 115
YE 9 . Comparisons, number of___________________ 113, 116 | Mixed alphabets_ . _.___ . _ o ______ 24
SYE 9 g Completing the plain component sequence_19, 79, 82, 88 | Monoalphebetic terms, conversion mto._______ 46
Component monoalphabets.. ... ... ____ 15 | Monographic comncidence- . - .o - oo oo _ooooo_ 113ff
USY 2 Constant mntervals_ ______ ... ___________ 85 | Multiple alphabet system._______._____________ 3
USYE 2 i Conversion Number of cOmparISons _ __ ___o— . . ___._. 113-116
Into monoalphabetic terms_. . _________.. 92, 94 | Parameter- - - - o oo Footnote 2 113
b Referring to the table 1n Par 3a (3) above, 1t will be seen that mn 100 letters of random Into plain-component equivalents......._-. 81, 83 | Partial chains of equivalents_.._..______...._ 85
text ht t to find about 7 d hs t least t d no d h Cryptograms Period, determmnation of .. _________________ 10,15
one might expect to ina about ¢ 1grap appearing at least twice and no 1g1aph appearing 4 In Aifferent keys’ containing i1dentical phln Periodie systems oo 2
3 times The list of repetations shows 8 digraphs occurring twice and 2 occurring 3 times ¢ BeXb oo 85 Primary classifieation. ... 3
¢ Agam, the hst of repetitions shows 10 digraphs each repeated at least twice, the table mn With plain test. ..o oo comoooomomeoo- 84| Phenomena of repetition. ... ____.__.__.__. 108
Par 3b (3) above shows that in 100 letters of random text the probabihity of finding at least Cyclic phenomena_ .« ceeee - 2| Poe, Fdger Allan.____._.._.___ Footnote 1_. 2
that many digraphic comncidences 1s only 198 That 1s, the chances of this being an accident are Data pertaining to Poisson’s exponential expansion.-.--.-------—.- 109
but 176 thousand th f th th that the odd: % Digraphs__ e 115-116 | Polyalphabetic substitution
na ousand, or another way o expr ©88Ing € same 1ng 18 to sa‘y a € oads agains Tl'lgraphs ___________________________ 117-118 Dlstmgulshed from monoa]phabetlc _______ 1
this phenomenon being an accident are as 807 1s to 193 or roughly 4 to 1 Deetrnation. .- oo Footnote 1 53 Primary classification - oo oo ooo oo 2
d The probability of finding at least one trigraphic comncidence 1 100 letters of random Delastelle .- oo 9 Sequence of study _ - - oo __________.. 3
text 1s very small, as noted 1n Par 4b, the probability of finding at least one tetragraphic coin- Derived alphabets. .. ... ... __ 4| Primary components. - ---.--—---ooo-ooo- 45
cidence 1s still smaller (Par 4¢) Yet this cipher message of but 100 letters contains a repetition Digraphie comnerdence. - - ooooooooeo 115-116 Equivalent..._ oo 53
of this len. gth Probability for. . _________._____ 115 Reconstruetionof .. ___________________ 27, 52
Digraphs data pertamming to___ _._.._______. 115 | Principles of indirect symmetry of position
; e A consideration of the foregoing leads to the conclusion that the number and length of the Direct symmetry. - .- 9, 26 Appheation of prineiples.— - . 69f
I repetitions mamfested by the cryptogram are not accidental, such as might be expected to occur Applieation of principles. .. ________.__. 32 Appheation to specific example_____ _____ 607
‘] in random text of the same length, hence they must be causal mn therr ongin - The cause 1n this Of position. ... 84 Fundamental theory .- ..____..._. 68, 69 |
) case 1s not difficult to find repeated 1solated letters and repeated sequences of letters (digrapbs, Distribution of different categories of letiers 1n Probability 108 |
| trigraphs) in the plain text were actually enciphered by 1dentical alphabets, resulting i producing respect fo frequency of ocourrence......-- 109 Definition of apraort.....—-coooovooenooe- |
’ ! Double-key system . -__.__ _ _ Footnote 2 3 Of digraphic comnecidence. . cvvecnenen-n- 115-116
| : repeated letters and sequences 1n the cipher text (119)
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Page Page
Probability—Continued Repetitions
Of monographic coincidence.__ . __.______ 113f Acadental . .. ______ . _______.__ 12,116
Of tetragraphic comncidence__ . _________. 117 Causal _ . oo 12
Of trigraphic comncidence. . _.________._._ 117 Phenomena of . __ . ... 108
Probable-word method . . ___.________ 21, 48 | Becondary alphabets_ _ _________.___________._ 4
Progressive alphabet system __________________ 3 | Sequence reconstruction skeleton__. .. _______ 26
Random text_ __ . . _____. 108 {8Bquare tables.__ .. _____ . _______ .. __._. 5
Reconstruction of equivalent primary compo- Symmetry of pasttion_ - _____ ... .____ 8,9, 52
nents . peaaan- 4, 5,27, 52, 53 | Tetragraphic comneidence- - . o 117
Reconstruction skeletonsg____._.. Footnote 1., 28, 5G | Theory of factorng. - .. ______________ 15, 86
Relative frequencies. . .o oo o ornoo.- 40 | Trigraphic comerdence. . oo ooevvecnmean 117
Repeating-key ciphers Trigraphs, data pertammg to._._________..... 117
Primary components are different mixed Types of eipher squares__.__ . .. . .- 9617
BEQUENEES o o oo eememmemmmmemenx 80| Vigendre . _..- 9,19
Repeating-key system_ . ______________.____.. 3
Analysis of .. e ccranna 19
Solution of subsequent messages enciphered
by the same primary components____. 784, 80f
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