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/ :::...... \
There are potentially both operational advantages and cost savings to be gained\.by.a

Third Party exchange agreement. A. might be expected. a••e••ment. of these
advantageslc in in an ·v n in nce ca var at! de din u· n \lhe'~

ars ective.

• But the
~c~o.~t~.~o~f~o~b~t-a"'in-i"n-g~th~i".-m~a':"te~r-'i-a':"l-a-r-e-o"J!ft:-e~n~s~u~bs~ta~n':'t"ia~I-,~if~t~h~e~t:"'i~m~e~.pe~.n~t~~y~PO~~lc-!ymakers,

negotiators, staff coordinators, material handlers, and office hel a~ all added ~~_ Si~c~.

in addition, a reverse now of material to the Third Party i$
u.ually part of the bargain, the total dollar costs and U.. man ours involved mjly exc~ed.

those which would have been required for an equivalent U.S. effort. ••• \.
But con.iderations of co.t and co.t effectivene•• are u.ually .econdar ina••e••ing \.

the de.irabilit of a Third Part exchan e. Focu. i. enerall on the

(b) (3)~,~.L. 86-3600-- :re=cih:;;~~:~::d~:~~:~\:~m.:jrf-"un=",m:.:lll""",lm=l"s,"",o",r----------...,~lfth~a:eTh~~~
..................... Party, whether or not thi.~w~o~u=,.."."...c~o"s,.t..e ·"'ec=l."v"'e-.....-------....I-.;.;;.;;.;..;;..;;.;;~;.,

---------------1 Inot cost saving, is the primary objective of 1 artyexe anges. ':,
tn parallel with claim. of Sigint operational advantages or of co.t savings to be.

derived from the use of Third Party re.ources, several arguments are available to justify
the risks entailed in exchanaes which fostpr thp dpv@!nnmpnt of Third Partu .,.

(10)(1)
(b)(3)-50 USC 403
(b){3)-P.L.86-36

I.::i::::::"::::::=:-::~:::::T"::'!=::-::::::l::::-:'l/~Finally, in a broader context, there are occa.ions
where current national alms make .t desirable to brjden intergence, including Sigint,
relationships with a Third Party, though benefit.sto Sigint may be minor or
nonexistant. _

To each oftheseargumehts there are counter arguments, which are, in turn, subject
torilbuniiI;and the rebuttals themselves are rebuttable, etc. Becau.e, in the.e
arguments and counter arguments, subjective judgment and objective fact are hopeles.ly
intermixed, the pros and con. regarding the point. made in the preceding paragraph are
pre.ented below in the form of a dialogue. The aim i. to give a clear and forceful
exposition of the two opposing views. The arguments against loo.ening constraints are
designated "Conservative" and those in favor are labeled "Liberal." The phra.ing of the
point. will attempt to renect the conviction, even emotion, with which the is.ues are often
viewed by each side.
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General Spread ofCryptolOBic KnowledBelAwareness

,ap 5EEIIE'T
ilb) (1)

/i (b) (3) -50 USC 403
(b) (3)-P.L. 86-36

Conservative;

There is no,ll.\lU1ilw, that generaJcrY;t<ll~gicawareness is likely to increase either:
i

with or withoutL-...jas91stance to Third Parties. But Sigint success is a funcdon of
the ability to stay ahead of target Comsec development; and an ability to stay ahead is, in.
turn, directly dependent on the rate of that Comsec development. Cryptologic assistan¢e
to Third Parties will, without question, increase that rate. '"

Liberal: . ..
The underlying rate of cryptologic development throughout the world is faster !han

ever before and getting even faster. Cryptologic literature in the public doltiain
concerning advanced analytic techniques is proliferating. Inexpensive high grade
cryptographic equipment is readily accessible on the open market. I.t is hard to imagine
that the rate of Third Party cryptologic development can be much .affected by a gradual
broadening of selected Third Party exchanges. . ..

Conservative;

The gap between the state of cryptologic technology inthe pub\" omainand the
actual use of cryptologic technology is ordinarily very wiele. When . rnishes
cryplologic assistance, even if lhe material provided is .theoretica y WIt 1Il a Third
Party'. cryptologic competence, that action, at minimuminarrows that gap, brInging the
actual state of a Third Party'. cryptologic progreso dosef to, if not beyond, that which the
Third Party could, in theory, schieve on its own.

Liberal:// •

Excessive, sometimes paranoid, concern over the alleged risk tocryptologic
information already in the public domain can only hobble, needlessly, U.S. e/Torts to deal
with present realities. Third Party Sigint c!lpabilities and aspirations hitve advanced
greatly since the early post-WWII period. What were regarded as necessary and sound
security constraints then do not have the sa",e applicability today. .

Conservative:
" :

Neither sound Sigint security principles nor BOund banking principle. have been
generated by paranoia, though both .are periodically out of popular favor. In both cases
the price of putting long-term system stability at risk in the pursuit of short-term
advantage is very high; vide, the current Texas banks/savings and loantrisis.

Enlw.ncement ofTh,rd Party Seturity Measures

Conservative:
" "

Some degree of contro.1over the further dissemination of cryptologic information,.l'!!!-,
penh,:'v be achieved by,g3yhB5hipR 00 cl$ange arrangement w~'th a Third PartyL....JI _ i Jltisalso>questionablewhelherjill1itingthe .
distri ution of material which would have been passed on by the Third Party in the > "(b)(3)-P.L. 86-36

absence ofl I""nstraints would justify putting~e additional material
supplied to or generated by the Third Party lUI a result OlLJssistance.

17
LiANDll • In C8MIlflf elhetnfBI!l& aIJk"

'0' 1l!EAET



DOell): 411668

iOPSECREi CRYPTOLOGIC QUARTERLY

·:jlb) (1)
lib) (3)-50 USC 403

Ib) (3)-18 USC 798
Ib) (3)-P.L. 86-36

Liberal: . .. , "" .
We have Been alaln and again that when we. have set tighter secdrity rules as a

condition of a given Third Party e""hange, the Third Party .has institut~d, ahd so far as
can be determined, abided by Buch ruleB.· . . . .... .

Conservative: .,'" " ',:: \,\ \\.

Nations are said to have n.lth.r·~i.nd.nor enel1).{¢~, merel~ interes~'~:.. It ~ould b~\
naive to believe that any Third party nat will obi" .' e itB Bolmn covert·. ts iflt suits'

. interests not to, In thll connection

L.._""_~"",,,,:::-~_-:-~~:-,Ironically, it .II Ihich we.are
moving gradually tQward de factQ Second Pan)"tatue, therelly m811imizinllthe risks of

(rYDtnlngjC cq11'rOmiSe and technology tran.r.r after, and perhaps even b.tore, SUch

Advanced Cryptologic Capabilitie. ofCer~j"TlllrdPmrli..

• .'••.•"'.'r-'----'I

them.lv.. material whichamon

Conservative:

Some Third Parties do indeed exehan

I! a a 'I euccess alallls on. rge IS

by no means indicative of a general capability agaln.t Ilmllar targets or ofa kn,!wledge of
the most effective techniques foT achievinl that and Ilmllar lucceSles . .In many
circumst..rtcesf" ISigint success has been le'l the relult oC advanced cryptologic
skiltthan of tile bread1hoftheJ ISigint etro.t, a breadth or eft'ort not, for both
geographicalandllnancial reasons, achievable by any Third Party nation. .

(b)(1) ••••••••••••..... Liberal: // • '.'••

i~\i~\:~OLU~~3~3 .TheJ ladvantage in geographical breadtll of etrort II Iteadily decreasing as
<> cooperatIOn, especially interregional cooperation, between Third Party nations inereases.

<A,nd certainly there wou./d be only minor fi?~ncialconltralntlonl Ishould
they-depde to embark 011 a much expanded S'gtnt eff'ort,

Con9~·~-~~t~:~~:::'"
This becom~~ig~i~aquestionof the degree and of the rate oC development,

I"lIltwW;'fn. cooperative ar.rang~rrirnt. iT! tb~ abBence ~C nample and aB.istance from
L.,..._ ......::w:.\,ollllolbllje less elTective tha'1,F~ntrally directed eff'ort. AB to the breadth

:!n::::':'I"'T'I:"::'::-::~.1T0rt, though some increase 1B liievit.ilble,j j. likelyrbe much slower
ou an WIth the transfer ofcryptologic tecnnology rr'ol

l
Liberal: •

Where a Third Party, such a~ tare friendB and allies, we should look with
favor on an increase in their cryptologic capabilities. As the relative power of the United
States in the world decreases, our interest in developing the competence ofour allies must
increase.
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Conservative:

A friend and ally today mayor may not always be a friend and ally. Cryptology is an
area of technology development in which the United Statea .till holda a aub.tantial lead

::::Jlntheligl!tofothernoneryptologicar..a'dnwhichweha\1eprQvid~
"""":=~==,,Jrtnerneansof achieving a technological preeminence - areaalnwhichwlfar~/ -"!(b)(1)

now strugghng to ca~h up - it 88

1
ems iII-advisedWtradeawayotirtechnological le"df"r • i~im:~OLu~;3~03

marginally importan
1

assistance:/ (b)(3)-18 usc 798

Liberal:

A reviousl

Usi1\lI Sigint Assistance as "Quid" in Broader Negotiations with a Third Party
'!(b)(3)-P.L.86-36

Conservative: .

1 thirdPartieswf[Ii ... It1Od~~1.~mount ofcryptologic anistance may, indeed./
on occaSIOn, smooth general diplomatic or intelligence relationships with them and may .
on occasion be justifiable on that basis, but it is doubtful that the lleneral useOl SiginV
assistance in this fashion is a wise policy, since it usually rssults in a seri"_,,l escalating
demands for more of the same. . .

Liberal:/ "1"'",_/_"__ IIb)(1)

/.1 I.·.••• (b)($)-50 usc 403
For better or for worse, Third Party nations are aware of the avallabllityoq {b)(3)-P.L.86-36

cryptologic assistance of the I:e being P;PV:'d: Ie I:"mu::r to Qth:f..nauons. Not to
consider this as a legitimatel_ :/elpoverall U.S.
political and intelligence relatIons ean on~'/~rmecryp eparDi alllm. :/

Conservative:

I
Siaip' ex-:eP:do\" l)on;Slgint ends have repeatedly openK the door to a kind of

_ J"'ith constantly escalatlnll demands for more cryptologic
~a"'s"'s"'ls,.,t""a""n""ce::-.-..."'o."t..,,"'n"l=requently the negotiating philosophy of the U.S, uch.nge
. r tructure staff itaelf has been that it Is neceslar for the health of an exchange to

~~~~~;;;t;~~~~v;;a;rcreve~iiiiiiiiI:::iilJlii:lIEiti:Eim:i:l£a .e., byfostering a continual year-by-year eve r cr 010 Ie
capability. As a result, an initial agreement.~-;-:;~~~~~~~==="""'====..J
becomes over a period of, say, five years, a significant tranlfer 0 crypto 0lPc tee no ogy.
As for "cryptologic parochialism," criticism of this nature ("arrollance" has been a term
sometimes used) has, over the year., been periodically surfaced by certain members of the
Intelligence Community in reaction to NSA'. refusal to permit undue risks to Sigint
material: restrictions on the inclusion of Sigint technical data In end product; restrictions
on the routine use ofsensitive Sigint in tactical situations; restrictions on the use of Sigint
as trading "wampum" in diplomatic exchanges. It can be arllUK that if parochialism is
involved in this controversy, it might better characterize the position of organizations
which, in pursuit of the short-term goals in which those orllanizatlons are currently
interested, would risk the effectiveness of a weapon (Slgint) of critical long-term
importance to the nation's strategic posture.
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Liberal:

It js JloreeHstic ~_~_Pltln--O~---~:~.eatin8' into some cryptologic FortreS8:/"A.merica orI tThe era of U.S. military/economic world dominance is ove~. We must
learn to deal with friendly nations on a more equal basis in cryptologic as well as other
areas.

Conservative:

As U.S. relative power declines, intelligence becomes more and mor~ important as 8

means of directing our remaining influence and of employing our re~our~es on those
matters and on those future occasions which can be expected to have the greatest
significance for major U.S. interests. We must not blunt the ruture ef1'ecti~eness of the
Sigint weapon by encouraging the development ofdefenses against it.· .

Overall Policy

Liberal:

The conservative arguments against making any basic revisio~s in ~:he constraints
which have, too often, burdened Third Party exchanges are charatterize~ by a general
unwillingness to recognize that, in any domain, change is inevitable and that it is neither
practical nor politically feasible to forego the advantages of closer, less constrained,
relationships with Third Parties. The range and difficulty of Sigint tarl!ets continues to
grow, with no realistic possibility of a comparable growth inl • lrasources. To
prevent unacceptable gaps in Sigint support to U.S. military arjd political officials, we
must make the most effective possible use of all available rellQurces, including Third
Parties. For better or for worse, either because of the greater attention now accorded to
cryptologic matters throu hout the world or because of a nat\l1"al desire on the part of
Third Partie wear!lobliged to come out
of the closet an ea muc more open y Wlt .. ogic matters .

i(bj(3)-P.L.86-36

Conservative:

U.S. economic and technical preeminence since WWIl has made it possible, by the
sheer size of increased Sigint funding, to stay ahead of many cryptographic advances by
target nations. With the fading of that preeminence, other ilvenues to Sigint success. are
needed. One approach, certainl valid even vital in some instances, is to place greater
reliance on Third Parties This approach, however, is by
n r n m 10 d extensiveI may result
in Another
approach, less likely to be counterproductive, is to focus availab e 19mt resources, with
maximum effectiveness and efficiency, on targets of major importance. while relying to a
greater degree on non-Sigint sources of intelligence regarding selected targets ofless than
major importance.

Whether or not the U.S. has entered a phase ofabsolute decline there is little question
that the U.S. will cease to act as military policemen for the entire world. Certainly U.S.
dominance in the Far East is no longer a rational possibility. For the purposes of Sigint
planning. it need. to be recognized that Japan, China, and even India are as likely to be
competitors a. allies in the twenty-first century, perhaps earlier; that powerful forces
within the Soviet Union are attempting to move the USSR away from military
confrontation with the U.S.; that the economic/political division of Europe engendered by
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post-WWII East-West rivalries is coming to an end; that global problems of
overpopulation, with consequent atmospheric and terrestrial pollution and in~mational
competition for increasingly searee resources, are likely to be the dominant intiomational
concerns after the year 2000. .

Liberal:

It is not the place of NSA or of the cryptologic community to direct na.tional policy or
to make national intelligence estimates. NSA's job is to respond to intelligence
information requirements according to established priorities, using whatever resources
are available. It is neither politically practical nor operationally prudent for NSA to
organize its efforts to address tasks and circumstences other than those specified by U.S.
Sigint users. .

Conservative:

NSA is responsible for pursuing policies and measures to maximize the long-term
value of Sigint as an asset critical to the support of U.S. military and political action.
Sigint may soon 100m even larger as a support to actions in the ,,",onomic sphere. Beyond
that, as a member of the U.S. Intelligence Community NSA~ a responsibility to make
it. voice heard in matters. . . . .

The above arguments have no real end and the controversy no clear~ut resolution.
Each perticipenlJreader i. likely to find the foregoing merely a confirmation of his or her
elready f1l'lllly held views. .

···""··(b)(3)-P.L.86-36
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Some actions which might help to further sort out the issues raised: \

• a more thorough examination of the question of the cost effectiveness of each
individual Third Party exchange. A rigorous cost accounting review by
"outsiders" might suggest some useful modifications in one or more of the existing
exchanges. '

• a (re)consideration of the cost-benefit of Third Party exchanges involving targets
oflowerpriority.\

• a review of U.S. Sigint posture vis-a-vis Third Parties for the future, assuming
major realignments of international power relationships over the next 20 years. .

bolds a BA m Intemational Relations from I ale unlversny, an milA rrom
Harvard Business School, and a Doctorate in Jurisprudence 'rom
American University. He is certified as a Special Research ADalyst and
Traffic Analyst.
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