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The Borders of Cryptology
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The cryptologic partnershIp in Its present form ball evolved from a
long sertes of roorganlzatlons. In the process. fuDct10ns Wblch were
slmllu or interdependent. but separately organ1zed and perbaps not well

coordinated. were brought CI08er together. The togetherness wu accom
pHsQed by organlzatiooal mergers and by Impr09'ed lIa18on.

By current deflnltlon. we now baveonly COtoUNT and COMBEe actlvlUelI
within the borders of cryptology. On the COM.<;PL side, our cryptographic

security and transmi8slon security responslbUJtles exteDd to all types
of electronic emIssion. On the COIol.!NT allie. howeTer. a d.18Unction Is
made between "communicatlOtlB" and "ooo-communlcaUona" signal••
Only lhe former are wtttun tbe pI'O'riDCe of COMri'/T"

ELlNT activities remain outside the borderll of cryptology. F.LINT
arrangements probably are better known to the cryptologtst than the
arrangements Cor any of the other bordering acUvities. Inmany re"speets.
COMlNT and ELINT functloh8 are stm1lar and Interdependenti a closer
orp.n1uUoaal merger IB being developed; the term "SWINT" (which
covers COMINT and ELINT ) has been lLdded to our Jargon.

In Hus art1cle. we shall consider other bordert.ng acth1.tl8:Il wblch
currenUy or potentially bave lUI Lmportant effect on cryptology. and to
which perhaps the cryptologlat has DOt g:lveD much thought. Tbo8e ac
tivities are jamming and. el8l;:troD1cdecePUonInpartleular.and. electroD1c
warlare in general.

Althougb we may obsene that oertalD electron:lc warlue actIvttles and
cryptology or AIGlNT are sltnl.lar and Interdepen.deut. we do not Intend to
l'we here any questions of furtber reorganl.zatlon. From our broad
review of current rela.t1.onsh.lps. bowe'ftlr. we ehoUld recogll1ze ..t leut
the potentialities for close lIaillOb amoDg the borderilll acthitlea.

The two major subdlviaions of electroa1c warlare are electronic
counterme8.lilure8 (EeM). and electroD1c counIer-(l(IIIlIlterm.elUlur6S
(ECCM). JI.JnDl1ng aIJd electroD1c deception ue eumples of (lcti,,~

ECM. Search. intercept. D/F. rl..lJCe Mt!matiOD. and sl.gnal &Da1JBl.s. when
conducted for 81~UfVJ~ of acUve ECM. ue examples of plU8itle' ECM. The
eteerage of a Jamming operatlcm. for Instance. v.rou1d lnclud.e tbe tran8
WlIslon frequellcy aDd I.deDtlfylng charactoriati08 of the signal to be
Jammed. The term ECCM covers anti-jamml.ng or uti-deception mellB-
uno.
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eratlons are eubJect to uam approva1ln advance. usm baa apeclfted clr
cllm.l!ltances in which th1s adv8ACe approval has already been glvtlc. USIB
bas al80 prescribed the conditions for conctuctiftl an open.tlon wbeD time
does not permit the obtaining aI lldvance approval. NSA Is requ.lred to ar
r'8.nge for military commandeI'8 to be advised altha sWus of approval tor
a given operation. In addltlon.N5A Is required toarrup for the necessary
fllGlNT support. While 810l!'1' unlta would give. they would &.180 receive.
When InClNT activities are performed outside the scope of NSA'8 au
thority. there would be an arranFment whereby tbe results would be
furnished to R1GlNT unltll dB3l- ted M. NSA.

WhIle tbe cryptolOl1et will be B.II8<::tea Dy .to,",1II euona 01 me u. ~ .•
he will alBa play an Importallt role in those situations In wblch the U. S.
OhSerge8 or is the victim of forelp ECM. Tbe COMBEe speclallst
parUclpates in the development of anti-Jamming measures. He develops
authentlcatloc systems and other 8DtI.-deceptlon measures. b1terceptlon
and aJUlyals of foreign ECM slpa!1lI Is a 91GINT task. The ane.lY'llIs of
forelp imitations of U. S. slpa.ls. however, would concern the COlolRF.('
apeclallatll mare t.he..n the !'JGiNT people. The latter would be cQllCeroed
with techn1cal studies of Jamming signals and with techniques for seel.ng
through manipulative deception.

Electronic warfare acUv1t1etJ bave little noUceable effect now upon
cryptologlc or 81GINT actlviUes. The Sovtet algn.aJ.8 wblch Jam the Voice of

America bave beelll subJected to thorOl.Jlh teclm1cal analyaea by F.LINT
actlvUles. Aside from the ext8IlSI"e SOriet Jammlna: of the Voice of
Amerloa and 01 similar broadcasts by tbe Weat. there 18 practically no
evidence that active ECM aperatt0D8 are being cODducted DOW by the
SOViet Bloc or by theWeet. Active ECM"aperattonsby the U. S. are limited
in view of tile varloua r1skll mentioned above and tho blp.level coDotrolB
wblch call for special authorlzatioD8. Similar colltrols bllve been satab
Ushed in tbe electronic warfare policy of NATO. b1addltolll to the rl.8kB we
have mSDoUoned (e.g.. the poll81ble 1088 of 81GINT eecurlty. or the poaelble
interference with 810INT collecUoD). there Is the danKer that IllCreased

ID vie.... of the pol!l8lbUities 01. security compromises. interference. and
self-deception. U.S. commWJ1cattons Jamming and ImJtatlye~cepUonov-
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Tbe bordering actlv1Uel!l wbicb we have coQl,ldered are summarized
below in chart fonn. Tbe chart probably takes In all of the maiD sub
dlv1.lons In !:be electrou1c warfue complex, but we are DOt absolutely
certain that It does. We know. for eq.mple, that active ECM tFlcltMIt8

IIUIlIIl1nIil: and deception; l1 there are other types of aetlVfl ECM., we do

not Imow what they are.

In our oommenta bereoned.aUDgrelaUoaehlpa amongbordering &ctIvI
ties, we are crlUcl.zlng and applaudIDI as UtUe as possible. But It moat
be apparent that. these relatlonabips are not perfect. Not alllllplftcant
ISSU88 have been settled yet. Some whlcb have been settled are still not
eully understood. Some wblcb may be UDderstood do not seem entIrely

l:UNT. As far as processes are concerned. we mJpt attempt to place
within the borden of cryptololY tbe "speclallzed" procesBeS In crypto
mathematics. cryplo-Ungu1stlcs, etc •• but on cloe8 examination 80me of
the specialized prOO8SS8S are borderUne. They resemble wvrk donalD
non-cryptologtc areas of goverD.D:lent, Industry. IlDd educational tnstitu
tlons.
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IlCtlV6 ECM operatlona by the Weal now would stimulate greater use of
active ECM by the Soviet Bloc.

Althoup curreDl use of actin ECM is limited. much effort must now be
devoted to electronic warfare probLel1lll. We .bould not atlempt to
predict here the aolutlons to the problema, but we should mention some
of the major iasues wWeh would affect cryptolo!D'.

The electronic warfare policy promulpted by the Joint Chiefs of
Staff provides for the development of an effective ECM capabUlty.
S1m11ar p1"OVleloDB are contained In the NATO electronic warfare pol1cy.

The development of an effective EeM capability ImpUe8 the readine88
of active and passive ECM specialists. suitably trained and equipped to

handle operlltional tuka on ahort nctioe. Several NATO countrlsalook to
the U. S. for assistance 1n tra1n1ng and equlpplnK units for active and
passive ECM. It ill difficult to provide for realistic training In passive
ECM Without revealing sensitive tecbnlcal 8rGINT InformaUon.

The problems of ullIistiDJ in the development of an alUed country's
ECM capabllttles are conaiderably more complex than tboae encountered
In the development of U. S. capabUltlelll. The complicating factors Include
the U. S. restrictions on Cm-lINT, ,"l.I'NT and CQMSEC colllll:xlrauOD with
foreign countries. The problems are also complicated by the several
fundamental dltf~reDCes which are Indicated In Individual nations' views
on COI.4INT·F:I..INT-COM:'lEC electronic warfare relatIonships. Uourprel!lent
restrictions were to be relaxed. the rlBk8 of comprom1se of course would
increase. but we would be In a 1lOIlItiOIl to adviBe tbe reclpleDtB on security
principles. Jj our restrictions were to be maintained. we might expect
llIeveral NATO countries to excba.nge their 8ensltlvetecbn1callIlformatlon
in arrangements which would exclude the U. S. In that event, the lnl'orma
UOD mJlbt be haIIdled UIlder Increased rl8u of compromJse without the
belU!lfit of U. S. advice on security principles. Among the fwldameD.ta1
differences of views on COM[NT-~LINT-COMSEC electronic warfare relation·
shipe, some NATO countrlM have e1lpressed the vIew tbat passive ECM
units llbould Dot oDly be traIned and equipped, but alao operational DOW;
lbat tboy ahould contribute to an lnternational eKCbange of electronic
warfare lntelUgence.

WhIle fundamental dtffereDces may ex:1st In 1Dd1vidual nations' views,
there are also problems wttbln the U. S. on tbe matter of determln1ng
details of COMINT.I':LIN'f.{~OMAF.C electronic warfare relaUonships. The
euct borders of cryptology may often be quellUoned. Attempt:/J have been
made to draw the llne according to raw malerl&Is or procell1l811, but those
attempts have not been completely auccessful. Having decided. for
eumple. that CCM~T and EUNT are distinctive. we can easily Illustrate
the disUncUon in terD1l!l of rad1o-telegr8.IIUI and radar signals. We migtlt
have some diffiCulty. however. In det.erm1n1ng wbether a'new type
signal from an earth .a1-elllie vehicle 1a in the province of COMLNl'
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logical. The Imperfections cannot be traced to flaws Ina muter plan for
the reillted acUviUes; there Is 00 such plan. The authorities who drew
up national pollcy on CO"'I~'I'. ELlNT, e.nd CUMRH were not tbe same 8..!1

those who developed electronic warlarepollcy. The need for a mllBter plan
was not apparent wh&n the separate policies were budding. Good progrell8
b8..!I been made, especiB.1ly during the p«8t few yeara. by the several
authorities concerned toward sati.Bfactory settlement oflndivlduallssues.
The progrel!lll is likely to couttnue by working on Individual problems
I.n8tead of attempting to solve them all at once by draw1q up a master
rtestgn now.

We have Indicated the potenllalltles for clOl'3e Haison among the
bordering activities. Tbe indhidual cryptologtst may wonder wh.li.l his
own role wUI be. The lIaJ80n channels are stili In an early stage of
development. Relatively few cryptologlsts have been designated to conduct
such lIaisoo. As the number grOW!l. the individlll.l's dutie6 will be
apparent In technical instructioWl. terms of reference, appointments to
panels, etc. The malorlty of cryptologUita may DeTer be designated to
pe-r[orm a liaison fWICtion. but they may nevertheless expect to he assigned
some tasks which will support electronJc warfare actlvltlee. or to be
consulted by UaJSOD people OD some aspect of those actlvlUes.
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