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Preface

This guide was developed specifically for the Operating Components within the
Department of Homeland Security. It is an aid to the development of operational
requirements that are critical in the efficient and effective communication of our needs to
both internal and external recipients. To put it simply, operational requirements are a key
element in cost-effective and efficient design, development and deployment of either one-
off custom or widely distributed products and services used within and outside the
Department.

The purpose of this comprehensive, yet simple-to-use guide is to provide the reader
with the fundamentals of requirements development in order to enable one to articulate
requirements effectively to other areas within DHS or to external audiences such as the
Private Sector, other Federal agencies or First Responder communities. For those that are
interested in a more in-depth treatment of requirements development, we have included
detailed information used in DHS-S&T where requirements development is of utmost
importance to the development of advanced technologies and products.

Tom Cellucci, Ph.D., MBA
May 2008
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Introduction

The purpose of this guide is simple and straightforward: to enable the reader to articulate
needs and effectively communicate them (either internally within DHS or externally to
other Federal agencies or the private sector) through an Operational Requirements
Document (ORD). Just think about the number of times we have heard expressions like
‘It all boils down to a lack of communications,” or “We’re not sure what you need,” or
‘DHS has been difficult to work with because we really don’t have a clear picture of their
problems, needs or requirements.” We can remedy this situation by implementing some
fundamental best practices in a disciplined manner.

A well written ORD can be a truly effective vehicle to relay a given
component/group/agency’s needs in a clearly understood format to sedulously avoid the
countless hours of time and other resources wasted to try “to interpret” what a particular
organization needs. Research conclusively shows that the major reason for unsuccessful
programs or projects is the lack of detailed requirements at the onset of a program. The
effort we invest up front in developing solid requirements will pay dividends in the
outcome of our programs not to mention the savings in both money and time in corrective
actions taken to get a program “back on track” — if it is even possible in many instances.

We intend to make writing an ORD simple and easy. To that end, we’ll provide an easy
to read ORD template, along with a real world example. For those readers interested in
learning how ORDs can enable win-win innovative partnerships between the public
sector and the private sector, see Appendix A. Imagine how useful an ORD will be in the
Capstone IPT process be referring to the article in Appendix B. Finally, for those
interested in the details of systems engineering, please refer to Appendix C, which is the
Requirements Development Guide now used by Program and Transition Managers at
DHS-S&T.

If you have any questions or need any assistance — any at all — please feel free to contact
Tom Cellucci, DHS-S&T Chief Commercialization Officer at
Thomas.Cellucci@dhs.gov.

Why Requirements?

A requirement is an attribute of a product or system necessary to satisfy the needs of a
person, group or organization. Requirements therefore define “the problem.” In contrast,
“the solution” is defined by technical specifications.

We could save ourselves a lot of work if we jump straight to “the solution” without
defining “the problem.” Why don’t we do that? Because if we take that shortcut we are
likely to find that our solution may not be the best choice among possible alternatives or,
even worse, we’re likely to find that our “solution” doesn’t even solve the problem!

For example, faced with the problem of potential intruders to a sensitive facility, we
might define the requirement as “build a wall” whereas the real requirement is “detect,
thwart, and capture intruders.” Our wall might “thwart” intruders (or might not, if they’re
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adept at tunneling), but it would not detect them or facilitate their capture. In short, the
solution would not solve the problem.

We need
to detect
intruders

We need

The robust requirement to “detect, thwart, and capture intruders,” which includes no
preconceived solutions, prompts us to analyze alternative conceptual solutions and
choose the best.

One way to ensure that we are defining a problem, rather than a solution, is to begin the
statement of the requirement with the phrase “we need the capability to ...” It’s nearly
impossible to complete this sentence with a solution (“a wall), and much easier to
complete the sentence with a problem (“capability to detect intruders”). This approach is
sometimes called capability-based planning. It is a very simple, yet powerful, concept.

At the other extreme from the ‘requirements-pull” approach is its opposite: ‘technology
push.” Here we start with a solution (perhaps a new technology) and see what problems it
might enable us to solve. The danger in this approach is to become enamored of “the
solution” and neglect to ensure that it actually solves a problem. With technology push, it
is likely that actual user requirements may be modified, or even ignored, in order to
force-fit the desired solution. A historical example was the product known as Picture
Phone introduced (and discontinued) in the 1960s, when the advance of
telecommunications technology first made possible the transmission and display of video
as well as voice. Picture Phone, which allowed telephone users to see each other during a
call, was a technological success but a market disaster. It turned out that callers generally
don’t want to be seen, as a bit of unbiased market analysis would have disclosed.

Technology push should not be ignored, but if the goal is successful transition to the field
with acceptable risk, the technology being pushed must be compared with alternative
solutions against a real set of user requirements.

Aside from assuring that the “solution” actually solves the “problem,” requirements-
driven design has a further advantage in that the requirements provide criteria against
which the product’s successful development can be measured. Specifically, if the product
was developed to address a set of quantified operational requirements, then its success is
measured by Operational Test and Evaluation (OT&E) to validate that an end-user can
use the product and achieve the stated operational goals.



Prior to OT&E, it is common practice to subject products to Developmental Test and
Evaluation (DT&E). The purpose of DT&E is to verify that the product meets its
technical specifications, which are the engineers’ interpretation of the operational
requirements. Such DT&E does not obviate the need for OT&E, which validates that the
engineers’ solution is not only technically successfully but also represents a successful
interpretation of the end users’ needs, satisfying the original operational requirements
(not just the technical specifications) when operated by representative users.

Often requirements are stated in terms of “threshold values” and “objective values,”
where the “objective value” is the desired performance and the “threshold value” is the
minimum acceptable performance. This formalism is useful in allowing stretch goals to
be asserted without saddling the system development with unacceptable risk.

The Requirements Hierarchy and Traceability

To reiterate the definitions above, the documents that govern product development
include requirements, which define the problem, and specifications, which define the
solution. Nevertheless, the hierarchy of requirements and specifications is more complex
than that simple dichotomy, as depicted in Figure 1.

The hierarchy is divided into two domains, operational requirements and technical
requirements, highlighted in yellow and blue in the figure, representing the “problem
space” and the “solution space” respectively. The DHS Operating Component,
representing the end users in the field (the operators), is responsible for all operational
requirements, from the top-level mission requirements to the detailed system-level
operational requirements. A system developer is responsible for translating the
operational requirements into a system solution, documented in a hierarchy of technical
specifications.

Requirements Hierarchy (TsA example)

[ The Sponsor (representing the operators) ]

High Level develops operational requirements
(qualitative consistent with organizational missions.
DHS Mission — Strategic Goals (“Prevent terrorist attacks”) € 0

TSA Mission (“Protect traveling public”)

Capability Gap (“Prevent weapons aboard aircraft”

Operational Requirement (“Detect firearms”)

Performance Requirement (“ Metal detection &

classification'g e B
Functional Specification (“Detect metal >50 gm”)

Operational
Requirements

(“the / Material Specification (“Use type FR-4 epoxy resin”)
Technical Low Level The Program Manager and Acquisition /

Design Specification (“MTBF > 2000 hours”)

Requirements (quantitativ Engineering community develop technical
(uthe solution”) e) requirements and specifications.
[ Each lower-level requirement must be traceable to a higher-level requirement. ]

Figure 1. The requirements hierarchy



The highest-level type of technical “specification” is actually called a performance
“requirement.” A performance requirement actually represents a bridge from operational
requirements to the engineering interpretation of those requirements. Put another way, in
the course of developing a new system it is necessary to transform the system operational
requirements, which are stated from a given Operating Component’s perspective as
required outcomes of system action, into a set of system performance requirements,
which are stated in terms of engineering characteristics.

The requirements and specifications are described below, first those that define the
problem and then those that define the solution:

e Problem Definition

0 Mission Needs Statement (MNS) is required by the DHS Investment
Review Process (Management Directive 1400, Appendix G) and is
developed by the DHS sponsor (S&T’s customer) who represents the end
users. The MNS provides a high-level description of the mission need (or,
equivalently, capability gap), and is used to justify the initiation of an
Acquisition program.

0 Operational Requirements Document (ORD) is also required by the
DHS Investment Review Process and, like the MNS, is developed by the
DHS sponsor. The ORD specifies operational requirements and a concept
of operations (CONOPS), written from the point of view of the end user.
The ORD is independent of any particular implementation, should not
refer to any specific technologies and does not commit the developers to a
design.

e Solution Definition

o0 Performance Requirements represent a bridge between the operationally
oriented view of the system defined in the ORD and an engineering-
oriented view required to define the solution. Performance requirements
are an interpretation, not a replacement of operational requirements.
Performance requirements define the functions that the system and its
subsystems must perform to achieve the operational objectives and define
the performance parameters for each function. These definitions are in
engineering rather than operational terms.

o Functional Specifications define the system solution functionally, though
not physically. Sometimes called the “system specification” or “A-Spec,”
these specifications define functions at the system, subsystem, and
component level including:

® Configuration, organization, and interfaces between system
elements

® Performance characteristics and compatibility requirements
® Human engineering



Security and safety
Reliability, maintainability and availability
Support requirements such as shipping, handling, storage, training

and special facilities

o Design Specifications convert the functional specifications of what the
system is to do into a specification of how the required functions are to be
implemented in hardware and software. The design specifications
therefore govern the materialization of the system components.

0 Material Specifications are an example of lower-level supporting
specifications that support the higher-level specifications. Material
specifications define the required properties of materials and parts used to
fabricate the system. Other supporting specifications include Process
Specifications (defining required properties of fabrication processes such
as soldering and welding) and Product Specifications (defining required
properties of non-developmental items to be procured commercially).

Characteristics of Good Requirements

Requirements engineering is difficult and time-consuming, but must be done well if the
final product or system is to be judged by the end users as successful. From the
International Council of Systems Engineers (INCOSE) Requirements Working Group®,
here are eight attributes of good requirements:

Necessary:
Verifiable:

Unambiguous:

Complete:
Consistent:
Traceable:

Concise:
Standard constructs:

Can the system meet prioritized, real needs without it? If yes, the
requirement isn't necessary.

Can one ensure that the requirement is met in the system? If not, the
requirement should be removed or revised.

Can the requirement be interpreted in more than one way? If yes, the
requirement should be clarified or removed. Ambiguous or poorly
worded requirements can lead to serious misunderstandings and
needless rework.

Are all conditions under which the requirement applies stated? In
addition, does the specification include all known requirements?
Can the requirement be met without conflicting with any other
requirement? If not, the requirement should be revised or removed.
Is the origin (source) of the requirement known, and is there a clear
path from the requirement back to its origin?

Is the requirement stated simply and clearly?

Requirements are stated as imperative needs using "shall."”
Statements indicating "goals™ or using the words "will" or “should”
are not imperatives.

! Kar, Pradip and Bailey, Michelle. Characteristics of Good Requirements. International Council of
Systems Engineers, Requirements Working Group. INCOSE Symposium, 1996. Found online:
http://wwwe.afis.fr/nav/gt/ie/doc/Articless CHARACTE.HTM.
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Developing Operational Requirements: Customer Input

So far, we’ve discussed operational requirements but have not provided any insight into
how to develop them. Let’s first look at the contents of a typical Operational
Requirements Document (ORD) shown in Figure 2.

OPERATIONAL REQUIREMENTS DOCUMENT

1.0 General Description of Operational Capability
1.1. Capability Gap
1.2. Overall Mission Area Description
1.3. Description of the Proposed System
1.4. Supporting Analysis
1.5. Mission the Proposed System Will Accomplish
1.6. Operational and Support Concept
1.6.1. Concept of Operations
1.6.2. Support Concept
2.0 Threat
3.0 Existing System Shortfalls
4.0 Capabilities Required
4.1 Operational Performance Parameters
4.2 Key Performance Parameters (KPPs)
4.3 System Performance
4.3.1 Mission Scenarios
4.3.2 System Performance Parameters
4.3.3 Interoperability
4.3.4 Human Interface Requirements
4.3.5 Logistics and Readiness
4.3.6 Other System Characteristics
5.0 System Support
5.1 Maintenance
5.2 Supply
5.3 Support Equipment
5.4 Training
5.5 Transportation and Facilities
6.0 Force Structure
7.0 Schedule
8.0 System Affordability
Appendixes
Glossary

Figure 2. The contents of an Operational Requirements Document

The complexity of the intended system and its operational context will govern the
required level of detail in the ORD. The most difficult sections to develop are probably
Section 4.0, which describes the capabilities required of the system to be developed, and
Section 1.6, which describes the operational and support concepts.

There is no silver bullet to solve the potential challenges in developing an ORD, but since

the issues are universal, there is a wealth of literature that offers approaches to
requirements development. As an example, here are nine requirements-elicitation
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techniques described in the Business Analyst Body of Knowledge (from the International
Institute of Business Analysis)?.

1. Brainstorming
0 Purpose

® An excellent way of eliciting many creative ideas for an area of
interest. Structured brainstorming produces numerous creative ideas.
o Strengths

® Able to elicit many ideas in a short time period.

® Non-judgmental environment enables outside-the-box thinking.
0 Weaknesses

® Dependent on participants’ creativity.
2. Document Analysis
0 Purpose

® Used if the objective is to gather details of the “As Is” environment
such as existing standard procedures or attributes that need to be included
in a new system.

o Strengths

® Not starting from a blank page.
® |Leveraging existing materials to discover and/or confirm requirements.

® A means to cross-check requirements from other elicitation techniques
such as interviews, job shadowing, surveys or focus groups.
0 Weaknesses

® Limited to “as-is” perspective.
® Existing documentation may not be up-to-date or valid.

® Can be a time-consuming and even tedious process to locate the
relevant information.
3. Focus Group
0 Purpose

®* A means to elicit ideas and attitudes about a specific product, service
or opportunity in an interactive group environment. The participants share
their impressions, preferences and needs, guided by a moderator.

o Strengths

® Ability to elicit data from a group of people in a single session saves
time and costs as compared to conducting individual interviews with the
same number of people.

® Effective for learning people’s attitudes, experiences and desires.

Z International Institute of Business Analysis. A Guide to the Business Analyst Body of Knowledge, Release
1.6. 2006. Found online:
http://www.theiiba.org/Content/NavigationMenu/Learning/BodyofKnowledge/Version16/BOKV1_6.pdf.
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® Active discussion and the ability to ask others questions creates an
environment where participants can consider their personal view in
relation to other perspectives.

0 Weaknesses

® |nthe group setting, participants may be concerned about issues of
trust, or may be unwilling to discuss sensitive or personal topics.

® Data collected (what people say) may not be consistent with how
people actually behave.

® |f the group is too homogenous, the group’s responses may not
represent the complete set of requirements.

® Askilled moderator is needed to manage the group interactions and
discussions.

® |t may be difficult to schedule the group for the same date and time.
4. Interface Analysis
0 Purpose

® Aninterface is a connection between two components. Most systems

require one or more interfaces with external parties, systems or devices.

Interface analysis is initiated by project managers and analysts to reach

agreement with the stakeholders on what interfaces are needed.

Subsequent analysis uncovers the detailed requirements for each interface.
o Strengths

® The elicitation of the interfaces’ functional requirements early in the

system life cycle provides valuable details for project management:

— Impact on delivery date. Knowing what interfaces are needed, their
complexity and testing needs enables more accurate project planning
and potential savings in time and cost.

— Collaboration with other systems or projects. If the interface to an
existing system, product or device and the interface already exist, it
may not be easily changed. If the interface is new, then the ownership,
development and testing of the interface needs to be addressed and
coordinated in both projects’ plan. In either case, eliciting the interface
requirements will require negotiation and cooperation between the
owning systems.

0 Weaknesses

® Does not provide an understanding of the total system or operational
concept since this technique only exposes the inputs, outputs and key data
elements related to the interfaces.
5. Interview
0 Purpose

® A systematic approach to elicit information from a person or group of
people in an informal or formal setting by asking relevant questions and
documenting the responses.

12



o Strengths
® Encourages participation and establishes rapport with the stakeholder.
® Simple, direct technique that can be used in varying situations.

® Allows the interviewer and participant to have full discussions and
explanations of the questions and answers.

® Enables observations of non-verbal behavior.

® The interviewer can ask follow-up and probing questions to confirm
own understanding.

® Maintain focus through the use of clear objectives for the interview
that are agreed upon by all participants and can be met in the time allotted.
0 Weaknesses

® Interviews are not an ideal means of reaching consensus across a
group of stakeholders.

® Requires considerable commitment and involvement of the
participants.

® Training is required to conduct good interviews. Unstructured
interviews, especially, require special skills. Facilitation/virtual facilitation
and active listening are a few of them.

® Depth of follow-on questions may be dependent on the interviewer’s
knowledge of the operational domain.

® Transcription and analysis of interview data can be complex and
expensive.

® Resulting documentation is subject to interviewer’s interpretation.
6. Observation
0 Purpose

® A means to elicit requirements by assessing the operational
environment. This technique is appropriate when documenting details
about current operations or if the project intends to enhance or change a
current operational concept.

o Strengths

® Provides a realistic and practical insight into field operations by
getting a hands-on feel for current operations.

® Elicits details of informal communication and ways people actually
work around the system that may not be documented anywhere.
0 Weaknesses

® Only possible for existing operations.
® Could be time-consuming.
® May be disruptive to the person being shadowed.

® Unusual exceptions and critical situations that happen infrequently
may not occur during the observation.

13



® May not well work if current operations involve a lot of intellectual
work or other work that is not easily observable.
7. Prototyping
0 Purpose

® Prototyping, when used as an elicitation technique, aims to uncover
and visualize user requirements before the system is designed or
developed.

o Strengths

® Supports users who are more comfortable and effective at articulating
their needs by using pictures or hands-on prototypes, as prototyping lets
them “see” the future system’s interface.

® A prototype allows for early user interaction and feedback.

® A throw-away prototype is an inexpensive means to quickly uncover
and confirm user interface requirements.

® A rrevolutionary prototype can demonstration what is feasible with
existing technology, and where there may be technical gaps.

® An evolutionary prototype provides a vehicle for designers and
developers to learn about the users’ interface needs and to evolve system
requirements.

0 Weaknesses

® Depending on the complexity of the target system, using prototyping
to elicit requirements can take considerable time if the process is bogged
down by the “how’s” rather than “what’s”.

® Assumptions about the underlying technology may need to be made in
order to present a starting prototype.

® A prototype may lead users to set unrealistic expectations of the
delivered system’s performance, reliability and usability characteristics.
8. Requirements Workshop
0 Purpose

® A requirements workshop is a structured way to capture requirements.
A workshop may be used to scope, discover, define, prioritize and reach
closure on requirements for the target system. Well-run workshops are
considered one of the most effective ways to deliver high quality
requirements quickly. They promote trust, mutual understanding, and
strong communications among the project stakeholders and project team,
produce deliverables that structure, and guide future analysis.

o Strengths

® A workshop can be a means to elicit detailed requirements in a
relatively short period of time.

® A workshop provides a means for stakeholders to collaborate, make
decisions and gain a mutual understanding of the requirements.
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® Workshop costs are often lower than the cost of performing multiple
interviews.

® A requirements workshop enables the participants to work together to
reach consensus which is typically a cheaper and faster approach than
doing serial interviews as interviews may yield conflicting requirements
and the effort needed to resolve those conflicts across all interviewees can
be very costly.

® Feedback is immediate, if the facilitator’s interpretation of
requirements is fed back immediately to the stakeholders and confirmed.
0 Weaknesses

® Due to stakeholders availability it may be difficult to schedule the
workshop.

® The success of the workshop is highly dependent on the expertise of
the facilitator and knowledge of the participants.

® Requirements workshops that involve too many participants can slow
down the workshop process thus negatively affecting the schedule.
Conversely, collecting input from too few participants can lead to
overlooking requirements that are important to users, or to specifying
requirements that don’t represent the needs of the majority of the users.
9. Survey/Questionnaire
0 Purpose

® A means of eliciting information from many people, anonymously, in
a relatively short time. A survey can collect information about customers,
products, operational practices and attitudes. A survey is often referred to
as a questionnaire.

o Strengths

® When using ‘closed-ended’ questions, effective in obtaining
quantitative data for use in statistical analysis.

® When using open-ended questions, the survey results may yield
insights and opinions not easily obtainable through other elicitation
techniques.

® Does not typically require significant time from the responders.
Effective and efficient when stakeholders are not located at one place.
® May result in large number of responses.

® Quick and relatively inexpensive to administer.
0 Weaknesses

® Use of open-ended questions requires more analysis.

® To achieve unbiased-results, specialized skills in statistical sampling
methods are needed when the decision has been made to survey a sample
subset.
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® Some questions may be left unanswered or answered incorrectly due to
their ambiguous nature.

® May require follow up questions or more survey iterations depending
on the answers provided.

® Not well suited for collecting information on actual behaviors.

Operational Requirements Document Template:

1. General Description of Operational Capability

In this section, summarize the capability gap which the product or system is intended to
address, describe the overall mission area, describe the proposed system solution, and
provide a summary of any supporting analyses. Additionally, briefly describe the
operational and support concepts.

1.1. Capability Gap

Describe the analysis and rationale for acquiring a new product or system, and
identify the DHS Component, which contains or represents the end users. Also,
name the Capstone IPT, if any, which identified the capability gap.

1.2. Overall Mission Area Description
Define and describe the overall mission area to which the capability gap pertains,
including its users and its scope

1.3. Description of the Proposed System

Describe the proposed product or system. Describe how the product or system
will provide the capabilities and functional improvements needed to address the
capability gap. Do not describe a specific technology or system solution. Instead,
describe a conceptual solution for illustrative purposes.

1.4. Supporting Analysis
Describe the analysis that supports the proposed system. If a formal study was
performed, identify the study and briefly provide a summary of results.

1.5. Mission the Proposed System Will Accomplish
Define the missions that the proposed system will be tasked to accomplish.

1.6. Operational and Support Concept

1.6.1. Concept of Operations

Briefly describe the concept of operations for the system. How will the
system be used, and what is its organizational setting? It’s appropriate to
include a graphic that depicts the system and its operation. Also, describe
the system’s interoperability requirements with other systems.
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1.6.2. Support Concept

Briefly describe the support concept for the system. How will the system
(hardware and software) be maintained? Who will maintain it? How,
where, and by whom will spare parts be provisioned? How, where, and by
whom will operators be trained?

2. Threat

If the system is intended as a countermeasure to a threat, summarize the threat to be
countered and the projected threat environment.

3. Existing System Shortfalls

Describe why existing systems cannot meet current or projected requirements. Describe
what new capabilities are needed to address the gap between current capabilities and
required capabilities.

4. Capabilities Required

4.1. Operational Performance Parameters

Identify operational performance parameters (capabilities and characteristics)
required for the proposed system. Articulate the requirements in output-oriented
and measurable terms. Use Threshold/Objective format and provide criteria and
rationale for each requirement.

4.2. Key Performance Parameters (KPPs)

The KPPs are those attributes or characteristics of a system that are considered
critical or essential. Failure to meet a KPP threshold value could be the basis to
reject a system solution.

4.3 System Performance.

4.3.1 Mission Scenarios
Describe mission scenarios in terms of mission profiles, employment
tactics, and environmental conditions.

4.3.2 System Performance Parameters
Identify system performance parameters. Identify KPPs by placing an
asterisk in front of the parameter description.

4.3.3 Interoperability

Identify all requirements for the system to provide data, information,
materiel, and services to and accept the same from other systems, and to
use the data, information, materiel, and services so exchanged to enable
them to operate effectively together.

17



4.3.4 Human Interface Requirements

Discuss broad cognitive, physical, and sensory requirements for the
operators, maintainers, or support personnel that contribute to, or
constrain, total system performance. Provide broad staffing constraints
for operators, maintainers, and support personnel.

4.3.5 Logistics and Readiness

Describe the requirements for the system to be supportable and available
for operations. Provide performance parameters for availability,
reliability, system maintainability, and software maintainability.

4.3.6 Other System Characteristics
Characteristics that tend to be design, cost, and risk drivers.

5. System Support

Establish support objectives for initial and full operational capability. Discuss
interfacing systems, transportation and facilities, and standardization and
interoperability. Describe the support approach including configuration management,
repair, scheduled maintenance, support operations, software support, and user support
(such as training and help desk).

5.1 Maintenance

Identify the types of maintenance to be performed and who will perform the
maintenance. Describe methods for upgrades and technology insertions. Also
address post-development software support requirements.

5.2 Supply
Describe the approach to supplying field operators and maintenance technicians
with necessary tools, spares, diagnostic equipment, and manuals.

5.3 Support Equipment
Define the standard support equipment to be used by the system. Discuss any need
for special test equipment or software development environment

5.4 Training

Describe how the training will ensure that users are certified as capable of
operating and using the proposed system.

5.5 Transportation and Facilities

Describe how the system will be transported to the field, identifying any lift
constraints. ldentify facilities needed for staging and training.

6. Force Structure

18



Estimate the number of systems or subsystems needed, including spares and training
units. Identify organizations and units that will employ the systems being developed and
procured, estimating the number of users in each organization or unit.

7. Schedule

To the degree that schedule is a requirement, define target dates for system availability.
If a distinction is made between Initial Capability and Full Operational Capability,
clarify the difference between the two in terms of system capability and/or numbers of
fielded systems.

8. System Affordability

Identify a threshold/objective target price to the user at full-rate production. If price is a
KPP, include it in the section on KPPs above.

19



Signatures

Sponsor’s Acquisition Program Manager [print and sign] Date
Sponsor’s Representative [print and sign] Date

S&T Project Manager [print and sign] Date
S&T Division Head [print and sign] Date
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Operational Requirements Document Example:
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1. General Description of Operational Capability

Mass transit vehicles and networks represent a potentially attractive target to terrorists
and a unique challenge for law enforcement and transit personnel, due to their relative
openness and large user base. Recent attacks in London, Madrid, and elsewhere around
the world have demonstrated the devastating impacts of attacks carried out on mass
transit vehicles. The investigation of the July 2005 attacks in London also demonstrated
the forensic power of employing video surveillance data to successfully identify the
terrorists directly and indirectly involved in such an attack.

While many communities and transit agencies in the United States have implemented the
use of video surveillance systems within their transit infrastructure, uniformity of
coverage is lacking. Financial, technical, and policy challenges continue to limit the
implemented coverage. As a result, the requirement exists to enhance the capability to
obtain, store and protect video surveillance information gathered from mass transit
systems for forensic purposes.

The operational capability described herein, will provide the user community with a self-
contained low-cost video surveillance option that can be implemented as an adjunct to an
existing system or as a primary source for forensic video surveillance information. The
system will support greater surveillance implementation and meet a range of surveillance
requirements for operators in applications where infrastructure intensive approaches are
impractical.

1.1. Capability Gap
A gap currently exists in the coverage of the majority of major mass transit
systems to reliably collect, store and protect video surveillance of potential future
terrorist attacks throughout their transit networks. While specific technical
capabilities exist, coverage is limited in many localities due to high costs and
infrastructure requirements of existing systems. Except in select localities (e.g.
Chicago), most cities have video surveillance capabilities in as little as 10-50% of
mass transit buses and often less in rail applications. This coverage gap directly
limits the ability to investigate, pursue, and prosecute terrorists following a
potential terrorist act involving non-covered conveyances.

The gap in coverage is most pressing on mobile platforms (i.e. buses and trains)
and remote locations where infrastructure requirements of current technological
approaches present the largest barriers to implementation. Existing surveillance
approaches typically require an extensive wired (or wireless) network to support
high bandwidth transmission of data to centralized processing and storage
facilities. Centralized networked systems also incur intensive manpower
requirements for installation, monitoring, and maintenance. Infrastructure
intensive technical approaches present a capability gap for mobile platforms (e.g.
buses and trains) where sufficient transmission bandwidth may not be available, is
cost prohibitive, and may raise security concerns.
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Pursuit of the system described herein will facilitate the closing of the coverage
gap in video surveillance coverage by providing a low cost capability to
supplement existing capabilities and coverage or a stand-alone system in the case
where no legacy capability exists. The intended end users of the system are the
impacted local transit authorities (represented within DHS by Transportation
Security Administration — Rail and Surface Transportation), transit and local law
enforcement officers, and the federal agencies involved in the forensic
investigation of a terrorist attack.

1.2. Overall Mission Area Description

Video surveillance systems are currently used by mass transit operators and
associated law enforcement departments in a range of missions. Mission
applications include support of transit operations, criminal investigation, litigation
support, enforcement of passenger regulations, training, and improved safety of
passengers and employees due to a deterrent effect.

The system identified herein will have the additional capability to protect
recorded video surveillance data, without external infrastructure, in the event of a
terrorist attack, and to support forensic investigation of the same. The system is
expected to provide coverage of areas not currently reached by video surveillance
and in some cases to provide supplementary blast resistant video coverage in
areas currently service by other systems. In addition to post terrorist attack
forensics, the system is expected to extend coverage of other mission applications
including criminal investigation and litigation support to newly covered areas.
Due to its decentralized approach, however, the system will not directly support
mission applications requiring real time monitoring of data (e.g. support to transit
operations).

1.3. Description of the Proposed System

The proposed system will be a stand-alone fixed video surveillance unit that will
produce and maintain a continuous video recording of a designated transit vehicle,
infrastructure component, access control point, or other location of interest within
its designated field of view. It is expected that multiple such units will be
necessary to provide full coverage of individual transit vehicles and other areas of
interest. Each unit will record continuously and store data for a specified period of
time, after which data will automatically be overwritten as necessary. Following
installation, the system will not require user intervention to maintain continued
operation.

In the event of a terrorist attack or catastrophic event, the unit will protect the
recorded data from damage or tampering until retrieval by authorities. Only
survival of the video data sufficient for retrieval and playback of the collected
video surveillance is expected. The system will also allow for data retrieval by
authorized individuals as required for other mission applications.
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Each BRAVE unit will be a self contained device that includes a camera,
removable data storage, and protective hardening for the data storage. System
power may be provided by the installed platform (e.g. bus) or by an included
power source. In the case of an external power option, a transformer, as
necessary, will be included within the system housing.

1.4. Supporting Analysis

This ORD is supported by “Application of Video Surveillance Technology in
Public Transit Systems” submitted to DHS S&T through the U.S. Army Natick
Soldier Research Development and Engineering Center (NSRDEC) and prepared
by the Center for Technology Commercialization. The analysis is further
supported by visits to transit authorities in Seattle, WA; Washington, DC; New
York, NY; and Chicago, IL conducted by NSRDEC and DHS S&T
representatives in February 2008.

1.5. Mission the Proposed System Will Accomplish

The proposed system will provide a low-cost option for provision of a blast-
resistant video surveillance capability to mass transit platforms without such a
capability. Once installed, BRAVE will support investigation of terrorist and
criminal activities conducted within the visual coverage of the deployed system.

The system will serve primarily to visually record all activity within its field of
view for a designated period of time. Video data will be recorded continuously
during designated operational periods. Video data stored beyond the designated
storage duration will be overwritten as necessary to provide storage for more
recent video data. In the event of an explosion caused by a terrorist attack, the
system will protect the data from blast and other damage and allow recovery of
the video data for purposes of forensic investigation and/or prosecution.

1.6. Operational and Support Concept.

1.6.1. Concept of Operations

BRAVE will be used by local transit authorities and law enforcement
officials to supplement video surveillance coverage in areas and vehicles
not currently covered by legacy systems. Localities making use of the
system will identify areas requiring coverage based upon their local
procedures, including identification of specific installation locations.

Transit maintenance or contracted personnel will install units in identified
locations including connection to locally available power source as
applicable. Upon installation, each unit will provide continuous video
recording whenever powered. User support and maintenance will be
minimal.
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Retrieval of data will use commercially standard interfaces (e.g. Secure
Digital card, or USB connection) to retrieve data. Video will similarly be
stored in a commercially standard, non-proprietary format to facilitate
easy review of data in a range of commercially available software
applications.

1.6.2. Support Concept

The design will support easy installation by transit service maintenance or
contracted personnel. No special skills except knowledge of the
interfacing platform’s power system will be required.

Maintenance requirements for the system will be minimal. Each unit will
include basic self test mechanisms to indicate proper operation visually
(e.g. through the use of LEDSs). System design allow for easy replacement
of defective unit by a new unit with no need for user level maintenance.
Defective systems will be returned to the manufacturer for disposition.

No user installed spare parts are expected. Memory cards, if used to meet
storage requirements, will be compatible with existing commercially
available formats.

2. Threat

Public transportation systems continue to be potentially vulnerable targets of terrorist
attacks. Recent attacks including London (2005), Madrid (2004), and elsewhere around
the world demonstrate a general persistent terrorist threat to mass transit systems. In
particular, transit systems provide a potentially attractive target to terrorists by virtue of
their access to large populations with currently less restrictive access controls than airline
and other transportation methods.

3. Existing System Shortfalls

Existing video surveillance systems provide a variety of technical capabilities including
systems that meet or exceed specific technical capabilities required herein. However,
system and supporting infrastructure costs and maintenance requirements for these
systems are often high enough that implementation and system coverage has been
limited, thereby reducing the system-wide surveillance capability.

Existing fixed systems include those placed in stations, in tunnels, on bridges, and at
access control points. These systems typically rely on a hardwired infrastructure to
transmit data away from the point of interest for storage, processing, and commonly
viewing. Onsite backup storage is optional but is not often employed. In cases where
onsite backup is employed currently, the level of protection in the event of a terrorist
attack is largely unknown.
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4. Capabilities Required

4.1. Operational Performance Parameters (T: Threshold / O: Objective)

4.1.1. Form Factor

Each BRAVE unit will occupy a volume of less than 3” by 3” by 2” (T) 2”
x 2” x 1.5” (0).

4.1.2. Resolution

The system will record and store color video data at a resolution of at least
1CIF (T) / 4 CIF (O).

4.1.3. Frame Rate

Video data recorded and stored by BRAVE will have a frame rate of at
least 7.5 FPS (T) / 30 FPS (O). The frame rate will be adjustable at time of
installation (O).

4.1.4. Field of View/Focal Length:

The system will be capable of recording video at focal lengths ranging
from 3 to 50 ft. Focal length will be set at installation (T) / adjust
automatically (O).

4.1.5. Data Format

Video data will be stored in a MPEG2, MPEG4 or H264 format in a
manner suitable to meet evidentiary requirements (T/O). Recorded data
will include a calibrated time stamp that can be used during data retrieval
and review (T/O). The system will produce a message digest or “digital
fingerprint” of recorded data using cryptographic hash function MD5 or
SHA-1 (T/O) to assist in preserving the evidentiary status of the recorded
data. Stored videos shall be accessible with standard commercial and
open source video playback software (O).

4.1.6. Tamper Resistance

BRAVE units will be constructed to prevent unauthorized access to stored
data, device power, and device activation mechanism (T/O).

4.1.7. Power Source

BRAVE units will be compatible with 48V DC, 120 AC, and 12V DC
power sources and include any necessary transformer with the system (T)
Device will provide self-contained power capability (e.g. solar cells) (O)
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4.1.8. Environmental

BRAVE will demonstrate capability to perform within the full range of
environmental conditions without degraded performance. System will
meet all environmental requirements specified in IEEE 1478 Standard for
Environmental Conditions for Transit Rail Car Electronic Equipment for
the E3 (Vehicle Exterior, Body Mounted) and E4 (Vehicle Interior, Non-
Conditioned) environments.

e Temperature: In addition to the requirements of IEEE 1478, the
system will experience no degraded performance due to rapid
changes in temperature of 20°C

e Dust: Blowing sand and dust testing will include testing with steel
sand and dust particulates

e EMI/EMC: System performance will not be degraded due to
electromagnetic interference from external devices

4.2. Key Performance Parameters (KPPs)

4.2.1. Price

Individual unit price will not exceed $200 (T) / $100 (O) based on
production quantities of 100,000 or more. Price of support equipment and
software to operate and access data on individual surveillance units will
not exceed $1,000 (T) / $0 (O) per 100 units in use.

4.2.2. Storage Capacity

Data storage will be sufficient for data storage of continuous video
recording for a period of 7 days (T) / 14 days (O).

4.2.3. Blast Survivability

Parameters to be provided via separate correspondence.

4.3 System Performance.

4.3.1 Mission Scenarios

BRAVE units will be located on mass transit vehicles or infrastructure
(e.g. tunnels and bridges). Units will be installed to continuously monitor a
designated area with minimal human intervention required until data
retrieval or unit replacement is required. BRAVE will operate in a range
of environmental conditions including large temperature swings, humidity,
rainfall, vibration/shock, dust, and EMI/EMC considerations. Units will
also be capable of recording in low light conditions.

In the event of a terrorist attack, when catastrophic data retrieval is

required, video storage will be recovered and transferred from the
potentially damaged housing of the units of interest. Recorded video data
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will be reviewed and analyzed as part of the forensic investigation as
appropriate.

In non-catastrophic data retrieval scenarios, such as data use in a criminal
investigation or forensic investigation from a unit not damaged by the
attack; the unit housing and electronics will be reused. In these cases, the
operator will remove the current memory card, taking care to document
the proper chain of evidence, and replace it with a new unused memory
card.

Periodic visual checks of the system’s self diagnostic indicator will be
conducted by operators or maintenance personnel. Minimal training of
personnel is required to ensure proper understanding of system self
diagnostic indicators.

4.3.2 Interoperability

Recorded data will be compatible with existing commercial and open

source file formats including MPEG2, MPEG4 or H264 (T/O). Stored
videos shall be accessible with standard commercial and open source

video playback software (O)

4.3.3 Human Interface Requirements

Once installed, direct human interface with the system will not be required
except for data retrieval. Installation will require basic mechanical skills to
attach and position the unit. Knowledge of the interfacing power system
will also be required. Data access and retrieval will require basic to
intermediate computer skills and familiarity with using memory cards or
USB storage mediums (dependant of final design).

Human interface is also required to periodically check maintenance self
check indicators. If needed, unit replacement will require similar skills to
installation.

4.3.4 Logistics and Readiness

The system is required to be operational for long periods of continuous
operation without interruption. No user level maintenance or spare part
replacement is required. Replacement units and memory cards should be
available in case replacement is required.

Mean Time Between Failure (MTBF): 40,000 hours (T) 80,000 hours (O)
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5. System Support

5.1 Maintenance

Each BRAVE unit will have the capability to visually indicate to a minimally
trained individual that it is no longer functioning and needs repairs or
replacement. User level maintenance shall be limited to monitoring of self
diagnostic indicator and installation, removal and replacement of the system. All
other maintenance will be vendor provided as necessary.

5.2 Supply

No special tools or support equipment are required for installation or replacement.
Manuals will be provided to the operator by the vendor and will include
installation procedures, information on diagnostic indicators of unit self test, and
replacement procedures. Manual will also provide information on routine and
catastrophic (i.e. after a terrorist attack) data retrieval.

5.3 Support Equipment

All self test diagnostic tests will be contained within the unit. No external support
equipment will be required to maintain and operate the unit. Suitable computer
equipment will be required to review data retrieved from the system. Specific
hardware and software requirements will depend on the level of analysis to be
conducted and the quantity of video data to be analyzed.

5.4 Training

Users will be instructed on the installation and replacement of units; interpretation
of self test diagnostic indicators; and data retrieval procedures by manuals and
written procedures supplied by the unit manufacturer.

5.5 Transportation and Facilities

Once installed, individual units will remain in place until removed or replaced.
Transportation of individual units for installation or replacement is expected to be
well within individual carriage limitations and will be dependant on the local
installation point.

Transportation of retrieved digital media will require no special technical
capability but should be conducted consistent with applicable procedures to
preserve chain of custody when data retrieval is conducted for use in legal
proceedings (e.g. criminal prosecution or civil litigation).

Facilities and suitably computer equipment will be required to review data

retrieved from the system. Facility sophistication and size will depend on the level
of analysis to be conducted and the quantity of video data to be analyzed.
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6. Force Structure

Video surveillance cameras are typically positioned on vehicles to cover each entrance
and the length of the vehicle in each direction. Cameras can also be positioned to show
vehicle exteriors. Each standard bus is expected to make use a minimum of 4 units.
Longer articulated buses will use 7 or more units, while Train cars can make use of 6 or
more units. Based on current public transportation fleet size and current video
surveillance usage rates, approximately 200,000 — 300,000 units would be required to
provide the discussed video surveillance capability to mass transit vehicles without a
current video surveillance capability.

Additional systems will be required within each locality based upon the demonstrated
reliability rate to ensure that replacement systems are on hand for quick replacement of
faulty units. An additional quantity of the appropriate removable memory cards will be
necessary as well, to ensure availability of replacement cards when data is removed for
forensic and other purposes.

Additional systems may be required for in station, infrastructure, and other surveillance
purposes.

7. Schedule

Demonstration of an initial operational capability is required within 4 (T) / 3 (O) months.
For the purpose of this effort, initial operational capability is defined as installation and
field demonstration of 100 fully operational units will include in an identified major city
transit system.

8. System Affordability

Individual unit price will not exceed $200 (T) / $100 (O) based on production quantities
of 100,000 or more. Prices of support equipment and software to operate and access data
on individual surveillance units will not exceed $1,000 (T) / $0 (O) per 100 units in use.
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Summary

This document has presented a brief summary of the role of requirements in product and
system development, with particular emphasis on operational requirements governing the
development of an end-user system. Acknowledging the difficulty of requirements
development, it presented nine best practices to elicit requirements from an end-user
community and eight criteria to judge the “goodness” of requirements. It illustrated how
an Operational Requirements Document (ORD) is generated using an ORD template. We
also provided real-world examples.
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Appendix A: SECURE Program Article

Commercialization: It’s not business as usual at DHS
Thomas A. Cellucci, U.S. Department of Homeland Security: Science and Technology
Directorate, Washington D.C. 20528

Introduction:

The U.S. Department of Homeland Security (DHS) is comprised of many
organizational elements with a single purpose: to enable, support and expedite the
mission critical objectives of DHS’ seven operating components — Transportation
Security Administration (TSA), U.S. Customs and Border Patrol (CBP), U.S. Secret
Service, (USSS), U.S. Citizenship and Immigration Service (USCIS), U.S. Immigration
and Customs Enforcement (ICE), Federal Emergency Management Agency (FEMA), and
the U.S. Coast Guard (USCG).

In these unprecedented times, there is an immediate need for DHS to provide these
operating components with the products and services they require, using efficient and
cost-effective product development methods. DHS is working proactively to attract the
private sector to develop, produce, test and evaluate products that meet the requirements
of DHS operating components and first responders.

Why would the private sector be inclined to develop products at their own expense?
This initiative’s high probability for success lies in the following principles and
guidelines:

1. DHS operating components determine clearly-defined capability gaps and
operational requirements that can be addressed effectively with Commercial-Off-The-
Shelf (COTS) items.

2. The private sector wants access to large potential available markets (PAMs) that
comprise the DHS operating components and ancillary markets as it enables a
presumably strong business opportunity.

3. Taxpayer cost savings will be realized by the “win-win” private-public sector
partnership. Figures 2 and 3 respectively outline a market potential template and private
sector outreach process of the critical elements to attract the private sector’s interest in
partnering with DHS.

“Win-Win” Strategic Partnerships

One often-overlooked vehicle to cost-effectively and efficiently commercialize
technology is the formation of a win-win strategic partnership. The relationship between
the public and the private sectors can be mutually beneficial in many ways, as each has
something of value that the other desires. DHS has substantial potential available markets
and direct access to the operating requirement of its large “customer base” as well as
detailed information on the unmet needs and wants of ancillary market customers found
in state, local and tribal communities.

Requirements development is one of the cornerstones of the commercialization
process. DHS’ Science & Technology Directorate (S&T) develops clear, detailed
operational requirements documents (ORDs) and intends to publish them on what would
be a public web portal accessible by the private sector entities who believe they have the
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ability to meet those published requirements. Further benefits that DHS has to offer
private sector entities come in the form of grants and Small Business Innovative Research
(SBIR) programs.

Conversely, the private sector has skills, expertise, capital, established sales channels
and the integrated marketing programs necessary to produce and distribute technically
advanced products. The private sector appreciates a conservative estimate of the potential
available markets within DHS operating component and/or ancillary markets, as well as
clear, detailed operational requirements. With these two items in hand, the private sector
can verify supplied estimates and generate business cases to determine if it is feasible to
conduct research and development to develop and distribute products or services. This
relationship enables substantial benefits given the ever-changing nature of the needs of
established and potential new security applications. The private sector will need to
continue its innovation as DHS adjusts to address new, emerging threats.

Synchronization:

The execution of a radically different methodology to develop, produce and distribute
new products for use by DHS operating components does not come without its
challenges. For many years, the U.S. government was indoctrinated and accustomed to
the acquisition process of commissioning a custom-made product or service to perform a
specific objective. The government would oversee the creation of the requirements,
concept and technology development, system capability development, testing and
evaluation, and production and deployment — paying for each step of the process. The
concept of transferring responsibility of many of the steps in the process to the private
sector ultimately removes control by the government. Not only is this a new way of
thinking about developing and procuring products, it necessitates clear and precise
communications between the public and private sectors.

In its new commercialization model, S&T acts as a facilitator between its customers,
DHS’ operating components and ancillary markets, and the private sector entities
potentially developing products. S&T must work with its valued customers in the
creation of ORDs as well as conduct market surveys and technology scans to ensure that
needed technical capabilities and/or products exist within firms accessible for distribution
of these ORDs. Oftentimes, private sector entities have products in development that are
closely aligned with current homeland security capability gaps. In these situations, it is
important to determine the exact level of development for the product.

As previously stated, clear and precise communications are paramount. To that end,
the lexicon of product development was different in the public versus private sectors (see
figure 4). Notice that DHS utilizes Basic Research, Innovation, and Transition
nomenclature with Technology Readiness Levels as a “backbone” language, while the
private sector utilizes Science, Technology Development, and then Product Development
as the phases of developing a product from a concept. In order to ensure effective
communications, the Technology Readiness Levels (TRL) model is used to standardize
communication for all parties involved (see Figure 5). With the TRL system in use, all
parties are able to assess quickly the development stage of a given product and determine
an anticipated timeline for product deployment.
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Open and Fair Competition leads to Cooperative New Product Development:

Once DHS has fulfilled its obligation to create realistic ORDs, conducts technology
scans and market surveys to ensure that capabilities exist, the department would then post
pertinent requirement information on the proposed publicly available, open access
website. This web portal would be the vehicle by which private sector entities can engage
DHS to find capability gaps for which solutions exist or can be produced quickly and
efficiently. Given this information, private sector entities could to develop or enhance a
given product or service in cooperation with S&T to enable or improve upon currently
fielded DHS solutions. Close alignment with the detailed requirements are critical in this
process.

In general, for a company to be considered by S&T for cooperative development, it
should be able to:

1. Demonstrate they possess technology at TRL-5 (i.e. applied or advanced R&D) or
above and possess the resources to invest in the commercialization of its
technology to TRL-9 (i.e. fully field deployable product);

2. Propose a technology development effort that has clear and substantial alignment
with published S&T requirements; and

A simple, straightforward and binding agreement could then be executed whereby the
private sector entity will detail milestones with dates to develop its technology to a TRL-
9 state (if not already at that level). Once the private sector entity has successfully
achieved TRL-9, it will perform independent third-party testing and evaluation (T&E) on
the product to ensure it meets all required previously agreed-upon specifications. S&T
then would review and evaluate the accuracy of the third-party T&E and publish its
factual findings on the proposed Web site. The free market system should yield several
companies producing similar products as is often seen in commercial markets. DHS
customers and ancillary markets stand to benefit from this system.

We are currently piloting such a program under the name of the SECURE (System
Efficacy achieved through Commercialization, Utilization, Relevance, and Evaluation)
Program. If you are interested in being considered as a participant in this pilot
program, please contact Dr. Cellucci at Thomas.Cellucci@dhs.gov.

Measurable Results:

The ultimate goal of any commercialization initiative is to produce products that are
better, faster and less expensive compared to what is currently on the market. S&T hopes
to leverage the private sector’s endless pursuit of this idea and marry it with the vast
demands created by an organization whose mission is to protect a nation. S&T has a
critical role acting as the facilitator between sets of markets and a willing and able private
sector looking for large, stable markets to purchase and use advanced technologies. A
program like this should result in a demonstrable increase in the quality and quantity of
technologies, products and services to assist not only DHS in carrying out its mission
objectives, but customers engaged in many other related security applications. It is indeed
expected that taxpayers will observe a significant and demonstrative increase in the
amount of private sector funding used for the timely development of new and reliable
products to help thwart the threat of terrorism.
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Conclusion:

The U.S. Department of Homeland Security Science & Technology Directorate is
forging a new paradigm that can have far-reaching positive consequences for its
customers, private sector partners, and U.S. taxpayers through the rapid, cost-effective
and efficient development and deployment of products and services to protect the United
States. The relatively recent formation of DHS (its fifth anniversary was on March 1,
2008) is advantageous in many ways, particularly in that it enables flexible and forward
thinking in its long-term goals and processes. Our commercialization initiatives are a
groundbreaking and innovative approach to foster a mutually beneficial relationship
between the public and private sectors, both of whom stand to benefit greatly from this
new partnership created in open and free competition. The future of this initiative looks
bright; we have already experienced an overwhelmingly positive response to the initial
private sector outreach. S&T will continue to monitor and measure the benefit this
program stands to provide.
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FIGURES

Fig. 1: Capstone IPT Process
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Fig.1 — This graphical representation shows the Capstone IPT (Integrated Product Team)
process implemented at S&T that enables all stakeholders to participate actively in
identifying and discussing the Capability Gaps germane to a specific functional area,
such as people screening. S&T works with its customers, pertinent end-users and DHS
organizational entities to delineate operational requirements to start a process to close

identified capability gaps.
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Fig. 2 — This graphic shows a market potential template used to conservatively estimate
the DHS market segment by operating components, as well as demonstrate how DHS is a

conduit to other large ancillary markets.
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Fig. 3 Private Sector Outreach Process
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Fig.3 — The Private Sector Outreach Process outlines the steps and procedures undertaken
to develop and deploy a product or service from capability gap identification to product
deployment.
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Fig. 4: Lexicon differences
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Fig. 4: This chart shows the correlation between the various nomenclatures to delineate

differing levels of product development. The Technology Readiness Levels (TRL) serves

as a standardized lexicon for enhanced communications.
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Fig. 5: Technology Readiness Levels

TRLs are NASA-generated and Used Extensively by DoD

Basic principles observed and reported

Technology concept and/or application formulated

Analytical and experimental critical function
and/or characteristic

Basic

Component and/or breadboard validation in
laboratory environment

Component and/or breadboard validation
in relevant environment

Applied

System/subsystem model or prototype
demonstration in a relevant environment

System prototype demonstration in a operational
environment

Actual system completed and 'flight qualified*
through test and demonstration

Actual system 'flight proven' through successful
mission operations

© |00 ([N |01 | B~ | W|NPF

Advanced

Fig. 5 — TRLs are used to assign a numerical value to a corresponding stage in a
technology’s development and maturity. This system of standardization is useful to
communicate effectively between entities that may have used varying technology-

maturity lexicons.
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Appendix B: Capstone IPT Article

CAPSTONE Integrated Product Teams:

Even in Government -- the Customer Comes First!

Richard V. Kikla and Thomas A. Cellucci of the U.S. Department of Homeland Security:
Science and Technology Directorate, Washington, D.C.

In today’s dynamic homeland security environment, delivering customer-driven products
and technologies is a primary objective for the U.S. Department of Homeland Security
(DHS). DHS is comprised of many organizational elements with a single purpose: to
enable, support and expedite the mission-critical objectives of DHS’ seven Operating
Components — Transportation Security Administration (TSA); U.S. Customs and Border
Patrol (CBP); U.S. Secret Service, (USSS); U.S. Citizenship and Immigration Service
(USCIS); U.S. Immigration and Customs Enforcement (ICE); Federal Emergency
Management Agency (FEMA); and the U.S. Coast Guard (USCG). The seven Operating
Components work closely with, support and are supported by a large network of First
Responders at the state, local and tribal levels. DHS manages this diverse group of
Operating Components and supporting elements whose missions address a wide variety
of terrorist and natural threats to our homeland. Ever changing threat dynamics often
require new, innovative technology based solutions in order to prevent or mitigate the
potential effects of current and future dangers. The DHS Science and Technology
Directorate (DHS-S&T), led by Under Secretary Jay M. Cohen, works diligently to
understand, document and offer solutions to current and anticipated threats faced by our
“customers” (DHS Operating Components and field agents) and our “customers’
customers” (First Responders and the eighteen infrastructure industrial sectors such as
banking, chemicals and communications, etc.). DHS-S&T, through the Capstone
Integrated Product Team (IPT) process, ensures that quality, efficacious products are
developed in close alignment with detailed customer needs. The Capstone IPT process
represents the requirements-driven, output-oriented portion of DHS’ technology
development investments in the Transition portfolio. The Office of Transition delivers
products to our customers and our customers’ customers.

The Capstone Integrated Product Teams (IPTs) are chartered to ensure that technologies
and products are engineered and integrated into systems scheduled for delivery or made
available to DHS customers. Consistent with the Homeland Security act of 2002,
Capstone IPTs establish a lean and agile world-class S&T management team that delivers
the technological advantage necessary to ensure DHS agency mission success. The
Capstone IPT process is the framework that determines that developed capabilities meet
operational needs; analyzes gaps in strategic needs and capabilities, determines
operational requirements, and develops programs and projects to close capability gaps
and expand mission competencies. This process is a customer-led forum through which
the identification of functional capability gaps and the prioritization of these gaps across
the Department are formalized. The IPTs oversee the research and development efforts of
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DHS-S&T and enable the proper allocation of resources to the highest priority needs
established by the DHS Operating Components.

Capstone IPTs bring together S&T division heads, acquisition partners and end-users
(Operating Components, field agents and supporting First Responders — customers of
DHS) involved in the Research, Development, Testing and Evaluation (RDT&E) and
acquisition activities. Working together, the IPT identifies, evaluates and prioritizes the
necessary requirements to complete missions successfully. IPTs also assess the
technological and system readiness of products that will ultimately be deployed into the
field. Figure 1 shows the organization of a Capstone IPT. The formation of the IPT at an
early stage allows key stakeholders to identify and address critical capability gaps. Each
Capstone IPT has a DHS Operating Component chair or co-chairs. The chair/co-chair,
representing the end-users of the delivered Enabling Homeland Capabilities (EHCSs),
engage throughout the process to identify, define and prioritize current and future
requirements and ensure that planned technology and/or product transitions and
acquisition programs, commercialization efforts and standards development are optimally
suited to their operational requirements. Operating Components, Field Agents, First
Responders and other non-captive end-users with an interest in the core functional areas
of an IPT are welcome to participate and contribute throughout the Capstone IPT process.

S&T Cusiomer Identify Capability Gaps
DHS Validate TRE :
Management <= _T&E__ ¥, *S&T Provider Fulure " uﬁ: ITEt'.:h"":al
{Acquizition] ™~y ’ Bcquisition s o olutions
. y Plan .
b
\Jf \w-’
End User Prowide End User Persped e
* |ndustry Board of Directars Maodel End Result
= Consensus-driven Process Prioritized Investments in S&T
(a) (b)

Fig. 1 (a) This diagram shows the structure of the Capstone IPT model with (b) the
models’ output functions carried out by each IPT member.

The Capstone IPTs are structured to focus on functional, department level requirements
and deal with programmatic and technology issues within the six S&T divisions.
Capstone IPTs have been created across twelve major Homeland Security core functional
areas: Information Sharing/Management, Cyber Security, People Screening, Border
Security, Chemical/Biological Defense, Maritime Security, Counter-Improvised
Explosive Devices, Transportation Security, Incident Management, Interoperability,
Cargo Security and Infrastructure Protection. Each Capstone IPT is chaired by senior
leadership from a DHS Operating Component with corresponding needs within that
specific functional area. Technology development is functionally aligned to allow
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technologies to be used in support of multiple Operating Components within DHS. All
DHS Operating Components with an interest in a particular Capstone IPT are invited to
send a representative to participate as an IPT member. See Figure 2 for the captive
members for each IPT,
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Fig. 2. This diagram shows the twelve Capstone IPTs, the DHS Operating Component,
DHS end-user(s), the S&T Division technical provider, and, when applicable, the
Acquisition conducted by DHS management.

Capstone IPTs purposefully cover very broad core functional areas. This broad focus aids

in reducing the duplication of efforts among various Operating Components of DHS. In

order to achieve greater insight into the facets that comprise each Capstone IPT, Project-

IPTs are created to manage specific project areas within a functional area. For example,
Border Officer Tools and Safety, and Container Security are Project-1PTs for the Borde

r

Security and Cargo Security Capstone IPTs, respectively. Project-1PTs consist of several

subject matter experts who are responsible for clarifying the capability gaps derived fro
the Capstone IPTs and for developing detailed operational requirements with the
Operating Components for the systems that will comprise the EHCs. The Project-IPTs
work closely with DHS customers, through an Operational Requirements Document, to
define clearly the specific requirements that must be met in order for a technological
solution to address a given problem. Integration of these products into systems forms th
EHCs for use by the customers. All DHS agencies are responsible for integrating and
fielding the technology deliverables into operational systems scheduled for delivery to
their Operating Component.

m

e
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Capability Gaps and Enabling Homeland Capabilities
(EHCs)

Capstone IPTs generate several outputs that guide the development and fielding of
technologies and systems for the Operating Components. The primary role of the IPTs is
to conduct strategic needs analysis to determine and prioritize the capability gaps that
exist within a respective functional area. Capability gaps are broad descriptions of
department level identified mission needs that are not met given current products and/or
standards. Capability gaps catalog opportunities for enhanced mission effectiveness or
address deficiencies in national capability. Capability gaps often start with “We need to
be able to do...” statements that identify mission needs rather than suggested solutions.
See Figure 3 for the requirements hierarchy diagram. Led by their IPT Chairs/Co-chairs,
Capstone IPTs are responsible for the analysis, identification, and prioritization of their
capability gaps. Capability gaps can come in several forms. Some gaps may appear in the
form of personnel numbers, training, standards, plans/protocols/procedures, resources,
technology, systems, etc.

Requirements Hierarchy (tsA example)

[ The Sponsor (representing the operators) ]

develops operational requirements

High Level ) 0 al re en
consistent with organlzatlonal missions.

(qualitative)

DHS Mission — Strategic Goals (“Prevent terrorist attacks”)

TSA Mission (“Protect traveling public”)

Mission Need/Capability Gap (“Reduce threats to traveling public”)
Operational Requirement (“ Capability to detect firearms™)
Performance Requirement (“Metal detection & classification”)
Functional Specification (“Detect metal > 50 gm”)

Operational
Requirements

Design Specification (“MTBF > 2000 hours™)

Material Specification (“Use type FR-4 epoxy resin”)

Technical Low Level The Program Manager and Acquisition /
Requirements (quantitative) Engineering community develop technical
requirements and specifications.

[ Each lower-level requirement must be traceable to a higher-level requirement. ]

Figure 3. This requirements hierarchy shows the evolution of requirements from a high-
level macro set of operational requirements to a low-level micro set of technical
requirements. Note that each lower level requirement stems directly from its higher
requirement so that all requirements are traceable to the overall DHS Mission.

For those capability gaps requiring technology-based solutions, a grouping of technology
solutions is identified by DHS-S&T to address the various needs delineated in the
capability gaps. These grouped technology solutions, or EHCs, collectively deliver new
gap closing capabilities to the customers. EHCs focus on technologies that develop,
mature and deliver to DHS acquisition programs, are commercialized or are validated as
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a standard within a three-year period or less. DHS-S&T develops EHCs that contain
quantifiable metrics that allow for effective management of development progress. These
metrics define how the EHC will address/close the related capability gap the cost and
schedule over the life of the EHC, identify the specific S&T efforts addressing the EHC
and endorsements and recommendation of proposed EHCs and corresponding
deliverables by the relevant Capstone IPT.

Management — DHS Leadership and DHS-S&T

The Capstone IPTs prioritize EHC proposals that respond to customer capability
requirements. DHS leadership has a critical role in determining Capstone IPT funding
levels and investments once prioritized EHCs are identified. Once approved, budgets are
submitted, solicitations may be issued, pre-award technical reviews are conducted, and
commercialization efforts are considered. DHS leadership conducts reviews of current
EHCs every six months to ensure that EHCs meet cost objectives and technical
development is progressing along previously agreed-upon milestones. DHS leadership
also reviews new EHCs and continually reviews on-going EHCs in order to make
informed decisions regarding continued funding of programs.

The Transition Office manages the process to develop and deliver required
technologies/products as defined in the EHCs. Working with its customer requirements,
DHS-S&T proposes the technology-based solutions approved EHCs. By understanding
the needs and requirements of its customers, DHS-S&T identify the programs that are
ineffective/insufficient in meeting the EHC expectations and offer technical solutions to
address the stated requirements. DHS-S&T works to conduct market and technology
scans to find technology-based solutions that can be developed matured and delivered to
DHS acquisition programs, commercialized or validated as a standard within a three-year
period. There are several ways products can transition into fully developed, widely
distributed products. Figure 4 identifies transition paths. DHS-S&T may recommend
available commercial-of-the-shelf (COTS) products or other non-S&T alternatives in lieu
of developing an S&T solution. DHS-S&T also reviews responses to solicitations for
capabilities that cannot be readily addressed with COTS products. Once development
plans are approved, DHS-S&T engages and involves the customer via technology
demonstrations and experimentation to ensure adequate customer feedback throughout
the development life cycle. DHS-S&T manages costs, schedules and technical
performance of programs under the oversight of the Capstone IPT. The Director of
Transition chairs monthly status meetings that allow technology execution problems to be
discussed and resolved in a timely and efficient manner.
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Transition Approaches
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Figure 4: DHS has three major methods to transition products to end-users. DHS field
agents are captive end-users of the Capstone IPT process; while the First Responder
community is typically able to select its own solutions, all newly proposed DHS programs
must now identify technologies/products already in development in the private sector that
are aligned with end-user requirements for DHS field agents and/or to enable First
Responders to make informed purchasing decisions.

Technology Transition Agreements (TTAS)

Technology Transition Agreements (TTAS) represents a good-faith contract between the
S&T developer and the DHS customer. The TTA is negotiated and signed at the product
level by those communities responsible for a delivering or advocating a specific product
or technology. As a consensus agreement, the TTA is signed by all of the stakeholders
responsible for the technology/product in order for continued funding. This good faith
agreement determines the specific exit criteria that must be demonstrated in order for the
“hand off” of the technology/product to the customer. The TTA specifically states the
deliverable promised by the DHS-S&T program managers. The customer program
manager certifies that the need for the product or technology is consistent with the
needs/requirements as defined by their Operating Component, and the requirements or
acquisition agents state their commitment to integrate the successfully demonstrated
technology/product or into an identified and funded acquisition program. The TTA
ensures that all parties explicitly understand the deliverable is aligned to customer needs
and that a funding source is available and aligned with the customer. If any problems are
identified by DHS-S&T, customer agency or acquisition offices informed decisions are
made regarding continued funding. Once the TTA has been signed the next step is to
move forward with product development and eventual product deployment to the
customers.
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Next steps

The Capstone IPT process enables our divisions within DHS-S&T to interact regularly
with their customer(s) to determine capability gaps. These capability gaps, in many ways
are just the beginning. From a product development standpoint, a capability gap is one of
the initial steps in the requirements hierarchy scheme shown in Figure 3. Additional
detailed requirements must be developed to enable the development of a technology or
product. In our outreach efforts with the Private Sector, DHS-S&T realizes that we must
work with their respective customers to produce an Operational Requirements Document
(ORD) in order to relay effective requirements to the Private Sector.

The U.S. Department of Homeland Security is forging a new paradigm with far-reaching
positive consequences for DHS’ customers, Private Sector partners, and U.S. taxpayers
through the rapid, cost-effective and efficient development and deployment of products
and services to protect the Homeland of the United States. As a recently formed U.S.
Federal Government Department (March 6, 2003) DHS is “creating a culture” where
public-private partnerships are beneficial to taxpayers and expedite the development of
products and services to protect the nation. Recently announced commercialization
initiatives (like our recently introduced SECURE Program) are truly groundbreaking and
innovative approaches to foster a mutually beneficial relationship between the Public and
Private Sectors by creating an open and freely competitive program accessible by small,
medium and large firms. These efforts are a natural extension of the Capstone IPT
process.

The future of these initiatives looks bright; we have already experienced an
overwhelmingly positive response to the initial Private Sector outreach initiative. DHS-
S&T stands at the forefront of innovative thinking within the Public Sector and we will
continue to monitor and measure the benefits this program will provide. Please contact
Thomas A. Cellucci, Ph.D., MBA at Thomas.Cellucci@dhs.gov if you would like more
information about our innovative commercialization efforts.

Summary

The Capstone IPT process is a process that requires the participation and input from
several DHS constituents. This collaborative effort centers on the principle that the
customer is “the focus” of this process. The product and technology outputs of the
Capstone IPT process are customer-requirements-driven from start to finish. The
customer is involved throughout the process to ensure that they receive products and
technologies specifically aligned to their detailed operating requirements. Ultimately, our
customers receive quality products that effectively deliver the necessary, mission-critical
capabilities to secure our nation.
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Preface

This Requirements Development Guide assists the S&T Project/Program
Managers, Transition Managers and Division Leaders in the development of detailed
requirements to aid in the cost-effective and efficient development and deployment of
products and services for our customers — DHS Operating Components and First
Responders.

We sincerely believe this guide also provides value to the DHS Operating
Components and First Responder communities in developing and articulating their
operating requirements and helps to ensure the accurate and timely development and
deployment of products and services to aid in the implementation of the mission-critical
objectives of the Operating Components and First Responders.

Tom Cellucci
April 2008
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Introduction

This guide introduces the role of requirements in product and system development in
S&T and, more broadly, in DHS. The target readership is, principally, S&T project
managers. The subject matter relates directly to S&T Transition projects, and only
indirectly to Basic Research and Innovation projects.

There is no universally accepted standard vocabulary regarding requirements and
specifications. In this document, definitions from DHS management directives by the
Project Management Institute (in its Guide to the Project Management Body of
Knowledge) have been used. The terms “product” and “system” are used
interchangeably. Occasionally, the terms “sponsor” and “customer” are used
interchangeably, as DHS Acquisition sponsors are S&T's customers. As always, it is
more important to understand the principles than to memorize the vocabulary.

Furthermore, requirements development, in general, is a topic that has received great
attention. There exists an incredible volume of books, articles and various other writings
on the topic of requirements development. This Requirements Development Guide is
just one resource. Please refer to the “Additional Requirements Development Readings”
section of this guide for other publications that focus on various aspects of requirements
development. Many of these readings are easily accessible on the internet.

Address comments to the Chief Commercialization Officer Tom Cellucci, Ph.D., MBA, at
Thomas.Cellucci@dhs.gov.

Quick Overview

Requirements-driven product development is a difficult enterprise, for two fundamental
reasons:

¢ Needs are difficult to articulate, even if users have the breadth of vision to look
outside the constraints of their current operational procedures

o Developers tend to jump to preconceived solutions, because of a bias toward a
favorite technology or because of a belief that their solution is what the users
“should want” or “really need.”

This document presents a brief overview of requirements-driven product development,
organized into the following topics:

o “Why Requirements?” summarizes the advantages of requirements-driven
design and illustrates the pitfalls of its opposite, “technology push.”

e “The Requirements Hierarchy and Traceability” summarizes the hierarchy of
requirements and specifications, underscoring the important distinction between
“defining the problem” and “defining the solution.”

e “Requirements and the Product Life Cycle” illustrates the evolution of
requirements and specifications through the life cycle of product development.

e “Characteristics of Good Requirements” lists the characteristics that
distinguish good requirements from bad.





e “Requirements and Test and Evaluation” illustrates the close linkage between
operational requirements and operational test and evaluation, and the similar
linkage between technical requirements and developmental test and evaluation.

e “Developing Operational Requirements: Customer Input” lists nine
techniques for eliciting user requirements.

e “Tailored Product Life Cycle: Acquisition” introduces the concept of a generic
product life cycle and shows how it is tailored to DHS’ Acquisition life cycle
defined in MD1400.

e “Tailored Product Life Cycle: Commercialization” shows how the same
generic product life cycle can be tailored to govern a Commercialization project.

e “Tailored Product Life Cycle: Other Project Types” shows how the same
generic product life cycle can be tailored to govern the development of S&T
products which are not used by end users in the field.

Why Requirements?

A requirement is an attribute of a product or system necessary to satisfy the needs of a
sponsor, customer, end user or other stakeholder. Requirements therefore define “the
problem.” In contrast, “the solution” is defined by technical specifications, which
represent the engineering community’s “technical interpretation” of the requirements.

We could save ourselves a lot of work if we jump straight to “the solution” without
defining “the problem.” Why don’t we do that? Because if we take that shortcut we are
likely to find that our solution is not the best choice among possible alternatives or, even
worse, we're likely to find that our “solution” doesn’t even solve the problem!

For example, faced with the problem of potential intruders to a sensitive facility, we might
define the requirement as “build a wall” whereas the real requirement is “detect, thwart,
and capture intruders.” Our wall might “thwart” intruders (or might not, if they’re adept at
tunneling), but it would not detect them or facilitate their capture. In short, the solution
would not solve the problem.

We need
to detect
intruders

We need

The robust requirement to “detect, thwart, and capture intruders,” which includes no
preconceived solutions, prompts us to analyze alternative conceptual solutions and
choose the best. This analysis is often called an “analysis of alternatives”, or AoA, and is
an intrinsic part of requirements-driven design.

One way to ensure that we are defining a problem, rather than a solution, is to begin the
statement of the requirement with the phrase “we need the capability to ...” It's nearly
impossible to complete this sentence with a solution (“a wall”), and much easier to





complete the sentence with a problem (“capability to detect intruders”). This approach is
sometimes called capability-based planning. It is a very simple, yet powerful, concept.

At the other extreme from the “requirements-pull” approach is its opposite: “technology
push.” Here we start with a solution (perhaps a new technology) and see what problems
it might enable us to solve. The danger in this approach is to become enamored of “the
solution” and neglect to ensure that it actually solves a problem. With technology push, it
is likely that real user requirements will be modified or even ignored to force-fit the
desired solution. A historical example was the product known as Picture Phone
introduced (and discontinued) in the 1960s, when the advance of telecommunications
technology first made possible the transmission and display of video as well as voice.
Picture Phone, which allowed telephone users to see each other during a call, was a
technological success but a market disaster. It turned out that callers generally don't
want to be seen, as a bit of unbiased market analysis would have disclosed.

Technology push should not be ignored, but if the goal is successful transition to the field
with acceptable risk, the technology being pushed must be compared with alternative
solutions against a real set of user requirements.

Aside from assuring that the “solution” actually solves the “problem,” requirements-
driven design has a further advantage in that the requirements provide criteria against
which the product’s successful development can be measured. Specifically, if the
product was developed to address a set of quantified operational requirements, then its
success is measured by Operational Test and Evaluation (OT&E) to validate that an
end-user can use the product and achieve the stated operational goals.

Prior to OT&E, it is common practice to subject products to Developmental Test and
Evaluation (DT&E). The purpose of DT&E is to verify that the product meets its technical
specifications, which are the engineers’ interpretation of the operational requirements.
Such DT&E does not obviate the need for OT&E, which validates that the engineers’
solution is not only technically successfully but also represents a successful
interpretation of the end users’ needs, satisfying the original operational requirements
(not just the technical specifications) when operated by representative users.

Often requirements are stated in terms of “threshold values” and “objective values,”
where the “objective value” is the desired performance and the “threshold value” is the
minimum acceptable performance. This formalism is useful in allowing stretch goals to
be asserted without saddling the system development with unacceptable risk.

The Requirements Hierarchy and Traceability

To reiterate the definitions above, the documents that govern product development
include requirements, which define the problem, and specifications, which define the
solution. Nevertheless, the hierarchy of requirements and specifications is more complex
than that simple dichotomy, as depicted in Figure 1.

The hierarchy is divided into two domains, operational requirements and technical
requirements, highlighted in yellow and blue in the figure, representing the “problem
space” and the “solution space” respectively. The sponsor (or, from S&T’s perspective,
the customer), representing the end users in the field (the operators), is responsible for
all operational requirements, from the top-level mission requirements to the detailed





system-level operational requirements. The system developer is responsible for
translating the operational requirements into a system solution, documented in a
hierarchy of technical specifications.

Requirements Hierarchy (TsA example)

The Sponsor (representing the operators) J

High Level develops operational requirements
(qualitative) consistent with organizational missions.

DHS Mission — Strategic Goals (“Prevent terrorist attacks™) the crux of
the problem
TSA Mission (“Protect traveling public™)

Capability Gap (“ Prevent weapons aboard aircrafl”)]

Operational Requirement (“ Detect firearms”)

Performance Requirement (“Metal detection & classification™)
Functional Specification (“ Detect metal > 50 gm”)

Operational
Requirements
(“the problem”)

Design Specification (“MTBF > 2000 hours”™)

Material Specification (“Use type FR-4 epoxy resin”)

Technical Low Level The Program Manager and Acquisition /
Requirements (quantitative) Engineering community develop technical
(“the solution™) requirements and specifications.

[ Each lower-level requirement must be traceable to a higher-level requirement. ]

7

Figure 1. The requirements hierarchy

The highest-level type of technical “specification” is actually called a performance
“requirement.” A performance requirement actually represents a bridge from operational
requirements to the engineering interpretation of those requirements. Put another way,
in the course of developing a new system it is necessary to transform the system
operational requirements, which are stated from the users’ perspective as required
outcomes of system action, into a set of system performance requirements, which are
stated in terms of engineering characteristics.

The requirements and specifications are described below, first those which define the
problem and then those that define the solution:

e Problem Definition
0 Mission Needs Statement (MNS) is required by the DHS Investment
Review Process (Management Directive 1400, Appendix G) and is
developed by the DHS sponsor (S&T's customer) who represents the end
users. The MNS provides a high-level description of the mission need (or,
equivalently, capability gap), and is used to justify the initiation of an
Acquisition program.
o Operational Requirements Document (ORD) is also required by the
DHS Investment Review Process and, like the MNS, is developed by the
DHS sponsor. The ORD specifies operational requirements and a
concept of operations (CONOPS), written from the point of view of the
end user. The ORD is independent of any particular implementation,
should not refer to any specific technologies, and does not commit the
developers to a design.
e Solution Definition





o0 Performance Requirements represent a bridge between the
operationally oriented view of the system defined in the ORD and an
engineering-oriented view required to define the solution. Performance
requirements are an interpretation, not a replacement of operational
requirements. Performance requirements define the functions that the
system and its subsystems must perform to achieve the operational
objectives and define the performance parameters for each function.
These definitions are in engineering rather than operational terms.

o Functional Specifications define the system solution functionally,
though not physically. Sometimes called the “system specification” or “A-
Spec,” these specifications define functions at the system, subsystem,
and component level including:

® Configuration, organization, and interfaces between system elements
® Performance characteristics and compatibility requirements

® Human engineering

® Security and safety

® Reliability, maintainability and availability

® Support requirements such as shipping, handling, storage, training
and special facilities

o Design Specifications convert the functional specifications of what the
system is to do into a specification of how the required functions are to be
implemented in hardware and software. The design specifications
therefore govern the materialization of the system components.

0 Material Specifications are an example of lower-level supporting
specifications which support the higher-level specifications. Material
specifications define the required properties of materials and parts used
to fabricate the system. Other supporting specifications include Process
Specifications (defining required properties of fabrication processes
such as soldering and welding) and Product Specifications (defining
required properties of non-developmental items to be procured
commercially).

The hierarchy of specifications, which specifies the solution, is often depicted as a
specification tree, of which a notional example is shown in Figure 2.





System System Specification
(Type A}
...................................... 2 ! >
Al | | |
Development Development Process
Subsystems Specification Specification Specification
(Type B} (Type B} (Type D)
...................................... ]
] | |
Product Development Product
Components Specification Specification Specification
(Type C) (Type B) (Type C)
...................................... |
| | |
Process Product Development
Subcomponents Specification Specification Specification
(Type D) (Type C) (Type B)
...................................... I
| | ] | ]
Material Material Material Material Material
Parts Spec Spec Spec Spec Spec
(Type E) (Type E) (Type E) (Type E) (Type E)

Figure 2. An example of a specification tree

An important feature of a requirements and specification hierarchy is a concept termed
traceability, which is the thread that weaves this hierarchy into a coherent fabric with no
loose ends. Traceability ensures completeness, that all lower-level requirements and
acceptance criteria come from higher-level requirements and that all higher-level
requirements are allocated to lower-level requirements. Traceability is also used to
manage change and provides the basis for test planning, often using a tool called the
Requirements Verification Matrix (RVM).

Please refer to Appendix D for more details concerning requirements.

Requirements and the Product Life Cycle

The previous section described the logical flow from high-level requirements to low-level
specifications but did not address when these activities happen. To relate requirements
development to other project activities, consider the generic product life cycle in Figure
3:

Generic Product Life Cycle

Mission Operational Performance Design
Heeds Requiremnents Reguirements Specifications
Staternent Document
{MNS) {ORD} Functional Test

Specifications Requirements

Production
Specifications

Figure 3. A generic product life cycle
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The life cycle is a phase-gate framework, consisting of 5 sequential phases separated by
4 gates allowing the opportunity to assess a given project’s progress before it advances
to the next phase. Prior to the life cycle is an activity called Planning, Programming, and
Budgeting (PP&B) during which preliminary versions of the requirements may be
developed along with preliminary system concepts. Because of the time delay in the
budget cycle, considerable time elapses between PP&B and project execution, so these
preliminary requirements and concepts must be reassessed at project start. The phases
include the following activities:

¢ Planning, Programming, and Budgeting

0 Capstone IPTs identify capability gaps (mission needs) requiring materiel
solutions, and convey these capability gaps to S&T. In turn, S&T
assesses technology-based solutions to address these gaps and
develops rough order-of-magnitude (ROM) estimates of project cost and
schedule. To develop these estimates and gain Capstone IPT support for
a future project, S&T considers alternative system concepts. This PP&B
activity is often informal and quite preliminary.

0 When the intent is to launch an Acquisition program to develop an end-
user system, the sponsoring DHS Component documents the capability
gap in a Mission Needs Statement.

e Requirements Phase

o If the purpose of the project is to develop a product or system to be
operated by end users, the Mission Needs Statement is updated, refined,
and formalized.

0 The operational requirements are developed and documented in an
Operational Requirements Document (ORD), providing the detailed
guantitative definition of the problem to be solved. (We will later consider
the case of other types of projects which do not develop end-user
products and which therefore do not require operational requirements.)

o0 Preliminary performance requirements may also be defined and
documented in this phase, as the first step in defining the engineering
solution. The preliminary performance requirements should be
independent of any particular implementation, so as not to bias the
subsequent analysis of alternatives.

o Trades Phase

0 Alternative system concepts are explored and the system requirements
are allocated to subsystems whose performance requirements are
defined. After selection of the optimum system concept, the functions
necessary for system performance are defined down to the component
level and documented as functional specifications. Often the interfaces
between system elements are defined in separate documents called
Interface Control Documents (ICDs).

e Design Phase

0 With the functional specifications defined, designers proceed to engineer
the physical realization of the system and document this design in a set of
design specifications and engineering drawings. Test requirements are
finalized and preliminary production specifications are developed.
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e Test Phase
o Developmental test and evaluation verifies a representative test item or
items against the functional specifications and performance requirements.
Operational test and evaluation validates conformance to the Operational
Requirements Document (ORD).
e Implementation Phase
0 The tested product is transitioned to its target environment. If the product
is an end-user product, implementation consists of transition to
production, followed by deployment, field operation, and support. If the
product is a technology product not intended for use by end users,
implementation consists of transition to a follow-on program (perhaps an
Acquisition program) which will integrate the technology product into an
end-user system.

Characteristics of Good Requirements

Requirements engineering is difficult and time-consuming, but must be done well if the
final product or system is to be judged by the end users as successful. From the
International Council of Systems Engineers (INCOSE) Requirements Working Group?,
here are eight attributes of good requirements:

Necessary: Can the system meet prioritized, real needs without it? If yes, the
requirement isn't necessary.
Verifiable: Can one ensure that the requirement is met in the system? If not,
the requirement should be removed or revised.

Unambiguous: Can the requirement be interpreted in more than one way? If yes,
the requirement should be clarified or removed. Ambiguous or
poorly worded requirements can lead to serious misunderstandings
and needless rework.

Complete: Are all conditions under which the requirement applies stated?
Also, does the specification include all known requirements?

Consistent: Can the requirement be met without conflicting with any other
requirement? If not, the requirement should be revised or removed.

Traceable: Is the origin (source) of the requirement known, and is there a clear
path from the requirement back to its origin?

Concise: Is the requirement stated simply and clearly?
Standard constructs: Requirements are stated as imperative needs using "shall."

Statements indicating "goals" or using the words "will" or “should”
are not imperatives.

Requirements and Test and Evaluation (T&E)

As described in the preceding section, one characteristic of good requirements is that
they be verifiable. Accordingly, a project’s test and evaluation strategy must be designed
so that all requirements are verified. To assure that the product or system meets all its
requirements, a construct known as a Requirements Verification Matrix is often used to
map all requirements into specific verification methods such as analysis, inspection,

! Kar, Pradip and Bailey, Michelle. Characteristics of Good Requirements. International Council of
Systems Engineers, Requirements Working Group. INCOSE Symposium, 1996. Found online:
http://wwwe.afis.fr/nav/gt/ie/doc/Articless CHARACTE.HTM.
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demonstration, and test. The distinction between test and demonstration is that a test
usually involves some sort of instrumentation and collection of data, whereas a
demonstration verifies compliance by mere observation of results.

Developmental COperational
T&E T&E
{by the {by the
developers) operators)

Technical
Requirements |

Operational
Requirements

Design
Specifications

Verification

Validation
Figure 4. The linkage between requirements and T&E

Figure 4 above illustrates that the purpose of DT&E is to verify that the product or
system meets its technical requirements (such as performance requirements and
functional specifications). However, since the technical requirements are an engineering
interpretation of the operational requirements, it is quite possible that a product or
system can satisfy its technical requirements without satisfying its operational
requirements. It's for this reason that products and systems also undergo OT&E
conducted by an independent test agent, to provide objective validation that the system
satisfies its operational requirements when operated by real end users in the most
realistic environment available.

The simplified figure above does not depict T&E below the system level. However, as
the system is integrated in preparation for system-level DT&E, components are tested
prior to integration into subsystems, and subsystems are tested prior to integration into
the total operational system. The strategy for testing at the component, subsystem, and
system level is documented in a Test and Evaluation Master Plan.

Developing Operational Requirements: Customer
Input

So far, we've discussed operational requirements but have not provided any insight into
how to develop them. Let’s first look at the contents of a typical Operational
Requirements Document (ORD) shown in Figure 5 and discussed in more detail in
Appendix A.
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OPERATIONAL REQUIREMENTS DOCUMENT

1.0 General Description of Operational Capability
1.1. Capability Gap
1.2. Overall Mission Area Description
1.3. Description of the Proposed System
1.4. Supporting Analysis
1.5. Mission the Proposed System Will Accomplish
1.6. Operational and Support Concept
1.6.1. Concept of Operations
1.6.2. Support Concept
2.0 Threat
3.0 Existing System Shortfalls
4.0 Capabilities Required
4.1 Operational Performance Parameters
4.2 Key Performance Parameters (KPPs)
4.3 System Performance.
4.3.1 Mission Scenarios
4.3.2 System Performance Parameters
4.3.3 Interoperability
4.3.4 Human Interface Requirements
4.3.5 Logistics and Readiness
4.3.6 Other System Characteristics
5.0 System Support
5.1 Maintenance
5.2 Supply
5.3 Support Equipment
5.4 Training
5.5 Transportation and Facilities
6.0 Force Structure
7.0 Schedule
8.0 System Affordability
Appendixes
Glossary

Figure 5. The contents of an Operational Requirements Document

The complexity of the intended system and its operational context will govern the
required level of detail in the ORD. The most difficult sections to develop are probably
Section 4.0, which describes the capabilities required of the system to be developed,
and Section 1.6, which describes the operational and support concepts.

In a perfect world, the operational requirements would be developed by S&T’s customer,
the sponsoring organization, representing the end users and support personnel in the
field. Ideally, the role played by S&T in the development of the ORD would be limited to
assessing technical feasibility and risk. However, if the sponsor’s organization needs
assistance in developing operational requirements, S&T should assist.

In helping DHS customers fill in the blanks, an S&T project manager will almost certainly
discover that neither the end users nor their management know what they want in
sufficient detail to proceed with product or system development. This barrier is only the
first of many challenges to overcome in the development of operational requirements.
These challenges may include:
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® Users who may not understand precisely what they want or have a clear idea of
their requirements. Few users talk about their tasks, needs, and operational
environment in neat, concise statements about product requirements.

® Users who don't always understand the distinction between a problem and a
solution and may insist on a specific preconceived solution that may be a poor fit
to the problem.

® Users who may not commit to a set of written requirements.

® Users who may insist on new requirements throughout project execution, without
regard to impact on cost and schedule.

® Poor communication between S&T program managers and due to differing
vocabularies. Sometimes users and technologists use the same term to mean
different things, leading them to believe they’re in agreement when they’re not.

® Users who often do not participate in reviews (or are incapable of doing so).

® Users who may be technically unsophisticated and may not understand the
development process.

® Requirements discovery may be carried out by technical experts rather than by
personnel with the people skills and the domain knowledge to understand user
needs properly.

On the other hand, there are several challenges that face S&T program managers
throughout the requirements gathering process. S&T program managers must interact
with customers to gather and better understand the users’ needs.

o Some program managers are not familiar with gathering requirements
and communicating with end users.

o Some program managers do not know how to ask users questions to
uncover hidden requirements.

o Poor communication between S&T program managers and due to
differing vocabularies. Sometimes users and technologists use the same term to
mean different things, leading them to believe they're in agreement when they're
not.

Please refer to Appendix H for a briefing on “How to Start the Conversation.”

There is no silver bullet to solve these potential challenges, but since the issues are
universal, there is a wealth of literature that offers approaches to requirements
development. As an example, here are nine requirements-elicitation techniques
described in the Business Analyst Body of Knowledge (from the International Institute of
Business Analysis)?.

Z International Institute of Business Analysis. A Guide to the Business Analyst Body of Knowledge, Release
1.6. 2006. Found online:
http://www.theiiba.org/Content/NavigationMenu/Learning/BodyofKnowledge/Version16/BOKV1_6.pdf.
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1. Brainstorming
0 Purpose
0 An excellent way of eliciting many creative ideas for an area of interest.
Structured brainstorming produces numerous creative ideas.
o Strengths
0 Abile to elicit many ideas in a short time period.
0 Non-judgmental environment enables outside-the-box thinking.
0 Weaknesses
o0 Dependent on participants’ creativity.
2. Document Analysis
0 Purpose
0 Used if the objective is to gather details of the “As Is” environment such
as existing standard procedures or attributes that need to be included in a
new system.
0 Strengths
o0 Not starting from a blank page.
0 Leveraging existing materials to discover and/or confirm requirements.
0 A means to cross-check requirements from other elicitation techniques
such as interviews, job shadowing, surveys or focus groups.
0 Weaknesses
o Limited to “as-is” perspective.
o Existing documentation may not be up-to-date or valid.
o0 Can be atime-consuming and even tedious process to locate the relevant

information.
3. Focus Group
0 Purpose

0 A means to elicit ideas and attitudes about a specific product, service or
opportunity in an interactive group environment. The participants share
their impressions, preferences and needs, guided by a moderator.

0 Strengths

o0 Ability to elicit data from a group of people in a single session saves time
and costs as compared to conducting individual interviews with the same
number of people.

o Effective for learning people’s attitudes, experiences and desires.

0 Active discussion and the ability to ask others questions creates an
environment where participants can consider their personal view in
relation to other perspectives.

0 Weaknesses

o Inthe group setting, participants may be concerned about issues of trust,
or may be unwilling to discuss sensitive or personal topics.

o Data collected (what people say) may not be consistent with how people
actually behave.

o If the group is too homogenous, the group’s responses may not represent
the complete set of requirements.

o0 A skilled moderator is needed to manage the group interactions and
discussions.

o It may be difficult to schedule the group for the same date and time.

4. Interface Analysis
o Purpose

0 Aninterface is a connection between two components. Most systems

require one or more interfaces with external parties, systems or devices.
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Interface analysis is initiated by project managers and analysts to reach
agreement with the stakeholders on what interfaces are needed.
Subsequent analysis uncovers the detailed requirements for each
interface.

o Strengths

(0]

The elicitation of the interfaces’ functional requirements early in the

system life cycle provides valuable details for project management:

— Impact on delivery date. Knowing what interfaces are needed, their
complexity and testing needs enables more accurate project planning
and potential savings in time and cost.

— Collaboration with other systems or projects. If the interface to an
existing system, product or device and the interface already exists, it
may not be easily changed. If the interface is new, then the
ownership, development and testing of the interface needs to be
addressed and coordinated in both projects’ plan. In either case,
eliciting the interface requirements will require negotiation and
cooperation between the owning systems.

0o Weaknesses

(0]

Does not provide an understanding of the total system or operational
concept since this technigue only exposes the inputs, outputs and key
data elements related to the interfaces.

5. Interview
o0 Purpose

(0]

A systematic approach to elicit information from a person or group of
people in an informal or formal setting by asking relevant questions and
documenting the responses.

0 Strengths

(0]

o
o
o

(0]
(0]

(0]

Encourages participation and establishes rapport with the stakeholder.
Simple, direct technique that can be used in varying situations.

Allows the interviewer and participant to have full discussions and
explanations of the questions and answers.

Enables observations of non-verbal behavior.

The interviewer can ask follow-up and probing questions to confirm own
understanding.

Maintain focus through the use of clear objectives for the interview that
are agreed upon by all participants and can be met in the time allotted.

Weaknesses

(0]

(0]
(0]

Interviews are not an ideal means of reaching consensus across a group
of stakeholders.

Requires considerable commitment and involvement of the participants.
Training is required to conduct good interviews. Unstructured interviews,
especially, require special skills. Facilitation/virtual facilitation and active
listening are a few of them.

Depth of follow-on questions may be dependent on the interviewer’s
knowledge of the operational domain.

Transcription and analysis of interview data can be complex and
expensive.

Resulting documentation is subject to interviewer's interpretation.
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6. Observation
0 Purpose

(0]

A means to elicit requirements by conducting an assessment of the
operational environment. This technique is appropriate when
documenting details about current operations or if the project intends to
enhance or change a current operational concept.

0 Strengths

(0]

(0]

Provides a realistic and practical insight into field operations by getting a
hands-on feel for current operations.

Elicits details of informal communication and ways people actually work
around the system that may not be documented anywhere.

0 Weaknesses

(0]

(el elNe]

(0]

Only possible for existing operations.

Could be time-consuming.

May be disruptive to the person being shadowed.

Unusual exceptions and critical situations that happen infrequently may
not occur during the observation.

May not well work if current operations involve a lot of intellectual work or
other work that is not easily observable.

7. Prototyping
0 Purpose

(0]

Prototyping, when used as an elicitation technique, aims to uncover and
visualize user requirements before the system is designed or developed.

0 Strengths

(0]

Supports users who are more comfortable and effective at articulating
their needs by using pictures or hands-on prototypes, as prototyping lets
them “see” the future system'’s interface.

A prototype allows for early user interaction and feedback.

A throw-away prototype is an inexpensive means to quickly uncover and
confirm user interface requirements.

A revolutionary prototype can demonstration what is feasible with existing
technology, and where there may be technical gaps.

An evolutionary prototype provides a vehicle for designers and
developers to learn about the users’ interface needs and to evolve system
requirements.

0 Weaknesses

(0]

(0]

(0]

Depending on the complexity of the target system, using prototyping to
elicit requirements can take considerable time if the process is bogged
down by the “how’s” rather than “what’s”.

Assumptions about the underlying technology may need to be made in
order to present a starting prototype.

A prototype may lead users to set unrealistic expectations of the delivered
system’s performance, reliability and usability characteristics.

8. Requirements Workshop
0 Purpose

o

A requirements workshop is a structured way to capture requirements. A
workshop may be used to scope, discover, define, prioritize and reach
closure on requirements for the target system. Well-run workshops are
considered one of the most effective ways to deliver high quality
requirements quickly. They promote trust, mutual understanding, and
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strong communications among the project stakeholders and project team
and produce deliverables that structure and guide future analysis.

o Strengths

(0]

(0]

(0]

A workshop can be a means to elicit detailed requirements in a relatively
short period of time.

A workshop provides a means for stakeholders to collaborate, make
decisions and gain a mutual understanding of the requirements.
Workshop costs are often lower than the cost of performing multiple
interviews.

A requirements workshop enables the participants to work together to
reach consensus which is typically a cheaper and faster approach than
doing serial interviews as interviews may yield conflicting requirements
and the effort needed to resolve those conflicts across all interviewees
can be very costly.

Feedback is immediate, if the facilitator’s interpretation of requirements is
fed back immediately to the stakeholders and confirmed.

0 Weaknesses

(0]

(0]

(0]

Due to stakeholders availability it may be difficult to schedule the
workshop.

The success of the workshop is highly dependent on the expertise of the
facilitator and knowledge of the participants.

Requirements workshops that involve too many participants can slow
down the workshop process thus negatively impacting the schedule.
Conversely, collecting input from too few participants can lead to
overlooking requirements that are important to users, or to specifying
requirements that don’t represent the needs of the majority of the users.

9. Survey/Questionnaire
0 Purpose

(0]

o St
o

o

OOEOOOO

A means of eliciting information from many people, anonymously, in a
relatively short time. A survey can collect information about customers,
products, operational practices and attitudes. A survey is often referred to
as a questionnaire.

rengths
When using ‘closed-ended’ questions, effective in obtaining quantitative
data for use in statistical analysis.
When using open-ended questions, the survey results may yield insights
and opinions not easily obtainable through other elicitation techniques.
Does not typically require significant time from the responders.
Effective and efficient when stakeholders are not located at one place.
May result in large number of responses.
Quick and relatively inexpensive to administer.

eaknesses
Use of open-ended questions requires more analysis.
To achieve unbiased-results, specialized skills in statistical sampling
methods are needed when the decision has been made to survey a
sample subset.
Some questions may be left unanswered or answered incorrectly due to
their ambiguous nature.
May require follow up questions or more survey iterations depending on
the answers provided.
Not well suited for collecting information on actual behaviors.
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Tailored Product Life Cycle: Acquisition

Earlier we considered a generic product life cycle, shown in Figure 6. For present
purposes, we will ignore the PP&B phase, which precedes project execution.

Generic Product Life Cycle

Figure 6. The generic product life cycle (revisited)

It is the nature of such generic management frameworks that they must be adapted
(“tailored”) to suit the specific needs of each project. For example, DHS has defined an
Acquisition life cycle in MD1400 which governs major DHS Acquisitions, and whose
structure is depicted in Figure 7.

Acquisition Life Cycle (MD 1400)

Project Alternative Project Pre-

. Authorization Selection Decision Deployment
Decision
Milestones »
Concept & . .
Phases Program Technology Production & Operations &

Initiation Deployment Support

Development Demonstration

. d v .
Requirements Trades Design Implementation

Figure 7. DHS' Acquisition Life Cycle (MD1400)

The mapping of the 5 phases in the generic life cycle model (Requirements, Trades,
etc.) is shown. DHS development of end-user systems must use this framework which
consists of 5 major phases punctuated by 4 major decision milestones called Key
Decision Points. The framework also mandates standard documentation, including the
MNS and the ORD.

Since we are focusing on requirements development in this document, we will focus on

the Concept and Technology Development phase which, when expanded, can be
diagrammed as shown in Figure 8.
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Figure 8. The Concept and Technology Development phase, expanded

S

The program documentation is depicted with the requirements documents highlighted in
blue. Documents whose titles are in italics are mandated by MD1400, with the remaining
documents representing industry best practice. Gates depicted as red diamonds are
formal Key Decision Points defined in MD1400. Gates depicted as green diamonds are
informal checkpoints which may be implemented by the program manager in the
interests of program discipline. Technical reviews are depicted as red triangles. The
acronyms are defined in the Glossary.

The Mission Needs Statement (MNS) is developed or refined during the Program
Initiation Phase and is used to justify the Acquisition program to the appropriate
Acquisition authority. The Operational Requirements Document (ORD) is developed
during the Needs Analysis sub-phase, and represents a compromise that balances user
needs against technological risk. The remaining requirements and specifications, which
represent the engineering interpretation of the ORD, are developed later in the program,
as depicted.

Further details concerning the Acquisition framework can be found in Appendix G and in
MD21400.

The Acquisition framework assumes a conventional Acquisition program in which DHS
controls the requirements and funds the system development and production, typically
through a contract with a prime contractor. Such a model is appropriate where the end
users are Federal employees under the management and control of a DHS Component,
and where the product is sufficiently specialized that there is no commercial market.
However, for end users in the private sector, such as the first-responder community, this
model is unworkable because DHS cannot “deploy” to these users.
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Tailored Product Life Cycle: Commercialization

As mentioned above, addressing capability gaps in user communities not under Federal
control is impossible using a conventional Acquisition approach. Such users make
independent buying decisions and procure commercial off-the-shelf (COTS) products
and systems using conventional commercial channels, such as catalog and/or direct
sales. In general, the private sector addresses the needs of these users without
Government intervention, support, or subsidy. However, there are capability gaps that
require Government intervention to cause a new COTS product to be developed and
marketed by the private sector. DHS intervention in such cases may involve a
combination of requirements development, technology transfers, grants programs,
standards development, regulatory activism, and postings on DHS business and
marketing vehicles.

It should be noted that the potential market for such new COTS products may be large,
and is described in Appendix E which contains a briefing to industry used by S&T's Chief
Commercialization Officer. Even when the users are Federal employees and therefore
reachable by a conventional Acquisition approach, it may be in the Government’s
interest to prompt the private sector to address capability gaps by developing products
and systems using their own funds, thus avoiding the up-front costs of an Acquisition
program.

MD21400 is not relevant in such situations, as it does not apply when the major
investments will be made by private-sector entities and by private-sector end users.
Accordingly, S&T has developed a Commercialization framework which can be tailored
to govern DHS support of product commercialization by the private sector. The phases
of the framework are depicted in Figure 9, and the sub-phases are related to the 5
phases of the generic product life cycle (Requirements, Trades, Design, Test, and
Implementation).

Commercialization Life Cycle

Commercialization

Initiation

| Farm Team |
YT —— Requirernents Analysis | :roductand Standards Development |

Requir ts and Technology Develoy t Commercialization and Market Development

Capahility Gap

|TechnologyScan &MarketSurveyl | | Froduct Dermanstration and Test |
X

Customer | IF Protection & Licensing | | |MarketDevelupmenl&GramsAdministratiun
Agreement

Requirements Trades Design  Test Implementation

Figure 9. A product life cycle to govern Commercialization

Since our focus in this document is on requirements, we expand the Requirements and
Technology Development sub-phase in Figure 10:
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Note that there is only one requirements document in this framework, which is the
Operational Requirements Document (ORD) highlighted in blue. There is no required
Mission Needs Statement because DHS has not formally acknowledged
Commercialization as an alternative to Acquisition (as of this writing), though senior
officials at DHS are closely monitoring pilot Commercialization programs. Nor are there
downstream requirements and specifications (such as performance requirements and
functional specifications) under DHS control, since the product or system development is
done independently by a private-sector enterprise using their own funds and their own
product realization or new product development process. The development of the ORD,
however, proceeds in this framework just as it does in the Acquisition framework.

4

Figure 10. Expansion of the Req’ts and Tech. Development phase

Another view of the Commercialization framework is depicted in Figure 11. It shows the
program flow starting with the identification of a capability gap by a Capstone IPT and
ending with the market availability and support of a new COTS product.
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Figure 11. Another view of the Commercialization product life cycle

DHS-S&T has developed the SECURE (System Efficacy through Commercialization,
Utilization, Relevance and Evaluation) Program that is designed to leverage the skills,
productivity and resources of the private sector to develop new technologies, products or
services aligned to DHS’ customer requirements. The SECURE Program (currently in
the Pilot phase) allows private sector entities to develop products that are tailored
specifically to address detailed operational requirements of DHS customers, validate
T&E on their product, and enables end users to make informed decisions on products
that meet their requirements. See Appendix F for the SECURE Program Concept of
Operations.

Further details concerning Commercialization are found in Appendix C.

Tailored Product Life Cycle: Other Project Types

If a project’s goal is to develop an end-user system, the Acquisition and
Commercialization frameworks described in the two preceding sections are relevant.
However, in many cases, S&T’s customers do not task us to develop an end-user
system but instead task us to execute only part of the product life cycle, such as:

o Develop a technology product for subsequent integration into an end-user
system. (A “technology product” is not designed to be used by end users,
but instead is intended to be integrated into end-user systems by their
developers. An example would be a new type of sensor technology.)
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0 Assess a specific emerging threat as a prerequisite to requirements
development for a system to address the threat. (An example of an
“emerging threat” would be a new type of explosive undetectable by
current screening systems.)

o Develop a standard to govern the testing, evaluation, and/or use of
products or systems by end users, or to govern the application of grants
programs. (Standards are adopted by industry groups, for example, to
facilitate or ensure standardization of product features, interfaces, or test
methods. They may also be used by DHS to aid in the implementation of
grants programs.)

Each of these project variants has a specific product to be delivered to specific
customers. Accordingly, it is appropriate to start project planning by considering the
generic product life cycle (shown again below as Figure 12) and tailoring it to the specific
product type to be developed.

Generic Product Life Cycle

Requirements Trades

Figure 12. The generic product life cycle (revisited again)

0 Requirements Phase
0 Regardless of the type of product, it will have requirements of some sort
(though not “operational requirements” if it's not a product which will be
“operated”). These requirements should be elicited, analyzed, and
documented in the Requirements Phase. As with operational
requirements, these requirements (whatever form they take) are “owned”
by S&T’s customer, who should play the principal role in their
development.
0 Trades Phase
0 Regardless of the type of product, there are likely to be several alternative
ways of realizing it. These should be analyzed in the Trades Phase and
the optimum approach chosen.
o0 Design Phase
o Develop the product
0 Test Phase
0 Assess the product’s conformance to its requirements and fitness for use
0 Implementation
0 Implementation consists of some form of transition to the customer.
Perhaps it's integration of a technology product into a customer’s
Acquisition or Commercialization program, or perhaps it's simply the
delivery of the documented results of a study.
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Summary

This document has presented a brief summary of the role of requirements in product and
system development, with particular emphasis on operational requirements governing
the development of an end-user system. Acknowledging the difficulty of requirements
development, it presented nine best practices to elicit requirements from an end-user
community and eight criteria to judge the “goodness” of requirements. It also presented
a generic product life cycle intended to govern the development of various types of
products. It illustrated how this generic life cycle can be tailored in one way to govern an
Acquisition program and tailored in another way to govern a Commercialization program.
It also considered the development of technology products designed to enable,
eventually, a more capable end-user system. Lastly, it considered the development of
“knowledge products” such as studies of emerging threats or development of standards,
which enables or augments a future Acquisition or Commercialization program.
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Glossary

Alternative Systems Review (ASR). The ASR is a multi-disciplined technical review,
conducted at the end of the Concept Exploration phase, to ensure that the Operational
Requirements Document agrees with the customers' needs and expectations and that
the system under review can proceed into the Concept Definition phase. Generally, this
review assesses the alternative systems that have been evaluated during the Concept
Exploration phase, and ensures that the preferred system alternative is cost effective,
affordable, operationally effective and suitable, and can be developed to provide a timely
solution to a need at an acceptable level of risk.

Commercial Off-the-Shelf (COTS) Products are products which are commercially
available and which can be procured through retail sales channels.

Concept of Operations (CONOPS). Normally a part of the ORD, the CONOPS is a
formal document that identifies the end users, describes their skill levels and
environment, and describes how the proposed product or system will be used in the field
to accomplish the intended mission. The CONOPS may also include relationships with
other systems or entities, information sources and destinations, and other relationships
or constraints.

Configuration Management (CM). The discipline of identifying the configuration of a
hardware/software system at each life cycle phase for the purpose of controlling
changes to the configuration and maintaining the integrity and traceability of the
configuration through the entire life cycle.

Data Management (DM). The goals of data management include providing accurate,
efficient, and effective information and support for resource management and protection.
Resource managers need to know: what data are available, in development, or stored,;
the quality, timeliness, and uses of the data; how to incorporate this data into resource
management decisions; and how the data will be managed over time.

Developmental Test and Evaluation (DT&E). Any engineering test used to verify
status of technical development, verify that design risks are minimized, substantiate
achievement of technical performance and certify readiness for OT&E. Developmental
tests generally require instrumentation and measurements and are accomplished by
engineers, technicians, or operators in a controlled environment to facilitate failure
analysis. One purpose of DT&E is to verify that the test item conforms to its technical
requirements, including performance requirements and functional specifications.
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End User. The field operator who will actually use the product or system in an
operational environment. Examples include border protection agents, firefighters, and
Coast Guard sailors.

Initial Technical Review (ITR). The ITR is a multi-disciplined technical review,
conducted at the outset of the Concept and Technology Development phase, to assess
the mission needs and conceptual approach of a proposed program and to verify that
the requisite research, development, test, engineering, logistics, and programmatic
bases for the program reflect the complete spectrum of technical challenges and risks.
Additionally, the ITR ensures that historical and prospective drivers of system cost have
been quantified to the maximum extent and that the range of uncertainty in these
parameters has been captured and reflected in the program cost estimates.

Integrated Logistics Support (ILS). The discipline which plans for and provides the
infrastructure and material resources needed to support a system in the field.

Key Decision Point (KDP). Critical milestones throughout the DHS Investment Review
Process, defined in MD 1400.

Mission Need Statement (MNS). A core DHS document that provides a high-level
description of the mission need, whether from a current or impending gap, based on
business-case planning. This document, prepared by the Component, outlines only the
concept of the solution to fill the gap and does not provide information on expected
Acquisitions. [Source: DHS Investment Review Process, DHS MD1400.]

Objective. The desired value for a specific requirement. See also “Threshold,” which is
the minimum acceptable value.

Operational Requirements Document (ORD). The ORD is a formal document, which
describes in detailed quantitative terms what the intended system must be able to do
and how it is intended to be used (defined in the CONOPS). The ORD provides a bridge
between the high-level operational requirements in the MNS and the detailed system
technical specifications. The MNS and ORD are written by the sponsor, whereas the
technical specifications are written by the system developer. The ORD establishes
absolute minimums (“thresholds”) below, which the mission cannot be successfully
performed, and sets goals (“objectives”) to define an operationally effective system.

Operational Test and Evaluation (OT&E). The field-test, under realistic conditions, of
any product, system, or key component for the purpose of determining effectiveness and
suitability for use by typical users and the evaluation of the results of such a test. One
purpose of OT&E is to validate that the test item conforms to a system’s ORD.

Quality Assurance. The discipline used by program management to objectively
monitor, control, and gain visibility into the development or maintenance process.

Requirement. A condition or capability that must be met or possessed by a system,
product, service, result, or component to satisfy a contract, standard, specification, or
other formally imposed documents. Requirements include the quantified and
documented needs, wants, and expectations of the sponsor, customer, and other
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stakeholders. [Source: A Guide to the Project Management Body of Knowledge (PMBOK
Guide), Third Edition, 2004.]

Specification. A document that specifies, in a complete, precise, verifiable manner, the
requirements, design, behavior, or other characteristics of a system, component,
product, result, or service and, often, the procedures for determining whether these
provisions have been satisfied. Examples are: requirement specification, design
specification, product specification, and test specification. [Source: A Guide to the
Project Management Body of Knowledge (PMBOK Guide), Third Edition, 2004.]

Sponsor. The sponsor represents the operational needs of the Component and,
ultimately, the end-users of the required system. The sponsor conducts mission
analyses, identifies capability gaps, conducts requirements analyses, and participates in
the long-range planning process and the prioritization of needs. The sponsor’s final
requirements are formally documented in an operational requirements document, and
the sponsor participates in all phases of the Acquisition to ensure that the item or system
being acquired meets operational requirements. [Source: Investment Review Process,
DHS MD1400.] Typically, the sponsoring organization is a DHS Component with an
operational mission. From the perspective of the S&T Directorate, these DHS
Components are the customers for S&T'’s products, so S&T tends to use the terms
“sponsor” and “customer” interchangeably.

System Requirements Review (SRR). The SRR, conducted at the end of the Concept
Design phase (and therefore at the end of the Concept and Technology Development
phase), assesses progress in defining system technical requirements. This review
determines the direction and progress of the systems engineering effort and the degree
of convergence upon a balanced and complete configuration.

Systems Engineering Management Plan (SEMP). A formal document that describes a
project’s process and plan for the technical development of a system. It typically includes
sections on planning, requirements analysis, functional analysis and allocation,
synthesis, systems analysis and systems control.

Test and Evaluation Master Plan (TEMP). A formal document that identifies a project’s
test and evaluation tasks and activities so that the entire product or system can be
adequately tested to assure a successful implementation.

Threshold. The minimum acceptable value for a specific requirement, below which the
product is considered a failure. See also “Objective,” which is the desired value.
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Appendix A: Operational Requirements Document
(ORD) Template

1. General Description of Operational Capability

In this section, summarize the capability gap which the product or system is intended to
address, describe the overall mission area, describe the proposed system solution, and
provide a summary of any supporting analyses. Additionally, briefly describe the
operational and support concepts.

1.1. Capability Gap

Describe the analysis and rationale for acquiring a new product or system, and
identify the DHS Component, which contains or represents the end users. Also,
name the Capstone IPT, if any, which identified the capability gap.

1.2. Overall Mission Area Description
Define and describe the overall mission area to which the capability gap pertains,
including its users and its scope

1.3. Description of the Proposed System

Describe the proposed product or system. Describe how the product or system
will provide the capabilities and functional improvements needed to address the
capability gap. Do not describe a specific technology or system solution. Instead,
describe a conceptual solution for illustrative purposes.

1.4. Supporting Analysis
Describe the analysis that supports the proposed system. If a formal study was
performed, identify the study and briefly provide a summary of results.

1.5. Mission the Proposed System Will Accomplish
Define the missions that the proposed system will be tasked to accomplish.

1.6. Operational and Support Concept

1.6.1. Concept of Operations

Briefly describe the concept of operations for the system. How will the
system be used, and what is its organizational setting? It's appropriate to
include a graphic that depicts the system and its operation. Also, describe
the system’s interoperability requirements with other systems.

1.6.2. Support Concept

Briefly describe the support concept for the system. How will the system
(hardware and software) be maintained? Who will maintain it? How,
where, and by whom will spare parts be provisioned? How, where, and by
whom will operators be trained?
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2. Threat

If the system is intended as a countermeasure to a threat, summarize the threat to be
countered and the projected threat environment.

3. Existing System Shortfalls

Describe why existing systems cannot meet current or projected requirements. Describe
what new capabilities are needed to address the gap between current capabilities and
required capabilities.

4. Capabilities Required

4.1. Operational Performance Parameters

Identify operational performance parameters (capabilities and characteristics)
required for the proposed system. Articulate the requirements in output-oriented
and measurable terms. Use Threshold/Objective format and provide criteria and
rationale for each requirement.

4.2. Key Performance Parameters (KPPs)

The KPPs are those attributes or characteristics of a system that are considered
critical or essential. Failure to meet a KPP threshold value could be the basis to
reject a system solution.

4.3 System Performance.

4.3.1 Mission Scenarios
Describe mission scenarios in terms of mission profiles, employment
tactics, and environmental conditions.

4.3.2 System Performance Parameters
Identify system performance parameters. Identify KPPs by placing an
asterisk in front of the parameter description.

4.3.3 Interoperability

Identify all requirements for the system to provide data, information,
materiel, and services to and accept the same from other systems, and to
use the data, information, materiel, and services so exchanged to enable
them to operate effectively together.

4.3.4 Human Interface Requirements

Discuss broad cognitive, physical, and sensory requirements for the
operators, maintainers, or support personnel that contribute to, or
constrain, total system performance. Provide broad staffing constraints for
operators, maintainers, and support personnel.

4.3.5 Logistics and Readiness

Describe the requirements for the system to be supportable and available
for operations. Provide performance parameters for availability, reliability,
system maintainability, and software maintainability.
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4.3.6 Other System Characteristics
Characteristics that tend to be design, cost, and risk drivers.

5. System Support

Establish support objectives for initial and full operational capability. Discuss interfacing
systems, transportation and facilities, and standardization and interoperability. Describe
the support approach including configuration management, repair, scheduled
maintenance, support operations, software support, and user support (such as training
and help desk).

5.1 Maintenance

Identify the types of maintenance to be performed and who will perform the
maintenance. Describe methods for upgrades and technology insertions. Also
address post-development software support requirements.

5.2 Supply
Describe the approach to supplying field operators and maintenance technicians
with necessary tools, spares, diagnostic equipment, and manuals.

5.3 Support Equipment
Define the standard support equipment to be used by the system. Discuss any
need for special test equipment or software development environment

5.4 Training
Describe how the training will ensure that users are certified as capable of
operating and using the proposed system.

5.5 Transportation and Facilities
Describe how the system will be transported to the field, identifying any lift
constraints. Identify facilities needed for staging and training.

6. Force Structure

Estimate the number of systems or subsystems needed, including spares and training
units. Identify organizations and units that will employ the systems being developed and
procured, estimating the number of users in each organization or unit.

7. Schedule

To the degree that schedule is a requirement, define target dates for system availability.
If a distinction is made between Initial Capability and Full Operational Capability, clarify
the difference between the two in terms of system capability and/or numbers of fielded
systems.

8. System Affordability

Identify a threshold/objective target price to the user at full-rate production. If price is a
KPP, include it in the section on KPPs above.
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Signatures

Sponsor’s Acquisition Program Manager [print and sign] Date
Sponsor’'s Representative [print and sign] Date
S&T Project Manager [print and sign] Date
S&T Division Head [print and sign] Date
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Appendix B: Acquisition Mini-Course

The following pages include the slides and slide notes used in teaching the S&T hour-
long mini-course on Acquisition.
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Slide 1

Acquisition
What it is and how S&T supports it

Sam Francis
samuel.francis@associates.dhs.gov
March 25, 2008

revised 4/1/08

This mini-course is one of a series of about a dozen, sponsored by the S&T Office of
Strategy, Planning, and Integration.

The briefing takes an hour, and will start and stop on time, so make sure any questions
are for general clarification. The speaker will remain for 30 minutes after the end for
discussion, if desired.

Hard copies of the slides will be handed out. The slides are also available from the
RDT&E web site (click on Training and follow your nose). To browse the RDT&E web
site, double-click on “Shared\RDT&E Process Websitelindex.htm” (then bookmark).
Please sign the sign-in sheet.

Today we’ll be talking about Acquisition, which is one of two principal methods by which
S&T'’s technologies can find their way to the user. (The other method is via COTS,
enabled by technology transfer, which we’ll talk about in another session.)

Acquisition can be confusing because the word is used to mean different things and is
often confused with procurement. The next slide addresses this confusion.
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Slide 2

Big “A” and Little “a” Acquisition

Big “A” Acquisition (sometimes called “program
Think acquisition”) is a requirements-based process that
o encompasses everything a program must accomplish
from requirements analysis, planning, systems
engineering, technology and system development,
budgeting, procurement, logistics support, testing,
system safety, maintenance, through production and

Think deployment and plan for disposal.
“procurement”

Little “a” acquisition (also called “stand-alone
acquisition”) is, basically, buying stuff. OPO
requires an Acquisition Plan for Little “a” (subject to
thresholds), but don’t confuse Little “a” with Big “A.”

“Acquisition” is one of those words, like “research”, “transition,” “program,” and “project”
which are in the common vernacular and used by different people to mean different
things. Where precision is useful, these words have to be defined more precisely. So
let’s avoid some confusion be defining the two contexts in which the word “acquisition” is
used.

Little “a” acquisition is basically a procurement action to buy existing products or
services. OPO requires documentation (e.g., an acquisition plan and/or an alternatives
analysis) to demonstrate that you've thought through what you're buying and are making
good choices, but it's a relatively straightforward and low-risk procurement.

Big “A” acquisition is a process to acquire a product or system which must be developed
to a set of requirements. It's much higher-risk than Little “a” acquisition, and requires
disciplined program management to manage the risk and assure the outcome.

In short, Little “a” acquisition is buying stuff that exists, and Big “A” acquisition is buying
stuff that doesn’t yet exist.
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Slide 3

S&T’s Role in Acquisition ... Common Questions

« Do we execute any part of Acquisition?
« If so, when and how?
« If not, how can our technologies get to users?

* Does the Capstone IPT diagram refer to Big
“A” or Little “a”? Why is S&T on the opposite rcaietsn €4 ) 587 Provide
side of the table? 4

* What does an EHC “enable?” iyl

Customer

Let's understand the path from
invention to the user by starting with
Technology Readiness Levels.

There are exceptions to all blanket statements regarding RDT&E (which is why the
unofficial motto of the Defense Acquisition University is “it depends”).

But, here’s a blanket statement... Except for COTS, Acquisition is the only path for
technology to get to the users. So if we don’t execute any part of Acquisition, the only
way for our technology to reach the users is through someone else’s Acquisition
program. Hence, it's critical that S&T be effective in transitioning to Acquisition. Without
transition, we cannot influence Homeland Security in any significant way.

It's also critical that our customers become expert at Acquisition. If the customer has no
effective Acquisition program, there’s nothing for S&T to transition to.

Even if we aren’t executing any part of an Acquisition program, we need to understand
Acquisition so we can interface with it (or even know when a customer’s Acquisition
program doesn't exist or isn’t viable).

And, by the way, just who does sit in that seat labeled “Acquisition” on the other side of
the table?

By the end of this hour, we’ll come back to these questions and see if we have answers.
The next slide will allow us to take a look at the path that technology takes from
invention to the users, and note where it leaves the S&T track and enters the Acquisition
track.
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Slide 4

Program Concept and Technology Production &  Operations &
Initiation Development Deployment Support

TRL4 TRLS TRL7 TRLS TRLY

Actual
System
Qualified in

[l

,,,,,,, ety Validation of | Subsystem or
Validation of S IRGIE 1 Actual System
ETEES Relevant in Relevant Operational in Operation

Environment|

RL TRL4 TRLS RL6 TRL7 7 \e TRLO

If an S&T project develops a user
system past TRL 6 without
transitioning to Acquisition, it may be
executing part of an “Acquisition”
program without knowing it. So what?

4

This slide builds, so it is best viewed in PowerPoint’s “slide-show mode.”

TRL is a 9-point scale measuring technology maturity. For example, a modern cell phone is at
TRL 9. In 1975, the prototype cell phone (at TRL 2) was a Ford van with a minicomputer inside
and an antenna on top. Mobile phone technology matured through proof of concept (TRL 3),
laboratory analyses and experiments, field experiments, etc., to the mature product you use
today. There is no way, at TRL 2, to create a program plan through TRL 8 or 9, because there’s
too much uncertainty. So you take it a step at a time (Basic Research, then Applied Research,
then Acquisition). It's all about risk reduction.

In interpreting this diagram, don’t forget the unofficial motto of DAU — “It depends.” For example,
the TRL at transition could be earlier than TRL 6 if the benefit is worth the added risk.

You transition to Acquisition at TRL 6 (roughly) because (a) the risk is low enough, and (b) you
haven't started final system design yet. When you're doing final system design, you need the
planning and controls that the SDLC and IRP include. At TRL 7, by definition, you've
demonstrated a prototype near or at planned operational system, in an operational environment.
If you're that far along, the system development should be inside the Acquisition program.

Note that there’s “technology development” in the Acquisition program (CTD) phase and also in
the Advanced Research project. How do they relate? “It depends.” How does the new technology
enter the Alternatives Analysis in CTD? Or does it? “It depends.” Perhaps the technology
development by S&T outside the Acquisition program is not on the critical path, and not
necessary for the Acquisition (so that if it fails, the Acquisition still proceeds).

Sponsors are responsible for Acquisition programs because 85% of the life-cycle costs are in
their domain (Production, Deployment, Operations, and Support). If the Sponsor doesn’t need the
system badly enough to pay for these large out-year costs, there’s no point in developing a
system.

You don'’t develop a production-ready user system without entering the SDLC, and thereby
submitting yourself to the IRP. Otherwise, you might end up with a system ready to ship but
without any logistics system in the field. No maintenance techs, no spare parts, no manuals, no
troubleshooting equipment, no user training. Also no environmental requirements. Even worse,
no life-cycle funding! In other words, an Applied Research project developing a “production-ready
design” of an operational system is a sneak path to the field, which is generally a bad idea
(though, of course, “it depends”).
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Slide 5

Elements of the DHS SDLC and IRP

Alternative Project Pre-
Authorization Selection Decision Deployment

Decision
Milestones

Concept &
Technology
Development Demonstration

Program
Initiation

Production & Operations &
Deployment Support

Reviews

Standard
Documentation

2
2
Technical ‘
2

| System Development Phases

The SDLC/ IRP formalism assures

A DHS Acquisition program is led b
Y e o that all planning and development

the Sponsor (the DHS Component
which contains the users)

necessary to support a fielded
system has been completed.

This chart shows the 4 elements of the SDLC/IRP: decision milestones, phases, technical
reviews, and documentation. It's a good example of a phase-gate process (just like DoD 5000,
after which it's modeled).

The Sponsor is responsible for Production, Deployment, Operations, Support, since the Sponsor
is the DHS Component which contains (or represents) the end users. S&T is almost never the
Acquisition Sponsor, because we don’t operate systems in the field, and therefore don't fund the
big-dollar phases (P&D and O&S). Generally the only Acquisitions for which S&T would be the
Sponsor would be acquisition of facilities (such as NBAF, which is to replace Plum Island Animal
Disease Center).

We may execute the “System Development Phases” (shown), if the Sponsor asks us to manage
that part of the life cycle. But we do that as a “subcontractor” to the Sponsor, who is responsible
for the requirements and the out-year funding (even if we budget for design and development).
The importance of executing system development INSIDE AN ACQUISITION PROGRAM is that
the formalism forces certain best practices, such as operational requirements development, out-
year funding, logistics planning, etc. If a system prototype is developed by S&T without linkage to
an Acquisition program, the likely outcome is an unsupportable system which also may not be
compliant with the users’ operational requirements.

This is a good time to reflect on the concept of “tailoring.” There are almost no hard-and-fast rules
in RDT&E management. The caveat to almost every rule or guideline is “it depends.” R&D
processes are not like manufacturing processes, designed to produce the same output over and
over again. On the production line, innovation is anathema, since production processes must be
tightly controlled. But R&D is different. Unlike a production process, which must produce the
same thing many times, an R&D process must produce the same thing ONCE. Thus, there aren’t
really R&D processes, which dictate what you must do, but R&D management frameworks,
providing guidelines within which projects are planned and executed. The framework provides a
structure, a common vocabulary, checklists, templates, and best practices, but it's not intended to
be prescriptive. The project manager must is expected to have the wisdom and experience to
decide what elements of the framework are appropriate for his/her project. For example, if the
project doesn’t require configuration management (CM), then tailor out the CM Plan, but be
prepared to defend that decision. Or if an alternatives analysis isn't felt to be necessary, then
tailor out the concept exploration phase, and be prepared to defend that decision when someone
asks “why didn’'t you consider this alternative approach?”

Acronyms: ASR = Alternative Systems Review, SRR = System Requirements Review, PDR =
Preliminary Requirements Review, CDR = Critical Design Review, PRR = Production Readiness
Review
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Slide 6

Acquisition Life-Cycle Costs ...

... dominated by the out-years
... the IRP asks “can the Sponsor afford it?”
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There’s little point doing RDT&E to develop a system if the Sponsor can't afford the life-
cycle costs. For most systems the majority of cost is incurred in O&S.

In Program Initiation, the IRP requires the Sponsor to create a Business Case (typically,
an Exhibit 300), forcing the Sponsor to consider the entire life cycle. If S&T is
responsible for the RDT&E phases, the Sponsor needs S&T'’s help in estimating the life-
cycle costs.

The DHS system development life cycle doesn’t explicitly include disposal costs, but
they may be sizeable and should not be ignored.
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Slide 7

System Development Phases of SDLC

System Development Phases of the DHS SDLC

Concept and Technology Capability Development and Demonstration
.

| Preliminary Design
== Needs Analysi
Detailed Design
n

s
Concept Exploration
Concept Definition

The details of the SDLC and IRP are on the RDT&E Process web site,
and also in MD 1400.

‘%) Homeland S
a2 Recurity

This slide is the first one to show a graphic from the RDT&E web site, and therefore is a
good segue to the site. Note that the three phases shown here (“Initiation,” etc.) are the
first three phases of SDLC shown on the previous slide, and that on the web site you
find more explanation and detail by drilling down. Down to a certain level of detail, the
web site simply provides a user-friendly version of the DHS SDLC and MD 1400,
“Investment Review Process”. Below that level of detail, standard systems engineering
best practices are included. (For example, the three sub-phases of C&TD — “Needs
Analysis” etc. — are not part of the SDLC but are simply textbook systems engineering,
integrated with the SDLC.)

Much of the textbook systems engineering on the web site is taken from Kossiakoff and
Sweet, Systems Engineering Principles and Practice, but any good systems engineering
text will serve, if more details are desired. Another standard text is Blanchard and
Fabrycky, Systems Engineering and Analysis.
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Slide 8

System Development: Initiation Phase

Initiation
0 Concept and
From

echnolo
o evelopmen
P& Phase
ER—— | Phase
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Charter Statement Management
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S

7 Secnrity

This graphic will be discussed when viewing it on the web site. “Initiation” is the first
phase of system development. The red diamonds are the IRP’s decision milestones,
called “Key Decision Points.” The identification of the decision authority depends on the
size (i.e., Level) of the investment. Show the table which defines the levels, by clicking
on the “Acquisition” link and scrolling down.

The program team is really an IPT, representing all important functional disciplines and
stakeholders (including, as appropriate, representation from program management,
engineering, T&E, users, contracting, procurement, production, logistics, etc.).
Obviously, representatives from industry join the IPT after award.

The top-level statement of the need is in a Mission Need Statement, for which a
template is provided.

A business case is required for large investments, typically an Exhibit 300 generated by
the Sponsor (with support from S&T if involved in system development). Then, at KDP 1,
triggered by an Investment Review Request, the milestone decision authority reviews
the business case to verify the need for the system as well as the availability of out-year
funding for the life-cycle costs.
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Slide 9

System Development: Concept and Technology Development Phase

Concept and Technology Development To Capability
Development
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Initiation Demonstration
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This graphic will be discussed when viewing it on the web site. C&TD consists (in S&T’s version)
of three sub-phases:

Needs Analysis develops an Operational Requirements Document (including a CONOPS) and
assesses the feasibility of developing a compliant system. Titles in italics are required by the IRP;
other titles (e.g., SEMP) have been added by S&T and are optional. The program manager tailors
the phases, reviews, and documentation to suit the size, importance, and risk of the program.
Concept Exploration explores alternative concepts and chooses the best one, documented in an
Alternatives Analysis. Typically, system concepts are defined only down to the subsystem level
during Concept Exploration. An Acquisition Plan is developed, documenting the acquisition
strategy.

Concept Definition accomplishes the systems engineering necessary to define subsystems and
components, flow down functional requirements, and define interface requirements. Test planning
is started (in the form of a draft TEMP) and logistics planning (in the form of a draft ILS Plan).
Note the green diamonds between sub-phases, called “checkpoints.” These are milestones at
which the project/program manager looks back and looks ahead. Looking back, he/she verifies,
by means of checklist reviews, that all necessary activities and documentation have been
completed in the preceding sub-phase. Looking ahead, he/she reviews the plans, activities, and
deliverables during the next phase to ensure that these are planned and understood, and that
there are adequate resources (funding, facilities, and people) to execute.

The C&TD phase ends at Key Decision Point 2, at which the milestone decision authority verifies
that the program team has accomplished and documented the necessary activities and produced
the necessary work products. The milestone decision authority ensures that any process tailoring
done by the program team has not increased program risk unduly. (For example, did the program
team “tailor out” the concept exploration and alternatives analysis? If so, why?)

Acronyms ITR = Initial Technical Review, ASR = Alternative Systems Review, SRR = System
Requirements Review
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Slide 10

System Development: Capability Development and Demonstration Phase
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This graphic will be discussed when viewing it on the web site. CD&D consists of three sub-
phases:

Preliminary Design (sometimes called “Advanced Development”), is that part of the SDLC in
which the great majority of the uncertainties inherent in the selected system concept are resolved
through analysis, simulation, development, and prototyping. Its goal is to develop and validate a
sound technical approach and demonstrate it during PDR to those who must authorize the full-
scale development of the system. System requirements are flowed down through subsystems,
components, and sub-components, and functional allocation is adjusted as the capabilities of the
system elements are proven (or not).

Detailed Design (sometimes called “Engineering Design”) is that part of the SDLC in which all the
component parts of the system are designed so that they will fit together as an operating whole
that satisfies the ORD. Detailed internal and external interfaces are established and confirmed,
and the design is first fully implemented in hardware and software. This phase culminates in a
CDR.

Integration and Evaluation is that part of the SDLC in which the engineered components of the
new system are assembled and integrated into an effectively operating whole, which undergoes
DT&E (to verify compliance with technical specifications) and OT&E (to verify compliance with the
operational specifications in the ORD when the system is operated in the field by its intended
users). During this phase, Low-Rate Initial Production (LRIP) may be authorized, so that the
OT&E is conducted on a production unit (often the first article). OT&E should be conducted by a
testing agent independent of the development team.

At the end of this phase, the milestone decision authority at KDP 3 authorizes the release of the
design to full production, after verifying successful DT&E and OT&E by reviewing test plans and
test reports.

Acronyms SFR = System Functional Review, PDR = Preliminary Design Review, CDR = Critical
Design Review, TRR = Test Readiness Review, SVR = System Verification Review, PRR =
Production Readiness Review, OTRR = Operational Test Readiness Review
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Slide 11

Recapping the Process

Simply stated, system development for an Acquisition program
is a 6-step process:

Requirements

Concept exploration

Concept selection and refinement

Preliminary design

Detailed design

Test and evaluate

Generically, almost every R&D project executes these steps in
some form

More formal in Acquisition programs (higher TRLs), to reduce risk

Less formal for early TRLs, to provide flexibility

{é& mmds! I':l.lﬁty 11

Having shown and discussed details of the system development phases of an
Acquisition program, we’'ll step back and recap.

System development consists of 6 steps, which actually aren’t specific to Acquisition but
are executed in one form or another in almost all R&D.

Define the requirements. There are requirements, of a sort, in almost all projects, even
as early as TRL 1. For example, the Wright brothers’ requirements were twofold: It has
to be heavier than air, and it has to get off the ground.

Explore alternative concepts, to make sure that you aren’t jumping to a preconceived
solution and missing a better one.

Choose the favored concept (best balance of cost, schedule, risk, performance) and, if
appropriate, do the system design (identify subsystems and components, and flow down
requirements).

Execute preliminary design, emphasizing the immature technologies to reduce risk.
Execute detailed (final) design.

Integrate and test against the requirements, making sure that the relationship between
the developers and the testers isn’t cozy.
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Slide 12

Review of Earlier Questions

Question

Answer

Does S&T execute any part of Big
“A" Acquisition? If so, when and
how?

Commonly, no, but occasionally, yes, we may manage the system
development (the C&TD and CD&D phases) if requested to do so
by the Sponsor, subject to the availability of adequate funding. In
such cases, we follow DHS’s SDLC, and the Sponsor is
responsible for compliance with the IRP.

If we don't execute Acquisition,
how can our technologies get to
users?

By executing an Advanced Research project and transitioning the
product to a customer’s Acquisition program, subject to a
Technology Transition Agreement. To create a good TTA we must
understand the Acquisition process in general and the customer’'s
Acquisition program in particular.

Does the Capstone IPT diagram
refer to Big “A” or Little “a"?

Big “A” (because if it were Little “a,” the customer would simply
execute a procurement without the need for S&T involvement).

Why is S&T on the opposite side of
the table from Acquisition?

Because Acquisition is the Sponsor’s responsibility, not S&T's. At
most, S&T executes the system development phases of
Acquisition, if requested.

What does an EHC “enable?”

An EHC, consisting of one or more technology products from S&T

Applied Research projects, “enables” the customer’s Acquisition
program to produce a more capable system.

A ty

These are the questions first posed on slide 3. Below are some amplifying comments for each
Q&A (numbered 1 to 5 to correspond with the 5 questions).

Since the only way that technology can get to the user, it's critical that effective Acquisition
programs be executed (by somebody). However, since Big “A” Acquisition is expensive, S&T’s
budget typically is inadequate to fund a full-fledged system development leading to a fully
sustainable and production-ready design. This is an issue which must be addressed case by
case, realizing that if an effective Acquisition program is not executed, no technology can improve
Homeland Security.

The transition of our product to a customer’s Acquisition program is very difficult, and requires us
to understand the customer’s program and what they need, in depth. What are the complete
requirements (not just functionality, but also interface requirements, environmental requirements,
and ilities)? Do they need a production-ready design? If so, how will production-readiness be
demonstrated? Do they need S&T to develop a supplier who can be integrated into their
Acquisition program? Or will the product be handed off to a system prime by S&T’s supplier, in
which case can it be effectively integrated and manufactured?

This one is pretty self-explanatory, once you understand Big “A” Acquisition.

So is this one.

The subtleties of EHCs will be addressed in another mini-course. Suffice it to say that the term
“enabling” is intended to imply that S&T’s product augments the customer’s system development
some important way, providing an important increment of capability which would be otherwise
unachievable. It's important to understand whether S&T's technology development is on the
customer’s critical path (in which case “enable” may mean that the EHC makes the customer’s
system development possible) or whether S&T'’s technology development is supplementary (in
which case S&T'’s technology development will allow the customer’s system to be more capable
than it otherwise would be, but if S&T’s development fails or is late, the customer’s system
development will still proceed, resulting in less capability but still providing a useful performance
increment).

47





Appendix C: Commercialization Mini-Course

The following pages include the slides and slide notes used in teaching the S&T hour-
long mini-course on Technology Commercialization.
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Slide 1

Technology Commercialization
The other path to the user

Sam Francis
samuel.francis@associates.dhs.gov
March 25, 2008

revised 4/1/07

This mini-course is one of a series of 14, sponsored by the S&T Office of Strategy,
Planning, and Integration (Mitch Crosswait, Director).

The briefing takes an hour, and will start and stop on time, so make sure any questions
are for general clarification. The speaker will remain for 30 minutes after the end for
discussion, if desired.

Hard copies of the slides will be handed out. The slides are also available from the
RDT&E web site. To reach this web site, browse to the S&T Shared drive, find the folder
“RDT&E Process Website,” then double-click on the filename index.htm to browse the
home page. To find the slides for all of the mini-courses in this series, click on Training in
the bottom navigation bar and follow your nose.

Please sign the sign-in sheet. Also, fill out and leave behind the feedback form.

Today we'll be talking technology commercialization, which is one of two methods by
which new products and systems can be put into the hands of users. (The other method
is Acquisition.)
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Two paths to the end user ...

WHICH WAY TO 60?

Acquisition and Commercialization are very distinct processes. Accordingly, the project
manager reaches a fork in the road right at the beginning of the project. Which way to
go?

Acquisition and Commercialization aren’t mutually exclusive, of course, in the sense that
elements of each can be blended, depending on the needs of the project. However, they
are distinctly different models, and therefore it's important to understand both models
before you try to combine elements of each.

In this mini-course, whenever we mention “Acquisition,” we're talking “big 'A’ Acquisition,
not “little ‘a’ acquisition.” In other words, we're talking about acquiring products which
don't exist, rather than procuring or purchasing products which do exist. Those who are
unfamiliar with the distinction between big ‘A’ Acquisition and little ‘a’ acquisition are
referred to two other mini-courses in this series: “Acquisition” and “Procurement
Requisitions.”

We will also use the terms “product” and “system” interchangeably.
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The more familiar path ...

Acquisition End Users
s * & Custom .
[ = = = Product
by the Sponsor ¥
Commercialization End Users
e [ [ [ . ] 4
by Sponsor and S&T v,

... and the less familiar path

Technology
Development

by S&T

This slide depicts the two alternative paths to the end users.

The blue path, Acquisition, is the methodology which seems most familiar to S&T project
managers, for two reasons:

It is the only methodology which is used by most other major Federal Government agencies, such
as the Department of Defense and NASA, because of their high-technology requirements and
limited market size. Thus, it is the only methodology with which S&T project managers with
Government experience are likely to be familiar.

It is the methodology which has been emphasized by the S&T Under Secretary and the Director
of Transition, in their implementation of the Capstone IPT approach to engaging our internal DHS
customers. The emphasis on “transition to Acquisition” governed by “Technology Transition
Agreements” (TTAS) is, by now, familiar across S&T.

In contrast, the beige-colored path, Commercialization, is much less familiar to most
S&T project managers, for two reasons:

This methodology has no close analog widely used in any other Government agency.
Consequently, there is no proven management framework for this methodology, as there is for
Acquisition. True, our National Laboratories have a commercialization process which is executed
by their Offices of Research and Technology Application (ORTAS) in compliance with technology
transfer statutes, but this process lacks important features needed by S&T. Specifically, the
ORTA's process is not driven by capability gaps of government end users, nor does it make
provision for the use of grants and standards.

The purpose of this mini-course is to familiarize you with the beige-colored path by
describing a methodology which S&T has put forward for executing Commercialization
projects. This methodology cannot be said to be proven, since it has not been applied
widely. However, it has benefited from adoption of the best practices of the ORTAs,
where they apply, and it's a good starting place for the project manager who is
wondering what to do next.
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The two paths are extraordinarily different

* Acquisition
— A government contractor executes design, development, and
production, driven by DHS requirements, using DHS funding,
under contract to DHS. The product is then deployed to captive
users. Product unit price is determined by cost-based pricing.
The contractor’s customer is DHS, not the end-user community.

« Commercialization

— Aprivate-sector enterprise executes design, development, and
production, driven by market requirements, using private
funding, perhaps assisted by DHS technology licenses,
standards, and grants. The product is then sold as COTS
directly to end users. Product unit price is determined by
market-based pricing. The vendor’s customer is the end-user
community, not DHS.

Although the two paths are extraordinarily different, they are often confused. Let’s
highlight the differences.

Who develops the product?

In Acquisition, the developer is a government contractor (often called a prime contractor or a system
integrator to make clear their responsibility for the total product or system.)

In Commercialization, the developer is a private-sector enterprise.

Where do the requirements come from?

In Acquisition, the government specifies the requirements, based on information from its captive end users.
In Commercialization, the developer determines the requirements from the marketplace. The government
may assert that it knows the marketplace requirements, but the developer is unlikely to invest scarce
resources until they have at least validated those requirements.

Where does the funding come from?

In Acquisition, from the government.

In Commercialization, from the developer.

What are the formal, legal agreements between the Government and the developer?
In Acquisition, the relationship is governed by contracts.

In Commercialization, the relationship may require no legal agreements, or it may require
licenses, CRADAs (Cooperative R&D Agreements), or Memoranda of Understanding.

(continued in the slide notes on the next page)
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Highlighting the differences ...
Typically ...
Acquisition | Commercialization
Product type Custom COTS
Users Federal agency | State, local, private sector
Channel to users Deployment Sales
Designer & manufacturer Gov't contractor Private sector
Formal agreements Contracts Licenses, CRADASs, or none
Developer’s customer DHS Marketplace
Design funder and owner DHS Private sector
Pricing Cost-based Market-based
Standards development Possible Likely
Grants None If needed
The bottom line ...
DHS relationship to developer Control Influence
5

(notes continued from previous page)

What are the channels by which the products reach the end users?

In Acquisition, by deployment to captive end users.

In Commercialization, by sales channels such as catalog sales, e-commerce, or direct sales. The product is
referred to as COTS (Commercial Off-the-Shelf), implying that it is readily available for sale.

How is the unit price determined?

In Acquisition, by a cost-type contract specifying a price determined by the cost of goods sold marked up by
a fixed percentage.

In Commercialization, by price-based pricing, sometimes called market-based pricing, which means that the
vendor charges what the market will bear. The market price is conventionally determined by a combination
of a product’s value, its manufacturing cost, and the competitive situation.

Who does the developer consider to be their customer?

In Acquisition, the developer’s customer is the government agency with which they have contracted.

In Commercialization, the developer’s customer is the marketplace.

The fundamental difference between the two approaches is the question of who has control.
Acquisition allows total control by the government, because the government is paying the bills. In
contrast, the best the government can hope for in Commercialization is to influence the private
sector, by informing them of the market and perhaps by judicious use of standards and grants
programs.
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How to choose between Commercialization and Acquisition?

It's all about control (or lack of it)

¢« How much control do you ¢« How much control can

need? you have?

— If the private sector can't be — If DHS can't afford to fund
influenced to fund product product development,
development, or manufacturing, and

— If DHS can't wait for the deployment, or
private sector to develop the — If DHS has no authority over
product, then the users, then

Commercialization is
necessary to get the
product to the users

Acquisition is necessary to
force product development

Note that if the product is commercialized, DHS has no control over product price. The

market-based commercial unit price will be higher than the cost-based Acquisition unit

price. Thus, although DHS saves money up front if the product is commercialized, total
cost of ownership may be higher (“pay me now or pay me later”).

The choice between Acquisition and Commercialization may boil down to two questions
of control:

How much control is needed? (Perhaps none, if the private sector can be influenced to
commercialize the product in a timely manner.)

How much control is achievable? (Perhaps none, if the end users are not under the
authority of a DHS agency, and therefore make their own buying decisions.)

Note that the ultimate unit price of the product will be price-based if commercialized and
cost-based if acquired under contract. One can expect that market-based pricing will be
higher than a cost-based pricing, because the vendor will recover the R&D costs in the
market-based price of the product.

So if the ultimate users are in a DHS agency, the choice may very well be between (a) a
higher up-front cost and a lower unit purchase price (in an Acquisition program), or (b) a
lower up-front cost and a higher purchase price (in a Commercialization program).

In short, if the users are in a DHS agency, the choice may be “Pay me now or pay me
later.” If indeed both the Acquisition and Commercialization paths are feasible for the
desired product, total cost of ownership should be considered as a significant factor in
the decision.
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A sample Commercialization project

Lightweight Autonomous Chem ID System: LACIS | | Transitionto

whom?

[ Produst Dessripson:

How do these
25 million

—— customers
get the

product?

Who's the
designer?
DHS'’s
National
Labs?

Delivery to
whom?

S&T'’s Technology Commercialization Process gives guidance to project
managers concerning these and other questions.

Here is a sample Commercialization project quad chart, chosen at random from the many S&T
projects whose goal is to put a commercial product into the hands of users over whom DHS has
no authority.

The call-outs ask questions which might be prompted by any S&T quad chart for a
Commercialization project. Specifically:

This is a Transition project, in that it is part of the portfolio of S&T’s Transition Office. But to whom
will it transition?

The customers include some DHS agencies with authority over end users (such as border-
protection agents), but other agencies over which DHS has no authority (such as State and local
agencies). How will all these end users have access to the product?

The quad chart asserts that the first major milestone is detailed design of a laboratory prototype.
But what Laboratory will do the design? If the manufacturing will ultimately be done in the private
sector, shouldn’t the designing Laboratory be the R&D Division of the enterprise whose factory
will ultimately manufacture the product? After all, their profits will depend on whether the product
can be produced in their factory at a cost consistent with a competitive price point?

But perhaps the private sector doesn't have the technology? This is where licensing may enter
the picture.

The quad chart describes the last milestone as “delivery of pre-production modules for
operational development.” Delivery to whom? Does “pre-production” imply that there is or is not
yet a production-ready design? If there is a production-ready design, whose factory has it been
designed for, and by whom?

Of course, the quad chart format is not designed to answer detailed questions such as these.

Presumably the project’'s documentation, such as its Project Management Plan and its Transition
Plan, have specified answers to these questions.
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Two interlocking processes ...

o Every private-sector enterprise has their own product
development process.

0 S&T’s goal, in partnership with our Sponsor, is to influence
the private sector to develop a product satisfying a prescribed
need (to fill an identified capability gap).

o To do that effectively, S&T needs its own process, called the
Technology Commercialization Process.

Private sector’'s
product development
process

S&T's Technology
Commercialization
Process

Let's be clear that we're talking about two interlocking processes here:

Each private sector enterprise has its own product development process. Of course,
S&T does not execute this process, and cannot specify it or control it, but needs to
understand it in order to influence its outcome.

S&T has its own Technology Commercialization process. The private sector will not
execute any part of our process, but will need to understand certain aspects of it in order
for S&T to be able to influence the private sector. For example, if S&T asserts that there
is a strong market for a new product satisfying certain requirements, the credibility of this
assertion may depend on the private sector’s visibility into how the market size and the
requirements were determined.

This mini-course will not go into detail concerning the private sector’'s product
development process. We will touch on it, but spend most of our time talking about our
process.
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What does an industrial product-realization process
look like?

Sales
Release

Feasibility Optimization

PHASES

Refine the market
assessment and
develop a detailed
product and
marketing plan
with competitive
analysis, price
points, and
business case.

Demonstrate that
adefect-free
product can be
manufactured on
schedule and at a
cost consistent
with the target
price points

Prove that the
product can be
promoted, sold,
manufactured
and tracked
according to its
product plan.

Investigate the
value proposition
of a product idea.
Assess features,
benefits, and
risk. Establish
marketing
objectives.

Complete product
development.
Release
engineering
documentation
Develop
manufacturing
and marketing
plans

ACTIVITIES

But that’s “their” process. What's “our” process?

Most industrial product-development processes are structured as phase-gate
frameworks, since the phase-gate paradigm is the best way to organize a series of
activities with periodic event-driven management reviews.

The product-development process depicted here is a top-level description of a detailed
product-development process used by S&T's Chief Commercialization Officer, Tom
Cellucci, when he was a CEO and later a management consultant in the private sector.
This phase-gate process uses a different vocabulary than any of S&T's processes,
including terms such as “value proposition,” “marketing,” “competitive analysis,” “price
points,” and “sales.” One difficulty faced by S&T project managers of Commercialization
projects is bridging the communications gap between the typical S&T technology-
focused terms and the private sector’s product-focused terms.

S&T's technology focus reveals itself in the use of terms (such as Technology Readiness Levels)
which are generally unknown in the private sector. If you plan to partner with the commercial
sector, you've got to learn their language, because (unlike government contractors) they won't
learn yours.
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What’s “our” process?

S&T has defined a phase-gate process for
Technology Commercialization

Technology Commercialization Project

Initiation Requirements and
Te D

Commercialization and
Market Development

Form Team

| Product and standards Development_|

e | Reauirements Anaysis |
Capability Gap|

[Technology Scan & Market survey |
Plan

| Product Demonstration and Test |

Customer [ 1P protection & Licensing |

[ Market Development & Grants Administration |

Agreement

COTS product
Grants

Standards

Private
Sector

10

S&T has developed a phase-gate process to govern Technology Commercialization, as
a way of providing guidance to project managers as they navigate unfamiliar waters.
S&T has discovered no analogous process anywhere else, because no other
government agency have a proven requirements-driven process to influence the private
sector to develop a new product for a specific set of users.

This process contains elements of the commercialization process used by the Offices of
Research and Technology Application (ORTAS) in DHS’s National Laboratories to
manage technology transfer to the private sector. However, the goal of the ORTAs is
simply to transfer the technology to private-sector partners for whatever commercial
purpose the private sector chooses, regardless of any connection with the Laboratory’s
mission. In contrast, the purpose of S&T’'s Technology Commercialization process is
mission-driven, specifically to fill capability gaps relating to homeland security. This
objective is much more difficult.

Accordingly, this process cannot be said to be proven, but is offered as a prototype
process to be used and improved.

The process is documented on S&T's RDT&E web site, a disk-based web on the S&T
Shared drive. Find the file “index.htm” in the folder “RDT&E Process Website” and
double-click it to reach the home page. Then click on “Transition” in the main graphic,
and then on “Technology Commercialization,” and you’ll see the phase-gate graphic
reproduced in this slide.
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Phase 1: Project Initiation

Assure adequate
planning and a

TCA before

continuing

[ —

Execute a
Technology
Commercialization
Agreement (TCA)

o ot '
P
\ 11

Form a Project
IPT including
Sponsor's
representatives

Form project team

Name the project manager, who will lead the formation of a project integrated product team (IPT)
whose members include all important skill sets and constituencies, including the Sponsor, who is
S&T's customer internal to DHS who will represent the interests of the end users.

Understand capability gap

Establish knowledge of and rapport with the Sponsor and, through him, the end-user community.
Define precisely the capability gap to be filled, and validate this requirement with the Sponsor
and, through him, the end-user community.

Develop project management plan

Revisit and validate the initial decision to address the capability gap via Commercialization versus
Acquisition.

Develop a specific commercialization strategy for this project, to be executed jointly by the S&T
project team and the Sponsor’s organization.

Document the project plan, defining the project team, project schedule, project budget, major
milestones, and major reviews and checkpoints, all of which are consistent with the project’s
commercialization strategy.

Formalize agreement with the customer

Execute a Technology Commercialization Agreement (TCA) with the Sponsor. See the next slide
for details.
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Technology Commercialization Agreement

Analogous to a Technology Transition Agreement

(TTA). @w

Agreement between S&T and a sponsoring DHS
agency representing the target user community. Name of Infended COTS Product

or
" — Name of the Intended User Community
Defines roles and responsibilities for both S&T and

the Sponsor during technology commercialization. A Technology Commercialization Agreement
etween
Specifies: Project Manager
. Name of S&T Project
Capability gap S&T Directorate

Product to be developed
Commercialization strategy
Technologies to be transferred
Standards to be developed
Grant programs to be initiated

S&T funding versionxx
Sponsor funding

and

Sponsor's Representative
Name of Sponsoring Organization

12

It is fundamental principle of S&T project management that all Transition projects must
have written agreements with their internal DHS customers, documenting mutual
expectations and signed by both parties. If a project can’t reach a written agreement with
its DHS customer (its Sponsor), then it probably doesn’t have a real customer at all.

For Advanced Research projects, which develop technology and transition it to an
Acquisition program, the form of the agreement is the by-now familiar Technology
Transition Agreement (TTA).

For Technology Commercialization projects, the TTA template is inappropriate, and it is
replaced by a template for a Technology Commercialization Agreement.

The TCA specifies what responsibilities will be fulfilled by S&T (generally those that
require technology expertise), and what responsibilities will be fulfilled by the Sponsor
(generally those requiring familiarity with the end users and their operations). Funding by
both parties is also specified. Specifically, if the Sponsor is expected to develop and
administer a grants program, this fact is documented in the TCA.
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Phase 2: Requirements and Technology Development

What
elements of
the solution
are available

in the
marketplace?

technology
can the

government

provide?

How can
industry be
influenced to
develop the
solution?

13

Requirements Analysis

Develop a set of operational requirements to govern subsequent product development

Make an initial assessment of technological feasibility

Technology Scan and Market Survey

Conduct a technology scan, spanning all potential sources of technology (private sector, DHS
laboratories, national laboratories, and other Government agencies such as the Department of
Defense).

The purpose of the scan is to assess whether there exist technologies and/or products which
address the documented operational requirements, and to identify the preferred technology or
product.

Conduct a market survey, to nsure that no products exist which address the capability gap
addressed in the ORD, and to identify which vendors are best positioned to reach the target
marketplace with a new product based on the identified technology

Conduct a commercialization assessment, to assess the potential of the identified technology for
successful commercialization and marketing

IP Protection and Licensing

Develop the technology, if necessary, to the point of reduction to practice and therefore
patentability

Ensure that the Government's intellectual property rights are secured

Identify the best partner in the private sector for commercialization of the technology

Enterr into an appropriate licensing agreement with a chosen partner in the private sector
Manage the license during its effective term
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Phase 3: Commercialization and Market Development

Private sector
markets the
product, perhaps
assisted by the
Sponsor’s grants
program

Private sector
develops the
product

S&T develops
the standards

Product
tested to the
standards

Product and Standards Development

Follow and, if appropriate, oversee the product development by the licensee

Develop any necessary new standards to govern the product under development

Product Demonstration and Test

Ensure that the commercial product, if successfully marketed, will meet the original requirements
documented in the ORD.

Influence the test and certification plan to ensure that a properly conducted test program will
validate the product’s performance against the original operational requirements document
(ORD).

Assure that tests and certifications are conducted properly, to the degree possible under the
terms of the license and consistent with any standards which apply.

Market Development and Grants Administration

Add the product, once certified, to the authorized equipment list on the website Grants.gov.
Administer the grants program (as defined in the Technology Commercialization Plan and
subsequently amended) to help develop the market for the product
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Summary

Technology Commercialization is the “other”
path to the users (distinct from Acquisition).

To cause a new COTS product to be
developed and purchased by end users
directly from a vendor, Commercialization (not
Acquisition) is executed.

Like S&T's Advanced Research projects,
governed by TTAs, Technology
Commercialization projects require
agreements (TCAs) with DHS Sponsors
(representing the users).

Commercialization requires S&T and the
Sponsor to exercise “influence,” not “control,”
over the private sector.

Grants, governed by Standards, may be
required to enhance the market.

An S&T phase-gate management framework
provides guidance for project managers.

This slide summarizes the main points of this mini-course.
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Appendix D: Requirements Mini-Course

The following pages include the slides and slide notes used in teaching the S&T two-
hour mini-course on Requirements.
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Requirements

Types of requirements and their development

Sam Francis
samuel.francis@associates.dhs.gov
March 26, 2008

revised 4/1/07

This mini-course is one of a series of more than a dozen, sponsored by the S&T Office
of Strategy, Planning, and Integration.

The briefing takes an hour, and will start and stop on time, so make sure any questions
are for general clarification. The speaker will remain for 30 minutes after the end for
discussion, if desired.

Hard copies of the slides will be handed out. The slides are also available from the
RDT&E web site. It's on the S&T Shared drive, in the folder “RDT&E Process Website.”
Double-click the filename index.htm and you’ll be browsing the home page. Click on
Training in the links at the bottom of any page and you'll be able to find the slides.
Please sign the sign-in sheet.

Today we'll be talking about Requirements, which is a critical topic for S&T if we hope to
satisfy our customers.
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We’ll try to solve the requirements puzzle

gn
ations

pes
gpecifi©

The vocabulary relating to requirements is broad and not standardized. Different communities use
different definitions.

The Project Management Institute, in its bible titled Project Management Book of Knowledge,
includes the following definitions:

Requirement: A condition or capability that must be met or possessed by a system, product, service, result,
or component to satisfy a contract, standard, specification, or other formally imposed documents.
Requirements include the quantified and documented needs, wants, and expectations of the sponsor,
customer, and other stakeholders.

Specification: A document that specifies, in a complete, precise, verifiable manner, the requirements,
design, behavior, or other characteristics of a system, component, product, result, or service and, often, the
procedures for determining whether these provisions have been satisfied. Examples are: requirement
specification, design specification, product specification, and test specification.

Other communities use the term “requirement” to refer to a definition of the problem, and
“specification” to refer to a definition of the solution. For example, Kossiakoff and Sweet (Systems
Engineering Principles and Practice) define:

Requirement: (1) A characteristic that identifies the accomplishment levels needed to achieve specific
objectives under a given set of conditions; (2) A binding statement in a document or in a contract.
Specification: A document intended primarily for use in procurement, which clearly and accurately
describes the essential technical requirements for items, materials, and services including the procedures by
which it will be determined that the requirements have been met.

Nor does DHS have a standard vocabulary, with the exception of “mission need” and “operational
requirement” (two terms inherited from DoD by way of the Coast Guard).

This mini-course will use the terms carefully, adopting a set of definitions which should be clear
by the end, but don’t assume that these terms mean the same to everyone. You will have to
negotiate a common vocabulary with each of your customers (or suppliers) to be sure of your
terms.

By the way, the acronym CONOPS stands for Concept of Operations.
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Here’s a hint ...

/ Problem Space
(customer

documents)

Solution Space
(engineering
documents)

Production

Mission Needs Specifications

User Needs
Operational

. Requirements

CONOPS

In systems engineering, an “operational requirement” is generally a
description of what a system must do. It is generally written in the
language of the operator (the end user), not the engineer.

In contrast, a “performance requirement” specifies something about the
system itself, and how well it performs its functions. It is generally written in
the language of the engineer. Performance requirements are a bridge from
the operational world to the engineering world. Examples of performance
requirements include availability, testability, maintainability, and ease-of-
use. Other system-specific performance requirements include detection
probability, false-alarm probability, and similar technical performance
measures (TPMs).

A “good” list of requirements generally avoids saying how the system
should implement the requirements, leaving such decisions to the system
designer.

Once the system designer has decided how the system implements the
requirements, this solution is documented in the design specifications.

In short, “requirements” can be thought of as statement of the problem,
and “specifications” are a statement of the solution.
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Step 1: Define the problem (not the solution)

The Sponsor (an operational DHS Component) identifies a capability gap

— Can be identified in partnership with (or independent of) S&T and the
Capstone IPT

— Must be expressed as a needed capability, not a needed product or system
— Usually expressed in broad operational terms

We need
to detect
intruders

We need
a fleet of
UAVs

We’'ll start by describing how requirements of various types relate to a standard product
or system development. Then we’ll be in a position to understand how they relate to an
S&T technology development or a commercialization project.

In DHS, a product or system development is conventionally accomplished by an
Acquisition program, led by a Sponsor.

The term “Sponsor” is formally defined by DHS’s Investment Review Process,
documented in MD1400. The Sponsor is a designated executive in the DHS Component
which contains or represents the end users (the “boots on the ground”) who need the
capability. It is the Sponsor’s responsibility to ensure that the end users have the
capabilities they need.

At this early stage, there is an almost irresistible temptation to specify the solution rather
than the problem. However, it's important to resist that temptation so as not to preclude
possible solutions which may be optimal but haven’t been considered. Force the
problem statement to be a need for a “capability to be able to do something” rather than
a “need to have something.” This is called capabilities-based planning.

To identify the capability need seems basic or self-evident. However, a design project is
often initiated as a result of a personal interest or a political whim, without first having
adequately defined the requirement. Defining the problem is the most difficult part of the
system engineering process. This objective is most likely to succeed if the ultimate users
are involved in the process from the beginning.
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Step 2: Document the need

e The Sponsor documents the need in a Mission Needs
Statement

— MNS template is prescribed by MD1400

* MNS approval is the first step in an Acquisition program to fill
the capability gap

Wi MNS 1)
m/ | Wission-Based | _ \m
! Staternon wol |

| Heoded
)\ l Capabilty /{

e

Sponsor Acquisition
Program Manager

Note that, so far, all these activities have taken place in the Sponsor’s organization, not
in the S&T Directorate. The only role played by S&T so far is, perhaps, to act as a
catalyst in identifying the capability gap (through S&T’s sponsorship of the Capstone
IPTSs).

Said another way, the S&T Directorate plays little role in identifying the problem. S&T’s
role begins (if asked) when it comes time to identify the solution.

As an aside, the Mission Need Statement was initially used in the Department of
Defense, but was subsequently changed in DoD to the Initial Capability Document to
emphasize capability-based planning (i.e., identify the problem, not the solution). DHS
also emphasizes capability-based planning, but has not changed the title of the
document.

To originate a program, the Sponsor documents the mission need in an MNS, stating the
operational needs (i.e., capability gaps) written in broad operational terms and not in
terms specific to any system or system concept. For example, a checked-baggage
mission need could be that a new type of explosive must be detected during airport
baggage handling, or that an increase in air travel requires that baggage throughput be
doubled within 5 years.

It's not uncommon for the creation of the MNS to be delegated to an Acquisition program
manager, but this practice violates the principle that the solution developer should not be
the same as the problem specifier. It's very tempting for solution developers to solve
problems that they prefer, rather than solving problems of importance to operators.
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What a MNS is (and is not)

A MNS is a high-level document describing:

« a capability gap which needs to be filled

« the link to the Sponsor’s mission

« the Authority which specifies the mission

« the link to DHS and Sponsor’s strategic plans

» why the capability is not more suitably
provided by another Federal agency or the
private sector

« why the gap cannot be filled by a non-materiel
solution (i.e., a solution which doesn't involve
new product or system development)

MNS

Mission-Based
Statement of
Needed

Capability

The purpose of the
. . MNS is to make the
« a specific or preferred solution case for an

« the establishment of an Office or Directorate Acquisition program.

A MNS is not a proposal for:

MNS example: CBP needs improved control over shipping containers by detecting anomalous
contents, detecting unauthorized intrusion, and tracking movements.

The purpose of the Mission Need Statement (MNS) is to synopsize at a high level (i.e.,
two to five pages) specific functional capabilities required to accomplish the DHS
mission and objectives. MNS submissions that go beyond the scope of this guidance
and include detailed costs or solution-based requirements normally contained in other
planning documents will be rejected. The MNS is a qualitative communication vehicle
both within a program and between the program and DHS HQ to provide a strategic
framework for Acquisition planning and development.

Approval of the MNS provides formal DHS executive-level acknowledgment of a justified
and supported need for allocation of scarce resources to resolve a mission deficiency
with a material solution. In the broader view of the investment lifecycle, it represents the
initiation of formal acquisition program management and the beginning of the investment
process.

The MNS should describe specific functional and architectural capabilities required to
perform the DHS mission, concisely but in sufficient detail for reviewers to understand
the need for the investment within the context of the DHS portfolio. It should provide
critical insight into mission capabilities and should provide the basis on which the
reviewers can render an investment decision with an initial authorization to proceed
within an acquisition project. Later documents, such as the Operational Requirements
Document, will take the concepts outlined in the MNS and begin decomposing the gap
requirements in detail.

The MNS requires approval by the Milestone Decision Authority, depending upon the
level of the investment (see the MD 1400, Investment Review Process, for a description
of the levels), before the investment can proceed.
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Roles in Acquisition

&

End Users Sponsor Program Systems Designers
Manager Engineers
- Operations * Mission needs | * Acquisition * Requirements + Physical design
* Maintenance « Funding management + System design | - Circuit design
« Acquisition (cradle to grave) | - System T&E + Software design

champion + Component T&E

‘ In the simplified cargo-security example: ‘

« CBP operators “Chief of CBP ‘Cargo Security PM‘
* Shippers Operations”

TBD I TBD

The goal of Acquisition is to provide a material system or product to the end users to
enhance Homeland Security.

Any product development by S&T is useless unless, sooner or later, it finds its way to
the end users through the Acquisition process (or the Commercialization process).

It's important that S&T managers understand where they fit in and what responsibilities
are fulfilled by others. Their impact on the end users may be direct or indirect, depending
on where their products fit in the value chain.

For example, if the role of a particular S&T project is to transition a product to Acquisition, but the
Acquisition program does not exist or is not viable, S&T will have no impact on Homeland
Security.

The roles and responsibilities may be articulated as follows:

The End Users have the responsibility to operate and maintain the systems in the field. They
have no responsibility to identify capability gaps or requirements.

The Sponsor is an executive in DHS agency which contains or represents the end users. The
Sponsor’s responsibility is to identify mission needs (or, equivalently, capability gaps), perhaps
inside the Capstone IPT process; to be a champion for Acquisition programs to address the
mission needs; and to provide funding and other resources to facilitate the success of such
Acquisition programs.

The Acquisition Program Manager is responsible for managing the Acquisition from beginning to
end, from needs assessment at the front end to system deployment, operation, maintenance, and
ultimately disposal at the back end.

The Systems Engineers guide the engineering of the system, from requirements development to
test and evaluation, including the development of the system architecture.

The Design Engineers design and develop the components of the system.
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Requirements Hierarchy (TsA example)

The Sponsor (representing the operators)
High Level develops operational requirements
(qualitative) consistent with organizational missions.

DHS Mission — Strategic Goals (“Prevent terrorist attacks”)

/

Operational
Requirements

TSA Mission (“Protect traveling public”)

Mission Need (“Reduce threats to traveling public”)

Operational Requirement (“ Capability to detect firearms”)
Performance Requirement (“ Metal detection & classification™)
Functional Specification (“Detect metal > 50 gm”)

Design Specification (“MTBF > 2000 hours™)

Material Specification (“Use type FR-4 epoxy resin”)

Technical Low Level The Program Manager and Acquisition /
Requirements (quantitative) Engineering community develop technical
requirements and specifications.

[ Each lower-level requirement must be traceable to a higher-level requirement. ]

8

The requirements hierarchy is naturally divided into two domains, operational and
technical. The Sponsor, representing the operators, is responsible for all operational
requirements. The technical system developer is responsible for all technical
requirements.

The Mission Needs Statement is the entry point to Acquisition.

During an Acquisition program, requirements and specifications of increasing detail will
ultimately specify the materiel solution. All lower-level requirements must be traceable to
higher-level requirements. If not, why are they required?

The development of these requirements and specifications is governed by the systems
engineering process.

Attention to detail, and disciplined adherence to process, is required for a successful
Acquisition program. Counter-examples are legion.

Incidentally, the acronym MTBF signifies Mean Time Between Failures, a principal
measure of reliability.
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The MNS is just the beginning

The DHS System Development Life Cycle is the management framework within
which the systems engineering process develops requirements and specifications

Project Alternative Project Pre-
) Authorization Selection Decision  Deployment
Decision »

Milestones

Technology
Development Demonstration Do Siulian

Initiation

Program Concept & Production & Operations &
Phases

Requiremems & ‘ V\;L\ZZ;)SH Operational Design

Specifications Statement Document Templates for the
(MNS) (ORD) Test MNS and ORD are

Performance | | courements specified by DHS's

Requirements Production Investment Review
Functional Process and can be

Specifications downloaded from

- S&T's RDT&E
website

The System Development Life Cycle (SDLC) is DHS’s management framework to
provide structure and discipline for Acquisition programs. Its 5 phases are a relatively
standard structure for a system life cycle.

DHS mandates the use of MNSs and ORDs, and provides templates for these
documents. However, the downstream requirements and specification documents are
not prescribed.

The decision milestones, known as Key Decision Points and numbered from 1 to 4, are
the gates in the phase-gate process at which the program is reviewed by its Acquisition
Authority (whose level depends on the size of the Acquisition, as prescribed in MD1400).
We will use the SDLC to provide the context in which requirements and specifications
evolve as a new system goes through design and development.

More details can be found on S&T’'s RDT&E website. Browse to the “RDT&E Process
Website” folder on S&T’s Shared drive, then open index.htm in your browser.
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Concept and Technology Development

Program
Initiation

Concept &
Technology
Development [ENEN]

Production & Operations &
Deployment Support

AN /s \ 7

Su ra u v
Concept | | concept |

Expiloration Definition I
Other inputs and

Y outputs shown
across the bottom

10

\ Requirements
| documents shown
|
|
|

across the top

We will expand the SDLC’s second phase (Concept and Technology Development) and
its third phase (Capability Development and Demonstration) into three sub-phases each,
to describe the activities within each phase and the resulting requirements and
specifications.

This expansion derives from relatively standard textbook expositions of systems
engineering. Reference may be had to Systems Engineering: Principles and Practice by
Kossiakoff and Sweet, or to any standard systems engineering text.
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What happens in Concept and Technology Development (CTD)?

Principal inputis T [\2#owoe: J  wosmmeen s weckosom
“operational
deficiencies,”
defined by the MNS

Concept

i

Purpose: “The MNS provides a statement of operational needs (i.e.,
capability gaps) written in broad operational terms and not in terms
specific to any system or system concept.” (p140o, “investment Review Process”)

Owner: The Sponsor for the Acquisition, representing the operational
needs of the cognizant organizational element and ultimately the end-
users of the required system.

So what do we do with the MNS? ...

11

The entry criteria for Concept and Technology Development are:

An approved Mission Needs Statement, stating operational deficiencies

An approved preliminary business plan, typically in the form of an Exhibit 300
A successful completion of Key Decision Point 1

The next step (on the next slide) is Needs Analysis.
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Step 3: Needs Analysis

| MNS ! S ! / \ /
Needs Concept Concept
An al»,-srs Exulorawn Definition
~ 7

k/\/\/\/

Needs Analysis
answers the
question “Is

there a practical
approach to
satisfying the

need?”

Needs Analysis ...

Validates the operational need

Assesses relevant technologies

Is a cross-functional activity involving both the users and the technologists
Identifies at least one feasible conceptual system solution (an “existence proof”)
Develops operational requirements (including CONOPS) which are as specific,
complete, and quantitative as practicable

What's the output of Needs Analysis? ...

12

Needs Analysis consists of the following activities:

Conduct Operations Analysis

Analyze projected needs (Identify deficiencies in current systems)

Define operational approach (CONOPS) and operational objectives

Conduct Functional Analysis

Translate into functions, analyzing functional capabilities necessary for the system to perform the
desired operational actions.

Allocate functions to subsystems and identify all interactions and interfaces

Establish Feasibility

Envision subsystem technology

Define feasible concept

Validate Needs

Design an operational effectiveness model, including “measures of effectiveness,” to assess the
degree to which a given system concept may be expected to meet a postulated need.

Validate feasibility and needs

Develop System Operational Requirements

Develop operational scenarios spanning the expected range of operational situations

Develop operational requirements statements (described in terms of operational outcomes rather
than system performance). They must not be stated in terms of implementation, nor biased
toward a particular conceptual approach.

All requirements should be expressed in measurable (testable) terms. The rationale for all
requirements must be stated or referenced, so that the systems engineers can understand the
requirements in terms of user needs.
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Here’s where the ORD comes in ...

The Operational Requirements Document (ORD)
details the system operational requirements and
concept of operations

MNS\
Needs Concept Concept

Analysis Exploration Definition

The ORD defines the essential capabilities, associated requirements, and performance measures of a
system, as well as the concept of operations which will govern its use.

The ORD establishes the reference against which the subsequent system development will be judged and
ultimately tested (in operational test and evaluation).

Requirements must be clear, complete, consistent, feasible of accomplishment, and measurable (testable).
Like the MNS, the ORD specifies the problem, not the solution. It is not written in terms specific to any
system concept or technological realization.

The Sponsor, representing the users, owns the ORD.

13

After needs analysis and the selection of a feasible technical approach (though not, at this point, necessarily the optimum
one), one is ready to project the relevant information to derive anticipated operational requirements. These requirements
include the following considerations:

Operational distribution or deployment — the number of customer sites where the system will be used, the geographical
distribution and deployment schedule, and the type and number of system components at each location. This responds to
the question: where is the system to be used?

Mission profile or scenario — identification of the prime mission for the system, and its alternative or secondary missions.
What is the system to accomplish and what functions must be performed in responding to the need? This may be defined
through a series of operational profiles, illustrating the “dynamic” aspects required in accomplishing a mission. An aircraft
flight path between two cities, an automobile or a shipping route, and the number of products to be produced in a factory
are examples.

Performance and related parameters — definition of the basic operating characteristics or functions of the system. This
refers to parameters, such as range, accuracy, rate, capacity, throughput, power output, size, and weight. What are the
critical system performance parameters needed to accomplish the mission at the various sites? How do these parameters
relate to the mission profile(s)?

Utilization requirements — anticipated usage of the system (and its components), in accomplishing the mission. This refers
to hours of equipment operation per day, the duty cycle, on-off cycles per months, percentage of total capacity used,
facility loading, and so forth. To what extent will the various system components be used? This leads to a determination of
some of the stresses imposed on the system by the operator.

Effectiveness requirements — system requirements (specified quantitatively as applicable) to include cost/system
effectiveness, operational availability, dependability, reliability mean time between failure (MTBF), failure rate, readiness
rate, maintenance downtime, mean time between maintenance (MTBM), facility use (percentage), personnel quantities
and skill levels, cost, and so on. Given that the system will perform, how effective or efficient must it be?

Operational life cycle (horizon) — the anticipated time duration that the system will be operational. How long will the
system be in use by the consumer? What is the total inventory profile for units of the system and its components, and
where is this inventory to be located? One needs to define the system life cycle. Although this may change (i.e., the life
cycle of a system may be extended or reduced), a “baseline” needs to be established at the beginning.

Environment — definition of the environment in which the system is expected to operate in an effective manner. Examples
are temperature, shock and vibration, noise, humidity, arctic or tropics, mountainous or flat terrain, airborne, ground, and
shipboard. Following a set of mission profiles may result in specifying a range of values. To what will the system be
subjected during its operational use and for how long? In addition to system operations, environmental considerations
should address transportation, handling, and storage modes. It is possible that the system (or some of its components)
will be subjected to a more rigorous environment when being transported than during operation.

The establishment of operational requirements forms the basis for system design. Be careful not to presuppose a specific
technical solution. For example, if an operational requirement is that a vehicle be capable of traveling 600 miles on a tank
of gas, such a requirement might be met by a larger gas tank, a lighter vehicle, or a more efficient engine. Thus, the ORD
would specify the 600 miles/tank requirement, but be silent on tank size, vehicle weight, and engine efficiency, each of
which presupposes a specific technical approach to solving the problem.
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Needs Analysis for our fictional cargo-security example ...

MNS: CBP needs improved control over shipping containers by detecting anomalous
contents, detecting unauthorized intrusion, and tracking movements.

System
(define operational requirements | Cargo Security System |
including CONOPS)
Subsystems Information Processing Data Tracking Intrusion
(visualize) and Display Transmission Sensor Sensor

Steps of Needs Analysis

1. Develop preliminary quantitative operational requirements at the system level (expressed in
the language of the operators)

Develop a preliminary concept of operation at the system level

Allocate system functions to subsystems

Visualize a plausible technology solution for each subsystem

Adjust the requirements, concept of operation, system design, and conceptual solution until
they are self-consistent and achievable

1 & 001
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Start by writing down draft operational requirements at the system level. For example (to
cite some made-up requirements for pedagogical purposes):

If a shipping container is tampered with, CBP shall know within 24 hours if at sea or on arrival at
the port of entry.

CBP shall be able to determine the geographical position of each shipping container on demand,
to an accuracy of one nautical mile.

CBP’s ability to monitor each container shall commence when the container leaves its port of
departure.

If a shipping container at sea is bound for a U.S. port which is not a port of entry, CBP shall have
at least one day’s notice of this fact.

CBP shall know within one day when its ability to monitor a particular shipping container is
compromised.

Also write down a CONOPS.

CBP shall maintain an operations center where shipping container status is monitored. (Or,
alternatively, each port of entry shall maintain such an operations center.)

When tampering is detected on a container at sea, CBP will ...

When a shipping container is bound for a U.S. port which is not a port of entry, CBP will ...

If CBP loses the ability to monitor a particular shipping container, CBP will ...

Visualize a potential system decomposition into subsystems and visualize how the
functionality of the system is distributed among the subsystems. Is there a plausible
technology solution for each subsystem?

For example, is the signal processing done in the sensor (of which there may be 100,000) or the
Info Processing and Display subsystem (of which there may be one)? If in the sensor, the sensor
may become unaffordable for the shippers to purchase. If centralized in the Info Processing and
Display subsystem, great demands are placed on the Data Transmission subsystem and the Info
Processing subsystem.
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Step 4: Concept Exploration

Concept Exploration MNS\ ! ORD ! ! ! /
explores a variety of

SYEEN GelEEs, Concept Concept
allocates
Analysns Expioration Definition
functionality to . i
subsystems, defines el - i
performance e
requirements / \ / \ / \

Concept Exploration ..

Converts the operationally oriented view of the system (documented in the ORD) into an
engineering-oriented view required in subsequent development (documented in performance
requirements at the system and subsystem level)

Explores a variety of candidate system concepts

Conducts functional analysis and functional/physical allocation to subsystems, and develops
performance requirements for the system and its subsystems

Example (design of new car)
System performance requirement: 600 miles between refueling
Candidate system concepts: (1) more efficient engine, or (2) bigger gas tank, or (3) lighter body.
Subsystem performance requirements: (1) engine efficiency, or (2) tank size, or (3) body weight.

The Sponsor specifies the system-level requirement (600 miles/tank), but doesn’t care aboutthe
subsystem performance requirements (which are the province of the engineers).

Concept Exploration consists of the following activities:

Operational Requirements Analysis

Define and analyze at least 3 alternative concepts, starting with an existing (predecessor) system
as a baseline, if possible, and varying one or more subsystems or considering modified
architectures

Develop a CONOPS, expressing the customer’s expectation for system use. The CONOPS is a
constraint on the system concept and therefore is, effectively, an addition to the operational
requirements.

Performance Requirements Formulation

Derive subsystem functions

Formulate performance parameters

Implementation Concept Exploration

Explore alternative technologies and architectures

Define performance characteristics of each candidate system concept

Performance Requirements Validation

Integrate performance characteristics, selecting those characteristics of the different system
concepts that are necessary and sufficient to define a system possessing the essential
operational characteristics

Validate performance requirements against operational requirements, and create the
performance-requirements document. These requirements define:

What the system must do, and how well, but not how the system should do it.
Characteristics in engineering terms that can be verified by analytical means or experimental
tests.
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Concept Exploration for our fictional cargo-security example ...

System
(explore concepts) Cargo Security System
| |

Subsystems Information Processing Data Tracking Intrusion
(define functions) and Display Transmission Sensor Sensor

Components

Steps of Concept Exploration

1. Translate operational requirements into system and subsystem functions

2. Formulate the performance parameters required to meet the stated operational
requirements

3. Explore a range of feasible implementation technologies and architectures

4. Develop functional descriptions and identify associated system components for the most
promising cases

5. Define a necessary and sufficient set of performance characteristics reflecting the functions
essential to meeting the system’s operational requirements.

operational requirements = voice of the operator (system level)
performance requirements = interpretation of the engineer (subsystem level)

Now we define the functionality of the subsystems and visualize the components
necessary to implement these subsystems. We do this for a range of feasible
implementation technologies and architectures.

For example, two competing concepts might be to implement signal processing in the Intrusion
Sensor subsystem or to centralize signal processing in Info Processing and Display subsystem.
We would visualize the components necessary to implement each of these approaches, and
compare the system performance, cost, schedule, and risk for the competing approaches.

We then define a necessary and sufficient set of performance characteristics reflecting
the functions necessary to meet the operational requirements.

These performance characteristics, derived for the system and subsystem levels, are called
“performance requirements” and are the engineer’s interpretation of the operational requirements.
Examples of performance requirements for this system might include “probability of detection of
an intrusion,” “probability of false alarm,” “system availability,” “system geographical coverage.”
These are performance requirements at the system level. Requirements at the subsystem level
might include the bandwidth of the Data Transmission system, shock and vibration resistance of
the Intrusion Sensor subsystem, or the accuracy of the Tracking Sensor subsystem.

To tell whether a particular requirement is an operational requirement or a performance
requirement, ask yourself whether the operator could (a) articulate the requirement, and
(b) measure compliance with the requirement during an operational test at the system
level.
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Step 5: Concept Definition
LN
‘ [ Needs Concept ’ ‘ Concept ‘

Analysis Exploration Definition

LN TN N

Concept Definition
defines the chosen
system, subsystems,
and components and
derives their functional
specifications.

Concept Definition ...

Here begins the serious dedicated effort to define the functional and physical characteristics of
the new system

This phase may be conducted by several competing developers, based on the performance
requirements developed in the prior phases

The output of this phase is the selection, from a number of alternative system concepts, of a
specific configuration that will constitute the baseline for subsequent engineering development.

For the selected system configuration, functional specifications are derived at the system,
subsystem, and component level. The adequacy of these specifications is typically verified at a
system requirements review (SRR) which ends this phase.

17

Concept Definition consists of the following activities:

Performance Requirements Analysis

Analyze performance requirements

Each phase of development must begin with a detailed analysis of all of the requirements on
which the ensuing program is to be predicated. Even though the previous phase may have been
thoroughly carried out, the derivation of a set of performance requirements for a complex system
is necessarily an imprecise and often subjective process. It is therefore essential that both the
basis for the requirements and their underlying assumptions be clearly understood.

Refine performance requirements as necessary

Functional Analysis and Formulation

Define component functions, by allocating subsystem functions to the component level
Formulate functional requirements for each assigned function

Concept Selection

Synthesize alternative technological approaches and component configurations designed to meet
the system performance requirements

Select preferred concept after trade-off studies

Concept Validation

Conduct system simulation using system effectiveness models. Conduct critical experiments
where necessary to demonstrate feasibility where modeling is inadequate.

Validate selected concept (Does it meet requirements? Is it the superior alternative?)
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Concept Definition for our fictional cargo-security example ...

System
(define selected concept)

Information Processing Data Tracking
and Display Transmission Sensor

Subsystems
(define configuration)

Intrusion
Sensor

Components
(select, define functions)

Parts
(visualize)

Steps of Concept Definition

1. Define functions of components and formulate component functional requirements.

2. Identify alternative concepts at the component level, visualizing the parts necessary to
implement each concept.

3. Select preferred concept for each component.

18

After the optimum system concept has been selected in the Analysis of Alternatives
(AoA), complete the system design by flowing down functional requirements from the
subsystem level to the component level, and visualizing the implementation of these
components using standard parts.

Select a preferred concept for each component (a sort of mini-AoA).
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Capability Development and Demonstration

Concept & Production & Operations &
Technology

Development Demonstration Deployment Support

Program
Initiation

System functional System design Test Produclm
specifications specifications requirements specifications

N

\ %

Preliminary Detail Integration
Design Design & Evaluation

Risk abatement Component engineering System integration
Subsystem demonstration| Reliability engineering Prototype test
Component design req'tj Component test Operational evaluation

/!

Defined system Validated development Engineered Production
concept model prototype system

19

We expand the System Development Life Cycle’s third phase (Capability Development
and Demonstration) into three sub-phases, to describe the activities within this phase
and the resulting requirements and specifications, listed across the top.

This expansion derives from relatively standard textbook expositions of systems
engineering. Reference may be had to Systems Engineering: Principles and Practice by
Kossiakoff and Sweet, or to any standard systems engineering text.
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Step 6: Preliminary Design

*,
Preliminary Design marks \ / \ / \ /
the transition from concept Preliminary Detail Integration
development to Design &

and from functional specs
to design specs defining
the physical system
configuration.

engineering development, | L Ry,

Preliminary Design (sometimes called Advanced Development) ...

Resolves the uncertainties in the system concept through analysis, simulation,
development, and prototyping, resulting in validation and demonstration of a sound
technical approach

To accomplish these objectives, the degree of system design definition is advanced
from a system functional design to a physical system configuration consisting of

proven components coupled with design specifications.
Design specs may be categorized as the system spec (A-Spec), development specs (B-Specs), product specs (C-
Specs), process specs (D-Specs), and material specs (E-Specs).

This phase typically ends with a Preliminary Design Review (PDR).
20

Preliminary Design consists of the following activities:

Requirements Analysis

Analyze system functional specs, validating their traceability to operational and
performance requirements and the validity of their translation into subsystem and
component functional requirements

Identify immature components requiring development

Functional Analysis and Design

Identify functional performance issues

Resolve issues (by analyses and simulations), design software

Prototype Development

Identify unproven technology

Design and build critical components (hardware and software)

Development Testing

Build test set-up, conduct tests of critical components

Evaluate test results and feed back design deficiencies or excessively stringent
requirements as necessary for correction.

Perform preliminary product design

Create mockups, models, and breadboards as necessary.

Create design and interface specifications (B specs)

Conduct a PDR
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Preliminary Design for our fictional cargo-security example ...

System
(validate selected concept) Cargo Security System

| | | |
Subsystems Information Processing Data Tracking Intrusion
(validate selected subsystems) and Display Transmission Sensor Sensor
Components

(validate, specify construction)

Parts
(define functions)

Steps of Preliminary Design

1. Identify functional performance issues
2. Identify unproven technology

3. Design and build critical components
4. Test and evaluate critical components

21

Note that, in Preliminary Design, functional requirements are flowed down to the Parts

level, and critical components using unproven technology are designed, built, and

tested.
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Step 7: Detail Design

Detail Design is ’\
when all the \ /
system’s
component parts
are designed and
fully implemented
in hardware and
software.

Integration
| & Evaluation

1.

Detail Design (sometimes called Engineering Design) ...

Completes the design of hardware and software components so that they
are ready to be integrated into an operating whole

Establishes detailed internal and external interfaces

Develops test requirements to govern component, subsystem, and system
tests and the development of test equipment

This phase typically ends with a Critical Design Review (CDR).

22

Detall Design consists of the following activities:

Requirements Analysis

Analyze system design requirements for relevance, completeness, and consistency

Identify and analyze external interface requirements

Since the whole system has not been physically assembled in previous phases, it is likely that the
design of its external interfaces has not been rigorous.

Functional Analysis and Design

Analyze component interactions (which may not have been done rigorously in preliminary design)
Maximize system modularity, by definitizing the interactions of components with one another and
with the system environment to maximize their mutual independence

Execute detailed design of components

Produce a complete description (the product baseline) of the end items constituting the total
system, including specifications (C, D, E), interface control drawings, detailed engineering
drawings, configuration control plan, detailed test plans and procedures, QA plans, ILS plans, and
other documentation

Produce prototype hardware and software

Conduct a CDR

Design Validation

Design and build test equipment

Test components to validate design, correcting design discrepancies if necessary
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Detail Design for our fictional cargo-security example ...

system

Subsystems Information Processing Data Tracking Intrusion
and Display Transmission Sensor Sensor

Components
(design, test)

Parts
(select or adapt)

Steps of Detail Design

1. Detail design of components (or selection of COTS components)
2. Selection of COTS parts
8 Tesl

23

In detail design we complete the design down to the Parts level, by selecting or adapting
existing COTS parts which can be used with acceptable risk to implement the
functionality at the Component level.
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Step 8: Integration and Evaluation

K AN 4 A ! ! -ll Integration and
| \ / \. / Evaluation is when

the system’s
Prelminary Detail
Design Design

components are
finally assembled
| VRN VAN
k 7 S~ 7 N

and tested at the
Integration and Evaluation ...

system level.
Assemble and integrate the engineered components into an effectively
operating whole

Integration
& Evaluation

Demonstrate that the system meets all of its operational requirements
Qualify the engineering design for release to production and deployment
Two types of T&E

Development T&E (TechEval by engineers) to verify conformance with technical requirements
Operational T&E (OpEval by operators) to validate conformance with operational requirements
24

Integration and Evaluation phase consists of the following activities:

Test Planning and Preparation

Review system requirements to ensure that no changes have occurred during the engineering
design phase which may impact the system T&E process.

Define test requirements for integration testing and performance testing

Design/build system/subsystem test equipment (including capability to stimulate the element
under test and measure system response)

System Integration

Integrate tested components into subsystems

Test subsystems

Integrate tested subsystems into an operational system

Developmental System Testing

Perform system-level tests

Eliminate all performance deficiencies

Operational Test and Evaluation

Test system performance with real users, under the cognizance of an independent test agent
Compare test results to the operational requirements themselves, rather than to their translation
into performance requirements.

Evaluate system readiness for transition to the Production and Deployment Phase
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Relation between requirements and testing

Operational Syst Technical
Requirements PELEIT Requirements
Engineering

Developmental Operational
T&E
(by the
operators)

Design & Design
PEZELINENY| Specifications

>

(by the
developers)

Verification

Validation

T&E comes in two flavors: Developmental T&E and Operational T&E.

Developmental T&E is sometimes called Technical Evaluation (or TechEval) or, in the

software world, alpha testing.

Operational T&E is sometimes called OpEval or, in the software world, beta testing.
DT&E serves the purpose of verifying that the final system design conforms to its
technical requirements.

OT&E serves the purpose of validating that the final system design satisfies its
operational requirements when operated by its intended users.

Involving the system designers in OT&E represents a conflict of interest, since the
designers have a vested interest in proving that the system satisfies its operational
requirements. This consideration motivates the requirement for an independent test
agent when conducting OT&E.
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What makes a good requirement?

Criterion

Description

Necessary

Can the system meet prioritized, real needs without it? If yes, the requirement isn't
necessary.

Verifiable

Can one ensure that the requirement is met in the system? If not, the requirement
should be removed or revised.

Unambiguous

Can the requirement be interpreted in more than one way? If yes, the requirement
should be clarified or removed. Ambiguous or poorly worded requirements can lead to
serious misunderstandings and needless rework.

Complete

Are all conditions under which the requirement applies stated? Also, does the
specification include all known requirements?

Consistent

Can the requirement be met without conflicting with any other requirement? If not, the
requirement should be revised or removed.

Traceable

Is the origin (source) of the requirement known, and is there a clear path from the
requirement back to its origin?

Concise

Is the requirement stated simply and clearly?

Standard
constructs

Requirements are stated as imperative needs using "shall." Statements indicating
"goals" or using the words "will" or “should” are not imperatives.

26

This list of criteria for good requirements was taken from a publication of INCOSE, the

International Committee on Systems Engineering. It is pretty much self-explanatory.
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Types of Specifications
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developmental items
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Product specification (type C)
Specifies technical requirements for “off-the-shelf” items
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Process specification (type D)
Specifies technical requirements for manufacturing processes

Material specification (type E)
Specifies technical requirements pertaining to materials used in fabrication

Interface control document (ICD)
Defines the functional, physical, or operational interface between system elements
27

System specification (type A)

Includes the technical, performance, operational and support characteristics for the system as an entity. It
includes the allocation of requirements of functional areas, and it defines the various functional-area
interfaces. The information derived from the feasibility analysis, operational requirements, maintenance
concept, and the functional analysis is covered.

Development specification (type B)

Includes the technical requirements for any item below the system level where research, design, and
development are accomplished. This may cover an equipment item, assembly, computer program, facility,
critical item of support, and so on. Each specification must include the performance, effectiveness, and
support characteristics that are required in the evolving of design from the system level and down.
Product specification (type C)

Includes the technical requirements for any item below the top system level that is currently in the inventory
and can be procured “off the shelf.” This may cover standard system components (equipment, assemblies,
units, cables), a specific computer program, a spare part, a tool, and so on. These are sometimes called
“non-developmental items,” or NDlIs.

Process specification (type D)

Includes the technical requirements that cover a service that is performed on any component of the system
(e.g., machining, bending, welding, plating, heat treating, sanding, marking, packing, and processing).
Material specification (type E)

Includes the technical requirements that pertain to raw materials, mixtures (e.g., paints, chemical
compounds), or semi-fabricated materials (e.g., electrical cable, piping) that are used in the fabrication of a
product.

Interface control document

Describes the complete interface protocol from the lowest physical elements (e.g., the mating plugs, the
electrical signal voltage levels) to the highest logical levels (e.g., the level 7 application layer of the ISO
model), or some subset thereof. The purpose of the ICD is to communicate all possible inputs to and all
potential outputs from a system element.
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Specification Tree

System System Specification
(Type A)

3 >
Al | ] |

Development Development Process
Subsystems ificati icati ification
(Type B) (Type B) (Type D)
...................................... !
| | |
Product Development Product
Components ificati icati ification
(Type C) (Type B) (Type C)
...................................... !
| | |
Process Product Development
Subcomponents pecification icati pecification
(Type D) (Type C) (Type B)
]
] ] ] ] ]
Material Material Material Material Material
Parts Spec Spec Spec Spec Spec
(Type E) (Type E) (Type E) (Type E) (Type E)
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The specification tree shows the relationships among all the system’s specifications,
related to the system/subsystem/component hierarchy.

At the highest level is the system spec. Any path down through the hierarchy must end
in a product or material that can be procured “off the shelf.”

The system integrator, normally a prime contractor, is responsible for the system
specification and for integrating the subsystems.

The subsystems themselves might be developed by the integrator, by a subcontractor to
the integrator, or by separately contracted developers providing the subsystems as
Government-furnished equipment (GFE).

S&T’s engagement with this specification tree depends on whether S&T is responsible
for delivering a system, a subsystem, or a component. If delivering a subsystem or
component, S&T would execute to a development specification (type B).
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Sample System Specification (A-Spec)

1.0 Scope 3.3 Design and Construction

2.0 Applicable Documents 3.3.1 CAD/CAM Requirements

3.0 Requirements 3.3.2 Materials, Processes, and Parts

3.1 System Definition 3.3.3 Mounting and Labeling
3.1.1 General Description 3.3.4 Electromagnetic Radiation
3.1.2 Operational Requirements 3.3.5 Safety
3.1.3 Maintenance Concept 3.3.6 Interchangeability
3.1.4 Functional Analysis & System Definition 3.3.7 Workmanship
3.1.5 Allocation of Requirements 3.3.8 Testability
3.1.6 Functional Interfaces and Criteria 3.4 Documentation / Data
3.2 System Characteristics 3.5 Logistics

3.2.1 Performance Characteristics 3.5.1 Maintenance Requirements
3.2.2 Physical Characteristics 3.5.2 Supply Support
3.2.3 Effectiveness Requirements 3.5.3 Test and Support Equipment
3.2.4 Environmental Requirements 3.5.4 Personnel and Training
3.2.5 Reliability 3.5.5 Facilities and Equipment
3.2.6 Maintainability 3.5.6 Packaging, Handling, Storage, Transport
3.2.7 Usability (Human Factors) 3.5.7 Computer Resources (Software)
3.2.8 Supportability 3.5.8 Technical Data
3.2.9 Transportability / Mobility 3.5.9 Customer Services
3.2.10 Other 3.6 Producibility

3.7 Disposability

3.8 Affordability
4.0 Test and Evaluation
5.0 Quality Assurance

29

This sample system specification is intended to illustrate the range of requirements
which govern a system development (and, by extension, the development of subsystems
or technologies).

Engineers tend to focus on functionality, but only a subset of the requirements relates to
the functionality of the system (which of course is of direct interest to the operators).
Other requirements address logistical concerns, such as maintainability, supportability,
producibility, and affordability.

B-Specs and C-Specs are similar in nature to A-Specs, though with more emphasis on
interface requirements and less emphasis (if any) on operational requirements (since
subsystems and components are generally not “operated” in the same sense that
systems are operated).
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How does this relate to S&T?

Program Concept & Capability Production & Operations &
Initiation Technology Development & Deployment Support

Development Demonstration

Perf.

S&T Concept &
Subsystem B
Development Development

S&T's role
is

determined
by our
customer.

Spec

| S&T System Development l

« S&T can conduct technology development (TRL 3 - 6) to enable
an Acquisition program
S&T Advanced « S&T can conduct concept and technology development as part
Rsrsszfcct“ of an Acquisition program IPT
« S&T can conduct subsystem or component development as part
of an Acquisition program IPT
« S&T can conduct system development as part of an Acquisition
program IPT 30

We’ve shown how the world of requirements relates to the world of Acquisition. But in
almost all cases the S&T Directorate is not the Acquisition Sponsor and may not play a
direct role in the Acquisition program. So how does all of this relate to S&T? There are
several alternative roles for S&T.

S&T can execute an Advanced Research project intended to provide an Enabling
Homeland Capability (EHC) to an Acquisition program. The EHC may in fact be
necessary to make the Acquisition program possible, in which case it would execute
before the initiation of Acquisition. Or the EHC may provide an enhancement to an
existing Acquisition program, in which case it may transition its technology product into
the Concept and Technology Development phase, to be included as part of the
Alternatives Analysis.

OR

S&T can be tasked by an Acquisition program manager to conduct the technical aspects
of the Concept and Technology Development phase.

OR

S&T can be tasked by an Acquisition program manager to execute the preliminary and
detail design of a subsystem or component, as part of the Capability Development and
Demonstration phase.

OR

S&T can be tasked by an Acquisition program manager to execute the technical aspects
of the entire system development.

In the last three alternatives, where S&T is executing inside the Acquisition program,
S&T would be a full member of the Acquisition program’s Integrated Product Team
(IPT).
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How does this relate to Technology Commercialization?

We've framed this discussion of requirements in the context of
an Acquisition program. But what about commercialization?

The goal of an S&T technology commercialization project is to
induce the development and marketing of a COTS product.

The principles of requirements development are the same for
commercialization as for Acquisition though the commercial
development is done by the private sector, using their own
product-development process

S&T might help stimulate technology commercialization via:
Operational requirements development (e.g., starting with a first-
responder capability gap)

Performance requirements development (if the COTS product is a
subsystem)

Market surveys
Private-sector partner(s)
Technology transfer
Grants

Standards

Tachmology Com

Commescializstion and
Market Development.

Requiements and

Initiasion
Form Team |
Unserstand |

[cansiiey Gap

Flan

| Requsemnenss anainis | | Produst seat Staretaess Coesiogerens |

[ Wikt Survey | || Prosuct Demorskation wa Test |

Cuterrabr

S [ 1P Prosecton & Lensing_|
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A DHS Acquisition program typically results in a DHS-funded DHS-owned product or
system, manufactured and integrated by a prime contractor and deployed to a DHS
workforce. But what if the goal is the realization of a Commercial Off-the-Shelf (COTS)
product, to be made available to non-DHS users (State, local, and/or private sector) via
normal commercial channels (such as catalog sales)?

Such a product development is not governed by DHS'’s System Development Life Cycle,
but instead by S&T’s Technology Commercialization framework (described in other mini-
courses in this series).

How is the world of requirements different in this case?

The principles are the same, though very little of the product-realization process is under
the direct control of DHS. Instead, the product or system is developed by the private
sector, using their product-realization process. DHS's requirements role is limited to the
development of operational requirements to address a capability gap (e.g., pertaining to
first responders), and to the development of standards to govern the acceptance of the
resulting product.
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Ouir fictional cargo-security example requires a hybrid strategy

System | Cargo Security System |

] ]

Data Tracking Intrusion

Information Processing
Subsystems and Display | Transmission Sensor Sensor
IP&D Terminal Sensors
Need only a few of these Need millions of these
Custom design COTS
Deployed to captive users (Feds) Purchased by private sector (shippers)
Acgquisition Commercialization
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Our fictional cargo-security system has an awkward aspect when it comes to Acquisition.
It is a distributed system whose sensors must be procured and installed by the private
sector.

Thus, the development, deployment, operations, and support of its Information
Processing and Display Terminal can be accomplished by a classical Acquisition
program. But the implementation and distribution of its distributed sensors cannot be
managed in that way, because the users of the sensors are not under CBP control, and
therefore CBP cannot “deploy” to them.

The implementation of a commercialization program to create the necessary COTS
sensors must address the following questions, among others:

What private-sector enterprise will develop and market the product?

What are the performance requirements which the product must satisfy, and how will compliance
with these requirements be assured? (Note that “operational requirements” are not relevant here,
since the sensors are subsystems which are not “operated”.)

Is there government-owned intellectual property which must be transferred to the private sector?
What will cause shippers to purchase and install the sensors? Grants? Regulation? Dual use? If
dual use, how will the shippers interrogate the sensors?

Are new standards required?

How are the answers to these questions documented in an agreement with S&T's DHS
customers, and who must be party to the agreement? CBP, certainly, but also Policy (to address
regulation) and FEMA (to address grants)?
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Speaking of Standards ...

We haven'’t said much about this puzzle piece ...

Standards are “technical documents intended to establish common
solutions to repetitive requirements.”

Congress and OMB require the use of technical standards from voluntary
consensus standards bodies (replacing the pre-1995 reliance on
government standards such as MIL-STDs)

Some standards are commonly used as plug-ins to product or system
specs to specify common performance requirements and test methods
(e.g., to quantify shock and vibration resistance)

In S&T's technology commercialization projects, standards can be
developed to govern grants administration for products on the Authorized
Equipment List

Within S&T, consult the Office of T&E and Standards for further
information

33

Most organizations use the generic term “standard” to refer to a wide variety of technical
documents intended to establish common solutions to repetitive requirements. OMB
Circular A-119 defines a standard as “common and repeated use of rules, conditions,
guidelines, or characteristics for products or related processes and production methods
and for related management systems practices.” According to OMB, a standard can be
“definition of terms; classification of components; delineation of procedures; specification
of dimensions, materials, performance, designs, or operations; measurement of quality
or quantity in describing materials, processes, products, systems, services, or practices;
test methods and sampling procedures; or descriptions of fit and measurements of size
or strength.”

Congress passed the National Technology Transfer and Advancement Act of 1995 to
promote the commercialization of technology and industrial innovation. The Act requires
all federal agencies and departments to use technical standards that are developed or
adopted by voluntary consensus standards bodies, unless such use is impractical or
inconsistent with law.

The use of technical standards as plug-ins to product or system specifications is a
powerful labor-saving tactic for developers. Why develop your own environmental
requirements, for example, if someone else has already done it for you?

The use of product performance standards is a powerful incentive to private-sector
product developers to develop products to conform to homeland-security needs as
perceived by DHS, in cases where product marketing relies on DHS acceptance (as with
the use of grants programs coupled with the Authorized Equipment List).
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Summary: Requirements Evolution

time mp>
Concept and T D Capability D and D
Phase » Needs Concept Concept Preliminary Detail (hiSeiiEn
5 - N and

Analysis Exploration Definition | Design Design
Evaluation
Requirements Operational | Performance | Functional SDe:g" A B | Test Production

output requirements | requirements | specs P E()‘ " | requirements | specs
Define Define
System operational Explore selected Validate Testand
concepts concept evaluate
objectives concept
Validate
Subsystem Visualize Define Define selected Integrate and
functions | configuration test
subsystems
Level Selectand | Validate
Component Visualize define and specify 'Z:‘S‘gn and Integrate
» functions construction
Sub- Visualize Define Design
functions
Part Visualize | Selector
adapt
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This slide summarizes the parallel evolution of requirements and designs to deeper and
deeper levels in the system/subsystem/component hierarchy as time progresses and the
design matures. The framework is DHS’s System Development Life Cycle.

Technical requirements are derived from operational requirements, and lower-level
requirements from higher-level requirements, always maintaining traceability so that
systems engineers and design engineers don't lose sight of why a lower-level
requirement is important to the customer.

At each phase and sub-phase, the higher-level requirements are re-validated before
lower-level requirements are developed, to ensure that the link to customer needs is
never broken.

The final design is verified against its technical requirements, to ensure that it conforms
to all specifications. Then it is validated against operational requirements, to ensure that
it addresses all customer needs.

The details of this requirements development differ depending on whether the
development is a DHS Acquisition program or an S&T Technology Commercialization
project, and the level of DHS control is radically different in these two types of product or
system development. But the principles are the same.
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Appendix E: Commercialization Briefing to Industry

The following pages include the slides used in briefing the private sector on business
opportunities in DHS and ancillary markets.
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Opportunities for the Private Sector

Thomas A. Cellucci, Ph.D., MBA
Chief Commercialization Officer
Department of Homeland Security
Science and Technology

Email: Thomas.Cellucci@dhs.gov

Slide 2

101





Slide 3

Slide 4

Homeland Security Mission

Secure America

the U.S.

to the Nation

Visitors

Lead Unified National Effort to

Prevent Terrorist Attacks Within

Respond to Threats and Hazards

Ensure Safe and Secure Borders

Welcome Lawful Immigrants and

Promote Free Flow of Commerce

U.S. Department of Homeland Security
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Military Advisor
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Office of the Under Secretary for
Science and Technology

UNDER SECRETARY Chief of Staff

I |

HOMELAND
STRATEGY, POLICY & CORPORATE ASSOCIATE GENERAL
BUDGET COMMUNICATIONS OUNSEL [CEERATIONSANARYSH SECURITY
INSTITUTE
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Divisions Drive S&T Interactions with Customers

Slide 6

S&T Goals

Consistent with the Homeland Security Act of 2002

» Accelerate the delivery of enhanced technological
capabilities to meet the requirements and fill capability gaps
to support DHS agencies in accomplishing their mission.

» Establish a lean and agile world-class S&T management team
to deliver the technological advantage necessary to ensure
DHS Agency mission success and prevent technological
surprise.

» Provide leadership, research and educational opportunities
and resources to develop the necessary intellectual basis to
enable a national S&T workforce to secure the homeland.

5]
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Slide 8

DHS S&T Investment Portfolio

Balance of Risk, Cost, Impact, and Time to Delivery

Product Transition (0-3 yrs) Innovative Capabilities (1-5 yrs)

» Focused on delivering near-term » High-risk/High payoff

products/enhancements to acquisition | “Game changer/Leap ahead”

» Customer IPT controlled - Prototype, Test and Deploy

» Cost, schedule, capability metrics . HSARPA

Basic Research (>8 yrs) Other (0-8+ yrs)

» Enables future paradigm changes » Test & Evaluation and Standards

» University fundamental research » Laboratory Operations & Construction
* Gov't lab discovery * Required by Administration (HSPDs)

and invention . L
« Congressional direction/law

Customer Focused, Output Oriented

Three Step Approach:
Keep it Simple and Make it Easy

Develop Detailed Requirements
And Relay Conservative Market Potential

Establish Strategic Partnerships
Business Case Information
Open Competition
Detailed Mutual Responsibilities

Deliver Products!
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Slide 10

Private Sector Outreach Process
Requirements Development through Product Release

o d
(L})J el Market Product
quirements Open Product Release,
< Assessment o
T Development & Strategy Competition Development
o Deployment
« Prioritized « Market survey * SECURE Program | = New Product « Transition to
capability gaps « Technology scan + CRADAs Development manufacture
from Capstone « Communications * BAAs (NPD) process * QC/IQA
IPTs plan and * RFPs implemented by « Deployment (to
m « Identification of implementation * RFQs private sector Federal users) or
— representatives of (public relations * RFIs partner(s) Marketing (to
': end users and end and marketing * MoUs / MoAs « Project reviews independent users)
> customers communications) « Technology « Testand * Measure product
|: * Operational and « Technology transfer licenses Evaluation effectiveness
O technical Commercialization | « OTAs
< requirements Plan (TCP) « Influence the
« Validation of price « Testand private sector
points Evaluation Master
« Technology Plan (TEMP)
Commercialization | « Standards
Agreement (TCA) assessment and/or
between DHS S&T development by
and its DHS S&T
customer « Grant program
* Project plan development by
DHS customer

i

e Homelamd Legend:
% Security

Black text = Government activities
Grey text = Private-sector activities

10 Reasons to
Partner with
DHS Science
& Technology

Reasons:

Economics-based

Public Relations-based
Business Development-based
Strategic Marketing-based

Technical Resources-based

T,

e HSe%tu—ityd

o

1. Access the Sizeable DHS Market and Ancillary Markets

2. Leverage the Financial Strength/Stability of DHS and off-
set R&D costs through participation in mutually beneficial
cost-sharing Programs

3. Utilize the SAFETY Act to gain liability protection and
access DHS’ array of PR and Market Communications
services

4. Effectively reach the First Responders Market through
FEMA-sponsored grant programs, the AEL (Approved
Equipment List), other sponsored equipment lists and
fast-track programs

5. Team with Science & Technology Personnel to leverage
a vast Network of Laboratory Facilities for Technology
and Product Development

6. Gain access to Test and Evaluation (T&E) Facilities for
Product Development and actively participate in the
generation of Standards, T&E methods and Regulations
used at the tribal, local, state, and federal levels

7. Meet and establish Partnerships with others in the
University, Business, and National Lab Communities

8. Potentially generate Licensing revenue and capture
potential Derivative Product revenue

9. Leverage SBIRs, HITS and HIPS to gain experience with
homeland security applications

10. Make a Real Difference by Developing Products to
Defend the Homeland for Generations to come as well as
gain recognition as a Corporate Citizen contributing to
the Security of our Homeland
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Slide 12

S&T Transition IPT Members
and Function
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Slide 14

Cargo Security

Representative Technology Needs

SemEet] o Enhanced screening and examination by non-
intrusive inspection

o Increased information fusion, anomaly
detection, Automatic Target Recognition
capability

o Detect and identify WMD materials and
contraband

o Capability to screen 100% of air cargo

o Test the feasibility of seal security; detection of
intrusion

o Track domestic high-threat cargo
0 Harden air cargo conveyances and containers

o Positive ID of cargo and detection of intrusion
or unauthorized access

Source: DHS-S&T High Priority Technology Needs. May 2007.

Maritime Security
Representative Technology Needs
0 Wide-area surveillance from the coast to

beyond the horizon; port and inland
waterways region — detect, ID, and track

o Data fusion and automated tool for
command center operations

0 Vessel compliance through non-lethal
compliance methods

0 Enhanced capability to continuously track
contraband on ships or containers

o Improved ballistic personal protective
equipment for officer safety

o Improved WMD detection equipment for
officer safety; improved screening capability
for WMD for maritime security checkpoints

—
:; o -
e &cunty‘ Source: DHS-S&T High Priority Technology Needs. May 2007.
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Establishment of Project IPTs:
Detailed Specifications/Requirements

* Members:

Capstone IPT
S&T Program Manager(s)

Operating Component’s
Program Manager(s)

End-User

Supplier/Provider / ‘ \

* Meet at Least Monthly

* Report to Capstone
IPT Quarterly

Project IPTs

Slide 16

Transition Approaches

Capstone IPTs
Identify
Capability
Gaps/Mission 4 ;

DHS Component .
Acquisition Field Agents

First )
Responder Widely

Distributed

Product
Sector
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Getting on the
“Same Page”

» Historical Perspective

* Language is Key

e Communication is
Paramount

Technology Readiness Levels (TRLs): Overview
TRLs are NASA-generated and Used Extensively by DoD

Basic principles observed and reported

Technology concept and/or application formulated

Analytical and experimental critical function
and/or characteristic

Basic

Component and/or breadboard validation in
laboratory environment

Component and/or breadboard validation
in relevant environment

Applied

System/subsystem model or prototype
demonstration in a relevant environment

System prototype demonstration in a operational
environment

Actual system completed and 'flight qualified
through test and demonstration

Actual system 'flight proven' through successful
mission operations

© [0 | N | (OB | WNeFE

Advanced

109






Slide 19

Slide 20

Correlation: DHS and Private Sector

PROTOTYPE
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Conservative Estimate: Number of
First Responders in the US

» Homeland Security Presidential Directive 8
 Steve Golubic (FEMA) Total: ~25.3 Million Individuals

BOMB
DISPOSAL

POLICE

Support to Front Line ~23 Million

Port Security Public Health Hospitals
Public q Response
Works/Utility School seednty

Call to Action: Mutual Benefits
Create “Win-Win” Relationships

Learn Current
DHS Needs

Visit
www.FedBizOpps.gov
and
www.hsarpabaa.com

for current
! Inform DHS of

solicitations
Interact with DHS Products/Capabilities

Establish Request DHS — S&T
Mutually-beneficial - Company Overview and
Relationship Capabilities Review form at

) Homeland
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Federal Business Opportunities

Sites where the Office of Procurement Operations (OPO) posts opportunities for perspective suppliers

to offer solutions to DHS — S&T’s needs:

*  www.FedBizOpps.gov
*  www.HSARPAbaa.com

¢ www.SBIR.dhs.gov
*  www.Grants.gov

take advantage of...

* Vendor Notification Service: Sign up to receive procurement announcements and
solicitations/BAA amendment releases, and general procurement announcements.

http://www.fedbizopps.gov

+ S&T's HSARPA website: Register to join the HSARPA mailing list to receive various meeting
and solicitation announcements. Link to Representative High Priority Technology Areas, where

DHS areas of interest can be found.
http://www.hsarpabaa.com

* Truly Innovative and Unique Solution: Refer to Part 15.6 of the Federal Acquisition Regulation
(FAR) which provides specific criteria that must be met before a unsolicited proposal can be

submitted to Kathy Ferrell.
http://www.acquisition.gov/far/current/html/Subpart%2015_6.html

Contact Information:

Kathy Ferrell

Department of Homeland Security

Office of the Chief Procurement Officer

245 Murray Dr., Bldg. 410
d Washington, DC 20528

G
297 Homelan
@ Security unsolicited.proposal@dhs.gov

202-447-5576

Show Us the Difference...

Hall's Competitive Model

Garden of Eden Power Alley

Differentiation——

Price —

| Differentiation = (A+B)C/(D+E) |

As a function of:
* Market

« Application

* Technology
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More Opportunities with DHS
Science and Technology

Slide 26
S&T Innovation in the News

= e News » WaShINGLON « Govermect Gusce o Gty . 3c|-ﬁ Sclence & Space as . .
s T—— wm&d@“’”‘ U.S. taking aim at bordertunnels mmm‘”ﬂm rermr o
phones ® |

iy s ik 5 TOOAY
1 NV AN BABGRATION STORYT 1 s Stats 3 snseng . bginch
s Lo bt hscan 89

TOOAY'S WEWSPAPER UL TIAEORA & ONUINE EXTRAS. MARKETS DATA & TOOLS.
[ rorasusscrisery ]
Con Edison Plans Major New York bt sete PemecmmmI
» o Power Upgrade &
Asia s Resgcca sumi
WeasNeus W Foats = This Arpcie Conseloated Ea
Ecanomy Pl
Potnca 8 Poscy
Eamengs Emmﬂhﬁ E&s0n InC. nlm««mmnm MlON CESDIE i New. %! h Fl\mﬁoull“\'
Mo York Citv. PUrsung 3
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Face reconnm“ ferckini o """’ Protect tunnels

- oIS
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SAFETY Act

Support Anti-Terrorism by Fostering Effective Technologies Act of 2002

Examples of eligible technologies:

oEnables the development and deployment of
qualified anti-terrorism technologies

0 Threat ang i
vulnerabilj
services Iy assessment

oProvides important legal liability protections for

manufacturers and sellers of effective technologies oD .
etection Syste
ms

0 Blast Mitigation Materials
o] Screening Services

oRemoves barriers to industry investments in new
and uniqgue technologies

oCreates market incentives for industry to invest in
measures to enhance our homeland security

0The SAFETY Act liability protections apply to a
vast range of technologies, including:

o]
Sensors ang Sensor Integration

0 Vaccines

0 Metal Detectors
0 Decision Support Software
0 Security Services

o Products

o Services

o Software and other forms of
intellectual property (IP)

0 Data Mining Software

Protecting You, Protecting U.S.

¥ Homeland

Criteria as stated in the SAFETY Act

v’ Is it an Anti-Terrorism Technology?

v Is it effective and available?
v Does it possess large potential third party liability risk exposure?

v' Does Seller need SAFETY Act?

v Does it perform as intended?
v Does it conform to Seller’s specifications?

v’ Is it safe for use as intended?

Addition SAFETY Act information...
Online: www.safetyact.gov Email: helpdesk@safetyact.gov

Toll-Free: 1-866-788-9318
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Award Criteria

Developmental Testing
and Evaluation (DT&E)

Designation

Certification

Effectiveness

Needs more proof, has

Demonstrated

Consistently proven

Certified

« Novel incident pattern
matching service

Evaluation potential effectiveness, i.e. effectiveness, i.e. operational
Conclusion Developmental testing performance (with high
(with confidence of confidence of enduring
repeatability) effectiveness)
Protection Liability cap Liability cap Government Contractor
« only for identified test « for any and all Defense (GCD)
event(s) and for limited deployments in 5-8 « for any and all deployments
duration (=3yrs) year term in 5-8 years term
Examples « EDS not yet TSL « Radiological detector « EDS TSL Certified

with laboratory
success Opt-out

screeners, only
similar projects
completed

* Well-documented
infrastructure protection
service with history of
excellent performance and
meeting DoE standards

EDS=Explosive Detection System TSL=Transportation Security Laboratory (TSA)

Homeland

2} HSARPA Index - Microsoft
Wiew Favorites Tools Help

File  Edit

SBIR Solicitations

ProposaliAward
Administration
Proposal Review

Reviewer
Opportunities
Collaboration
Opportunities

SBIR Contact
Information

FAQ

LinksForms

Topic
Recommendations

Presentations

Privacy Policy

Internet Explorer

o | http://mww.sbir.dhs.qgov

Homeland Security Advanced Researct Other Funding
— =l Opportunities

| Homeland Seourity | Science & Technology | HSARPA BAA | DSDBU | SBA | Contact Us | Privacy Policy | Join HSARPA Mailing List |

EEX

DHS SBIR expects to release its 6.2 SBIR Solicitation in August 2006

SBIR/STTR Program

Vision: merica Safer

of life.
SBIR Program:

The Department of Homeland-&e

solutions to reality.

All Federal agencles with an annual extramural R&D budget
exceeding $100M are required to participate in the SBIR
Program. Each fiscal year, not less than 2.5 percent of the
annual extramural budget, is reserved for awards to small

f0r DIDO.M throidth o bhran nharn armence

DHS its 6.1 SBIRISTTR )

Homeland Security Advanced Re

fie top priority for everything HSARPA does Is to enhance

BEtember 2003, Our goal is to increase the participation of
innovative and creative small businesses in Federal
Research/Research and Development (R/R&D) programs and
challenge industry to bring innovative homeland security

B Irbox ... | @ Cipoc.. | EH Mcros...

E calcula,.,

earch Projects Agency

Collaboration
Opportunities

Topic
Recommendations

B update...

115





Slide 31

Slide 32

Tech Clearinghouse Mission

To rapidly disseminate technical information concerning existing and desired
products and services to/between Federal, State, Local, and Tribal Government and
the Private Sector in order to encourage technological innovation and facilitate the
mission of the Department of Homeland Security.

« Establishes Central Federal Technology Clearinghouse
¢ |Issues Announcements for Innovative Solutions
+ Establishes S&T Technical Assessment Team

< Provides guidance for the evaluation, purchase, and implementation of
homeland security enhancing technologies

« Provides users with information to develop or deploy technologies that would
enhance homeland security

« Enables technology transfer

Improved Knowledge Sound Acquisition Decisions

TechSolutions

The mission of TechSolutions is to rapidly address technology
gaps identified by Federal, State, Local, and Tribal first
responders

 Field prototypical solutions in 12 months

e Cost should be commensurate with proposal but less than $1M per project

¢ Solution should meet 80% of identified requirements

« Provide a mechanism for Emergency Responders to relay their capability gaps

« Capability gaps are gathered using a web site (www.dhs.gov/techsolutions)

» Gaps are addressed using existing technology, spiral development, and rapid
prototyping
« Emergency Responders partner with DHS from start to finish

Rapid Technology Development
Target: Solutions Fielded within 1 year, at <$1M
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TechSolutions Investments

Seatbelt Safety for Next Generation Fire Ground Compass
Emergency Vehicles Breathing Apparatus

.- ® & 9 4

—————————— Under Consideration

Vehicle Mounted Chem/Bio
Sensor Detection

=D

o

Summary

Detailed Requirements
Sizeable Market Potential
Delivered Products — PERIOD!

How Can You Afford NOT to Partner with DHS S&T?

Questions/Comments:
Thomas A. Cellucci, Ph.D., MBA
thomas.cellucci@dhs.gov
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Appendix F: SECURE Program Concept of Operations

The following pages include the overview and Concept of Operations for the SECURE
(System Efficacy through Commercialization, Utilization, Relevance and Evaluation)
Program.
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SECURE Program:
Concept of Operations

Thomas A. Cellucci, Ph.D., MBA
Chief Commercialization Officer
Department of Homeland Security
Science and Technology Directorate

Email: Thomas.Cellucci@dhs.qgov

. Homeland

4
i)

2 Security

Lo
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SECURE Program: System Efficacy through

Commercialization, Utilization, Relevance and

Evaluation

Scope:

We have developed a comprehensive program to enable DHS-S&T to efficiently
and cost-effectively leverage the resources, skills, experience and productivity of
the Private Sector to develop technologies and products in alignment with specific
requirements obtained from DHS Components, the First Responder Community
and other End-Users involved in Homeland Security applications.

Overall Process:

Below is a graphical representation of the overall outreach process we have
implemented to stimulate and engage the Private Sector to use its resources to
rapidly develop technology, products and services that can yield significant
benefits for DHS-S&T with a speed-of-execution not typically observed in the
Public Sector.

tﬂ Product
wn Requirements Market Open Product Release,
< Development Assessment Competition Development Marketing and/or
E & Strategy Deployment
® Prioritized Market survey SECURE * New Product Transition to
capability gaps Technology scan Program Development manufacture
wn ?s—;:g Capstone Communications CRADAs (NPD) QC/IQA
L dentificati plan and BAAs process
— L] . . .
= Lfentl ication |mptl)(|=._men|tz§[juon REPS |mplgmented Deployment (to
S , (public relations by private Federal users)
= representatives and marketing RFQs sector :
5 of customer/ communications) REls partner(s) or Marketing (to
b end users Technology MoUs / MoAs | « ) independent
* Operational Commercialization Project users)
and technical Plan (TCP) Technology reviews Measure
requirements Test and transfer * Testand product
* Validation of EI\/aluitliEO'\’/‘I;V'aﬁef licenses Evaluation effectiveness
price points an ( ) OTAs/Agree-
* Technology Standards ments
Commercializ- assessment
ation and/or
Agreement development by
(TCA) &t
between DHS Grant program
S&T and its development by
DHS customer DHS customer
® Project plan

Legend: Black text = Typical Government activities
Blue text = Typical Private-Sector activities
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Outreach to the Private Sector

Program Process:

In order to provide DHS Operating Components, the First Responder Community
and other End-Users with products that meet their specific requirements, DHS-
S&T will provide a vehicle by which Private Sector entities can offer products
and/or conduct product development geared specifically toward meeting those
needs. Private Sector entities currently possessing a technology/product/system
rated at a Technology Readiness Level TRL-5 (i.e. applied or advanced R&D) or
above that potentially closes a defined DHS capability gap by addressing detailed
operational requirements supplied by DHS-S&T will have the opportunity to
continue development of their technology/product/system to TRL-9 (i.e. fully
field deployable product) at the expense of the Private Sector entity with the
assurance that DHS-S&T will verify their independent third-party test(s) of a
given technology/product/system.

Only when TRL-9 is achieved, will Private Sector entities be assured that their
testing and evaluation (T&E) of the fully deployable technology/product/system
(performed by an independent third-party) is verified by a DHS-S&T assessment
of a given third party, independent T&E. DHS-S&T will publish its assessment on
the DHS’ public website as validation of the success (or failure) to meet the
Private Sector entity’s own established specifications. This approach enables
DHS-S&T to review several highly developed technologies/products/systems in
an open and fair manner while successful Private Sector entities will share in the
imprimatur of DHS-S&T. DHS Operating Components, the First Responder
Community and other End-Users are enabled to make informed purchasing
decisions for necessary technologies/products/systems to enhance their
capabilities through meeting their detailed requirements. In addition, these
solutions are excellent candidates for liability protection under the provisions of
the DHS SAFETY Act.
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Application:
In the spirit of open and free competition, and in order to capitalize on the free-
market system, DHS-S&T intends to publish this program and all ancillary
requirements documents/information on the DHS-S&T website. These materials
will be accessible by all businesses. Given this information, Private Sector entities
may file an application to develop or enhance their technology/product/system in
cooperation with DHS-S&T that will improve upon currently fielded DHS
technologies. We envision a simple application for this program that can be
completed via the internet. The contents of the application will include basic, non-
proprietary business information, contact information, alignment to widely
available DHS-S&T capability gaps and ancillary requirements documents we
choose to offer such as ORDs (Operational Requirement Documents), etc.

Selection:
In order to be fully considered by DHS-S&T for cooperative development:

The company entity must demonstrate they possess technology at TRL-5 (i.e.
applied or advanced R&D) or above and possess the resources to invest in the
commercialization of its technology to TRL-9 (i.e. fully field deployable product)

The company entity must propose a technology/product development effort that
has clear and substantial alignment with published DHS-S&T capability gaps and
other announced requirements

A DHS selection committee will be established to review applications and
monitor the mutually-agreed-upon roles and responsibilities of the partnership.
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The selection committee will consider these and other DHS proprietary metrics
for selection consideration.

Agreement:

The Private Sector entity and DHS-S&T will execute a simple, straightforward
and binding agreement whereby the Private Sector entity details milestones with
dates and agrees to bear full and total financial responsibility to develop its
technology/product/system to a TRL-9 state (if not already at that level). DHS-
S&T will publish on the DHS-S&T website the factual findings of such
assessment. DHS-S&T has the right to cancel an agreement if the Private Sector
entity does not fulfill/achieve any of its milestones by the mutually-agreed-upon
dates.

Publication of Results:

It is apparent that the Private Sector highly values DHS-S&T’s potential
assessment of a given product’s independent third-party test and evaluation. DHS-
S&T will openly publish these T&E results on the DHS public web portal for
review by the DHS Operating Components, First Responder communities and
other end users.

SECURE Program: System Efficacy through
Commercialization, Utilization, Relevance and
Evaluation
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Appendix G: DHS Management Directive 1400

The following pages include the Investment Review Process — DHS Management
Directive 1400. *Note, at the time of publication DHS Management Directive 1400.1,
which will update MD 1400, is in its final review stages.
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Department of Homeland Security
Management Directive System
MD Number: 1400

INVESTMENT REVIEW
PROCESS

1. Purpose

To establish an Investment Review Process (IRP) that will:

A. Integrate capital planning and investment control (CPIC), budgeting, acquisition,
and management of investments (both Information Technology (IT) and non-IT) to
ensure scarce public resources are wisely invested and the requirements of the
authorities listed below are achieved.

B. Ensure that spending on investments directly supports and furthers DHS's
mission and provides optimal benefits and capabilities to stakeholders and customers.

C. Identify poorly performing investments that are behind schedule, over budget, or
lacking in capability so corrective actions can be taken.

D. Identify duplicative efforts for consolidation and mission alignment when it makes
good sense or when economies of scale can be achieved.

E. Improve investment management in support of the President’'s Management
Agenda (PMA).

2. Scope

This Management Directive (MD) applies to all Departmental offices, directorates,
agencies, and sub-elements within DHS (hereafter referred to as Organizational
Elements), unless specifically exempted by statutory authority. Additionally, this MD

applies to the acquisition of all capital assets, including services. Joint agency initiatives
will follow the IRP of the designated lead agency (or managing partner).

3. Authorities

A. Office of Management and Budget (OMB) Circular A-11, Preparing, Submitting
and Executing the Budget, June 2002,

B. Public Law 107-296, the Homeland Security Act of 2002.
C. Clinger-Cohen Act

MD # 1400
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D. OMB Circular A-130, Management of Federal Information Resources, Nov 2001.

E. OMB Circular A-94, Guidelines and Discount Rates for Benefit-Cost Analysis of
Federal Programs, Jan 2002.

4. Definitions

For detailed definitions and applicable terms, reference Enclosure (1).

5. Policy and Procedures

The management of Departmental investments is a key strategic function of DHS.
Proper management also warrants a structured program management program, a
systematic process for review and approval, visibility, and accountability to senior
management.

There are two distinct objectives of the IRP: 1) acquisition oversight of new investments
throughout their life cycle, and 2) portfolio management to achieve budget goals and
objectives. The guiding principles for this process provided in Enclosure (2) should be
used to further these objectives.

DHS investments are categorized in four levels based on defined criteria. These levels
determine the documentation required for review as well as the approval levels.
Threshold criteria will be reevaluated 6 months after the directive is issued and annually
thereafter.

Threshold A':;’;:ml [:fa';“u'l“rz';t Criteria’ Additional IT Criteria’
Level 1 Investment Exhibit 300 s Contract cost exceeds $50M | » Life-cycle cost exceeds $200M
Review » |Importance to DHS strategic
Board (IRB) / and performance plans
Deputy « High development, operating,
Secretary or maintenance cost
« High risk
« High return
+ Significance in rescurce
administration
Level 2 Management « Contract cost $5M - $50M « Life-cycle cost $20M - $200M
Review + Impacts more than one DHS « Financial system with operation cost
Council Non-IT. component exceeding $500K
(MRC)/ « Significant program or policy | e Was major in FY04 budget submission
Directorate Exhibit 300 implication « Meets following criteria: E-Gov related, FEA,
Head or Light « High executive visibility DHS EA, Strategic Data/information sharing,
Under DHS utility services and infrastructure, new
Secretary IT: technology initiatives, and sensitive initiatives
(for definitions see Enclosure (1))
Exhibit 300
Level 3 Enterprise Exhibit 300 « Annual costs $1M - $5M annually
(IT Only) Architecture Light e Life-cycle costs $5M - $20M
Board (EAB) / o Falls in one of the E-Gov transformation
clo focus areas (e.g. financial management,
data and statistics, human resources,
monetary benefits, criminal investigations,
public health monitoring, etc.)

MD # 1400
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Level 4 Directorates IT: Exhibit 53 | e Total acquisition cost less « Does not meet Level 3 criteria

or o Information than $5M s IT service contract
Organizational « Total acquisition costs between $100,000
Elements and $5M, and involves modifications /

revisions to the existing IT infrastructure or
security, with no new technology involved

+ General Notes: Level 1, 2, and 3 IT investments require review by the DHS CIO and the EAB. Exhibit 300 Light is a DHS
designation, not an official OMB Exhibit.

« Note 1: Threshold levels are determined based on one or more of listed criteria.

For Level 1 programs the Deputy Secretary is the acquisition executive who has final
decision authority at a program’s Key Decision Point (KDP). For Level 2 programs and
below, the Under Secretary for the program’s sponsoring directorate, the Commandant
of the Coast Guard, or the Director of the Secret Service is the acquisition executive
and decision authority. The Under Secretary for Management supports the acquisition
executives by conducting formal, comprehensive investment reviews of acquisition
programs through various boards and councils established by this directive.

6. Roles and Responsibilities

A. Investment Review Board (IRB).

The IRB is the executive review board that provides acquisition oversight of DHS Level
1 investments and conducts portfolio management. As the chair of the IRB, the Deputy
Secretary is the Department’s senior acquisition executive. The structure of the board
follows:

Chair: Deputy Secretary
Vice Chair: Under Secretary of Management
Membership: Under Secretary, Border and Transportation Security

Under Secretary, Emergency Preparedness and Response
Under Secretary, Science and Technology
Under Secretary, Information Analysis and Infrastructure Protection
Deputy Chief of Staff for Policy
Chief Information Officer (Cl1O)
Chief Financial Officer (CFO)
Chief Procurement Officer (CPO)
Privacy Officer
General Counsel

The IRB is the forum that provides senior management the proper visibility, oversight,
and accountability for Level 1 investments. The primary function of the IRB is to review
Level 1 investments for formal entry into the annual budget process and at Key Decision
Points (KDP). The IRB conducts systematic reviews of investment preparations and
approves key decisions. It also serves as a forum for discussing investment issues and
resolving problems requiring senior management attention.

MD # 1400
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B. Management Review Council (MRC).

The MRC is the review authority for DHS Level 2 investments and supports portfolio
management. The structure of the council follows:

Membership: CIO
CFO
CPO

The MRC reviews Level 2 investments for formal entry into the annual budget process
using Enclosure (3), Exhibit 300 Light (non-IT). Note that for acquisitions already in
progress, reviews shall occur prior to award. A one-page request for MRC review shall
be submitted in these instances (see Enclosure (4) for sample). If after the MRC meets,
no issues are noted within the seven-day period, activities may presume the authority to
proceed with the acquisition or award as planned. If issues are identified as a result of
this review, appropriate coordination and resolution will take place with the Under
Secretary, the Commandant of the Coast Guard, or the Director of the Secret Service,
or designee, responsible for the acquisition. The Deputy Secretary will decide any issue
that cannot be resolved. For additional guidance on IT only investments, reference the
IT Investment Review provided in Enclosure (5).

C. Joint Requirements Council (JRC).

The JRC is a senior requirements review board that conducts program reviews to
oversee the requirements generation process, validate mission needs statement, review
cross-functional needs and requirements, and make programmatic recommendations to
the IRB on proposed new programs. Note that the Enterprise Architecture Board (EAB)
will provide this function for IT requirements. The structure of the council follows:

Members:  Chief Operating Officers (COO) of Directorates/Organizational Elements
Executive Secretary — Director, Program Analysis and Evaluation (PA&E)

Note: COO representation may not be delegated. Examples of COO include the Chief
of Staff of the Coast Guard, Deputy Commissioner for Customs and Border Patrol, and
Deputy Administrator, Transpertation Security Agency.

The JRC reviews Level 1 investments annually and prior to KDPs and Level 2
investments at the time of submission to validate mission needs and review proposed
programs for cross-functional applications, and/or to determine if existing capabilities
can meet the need. The JRC makes a recommendation to the IRB or MRC as
appropriate for each program.

D. Enterprise Architecture Board (EAB).

The EAB reviews and approves Level 3 IT investments. The EAB also reviews and
makes recommendations to the IRB and the MRC regarding Level 1 and Level 2 IT

-4-
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investments. On an annual and ongoing basis, the EAB approves business cases;
participates in strategic planning and develops IT strategic guidance; and establishes
standing and ad hoc committees as deemed appropriate. The structure of the board
follows:

Chair: CIO
Members: CFO Designee
CPO Designee
Business Unit and Program Representatives
Information Officers, Directorates/Organizational Elements

E. Director, Program Analysis and Evaliiation {PA&E).

The Director, PASE will develop a recommended prioritized list of investments based on
portfolio management criteria and scoring criteria similar to the example found in
Enclosure (6). Decision support information will be provided to the IRB on Level 1
investments and to the MRC on Level 2 investments.

DHS Investment Review Structure

Investment Review Board {IRB)

Level 1
Chair, Deputy Secretary
Yice Chair. Under Secretary for Management
Members: 4 Under Secretaries and Others

Management Review Council (MRC)
Level 2

CFO, €10, CPO -
T Program Analysis and
| Evaluation (PA&E)
Joint Requirements Council Enterprise Architecture Board
{JRC) Non-IT Only {EAB) IT Only
Chair: Director, PARE Chair; CIO
mMembers: Chief Operating Officers of Members: CFO Designee, CPO Designee
Directorates/Organizational Elements Business & Program Reps, and Info Officers

Directorates!
Organizational Elements

F. Acqgtiisition Phases.

Major investment programs are treated in a systematic manner progressing from pre-
acquisition to sustainment. The acquisition process is categorized into the following
phases: 1) Program Initiation, 2) Concept and Technology Development, 3) Capability
Development and Demonstration, 4) Production and Deployment, and 5) Operations

-5-
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and Support.

Complex developmental investments require a highly disciplined structure and rigorous
acquisition process while less complex investments (e.g., off-the-shelf procurements or
service contracts) warrant combining phases and less complex risk management.

After validation by the JRC/EAB, the IRB reviews Level 1 investments at KDPs, which
follow each acquisition phase, and are tailored to properly manage the inherent risk of a
specific investment. At each KDP review, the program must: (1) review and update, as
needed, documents prepared during the previous acquisition phases, (2) demonstrate
achievement of activities appropriate to that phase, and (3) satisfy exit criteria approved
by the IRB for that phase. IRB approval is mandatory at KDPs for programs to proceed
to the next acquisition phase. Exit Criteria are program specific accomplishments
or performance parameters that must be satisfactorily demonstrated before a

rogram can fransition to the next acquisition phase, phase segment, or
production block. 1t should be noted that discretionary KDPs might be required at
critical milestones within an acquisition phase when top management decision-making
is deemed necessary.

PROGRAM INVESTMENT REVIEW PROCESS

Pre-Acquisition Acquisition Sustainment
Business Program Alternative Project
Key Decision Flznning Authorization Selection Decision
Painta 0 Expeutive Review @ lecsmncs4>°
i
Discretionary Corveapt N A T T - Segrment2 -
Milestones: Seingtion Selection ololre Production | Blocks i
38 Segment 3 -
Phase:
Concept & Technology| Capability Development Production &
Program Initiation Development &D tration Dep} i Operations & Support
Capital Planning Select Control
ik L S MR et = SLTCETL ool e SIECTR SR = Moo
Pt e =>IConirol Steps R = Direct Corractive Action

-

—_—

r

Program initiation Phase. Programs are responsible for conducting ongoing
operational analysis. A capability gap is determined when current or future
program/mission requirements exceed existing capability. Program requirements are
developed to define the new capability required to satisfy a mission. The key to
obtaining resources to proceed is to develop an effective Exhibit 300 Business Case
that justifies the need and value of the new investment.
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In preparation for KDP1 the Program Manager is responsible for preparing: (1) a
Mission Need Statement, (2) the Exhibit 300 Business Case, and (3) proposed Exit
Criteria for the Concept & Technology Development Phase. The Program Manager will
submit an initial Exhibit 300 Business Case containing or based on items identified
above. This information and associated presentations are used to screen, score, and
select initiatives.

With approval at KDP1, the initiative is: (1) designated as a Level 1 acquisition, (2)
directed to charter a major acquisition Integrated Product Team (IPT), (3) authorized to
commence the Concept & Technology Development Phase, and (4) entered into the
budget process. Typically the initiative will enter the Fiscal Year (FY)+2 budget to
provide staff and funding to proceed.

Concept and Technology Development Phase (CTD). The CTD Phase focuses on
setting operational requirements and exploring alternative solutions for meeting mission
heeds. Typically, competitive, parallel short-term concept studies by the Government
and/or industry will be conducted during this phase. The cbjective of CTD is to define
and evaluate the feasibility of alternatives and to provide a basis for assessing the
relative merits {e.g., advantages and disadvantages, degree of risk, life cycle cost, cost-
benefit, etc.) of alternatives. Alternative solutions are solicited from across industry to
achieve the optimal solution, with emphasis placed on innovation and competition.
Promising alternative solutions are defined in terms of cost, schedule, and performance
objectives; identification of interoperability, supportability, and infrastructure
requirements; opportunities for tradeoffs; an overall acquisition strategy; and a test and
evaluation strategy (including Development Test and Evaluation (DT&E), and
Operational Test and Evaluation (OT&E)).

In preparation for KDP 2 the Program Manager will review and update documents
prepared during the previous phase and develop: (1) a Program Plan, (2) a Risk
Management Plan, (3) an Acquisition Plan, (4) Operational Requirements, (5) an
Alternatives Analysis, including identification of life cycle costs, (6) an Acquisition
Program Baseline, and (7) proposed Exit Criteria for the Capability Development and
Demonstration Phase. The Program Manager will submit an updated Exhibit 300
containing or based on items identified above. This information and associated
presentations are used to monitor initiatives, direct corrective actions, and determine
when the investment is ready to proceed to the next phase.

In some cases, a discretionary KDP (KDP 1A) may be required prior to KDP 2. This
would typically occur for developmental programs with a range of conceptual solutions.
The KDP 1A decision results in the selection of a concept. The format would be similar
to KDP 2 less proposed Exit Criteria.

With approval at KDP 2, a preferred acquisition alternative is selected, funds are
identified for this phase, and the investment is authorized to commence the Capability
Development and Demonstration Phase.
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Capability Development and Demonsiration Phase (CDD). The CDD Phase is
focused on demonstrating feasibility of the preferred alternative and refining the solution
prior to a full production commitment. CDD phase activities include developing the first
article for the completion of DT&E. OT&E is conducted on production representative
units to confirm that the item meets mission needs and operational requirements. Any
Low Rate Initial Production (LRIP) units required for OT&E are fabricated during this
phase.

In preparation for KDP 3 the Program Manager will review and update documents
prepared during previous phases and develop: (1) proposed Exit Criteria for the
Production and Deployment Phase. The Program Manager will submit an updated
Exhibit 300. This information and associated presentations are used to monitor
initiatives, direct corrective actions, and determine when the investment is ready to
proceed to the next phase.

A discretionary KDP (KDP 2A) may be required prior to KDP 3. This would typically
occur for a LRIP decision for developmental or high integration programs, after
Developmental Testing.

With approval at KDP 3, the investment is authorized to commence the Production and
Deployment Phase and the future years program plan must be fully funded.

Production and Deployment Phase (P&D). The P&D Phase activities produce

systems and equipment for deployment into operational use. The objective of the P&D
Phase is to achieve the full operational capability that satisfies the mission need.
Asset(s) are produced and deployed in lots or blocks, each of which is a
programmatically and economically useful segment. The necessary logistics systems
are in place to support the end-items. Each operating unit is readied for unrestricted
operations and deployment.

In some cases, a discretionary KDP (KDP 3A) may be required for follow-on block
production authorization to implement useful segments.

Operation and Support Phase. The Operation and Support Phase activities include
using the asset to perform required missions. Post Implementation Reviews (PIRs) are
conducted to assure the asset(s) are meeting performance and cost goals. The
operating program continues operational analysis to measure asset performance
against department goals.

In some cases, KDP 4 is scheduled to conduct a Post Implementation Review (PIR).
PIRs may be required annually to monitor effectiveness and continued value of an
investment.

EXxit Criteria
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As described in the example, the Exit Criteria must be directly related to and
supplement the objectives, required accomplishments and documents to be produced
for the phase, phase segment or useful segment.

Sample Exit Criteria

Discretionary KDPs
Discretionary KDP 1A for entry into the
Alternative Refinement Phase Segment
e Establish IPT

a Ectahlich nralimina nno
- 2Ll a0 H|U||||||||QI UHGIG

requirements
e Completion of alternative analysis
¢ Determine acquisition strategy
Discretionary KDP 2A for entry into the
LRIP Phase Segment

¢ Completion of Critical Design

e Review

Discretionary KDP(s) 3A B etc. to

authorize production of the next useful

segment or production block

+ Revalidate operational effectiveness

+ Revalidate production quantity
Demonstrate affordability of next
production block

Required KDPs
KDP 2 for entry into the Development and
Prototyping Phase Segment/CDD Phase
* Finalize operational requirements

Namnnetrata nranram affardahilibyg
elliviioudile Hluslalll ulluluaullll’

Establish program baseline

Document feasibility and tradeoff
analyses (if applicable)

KDP 3 for entry into the Production and
Deployment Phase and 1% useful segment
or production block (if applicable)

* Successful completion of OT&E

« Validate production quantity

e & O

The IRP with associated activities, budget requirements, and required documentation is

summarized in the table below.

MD # 1400

133






Pre-Acquisition Acquisition Sustainment

Business Program Alternative Project
Key Decision Planning Authorization Selection Decision

Points: o 0 Executive Review @ M\\eslonES‘o

:
4 |
2 . 4 : ment2 -
Discretionary Concept A Altemative 4 Low Rate Preduction " , *
Milestanes: Seloriion. 9 Ii'.- Falastinn Prototype 4 R et . a | e Hes
Segment 3 - ]
1
o
y S Concept & Technology | Casaki.ity Deve opmen: Preslclion &
Cperations & Support Jrogram initiatisn pt ay i w
PP (B Development & Demeonstration Depleyment
e = 237D} SRR e IE ]
Capital Planning Select Control
> Investment = Screen, Score & Select = Manitor
~ Control Steps - Direct Corrective Action
Operate ’ Operational Analysis Set O i D Testing and Full Rate Production:
Evaluate Performance = Ongaing Process Conduct Altematives Analysis Evaluation [DTEE) = Useful Segments
Maintain o = Culminates ina capability Develop Risk Management Low Rate Initial Production (LRIP}
Dispose Activities requirement ta satisfy Strategy Operational Testing and
mission need Select Preferred Alternative Evaluation (OTEE)
ARE | | [
; Il » ! , ]
isiness Case Exhibit 300 Business Case Exhibit 300 Business Case Exhibit 300 Business Case Exhibit 300 B
- Updates Sl..agel - Initial -Updates - Updates
eguirement
ada Project Plan Update “rogram Mission need statement Project Flan Project Plan Uy
o e ona _ B Ppaporpd CRINENE Critagy | .o Qoncatingal Recuiiram)
T Exhibit 300 Business Case T 1 Sxilb 7300 BusinssGase

~ |

T HHH

Uration st e ledinl

IR AR

{Ulsitlonr

i ".‘ :t@ﬁp; Phiasic -’afi.“_fl. et dpprtintinte To are
(N i i

Program Managers must understand the link between acquisition phase activities and
the Exhibit 300 Business Case Evaluation Criteria/Elements. The figures in Enclosure
(7) depict the acquisition phase activities that correspond to the evaluation criteria and
Exhibit 300 elements.

G. Portfolio Management,
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The Department must annually ‘make the business case’ for all Level 1 and 2
investments (IT and non-IT) through budget exhibits to OMB. Exhibits prepared for
inclusion in the President’s annual budget will go through a rigorous management
process. This process begins with Program Managers submitting budget requests
based on the Department’s annual budget process.

PA&E will adjust and publish programming and planning guidance based on executive
level direction, legislation, and triggering events. In turn, the programming and planning
guidance will influence annual procedural guidance for submission of the Exhibit 300
Capital Asset Plan and Business Case. The Exhibit 300 will be used for all Level 1 IT
and non-IT programs, and for all Level 2 IT programs. I-TIPS will be use to record
information for new non-IT investments and all IT investments (see Enclosure (6)).

PA&E will review all submitted Exhibit 300’s for structural integrity and compliance, and
will distill cross-DHS issues for coordination and prioritization. PA&E will develop the
overall DHS investment portfolio, monitoring and tracking the impacts that investment
decisions have on individual programs and cross-DHS program capability
interdependencies.

The IRB approves Level 1 investments (resolving associated cross-department issues),
and approves and submits the DHS investment portfolio with required Exhibit 300
Business Cases to OMB. The MRC approves Level 2 investments and provides
investment information to PA&E. Submission of the portfolio and accompanying
exhibits are generally due to OMB in the early-September timeframe.
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Appendix H: Uncovering Requirements

The following pages include slides on how to start the requirements gathering
discussion. It includes useful questions that you may want to consider.
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Slide 1

Slide 2

Uncovering Requirements

How to start the conversation...

Tom Cellucci, PhD., MBA

Chief Commercialization Officer
Science and Technology Directorate
thomas.cellucci@dhs.gov

January 2008

Discussion Guide

» Requirements versus Specifications

* An Example

* Methods for Uncovering Requirements

» Requirements Development

» Available Resources/Background Materials
* Open Discussion
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Slide 3

Slide 4

Requirements versus Specifications

* Requirements describe an environment—the
way it should be—after a product, system or service
Is integrated (describes the problem)

e Specifications are descriptions that are sufficient
for building a product or system or providing service
(describes the solution)

An Example (M. Jackson)

GOAL: Construction of a system with specified characteristics

— Example: An elevator should enable persons in a building to get from
one floor to another

— Components of the system:
¢ Environment: Part of “real world” relevant for the problem
— Example: Floors, persons, etc.
« Machine: Controlling software and hardware

“g7: Homeland

138





Slide 5

Slide 6

An Example (continued)

* Properties of the environment are fixed. We have to build the
machine so that it realizes the desired properties of the

system

* Machine can interact with the environment by:

— Observing certain phenomena (input)

— Causing certain phenomena (output)

e Known:

— 1. Fixed characteristics of the environment (domain knowledge)

— 2. Desired characteristics of the system (requirements)

» Clear: Machine must close the “gap” between 1 and 2

» Searched: Specifications for the machine

‘ “How should the machine act so that the system fulfills the requirements?”

Methods for Uncovering Requirements

One-on-one interviews
Group discussions
Delphi focus groups
Observation

P wbdPR

Note: Common Misconceptions:

Less

Time

More

Lower

Expense

Higher

e The customer is always right

e The potential customer knows what he/she needs/wants
¢ All customers are equal

) o N -
o Securlty
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Slide 7

Slide 8

Requirements Hierarchy (tsA example)

The Sponsor (representing the operators)
High Level develops operational requirements
(qualitative) consistent with organizational missions.

the crux of
the problem

DHS Mission — Strategic Goals (“Prevent terrorist attacks™)

TSA Mission (“Protect traveling public”)

Capability Gap (“Prevent weapons aboard aircraft”)
Operational Requirement (“Detect firearms”)

Performance Requirement (“ Metal detection & classification™)
Functional Specification (“Detect metal > 50 gm”)

Operational Design Specification (*“MTBF > 2000 hours”)

Requirements

(“the problem”) Material Specification (“Use type FR-4 epoxy resin”)

Technical Low Level The Program Manager and Acquisition /

Requirements (quantitative) Engineering community develop technical
(“the solution”) requirements and specifications.

[ Each lower-level requirement must be traceable to a higher-level requirement. ]

Remember to define the problem (not the solution)

« Must be expressed as a needed capability, not a needed
product or system

« Usually expressed in broad operational terms

We need
to detect
intruders
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Slide 9

Slide 10

How to start ...

« Capability gaps are derived from analysis of threats, vulnerabilities,
and consequences

e Operational requirements are derived from talking to operators

— Include functional requirements (“what the product must do”) as
well as operational concepts (“how the product will be used”)

Make sure you’'re talking with someone who has the authority
and knowledge to represent both the end users and those who
make buying decisions.

Questions to ask a customer (1 of 3)

Users

» Who are the end users? And who are the “end customers” (those who make buying decisions), who
may be neither the end users nor a DHS Agency.
Capability Gap
» What new capability do the end users need? Do they recognize the need? Can they articulate it? And
what new capability do the “end customers” think the end users need?

Market Survey
» Does the new capability really require a new product or system? What's the existing COTS product
which comes closest to meeting the need, and who produces it? And if no product exists, why not?
(There may be a good reason why it doesn't exist, and that reason may be a good reason why DHS
should not develop it.)

Logistics Requirements

» How will the product to be developed ultimately find its way to the field and have an impact on
operations? Can it be deployed to captive users (e.g., Federal employees) or must it be adopted by
independent users (e.g., first responders or shipping companies)? Who will develop the end product
(prime contractor, private sector, S&T)? Who will manufacture it? Who will distribute it? How will the
end users be trained, and by whom? In short, who will do the logistics planning and support?

This last cluster of questions is grouped because, taken together, these questions address one
of the most critical questions that DHS must answer: “What’s the channel to the end users?”
If there’s no feasible channel, then why develop the product?

S i
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Slide 11

Slide 12

Questions to ask a customer (2 of 3)

Functional Requirements
» What is the product or system supposed to do? How well does it have to do it? (e.g., for
detection systems, what detection probabilities are required, and what false-alarm rates are
tolerable?)
Operational Concept
» What are the most typical use scenarios? What are standard operating procedures? Where
will the product or system be used and under what conditions (dirty? cold? hot?). How often?
How long?
Affordability

» How cheap does the product have to be to be affordable? Who will be paying the bill? What's
their willingness to pay? How do we know?

The last topic is critical, particularly for the private sector where price (not
performance) is king. If the product will be unaffordable, there’'s no sense in
developing it, whatever its capabilities. (And remember that the “end customer,” for
whom it must be affordable, may be neither the end user nor a DHS component.)

: Homeland 11

Questions to ask a customer (3 of 3)

e Other Considerations
» Under what conditions will the products be shipped? Stored?

» Any constraints on product size and weight? Any objectives for these parameters?
Does the product have to be portable?

» How rugged and reliable does the product have to be to be useful?

» What other products or systems does the product have to interface with, be compatible
with, or interoperate with?

» Are there safety issues? Privacy issues?
* User Contact

» How can we talk to and observe the intended end users in their operational
environment?

12
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Slide 13

Selected Questions (continued)

What are the most typical use scenarios? What are standard operating
procedures?

Where will the products of the system be used?

Under what conditions will the products be used? (Dirty? Cold? Hot?)
How often? How long?

Under what conditions will the products be shipped? Stored?

How cheap does the product have to be to be affordable? Who will be
paying the bill? What's their willingness to pay?

Any constraints on product size and weight? Any objectives for these

parameters? Does the product have to be portable?

How rugged and reliable does the product have to be to be useful?

What other products or systems does the product have to interface with, be
compatible with, or interoperate with?

How will the product be maintained in the field? By whom? How will the
maintainers get spare parts? What support equipment is required? Do the
maintainers need maintenance training? Are any new facilities required?

Are there safety issues? Privacy issues?

How can we talk to and observe the intended end users in their operational
environment?

13

143





		Requirements Development Guide

		Preface

		Contents

		List of Figures

		Introduction 

		Quick Overview

		Why Requirements?

		The Requirements Hierarchy and Traceability

		Requirements and the Product Life Cycle

		Characteristics of Good Requirements

		Requirements and Test and Evaluation (T&E)

		Developing Operational Requirements: Customer Input

		Tailored Product Life Cycle: Acquisition

		Tailored Product Life Cycle: Commercialization

		Tailored Product Life Cycle: Other Project Types

		Summary

		Additional Requirements Development Readings

		Glossary

		Appendix A: Operational Requirements Document (ORD) Template

		Appendix B: Acquisition Mini-Course

		Appendix C: Commercialization Mini-Course

		Appendix D: Requirements Mini-Course

		Appendix E: Commercialization Briefing to Industry

		Appendix F: SECURE Program Concept of Operations



		SECURE Program: 

		Concept of Operations

		Thomas A. Cellucci, Ph.D., MBA

		Chief Commercialization Officer

		Department of Homeland Security

		Science and Technology Directorate

		Email: Thomas.Cellucci@dhs.gov

		SECURE Program: System Efficacy through Commercialization, Utilization, Relevance and Evaluation

		Scope: 

		Overall Process: 

		Outreach to the Private Sector

		Program Process: 

		Application:  

		Selection: 

		Agreement:

		Publication of Results:



		SECURE Program: System Efficacy through Commercialization, Utilization, Relevance and Evaluation

		Appendix G: DHS Management Directive 1400

		Appendix H: Uncovering Requirements











