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Additional Pages 
Examined Since 
Last Report 

I ,3 I8,OC)O 

1 

Sumber of Documents Number of Pages Number of Number of 
with RD/FRD in the Documents Pages RD Pages FRD 

224 8240 33 1 352 

The National Defcnsc Authorization Act for Fiscal Year 1999 (Public Law (P.L.) 105-261) 
requires that the Secretary of Encrgy notify the Committec on Armed Services of the Senatc, the 
Committee on Arnied Services of thc Housc of Representatives, and the Assistant to the 
President for National Sccurity Affairs of inadvcrtcnt releases of Restricted Data (RD) aid 
Formerly Ikstricted Data (E'IW) associated with records declassified under section 3.4 of 
Executive Order 12958. 

As a rcsult of the Department o f  Energy's (DOE'S) examination of approximately 1.3 18 million 
additional pages of publicly available records acccssioned by the National Archives and Records 
Administration (NA f<A), thc L)epartmcnt discovered an addi tional224 documents containing 
683 pagcs of RD and FRD which wcrc inadvcrtcntly released: 

The identified documents are in colIections belonging to the Department of State, the 
Department of Defensc (Army, Navy, and Joint Stall), and the Executive Office of the 
Presidenu'Office of Management and Budget. The documents were inadvertently declassified 
and madc availablc tu thc public during the years from 1995 to 2000 by the Department of State, 
the Dcpartmcnt of Lkfcnsc, and NAKA. 

No classificd docurncnts of the DOE or its predecessor organizations were found. 

Thc documents containcd RD and FRD inlimnation, including: 

I 

RD F R n  
1 

- inass or dirncnsions of fissilc matcrials, pits, - stockpile quantities 
or nuclear assenibly systcms - storage locations and capacities 
- outputs or performance of nuclear weapons - yicld 
or devices - yield selection capability in a specified - efficiency of nuclear materials or yield-to- nuclear weapon 
wcight information - pcrformancc/capability/opcrational 
- thermonuclear weapon design or function limitations of nuclear weapon systems 
- nuclear weapon materials - costs, allocations - dclivery system accuracy 
to the weapons program, or production - costs of weapons or cornponcnts 
ratedquantities 
- fusion wcapori research 
- naval nuclear propulsion infomiation 
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A significant portion of the documents (213 oftfic 224) wcrc improperly marked for 
classification level (e.g., Secrct), classification category (e.g., RD), and/or automatic 
classi lication level downgrading. The improper markings occurred whcn the documents wcrc 
originated, or at a later time during the lifctimc of thc docurncnts. Thc impropcr marking of thc 
documcnts for classification level, classification category a d o r  downgrading may have 
contributcd to the inadvertent release o f  thc documents. 

NARA, thc Dcpartnicrit of State, Department of Dcfcnsc, the Army, the Navy, Joint Chiefs of 
Staff. and the Fcdcral Emcrgency Management Agency have been adviscd the specific 
docunients contain RD and FRD. The 224 documents have bccn withdrawn from public access 
and protected in accordance with DOE requirements. 

The iriadvcrtcntly released nuclear weapons design information (RD) detailed in this report 
concerns the carly gcncrations of nuclear weapons that this country developed in the 1950s and 
1960s. Potcntial adversaries, emcrging proliferant nations and terrorist groups aggrcssively 
targct U.S. nuclear weapon information. Information regarding older nuclear weapons is of 
significant value sincc it is often technically less sophisticated. Thcsc dcsigns would bc most 
rcadily used by a would-be nuclear proliferant to obtain its first nuclear weapon. 

The inadvertently releascd nuclear weapons utilization infomation (FRD) detailed in this report 
could assist potential adversarics in assessing the strengths of the U.S. nuclcar arscnal. 
Additionally, inadvertently rclcascd inforniation on deployinents of nuclear weapons outside of 
the US. may violate international agreements and harm diplomatic ties with foreign host nations. 

The inadvcrtcntly rclcascd naval nuclear propulsion information (also KL)) addressed in this 
report could assist adversaries in thc dcvcloprnent of nuclear propulsion systems for their 
submarines and surface ships. 

DOE will be conducting an assessment of the damage to national security resulting from the 
inadvcrtent release of RD and FRD addressed in this report. 

In accordance with P.L. 105-261, DOE has trained 1,930 individuals from other agencies to 
recognize RD and FRD information. This includes 202 individuals from the Department of 
State, 74 rrom the Depaittncnt of Navy, 26 from the Dcpartment of Defense Joint Staff and 15 1 
from NARA. Additionally, 202 individuals have attended refrcsher courses. 

The training of other agency reviewers has significantly reduced the errors made in declassifying 
documents. During this quarter, DOE quality control sampling of 991,000 newly declassified 
pagcs, we found 14 1 documents containing RD/FRD that had bcen declassified in error. 139 of 
those errors occurred in a single collection associated with the Nixon Presidential Library, 
scheduled for public rclease in 2003, and this appears to bc a singular occurrence. (This can bc 
comparcd to 224 erroneously declassified documcnts found in 1,3 1 &OOO pages for this report.) 
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The documcnts found during our quality control sampling are saved from inadvertent release and 
are protectcd in accordance with DOE requirements. The agencies that performed the incorrect 
declassifications have been informed of the errors. 

DOE and NARA are working to better intcgratc their efforts to more quickly identify and 
safeguard documcnts potentially containing KL) and F l D .  All records that may contain RD or 
FRD are removed from public acccss. 

Dctails of the specific inadvcrtcnt rclcascs arc containcd in the attached classified appendix. 
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