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Dear Mr. Secretary:
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comments on the Commission’ s proposed rulesimplementing the Children’ s Online Privacy
Protection Act. Also enclosed is a 3 1/2-inch disk containing the comment in Word 97,
Windows 98 format.

Introduction

The Council of Better Business Bureaus (CBBB) submits this comment on the
Commission’s proposed rules implementing the Children’s Online Privacy Protection Act
(COPPA). CBBB administers two of the most prominent programs in the nation that use
sdlf-regulation asameansfor protection of the privacy of children who are asked to provide

persona information online.

CBBB’s Children’ s Advertising Review Unit (CARU), aspart of astrategic alliance
with the major advertising trade associations through the National Advertisng Review
Council (comprised of AAAA, AAF, ANA and CBBB), isthe children’s advertisng arm of
the advertising industry’s advertising self-regulation program. CARU’s 1997 Children’s
Advertising Guidelines for Interactive Electronic Media,

http://www.bbb.org/advertising/caruguid.html#media, include the voluntary guidelines




for the online collection and use of personal information from children under 13 that were
later borrowed in large part by Congress for COPPA, including the important requirements
for parental consent. CARU'’s sdlf-regulatory program was cited by the Commission as an
example of successful industry salf-regulation in its June 1998 report on the Commission’s
1998 “sweep” of web sites directed to children. CARU monitors web sites directed to
children, workswith web operatorsto achieve compliance, publishesreportsof itscompliance

reviews, and refers cases of non-compliance and refusal s to cooperate to the Commission.

CBBB’s online subsdiary, BBBOnLine, administers a program under which
companies meeting BBBONLine online privacy protection criteria may display a “seal” on
their web sites to communicate their fair information practices to the public. Sites directed
to children under 13 or which collect personal information from children known to be under
13 may display aspecial BBBOnLine Kid' s Sedl if the stesmeet the additional qualifications
regarding protection of children’s privacy. BBBOnLine digibility criteria,
http://www.bbbonline.org/businesses/privacy/dliqgibility.html, insofar as they are
applicable to children, are derived from CARU’s leadership guiddines, additional

requirements of COPPA, guiddines recommended by the Online Privacy Alliance, and from
criteria generally applicable in the BBBOnNLine privacy seal program.

Our comments on the proposed Rule are divided in two sections. Thefirst responds
to questions posed by the Commission regarding 88312.1-312.9. The second responds to
guestions concerning the safe harbor and related requirements at 8312.10.

A. Sections312.1-312.9

1. Please provide comment on any or all of the provisionsin the proposed Rule. With each
provision commented on please describe (a) the impact of the provision(s) including any
benefitsand costs, if any, and (b) what alter natives, if any, the Commission should consider,

aswell asthe costs and benefits of those alternatives.



As a gtarting point, we are pleased that Commission’s proposed rules under the
COPPA so closaly mirror CARU's Guiddlinesfor Interactive Electronic. Sincethe adoption
of our Interactive Guidelinesin 1996, CARU has worked with more than 150 sitesto bring
them into compliance and we continue to monitor them as they create new content and
featuresto ensuretheir continued commitment to our self-regulatory principles. CARU has
also continued its routine patrolling of other child-directed Web sites to bring them into
complianceaswel. When CARU identifies sites whose privacy practices are incons stent
with our Guidelines, we begin an inquiry processto attempt to bring the siteinto accordance
voluntarily. Overall, we have been successful in achieving voluntary compliance and in
helping Sites create interactive features that do not require children to provide identifying
information. But where an operator refusesto implement necessary changes, CARU reports
such findings publicly and refersthe operator to the appropriate regulatory body, such asthe

Federa Trade Commission.t

Sinceits opening in March 1999, the BBBOnLine privacy seal program has already
received over 340 applications, nearly 12% of which contain children’s areas. In the short
timesinceit’ sopening, BBBONLine has granted Kid's Sealsto companies such as The New
York Times on the Web and Nickelodeon’s Nick.com. BBBOnLine employs an extensive
assessment and compliancereview processprior tothegrant of aKid's Seal, and like CARU,
has found success in obtaining voluntary compliance with its seal participants with all of the
BBBOnLine Privacy Program standards. BBBOnLine also offers an alternative dispute
resolution process, ongoing review, and substantial consequences in the instance of
noncomplianceincluding public revocation of aseal and referral to appropriate governmental

agencies.

Through the efforts of CARU and the BBBOnLine Privacy Seal Program, we have

found that many site operators are both willing and able to comply with our Guidelines and

! For a detailed description of the procedures used when CARU has initiated an inquiry into a site
operator’s information practices, see The National Advertising Division, Children's Advertising
Review Unit & National Advertising Review Board Procedures for Voluntary Self-Regulation of
National Advertising. They are available online at: http://www.caru.org/nadproc.html.
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that there hasbeen agrowing recognition of theimportance of establishing privacy protection
programsinthelast year. Thesuccessof industry-led privacy initiativeshasbeen underscored
by the recent release of the Georgetown University Internet Privacy Policy Survey, which
found that 65.7 percent of web sites constituting 98.8 percent of consumer web traffic posted
information practice statements.? Thus, given the significant improvements in establishing
fair information practices by many members of the online world, coupled with the overall
gmilarity between CARU’s landmark Guiddines on Interactive Media (and therefore
BBBOnNLine's requirements) and the Commission’s proposed rules under COPPA, we are
confident that the proposed ruleswill be successful in bettering children’ sprivacy intheonline

world.

We have addressed the bulk of our comments on the proposed rules as answers to
questions posed by the Commission. Whilewe arein general agreement with the proposed
rules, there are a few issues raised in the rulemaking that we believe may need further
clarification or consideration by the Commission. We have addressed theseissues below and

in response to specific questions.

Section 312.2 Definition of Collection:

Whilewe arein general agreement with the proposed definition of “collection,” to
includethedirect or passive gathering of any personally identifiableinformation from achild,
we are concerned by the potential scope as explained in the Commission’s accompanying
commentary. The Commission statesthat thetermincludes*“all online requestsfor personal
information regardless of whether the personal information is ultimately transmitted online
or offline. Thus, it would include a situation where the web site or online service directsthe
child to print out a form, respond in writing to the questions, and mail the form back to the

web site or online service.”

Our programs support a reading of the statute that requires operators to obtain

parental consent where offline collection of information will be used for Site registration for

2 The survey, released in May 1999 is online:
http://www.msb.edu/faculty/culnanm/gippshome.html.
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the purposes of alowing a child to engagein an online activity where personally identifiable
information may be disclosed. Thus, where an operator provides a downloadable form or
survey, to be returned viamail, and that is used to permit a child to gain accessto asiteto
participate in an activity such as chat or a bulletin board, we strongly agree that such a
registration must conform with the parental notice and consent rules. However, where a
form or user submission does not pertain to an online activity, we are not convinced that
application of the rules is advisable. For example, where users are provided with
downloadable forms on Web sitesfor offline activities, such asessay writing or acolor-in the
images contest, it isunclear that the submission should trigger the COPPA rules. Similarly,
where a form may be downloaded and the information is not collected online but is merely
an advertisement for a contest that is also promoted in other media, such astelevison and
magazines, a requirement that the downloaded version meet the COPPA rules— while other
versons not — may create confuson amongst operators since COPPA pertains only to
Internet based activities.

Moreover, a requirement that offline entries include parental consent where such
submissions do not pertain to online information collection for the purposes of registration
or participation in an online activity appears to be beyond the statutory scope of COPPA.
Personal Information, as defined in the statute, pertains to “individualy identifiable
information about an individual collected online...” Moreover, the statutory definition of
Disclosure pertains to information that may be revealed or disseminated “by any meansby a

public posting, through the Internet...”

Our conclusion that contests or forms that are merely advertised online (as well as
other media), and that do not pertain to online activities or the potential posting of
information, should not fall within the Commission’s purview is also bolstered by the
legidative history of the statute.  The legidative history, as evidenced by Federal Trade
Commission Chairman Robert Pitofsky’'s testimony before the Senate prior to COPPA’s
adoption, indicate that the statute was intended to apply to online collection of information
because of the ease with which personally identifiable information may be collected and
disseminated in the online world. Unlike online collections, CARU has avoided regulating



information collection for contests or other offline activities that require children to mail-in
submissions from other traditional media.  We believe that with regard to children’s
magazines submissions or cereal box top offers -- there is greater opportunity for parental
mediation and less likelihood that children will divulge information without any parental
knowledge of their activities. Additionally, thereislesslikelihood that such information will
be publicly posted to third parties as is possible on the World Wide Web without parental
knowledge. Thus, we conclude that the Commission should not apply the definition of
“collection of information” to any activities not relating directly either to online registration

or an online activity.

3. Section 312.2 defines*” operator.” (@) Isthe definition sufficiently clear to providenotice
asto who is covered by the Rule? (b) What isthe impact of defining the termin this way?

We arein general agreement with the definition of “operator” and that an operator
must disclose whether it shares, rents or sdllsinformation to “third parties” However, in
determining whether an entity isan “operator” or “third party,” we believe that the entity’s
corporate relationship to another operator, such as whether it is an affiliate, is a relevant
factor for consderation by the Commission. The traditional legal definition of an affiliateis
“with respect to any person, an entity that controls, is controlled by, or is under common
control with such person.” In contrast, athird party would be an entity that isnot an affiliate
and is related merely through privity of contract to the operator. Hence, the sharing of
information by an operator with an affiliate that is under common control by a parent
company, and that shares the same information collection and use policies should not be
deemed third party use. A Commission determination that affiliates and other related
corporate entities are third parties may generate confusion amongst operators and therefore

lead to inconsstent treatment in privacy policies.

Under CARU’s Guiddines, where the privacy practices differ among corporate
relations or affiliates, the operator must disclose whether information will be shared and, if
so, what the affiliate's palicy is. The Guidelines state that “[w]hen personally identifiable
information will be shared or distributed to third parties, except for partiesthat are agents or
affiliates of the company or provide support for theinternal operation of the Website and that



agree not to disclose or usetheinformation for any other purpose, the company must obtain
prior verifiableparental consent.” Similarly, BBBONLin€e srequirementsprovidethat “[s]edl
participants must have a process in place to make unaffiliated third parties or corporate
affiliates not covered by a common policy practice aware of the site's privacy policies when
transferring individually identifiable information to such parties, and must describe that

process in their Compliance Assessment.”

Thus, the Commission should not treet affiliated corporate entitiesasthird partiesfor
the purposes of defining an operator. To avoid confusion, the Commission should instead
require operators to disclose whether they share information with any parent company or
affiliate (as well as athird party) that does not adhere to its stated information integrity and
confidentiality practices.

4. Section 312.2 defines*® personal information,” in part, to include a persistent identifier,
such as a customer number held in a cookie, or a processor serial number, where such
identifier is associated with personal identifying information; an instant messenger user
identifier; a screen name that revealsthe individual’s e-mail address; or a combination of
a last name with other information such that the combination permits physical or online
contacting. Are there additional identifiers that the Commission should add to the list?

Under our guidelines, the practice of collecting information from children through
passive means (e.g. navigational tracking tools, browser files, etc.) must be disclosed to
children and their parents along with an explanation of what information is collected directly
by the site operator. We haverequired that CARU-compliant sites provide such notice both
on their web sitesand in any direct communicationswith parentsto fulfill notice and consent
requirements if there is a registration process for children. Similarly, such notice is a
requirement of BBBOnLine seal program participants. We therefore concur with the
Commission’ sdefinition of personally identifiableinformation asincluding “ pass vegathering
tools,” such as cookies, where they are used in conjunction with individually identifiable

information to create a personal profile.

We are currently unaware of any additional “passive’ identifiers that should be

consdered at thistime.



Notice

5. Section 312.4(b) listsan operator’ sobligationswith respect to the online placement of the
notice of itsinformation practices. (a) Arethere other effective ways of placing noticesthat
should be included in the proposed rule?

Under CARU’s Guidelines and BBBONLine's program requirements, information
collection and use practices must be clearly disclosed, along with the means of correcting or
removing the information. The disclosure notice must be prominent and readily accessible
from the home page and from any page where information is collected. Beyond these
requirements about placement of privacy policieswe do not restrict wherethe notice must be
placed on a Web page and instead require that the hyperlink to the policy use a prominent
heading, such as, “Privacy,” or “Our Privacy Policy,” “Note to Parents’ or a Smilar

designation.

Thus, whilewearein agreement with the proposed requirementsthat privacy policies
must be clearly labeled and placed in a prominent location on the site' shome page and where
ever information is collected, we do not believe that it is necessary to prevent a Site owner
from placing the link on a portion of the home page that requires scrolling to reach. Such a
restriction is contrary to developing industry privacy practices since many sites that feature
privacy polices provide links to such policies at the bottom of their home page, where they
also provide copyright or other legal notices. We have provided a few examples of such

CARU-compliant sites that provide privacy links at the bottom of their home pages:

Scholastic, Inc.’ssite at http://mww.scholastic.com

M attel, Inc.’s site at http://www.mattel.com/.

Sportslllustrated for Kidsat http://www.siforkids.com/.

MARS, Inc.’sM&M’'ssteat http://www.m-ms.com/.

AbleMinds, Inc. site” CyberKids’ at http://www.cyberkids.com.

Random Housg, Inc.’s” Kids@Random” at_http://www.randomhouse.com/kids/.

Nabisco' s ste, “ Nabisco for kids' at http://www.nabiscokids.com.




General Mill’schildren’s site at http://www.Y ouRuleSchool.com/.

Ohio Art, Inc.’sste” World of Toys’ http://www.world-of-toys.com.

Nestle, Inc.’s“ Butterfinger” site at http://www.butterfinger.com.

Media Bridge Gamekids Site at http://www.gamekids.com.

Similarly, theonlinegtefor Nickelodeon, at http://mww.nick.com, whichisthefirs rec pient

of the BBBOnLine Kid's online privacy seal, contains a link to its privacy policy at the
bottom of its home page, above the privacy seal.

Since each of these sites provide clear and conspicuous notice, further restrictionson
where notices must be physically placed are unnecessary at this time given the commitment
to strong information privacy practices by these and other compliant site operators.
Similarly, itisunclear that the Commission should propose other required methodsof placing
privacy notices at this time. Where an operator has complied with the substantive
requirements, and the noticeis clear and conspicuous, further non-substantive requirements
at this time may fail to take into account emerging methods of providing notices that may

enhance user access to such palicies and may thwart devel opment of better mechanisms.

(b) How can operators make their links to privacy policies informative for parents and

children?

CARU’ s Guiddines emphasize that advertisers/operators that create child-directed
material in any media“should alwaystakeinto account thelevel of knowledge, sophistication
and maturity of the audience to which their message is primarily directed. Y ounger children
may have a limited capacity for evaluating the credibility of information they receive. They
also may lack the ability to understand the nature of the information they provide.” The
BBBOnLinerequirementsarethat all noticesdirected to children must bein “language easily
understood by a child.” Operators may make their privacy policies more informative for all
users by meeting the CARU and BBBOnL.ine requirements that sites create noticesthat are
“clearly worded, legible and prominent” and should avoid the use of sophisticated termsthat
may not be comprehended by a child audience. Where technology permits, we also



encourage Site operators to use audio and visual tools as well as demonstrative disclosures

to help children better understand their messages.

Onemethod that some CARU-compliant siteshaveused tomaketheir linkstopolicies
moreinformativeisthrough theuse of graphicillustrationsthat teach children theimportance
of keeping personally identifiableinformation private. For example, CARU recently worked
with Chevron, Inc. when it sought to create a children’s animated site about cars and trucks

at http://www.chevroncars.com/. In creating its privacy policy, Chevron created an animated

featureand character “ WallytheWarning Squirrd” that appearsthroughout thesitetoremind
children about privacy issues and informs them if they are being asked to provide personally
identifiable information. Wally the Warning Squirrel aso reminds children that they should
ask a parent for permission before giving out information anywhere online and that they are
not required to provide information to participatein activitieson the Chevron Carssite. The
animated reminders are also accompanied by a registration process that requires parental

consent for the collection and use of the child’ s information.

To ensure that a site' s good privacy practices are not compromised through linking
to others, CARU discourages compliant sites from hyper-linking to sites that may collect
personal information without satisfying disclosureand consent requirements. But even where
siteslink to compliant sites, there may be no way to predict where the use of successivelinks
on successive pages will lead. Thus, CARU encourages sites to feature “splash screens’ or
“bumper screens’ beforeconnecting to hyper-linked providing prominent warningstochildren
that they should never give out personally identifiable information without parental
permisson. BBBOnNLine smilarly addresses hyper-linking by requiring seal participants to
either avoid linking to the pages of other websites that do not meet certain core privacy
requirements, or alternatey providing abumper screen on al linksleading from a designated
children'sarea. At the Nickelodeon site, for example, bumper screens are used to warn
children that they have chosen ahyperlink to an advertisement. Additionally, bumper screens

appear before a user may follow an offsite hyperlink. The bumper screen states.

You're leaving nick.com to go to
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another Nickel odeon web site that
may have stuff for grownups as well
askids.
Click "GO”
Remember: Always check with your parents before you give information online and
never give out your full-name, phone number, or address on the Internet
because that stuff isyoursand it's private!!!

Whilethe Commission should not mandatethe use of features such asbumper screens
or other demonstrative techniques, our experiencein working with our supporters and other
gtesisthat many sites committed to promoting safe and rewarding use of the World Wide

Web by children may voluntarily choose to create such features.

7. Section 312.4(b)(2)(iv) requires an operator to state whether third parties to whom it
discloses personal information have agreed to maintain the confidentiality, security, and
integrity of that information. How much detail should an operator be required to disclose
about third parties information practices?

We generally agree that parents must be provided sufficient information to provide
informed consent about whether to permit their child to register at aparticular site. 1n some
cases, however, a notice or warning to review third parties privacy policies may be a
sufficient means for alerting the parent and child of the need to determine the third parties

practices.

8. Section 312.4(b)(2)(vi) requiresan operator’ snoticeto state that the parent hastheright
to review personal information provided by hisor her child and to make changes to and/or
have that information deleted, and to describe how the parent can do so. Isthisinformation
needed in the notice on the web site or online service, or should it be included only in the
notice provided directly to the parent under section 312.4(c)?

Under our Guidelines, onsite notice about privacy practices, aswell asdirect parental
notification, must inform the parent about their right to make changestoinformation collected
about their child, along with instructions on how they may do so or how they may delete any
dataalready collected. Thereareclear benefitsto including such information in both the on-

11



site policy and in notices directed to parents to obtain consent for their child s registration.
For parentswho are able to spend time “surfing” the web with their children, notices placed
directly on asitein the privacy policy may help them to evaluate, in advance, whether their
children should register or frequent the site. But because many parents may not be “cyber-
savvy” or may have children who access the World Wide Web from outside their homes, at
school or thepubliclibrary, including detailed information in parental noticesisalsoextremey

important.

9. Section 312.4(c) lists several methods an operator may employ to provide direct notice
to a parent whose child wants to provide personal information or from whose child the
operator wishesto collect personal information. Arethere other, equally effective methods
of providing notice to parents that the Commission should consider?
The*“reasonableefforts” standard provided in section 312.4(c) issubstantially similar
to CARU’ sstandard -- devised in 1997 -- after CARU began its effortsto promote industry
sdf-regulation in theonlineenvironment. It hasbeen CARU’ sexperience, that whereaparent
does not have online access to e-mail, alowing children to download a consent form may
provide sufficient methods of allowing that child to participate by giving the parent alternative
methodstoregister thechild offline (by mail, telephoneor facsmile). CARU and BBBOnLine
both agree that “reasonabl e efforts’ to send parents notice under this section should include
a downloadable form and an e-mail form. However, it is unclear that the Commission’s
suggestion about sending noticesto aparent or guardian’ shomeaddressisappropriateat this
time. Sending notices viamail will require an operator to collect home address information
from children seeking toregister which would violate CARU’ sGuidelines' restriction against

site operators from collecting offline contact information directly from children.

Wewill continue to monitor devel oping methods of sending notices, but are unaware

of any other viable methods, that would not be overly invasive, at thistime.

10. Section 312.4(c)(1) detailsthe information that must be included in the noticeto the
parent. (a) What, if any, of thisinformation is unnecessary?

We arein genera agreement with the contents of the parental notice as proposed by

the Commission.
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(b) What, if any, other information should be included in the notice to the parent?

In addition to the parental notice requirements listed by the Commission, notices
should al'so include warningsto parentsthat where asite operator does not discloseachild's
personally identifiable information in interactive areas such as chat rooms or bulletin boards
(or to other parties), children should be instructed not to post such information about
themsalves. Parents should be aware that even where interactive areas are “ monitored,” an
operator cannot beliablefor any personally identifiableinformation posted voluntarily by the
child where such information is not requested by the operator and the operator has taken
reasonable measures to safeguard the user’ sidentifying information (e.g. by requiring users
to use screen names without an e-mail address or last name associated with it when posting

in chat areas).

Moreover, sitesthat provide interactive forums should inform parents whether user
information will bedisclosed or whether disciplinary action will betaken in theevent that their
child posts inappropriate information.  Sites should also inform parents that information
collected or posted by their child may be disclosed where required by law.

11.  Section 312.5 requiresthe operator to send a new notice and request for consent to
parents in certain circumstances. The proposal covers instances where the operator
wishes to use the information in a manner that was not included in the original notice,
such as disclosing it to parties not covered by the original consent, including parties
created by amerger or other cor porate combinationinvolving existing operatorsor third
parties. (a) Doesthisformulation sufficiently protect children’ s privacy given the high
merger activity in thisindustry?

Where amerger may effect the uses or integrity of information collected because the
parties have changed the policy as previoudy disclosed, parental notification may be
necessary. Under both CARU’s Guideines and the BBBOnLine Program requirements,
whenever aparty changesitsinformation practices or intendsto useinformation in amanner
inconsistent with an original notice, parental consent must be obtained. Absent achangein

information practices, direct notice (e.g., viae-mail) of amerger may be unnecessary. Such
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precautionsshould protect theintegrity of coll ected informati on despiteany corporateidentity

changes.

(b)  Isthisformulation more burdensome than necessary to protect those interests?

To the extent that amerger will not have adirect effect on the information practices,
and information will not be sold or shared with additional parties, sending new notice to
parents may be burdensome both for the operators and for parents that may not wish to

recelve messages where additional consent is unnecessary.

(© Isthere an alter native formulation that would sufficiently protect children’s privacy
without unnecessarily burdening operators?

Siteoperators should a so post information about changesin management directly on
their sites in their privacy policies. Until such a time when additional consent is necessary

because information will be used in a new manner, children’s privacy may be safeguarded

without requiring additional information be sent to parents.

Parental Consent

12. Section 312.5(a)(2) requires operatorsto give the parent the opportunity to consent to
the collection and use of the child's personal information without consenting to the
disclosure of that information to third parties. Should the rule also require that the parent
be given the option to refuse to consent to different internal uses of the child’s personal
information by the operator?

Parentsshould havetheopportunity torequest that all information about their children
be removed whether theinformation will be shared with third partiesor used only for internal
purposes. It may be unnecessary for the Commission to require that operators provide
parents the opportunity to refuse certain internal uses since parents may refuseto allow any
internal uses altogether. Moreover, many sites currently permit registrants to opt-in for
certain specific uses. For example, a user may provide information in a contest area and the
operator may state that the information will only be used for the purpose of contacting a
winner. Similarly, the user may provide e-mail information only to receive a newdetter and

choose not to receive any product information.
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Many sites that CARU has monitored as a result of our routine patrolling allow
children to participate in dte activities without registering any personally identifiable
information or by permitting achild to participate using only ascreen name (without requiring
any personal information). Thus, where parentsdo not wish to allow any usesof their child's

personally identifiable information online their children may still use online resources.

13.  The commentary on Section 312.5(b) identifies a number of methods an operator
might use to obtain verifiable parental consent. (a) Are the methods listed in the
commentary easy to implement?

Themethodsfor obtaining “verifiable parental consent” proposed by the Commission
include: having a parent send a consent form via postal mail; facsmile; using a credit card in
connection with atransaction; having a parent call a toll-free telephone number; or through

an e-mail based mechanism using a digital sgnature.

Although there are CARU-compliant sites that have implemented each of these
methods, it unclear whether these methods will be appropriate for all sites since the costs of
implementing such mechanisms may be considerable, especially for smaller site operators.
One of the incredible aspects of the World Wide Web is that it provides smaller sites an
opportunity to provide rich content that may surpass the quality of traditional publishers or
media providers. By requiring smaller operators to establish certain verification methods, it
may become increasingly difficult for some operators to provide children with certain

interactive features.

Thus, CBBB bdlievesthat thereisasignificant advantagein allowing acertain degree
of flexibility in the type of methods used to obtain parental consent. Such flexibility should
also permit sites that do not share, rent or sell information and do not provide any features
that would permit third partiesto directly contact children -- such as chat rooms -- to use an
e-mail based mechanism for providing parental notice. However, we do not believe that
allowing for parental consent via e-mail is adequate since it is not verifiable. Instead, the
Commission should permit sites to use any combination of the methods suggested in order

to obtain parental consent.

15



(b) What are the costs and benefits of using the methods listed?

The costs of obtaining consent via mail, facsmile or through a toll-free registration
phone numbersinclude: added staff toinput such information (since receiving consent online
viae-mail may be automated); an added delay in time for registering a child; and difficulty
in verifying theidentity of the consent provider. Credit card verification methods may only
be effective wherethereisa saleinvolved since credit card companies charge operators afee

for each transaction.

The benefits of using such methods to obtain consent are that they create an extra
layer between the operator and a child and that thereisless likelihood that a younger child

will attempt to falsify consent.
(c) Arethere studies or other sources of data showing the feasibility, costs, and/or benefits
of the methods listed?

We have not conducted any such studies.

(d) Are there existing methods, or methods in development, to adequately verify consent
using an e-mail based mechanism?

Please see our response to (f) below.
(e) What arethe costs and benefits of obtaining consent using an e-mail-based mechanism?
Please see our response to Question 14.

(f) To what extent is digital signature technology in use now? Are there obstacles to the
general commercial availability or use of digital signature technology?

Currently, it appearsthat the use of digital sgnaturetechnology istill in limited use,
mostly in business-to-businesstransactions. It isunclear that even larger children’ssitesare
in a position to use such mechanisms, both because of the costs and because it may be

premature to adopt any particular system at thistime.

14. With respect to methods of obtaining verifiable parental consent, should the
Commission allow greater flexibility in mechanisms used to obtain verifiable parental
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consent in cases where the operator does not disclose children’s personal information to
third parties or enable a child to make such information publicly available through, for
example, a chat room or bulletin board?

Protecting children from divulging personally identifiable information in the online
environment has been one of our primary concernsin devising both CARU’s Guiddines for
Interactive Media and the BBBOnLine Kid' s Seal. At the sametime, we aso recognize the
importance of helping children develop skills and in learning in an increasingly interactive
world. Thus, where a child registers with a Site by creating a screen name and provides an
e-mail address solely for the purpose of receiving an eectronic newdetter, thereis a benefit
inreducing thedifficulty for parentsto respond immediately to arequest for consent by asite

operator by permitting e-mail notice.

We therefore believe that under limited circumstances, it may be appropriate for the
Commission to allow greater flexibility in mechanisms used to obtain parental consent. For
example, whereinformation will not be disclosed to third parties and where information will
not be posted onlinein any manner that would permit children to be directly contacted by or
shared with third parties, CARU and the BBBOnLine Kid's Seal program permit sites to

provide notice to parents via e ectronic mail.

Allowing a certain degree of flexibility also benefits smaller operators, with less
elaborate sites that do not include bulletin boards or chat features. These sites may be less
able to absorb the costs of setting up toll-free registration phone numbers or the costs of
inputting offline parental consent obtained through the mail or by facsmile. The burden of
obtaining hard-copy consent is considerable and may be overwhelming for small operators
that do not market productson their sitesand do not offer chat, bulletin board or other highly
interactivefeaturesthat could enable a child to communicate directly with othersthrough the
site. However, wedo not believethat allowing for parental consent viae-mail should bethe
only method or the appropriate method in al circumstances. Our response to question 22
providesadiscussion of somealternative methods of verifying parental consent offlinewhere
children are asked for other personally identifying information or areregistering for the use

of servicesthat may permit third partiesto contact them directly. These methods have been
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implemented by some CARU-compliant sites already and may be necessary in certain

circumstances.

15. Arethere any studies or other sources of data regarding the ease or frequency with
which children can fabricate parental consent using any of the methods discussed in the
proposed rule?

We are not aware of any such studies. However, the use of offline parental consent
mechanisms, where sensitive information may be collected by a child or where posting of a
child’ sinformation would permit third partiestodirectly contact thechild (e.g. bulletin boards
or chat rooms that reveal e-mail addresses) could minimize any potential risk of fabricated
consent. For example, whereasite hasimplemented atoll-free, call-in registration system for
parents, operators may be better able to identify child callers and instruct them to have a
parent or guardian call instead. Ultimately, where Sites take reasonable care in ingtituting
children’s privacy practices we urge the Commission to adopt the policy that site operators

are not responsible for fraudulent information or acts committed by users.

16. Would additional research regarding children’ s behavior in the online environment be
useful in assessing the appropriateness of various parental consent mechanisms?

Such research may be beneficial to gauge the success of emerging parental contact/
consent mechani smsasthey devel op and to measurethesuccess of COPPA’ simplementation.
Since CARU first adopted Guiddines for Interactive Mediain 1997, we have required that
“reasonable efforts” be made to provide notice and choice to parents when information is
collected from children online. The“reasonable efforts’ standard has been an evolving one
and we continually consider changes in the media environment to determine whether the

methods that we endorse are appropriate in light of any new technological devel opments.

17. Section 312.5(c)(1) allows an exception to prior parental consent where an operator
collects the name or online contact information of a parent or child to be used for the
sole purpose of obtaining parental consent or providing notice under thisrule. Under
this exception, if an operator has not obtained parental consent after a “ reasonable
time” from the date of the information collection, the operator must delete the
information from its records. (a) What is a reasonable time for the purpose of this
requirement? On what is the estimate of a “ reasonable time” based?
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Because the nature of activities for which consent may be obtained by a Site varies
depending on whether the activity is ongoing or short-term, we believe there should be
flexibility in theamount of timethat an operator retains parental consent contact information.
For example, where a site collects parental contact information for the purpose of
adminigrating a contest that is of a six month duration, a reasonable time to hold onto
parental information would be until fulfillment of the contest is complete. However, where
a site attempts to obtain parental consent for the purposes of an ongoing site activity, such
as creating a chat room profilefor a child, areasonabletimethat the operator may hold onto
such information should provide sufficient time for smaller operators that may not have

sufficient staff to expunge lists on a weekly or monthly basis.

Onequestion that we believe warrantsfurther clarification by the Commissionishow
long Site operators must retain parental consent. Thus, where a parent completes a
registration for a child, will operators be required to hold onto the parental consent forms

indefinitely? Isthere areasonable time after which operators may delete such information?

(b) Alternatively, should an operator be required to maintain a “ do-not-contact” list so as
to avoid sending multiple requests for consent to a parent who has previoudy refused to
consent? What are the costs and benefits of such a do-not-contact list?

One of the remarkable aspects of the World Wide Web is the ease with which the
content of sites may change. Sites that may feature less educational content or age
appropriate content today may provide a wealth of information and resources for children
weekstomorrow. Thus, whileaparent may discourageachild fromregistering or usngasite
now, they may later encourage the child to use the same site. Therefore, from a practical

perspective, a do-not-contact list may not always be desirable at thistime.

For small-site operators, maintaining such lists of “do-not-contact” individuals may
be extremely burdensome to manage and costly. Moreover, many sites that are compliant
with our guideines immediately send a parent notification after a child has attempted to
register with the site. If site managers were required to check whether the parent or

guardian’s name appears on a “do-not-call” list, the child s ability to register may be further
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delayed. Additionaly, maintaining a “do-not-contact” list may require operators to gather
more profileinformation about parentsthan they currently need toin order to obtain parental
consent (since an operator may only collect athe parent’se-mail address without their name
or offline address to obtain consent). A “do-not-contact” list may require them to have the
individual’ s name or offline contact information as well thereby increasing the amount of

intrusiveness into parent’s privacy as well.

Questions 18-21 (answered together)

18.  Section 1303(b)(2)(B) of the Children’s Online Privacy Protection Act and Section
312.5(c)(1) of the proposed Rule allowan operator to collect the name or online contact
information of a parent or child solely for the purpose of obtaining parental consent or
providing notice. Aretherecircumstancesthat would necessitate coll ection of thechild' s
online contact information rather than the parent’ s?

19. Section 312.5(c)(4) allows an exception to prior parental consent where an operator
collects information from a child in order to protect the safety of a child participant on its
site. What specific circumstances should trigger this exception?

20.  Section312.5(c)(5) allowsan exceptionto prior parental consent where an operator
collectsinformation fromachild for certain limited purposes. Towhat extentisachild’s
name or e-mail address necessary: (@) to protect the security of the website; (b) to aid
in the judicial process; (c) to aid law enforcement?

21.  Section 1303(b)(2)(c)(ii) of the Children’ sOnline Privacy Protection Act authorizes
the Commission to allow other exceptions to prior parental consent in this rule “in
circumstances as the Commission may determine are appropriate, taking into account
the benefitsto the child of accessto information and services, and risks to security and
privacy of the child.” What other circumstances might merit such an exception? What
are the risks and benefits of creating such an exception?

Where information will not be collected in aform that may be retrieved for various
internal or third party uses, there may be a need for limited exceptionsto the parental notice
and consent rule to permit sitesto collect or retain achild user’se-mail or other identifying
information to shidd itself fromlegal liahility for theuser’ s conduct or to comply with avalid

judicial subpoena based on the user’ s conduct.

For example, many sites offer usersthe ability to send electronic postcards to others
through their sites. With these features, users may send friends or family greetings for

birthdays, mother’s day or any other purpose. In order to permit child users to send cards
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real-time(sinceparental consent verification may takeas gnificant amount of time) somesites
explicitly statethat they do not retain thee-mail addresses of either the sender or therecipient
thereby avoiding COPPA’ srequirementssincethereisno® collection of information.”  Other
operators have expressed concern that by failing to require the sender’s email address,
messages sent by a site user will appear to have been originated by the operator and neither
the recipient nor the operator will be able to identify the sender in the event that the sender
forwards a postcard containing an inappropriate or offensive message.  Thus, to avoid
liability or to allow recipientsto identify who has sent them messages, operators may wish to
retain the sender’ se-mail addresswith an explicit statement that such information will not be
used for any other purpose. Such retention should not require parental notice and consent

where there is a promise that the information is retained only for security or legal purposes.

Thus, the Commission should consider creating limited exception for interactive
features, where information is only retained to shield a site from user-created liahility (e.g.,
posting inappropriate content on abulletin board or inachildren’schat area). Theexception
should be conditioned on the operator’ s commitment that the information collected under an
exception will not be used for any other internal or third party use, will be maintained with
adequate security and will only be used to protect the operator from legal liability or to
comply with ajudicial subpoena. Any exceptions must also remain narrow in scope so asto

avoid the creation of too many exceptions which may confuse operators and parents.

22.  Section312.6 givesa parent whose child has provided personal informationto a web
dite the right, upon proper identification of that parent, to review the personal
information provided by the child. The commentary on this section lists several methods
an operator may employ to obtain proper identification of a parent. (a) Arethere any
other methods of identification that the Commission should consider?

Where a parent has requested that an operator provide them with access to any
information collected by the siteabout their child, the proposed rule statesthat operator must
“ensurethat the requester isa parent or that child, taking into account available technol ogy.”

The Commission suggeststhat one method an operator could verify that an individual isthe

parent of a child is by providing the operator with a copy of the parent’s driver’s license,
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showing that the parent and child live at the same address. It isunclear at thistime whether
such a system is practical or feasible since such method would require operators to verify
identity based on mailed-in copies of identification, which would not only take a significant
amount of time, but would also be of less help where a parent or guardian does not live with
his’her child or hasadifferent surname. Moreover, many operatorsdo not collect children’s

offline addresses so there can be no comparison of a parent’s address with a child's.

Similarly, at thistimeit isunclear that therearefeasible or effective methods of doing
onlineidentity verification. Whilesuch methodsare currently under devel opment, mandating
the use of certain methods, such as credit card verification, which may only be applicable
where thereis a commercial transaction involved in the registration process, may currently
be too burdensome for small operators and may also thwart the development of alternative
methods of verification. Rather than mandating the use of certain technologies, some
CARU-compliant sites have found ways to facilitate parental access to their child's

information without requiring online identification.

An alternative method to allow parental accessto their child’s profile without using
an identity verification mechanism (such as appearing in person with valid photo
identification) is to require the parent to create a password when registering their child that
they would use to preview the child’'s personal profile.  Thus, only the parent would have

access to the information to modify or remove the child'sinformation.

One example of a CARU-compliant site using such amechanism isHeadbone Zone

at http://www.headbone.com/. For achild tousecertain interactivefeaturesat Head BoneZone

such as the HBZ chat and the HBZ pager, a parent must complete an offline registration
process by using atoll-free number or via facsmile. At the time of registration the parent
creates the child’ s profile along with a password to be used for log-in and to make changes
or deletethe child’'sprofile.  The password is not disclosed by the operator to any other

parties, thereby providing aparent with accessto the child’ saccount information at all times.
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(b) Inparticular, arethere other methodsthat could constitute proper identification in non-
traditional family situations(e.g., wherethe child and parent do not live at the same address
or where someone other than a parent isthe legal guardian)?

Whereasiteestablishesapre-registration password system (described above), parents
or guardians may be abl e to access a child’ sinformation without having to provide an offline
identification. Similarly, webelievethat other methods of verification or Siteregistration will
emerge that may provide for greater flexibility both for parents and operators.

(c) Arethere any technological advances under development that may ease the process of
obtaining proper identification of a parent?

Many e-commerce and privacy experts expect that the use of digital signatures or
trusted third partieswill help easethe current difficultiesin verifying identification online. At
thistime, however, it appearsthat such technologies arein their infancy and that they arein
limited use, mostly in busnessto-business transactions. Other privacy enhancing
technologies that are still under development include the World Wide Web Consortium
(W3C)'s Platform for Privacy Preferences Project (P3P)°. P3P provides a framework for
informed online exchanges, whereby a user exercises preferences over a Web sites privacy
practices and tailors the type of information that is released to the site. Thus, the user
negotiates whether the site has met pre-established criteria on what information he or sheis

willing to exchange and under what circumstances.

Wewill continueto monitor such developmentsand encouragetheir useby operators
asthetechnol ogiesfurther mature and becomefeasibleeven for small sites. Until such atime,
we bdieveit ispremature for the Commission to mandate the use of such online verification

mechanisms.

Prohibition against conditioning a child’s participation on collection of personal
information

3 See W3C's "P3P in a Nutshell" online at: <http://www.w3.0rg/P3P/Overview.html> and
Architecture is Policy Case Study: Cooperative development as a means for a standards-based
Implementation for Privacy on the Internet by the Electronic Frontier Foundation, online at:
http://www.eff.org/privacypaper/.
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23. Section 312.7 prohibits operator from conditioning a child’' s participation in a game,
the offering of a prize, or another activity on the child’s disclosng more personal
information than is reasonably necessary to participate in such activity. What kinds of
information do sites collect as a condition of allowing a child to participate in a game,
contest, chat room, or other online activity?

As previoudly noted, since 1997, when CARU first ingtituted its Guidelines for
Interactive Electronic Media, we have monitored and worked with more than 150 child-
directed sites to secure compliance with our Guidelines. The CBBB is pleased with the
progress that site operators have made in devising comprehensive privacy protections since
therelease of CARU’s Guiddines and the launch of the BBBOnNLine program thisyear. We
will continue to encourage site operators to embrace our standards for privacy protection,
through compliance with our guidelines, enrolling in the BBBOnLine Kids Privacy Seal

Program and by continuing CARU’ s routine patrolling of children’s sites.

In addition to posting privacy policies, through our efforts, many sitesnow collect no
more information than necessary to permit children to participatein Site activities and allow
them to create screen names that allow them to post messages or play games online without
revealing personally identifiable information. To underscore these achievements, we have
listed a feaw CARU-compliant sites that allow children to participate in activities without
registering and that provide COPPA compliant parental noticeand consent whereregistration
isrequired because of the nature of the activity. Many of these sites have been ranked among
the top hundred children’s sites.

Purple M oon Place at http://www.pur ple-moon.com/. PurpleMoon istheonly web site

100% dedicated to 8-to-12-year-old girls. Among this sites features are online games, e -
postcards that may be shared with friends and bulletin boards (that require offline parental
registration).

The Public Broadcasting Station’schildren’ssite at http://www.pbs.org/kids. This

sitefeatures educational programming information, activities such as*Fun and Games,” with

acoloring section, a jokes section, akareoke sing-a-long area; “Babble On,” an interactive
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writing section, and a pre-school activities section. The site also includes a section on

technical literacy for children which teaches “Internet know-how.”

M attel’sHot WheelsWeb site at http://www.hotwheels.com/. Thisstealowschildren

to customize their own web page using only a screen name.

Sportslllustrated for Kidsat http:/mww.sforkidscom/. Thissteistheonlinecounterpart

to the magazine directed at younger sportsfans. Sl for Kids offers numerous online sports
games, articles, user writing submission features that children may use without any
registration.

MARS, Inc.’s M& M’s site http://www.m-ms.com/. Site features M & M’s trivia,

virtual factory tours explaining how the chocolates are made, recipes, the M & M’s Motor

Sports Channel, games, comics, a virtual art room that can be used without registration.

CrayolaCrayon’ sweb siteat http://www.crayola.com. Atthissite, children may color

pictures online and download pictures to color offline, find fun facts about crayons, stories,
play games such as“Color Match’n Madness — all without providing personaly identifiable

information.

MamaMedia, Inc.’s Site at: http://www.mamamedia.com. This Site contains digital

toolsthat let kidscreatetheir own storiesand plays, artwork and characters. It containsmany
activities for very young Web users that do not require any information disclosure to
participate.

Whilewe are extremey encouraged by the efforts of these Sites, at the sametime, we
acknowledge that some sites continue to engage in information collection practices that
violate both COPPA and CARU Guiddines. Through our routine patrolling of online kids
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sites, CARU hasfound that certain sites continue to collect information from children, such
ase-mail addresses, offline addresses and phone numbers. Moreover, somesitesthat feature
chat rooms, pen pal servicesor that allow usersto create their own home pages often permit
children to sign-up for services and post information online without satisfying the parental

notice and consent requirements.

When CARU identifies such non-compliant sites, we begin our inquiry process to
attempt to bring thesitein compliancewith our Guiddinesvoluntarily. Overall, wehavebeen
successful in achieving such voluntary compliance and in helping Sites create interactive
features without requiring children to provide identifying information or requiring that the
sites obtain verifiable parental consent before allowing children to participate. But wherean
operator refuses to implement necessary changes, CARU reports such findings publicly and
refers the operator to the appropriate regulatory body (in some cases, the Federal Trade
Commission). BBBOnNLineproceduresal sorequirereferral of non-compliancetoappropriate

governmental agencies.

One example of arecent inquiry where CARU reported a site to the Federal Trade
Commission because the operator failed toimplement our Guiddineswaswith thesite“Talk

City,” at http://www.talkcity.com.* The Tak City site came to our attention through routine

patrolling of the Internet. CARU’ sreview of the sitefound that it contained numerous areas
where visitors can enter information about themselves, and communicate directly with each
other, either in chat rooms (kids and adult directed), message boards (kid and adult directed)
or their own home-pages administered by Tak City.

We have found similar problems on other sites as well and continue to reach out to
operators to bring them into compliance. Our organization is committed to continuing the

process of working with site operatorstoimplement both our guidelinesandtoassist Website

* The full decision of the Children’s Advertising Review Unit in this matter is published in the
NAD Case Report, May 1999 (published by the National Advertising Division of the Council of
Better Business Bureaus).
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operators in complying with COPPA, and believe that we have substantially affected the

number of stesthat engage in unfair information collection practices from children.

B. Section 312.10—Safe Harbor Requirements

General Comments

CBBB enthusiastically supports the concept of the “safe harbor” as an effective
tool to encourage and reward industry self-regulation. It isrecognition by the Congress
and the Commission that voluntary compliance has more staying power, more flexibility
and best conserves limited government resources better devoted to significant law

enforcement needs.

At the sametime, if the standards for qualification as a safe harbor are not
sufficiently rigorous, that might unintentionally result in a false sense of security by the
public and create disincentives for participation in credible, thorough programs. CBBB’s
November 19, 1998 comments to the Department of Commerce (DOC) with respect to
the DOC-European Union safe harbor negotiations sum up our views on the need for

meaningful standards for self-regulation programs.

“Our experiencein operating a “seal” program online in connection with helping
consumers find reliable companies,

http://www.bbbonline.org/businesses/r dliability/index.html, isthat many new
companies, inexperienced in the consumer protection field, have seen the Internet
as an attractive entrepreneurial opportunity, but too many do not deliver or even
attempt to deliver ahigh integrity service. There have even been occasional “seal
givers’ that appear to be “shills’ for their participating companies. Theresultin
these Situations, of course, isimproper and dangerous reliance on these “seals’ by
unwary consumers, and a risk of lessening respect for online consumer protection
effortsin general. It can be expected that online privacy seal and other private
sector enforcement efforts will encounter similar problems, and these may even be
greater because of the likely widespread public education efforts underway or
planned by the private sector and government aimed at recommending to
consumers that they look for a“seal” or other indicator of an online privacy
enforcement mechanism. Moreover, without rigorous and somewhat more
detailed standards defining acceptabl e enforcement programs, a principle of
“adverse selection” may drive businesses to the weakest or less demanding of the
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programs, thereby depriving the public of needed minimum protections and risking
the eventual collapse of the safe harbor concept.”

With these considerations in mind, the CBBB commends the Commission for an
excdlent start in development of the safe harbor framework, and offers the following

comments and suggestions for possible improvements:

§312.10(b)(1)

This section requires self-regulatory guidelines seeking safe harbor approval to
require that “operators subject to the guidelines (‘ subject operators’) implement the
protections afforded children under this Rule.” Some additional clarification would be
helpful.

Is an operator “subject to” approved saf-regulatory guiddines smply if the
operator collects information from children, or must an operator and/or the self-regulatory
program publicly declare the intent of the operator to be bound by the guiddines? We
assume (and recommend) the latter. Unless a public declaration of some sort were
required, the self-regulatory program would have no reliable vehicle for testing
compliance or not, and the public would be unable to rely on the self-regulatory program
as a basis for making a judgment to visit the web site or not. Of course, any declaration of
an operator that it is subject to the guidelines (say, for example, by display of aseal or a
membership insignia) would need to be consistent with the rules of the program to assure

trademark and enforcement integrity and to avoid fraudulent declarations of compliance.

25. Section 312.10(b)(2) requires that, in order to be approved by the Commission,
self-regulatory guidelines include an effective, mandatory mechanism for the independent
assessment of subject operators compliancewith theguidelines. Section 312.10(b)(2) lists
several examples of such mechanisms. What other mechanisms exist that would provide
similarly effective and independent compliance assessment?
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Section 312.10(b)(2) requires that a "mandatory mechanism™ be used to conduct
an assessment of compliance with self-regulatory guidelines, provides alternatives for
achieving compliance, and isinterpreted by commentary as precluding "salf-assessment” as
the only method for assessing operator compliance. As a starting point, we assume that
the phrase "mandatory mechanism” means that all subject operatorswill bereviewed in

accordance with the mechanism's assessment criteria and guidelines.

While we applaud the flexihility in the use of a combination of the three
“ mandatory mechanisms’ proposed by the Commission, we believe that additional
clarification with regard to compliance review activities be provided. For example, we
recommend that compliance review activities be undertaken in two separate stages — an
initial review and subsequent periodic reviews -- and that each be recognized by the

regul ations as separate and important components.

For example, both BBBOnLine and CARU currently conduct initial
comprehensive reviews of digibility of entities contending to be subject operators.
BBBOnLinerefersto theseinitial reviews, done prior to award or display of a compliance
acknowledgment or seal, as compliance assessments. Similarly, when CARU is contacted
by an operator to review its information practices, or when CARU finds a site that is not
in compliance with its Salf Regulatory Guidelines, CARU conducts areview of the Site€'s
information collection and privacy practices. Such initial reviews should be required by
the Commission to encompass not only a comprehensive review of the operator's privacy
policy, but should also reasonably ascertain that internal management controls and data
collection, storage, security and use procedures are in place to make compliance with the
privacy policy likely. Consumer reliance on an operator's alleged conformity to self-
regulation guidelines cannot await ex post facto "periodic review" asthe exclusive
method for verification. In addition, the regulations should require additional initial
assessments whenever an operator's policy or information practices are substantially
changed or the operator's corporate organization relevant to data collection and useis
substantially changed. In sum, in addition to the three mechanisms presented by the
Commission, we believe that the first mechanism that should be employed by an
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independent body is areview of the subject operator’s practicesin order to determineits

initial compliance with the saf regulatory guiddines.

Second, we agree that the subsequent "periodic reviews' of continued compliance
areindeed crucial and appropriate requirements of the regulations. BBBOnLine conducts
post-eligibility reviews in two ways-- on an annual basisall seal participants must complete
an updated compliance assessment document, which BBBOnNLine will review; and, in
addition, all seal participants are subject to random and on-site verification reviews.

CARU concursthat such periodic review is necessary not only when an operator adds new
interactive features that may require changes to its privacy policy, but also at regularly
defined intervals. We believe further clarification is needed, however.

For example, it would be helpful to clarify that the information practices referenced
are only those practices required by the rule, rather than the full range of information
practices in which the operator is engaged. In addition, while we agreethat it would not
be useful to provide arigid definition of "periodic,” we believe that the program's
guidelines should be required to specify criteria, schedules or procedures for determining
the timing of regularly conducted reviews. This might be “every six months,” "every
year," or “no lessthan every two years," or might vary depending on complaint history,
changes made in site content and features, etc. Such arequirement would allow the public
and the Commission to ascertain whether reviews are likely to occur as indicated and to

compare the merits of different verification regimes.

Further, we interpret the distinction between review of information practiceson a
"random” basis and review of "all" information practices to mean that "random" refersto
aprogram’ s option to review compliance by subject operators with some, but not all,
eligibility requirements at defined intervals. In other words, as many government agencies
typically do in enforcing statutory requirements, statistically acceptable, random auditing
tools would be used to maximize compliance and minimize routine and unnecessary costs.

For example, BBBOnNLine expects to verify, with the assistance of outside experts,
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different digibility requirements for different operators, depending on criteriathat are
being devised to provide a high confidence level that the frequency and nature of reviews
will be ardiable basis for assuming overall compliance. If our understanding of the
distinction drawn between “random” reviews and reviews of “dl” information practicesis

not correct we would appreciate clarification.

We also recommend that the regulations require that self-regulatory guidelines also
require that if the random review option is selected, additional reviews will be made of
other digibility requirementsif the random review indicates substantial non-compliance

with the reviewed characteristics.

The Commission also suggests that seeding of a subject operator’s databases in
conjunction with periodic reviews is an effective mechanism to test compliance. CARU
currently “seeds’ many sitesthat have already been reviewed and found to bein compliance

in order to help ensure continued compliance when new features are added to a Site.

Finaly, whileweagreewith the Commission’ sconclusion that assessment must not
be based solely on sdlf-assessment by subject operators, we believe that self-assessment can
play an important rolein ensuring that the subject operator’ soverall information and privacy
practices are coordinated in a secure and effective manner. For example, where an operator
has designated an information officer who is ultimately responsible for overseeing how data
iscollected or maintained and that asiteis securethrough the use of firewallsand encryption,
etc., that officer could be responsible for supplying the sdlf-regulatory body with a regular
report or affidavit assuring compliance. Such an annual declaration could include a statement
describing the operator’s security
policies, processes, and procedures; or certify that it observes procedures consi stent with our
prescribed systems security rules. Under the Communications Act of 1934, such affidavits
have been used as a method for telecommunications carriers to ensure the integrity of

telephone communications from arbitrary or unauthorized eavesdropping or wiretapping._
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26.  Section 312.10(b)(3) requiresthat, in order to be approved by the Commission,
self-regulatory guidelines include effective incentives for compliance with the
guidelines. Section 312.101b)(3) lists several examples of such incentives. What other
incentives exist that would be similarly effective?

The listed optional incentives for compliance with salf-regulatory guidelines,
include (i) mandatory, public reporting of disciplinary action taken againgt subject
operators by the industry group promulgating the guidelines; (ii) consumer redress; (iii)
voluntary payments to the United States Treasury in connection with an industry-directed
program for violators of the guidelines; or (iv) referral to the Commission of operators
who engage in a pattern or practice of violating the guidelines. While we believe the
optional incentives for compliance are cregtive and helpful, they fail to distinguish among
incentives that are useful options and those that are essential for adequate performance

and public trugt.

In our view, al safe harbor programs should be required to make referralsto the
Commission in appropriate cases, and public reporting of disciplinary actions should be
madein all cases, not merely asincentive options. For example, in the monthly NAD Case
Reports, published by the National Advertising Division of the Council of Better Business
Bureaus, CARU publishes formal cases against advertisers and site operators, aswell as
informal inquiries resulting in voluntary compliance or finding compliance, as well as work
with operators or advertisers requesting pre-screening of their promotions to_ensure
regulatory compliance. BBBOnNLine procedures smilarly require the publication of all
non-compliance findings and all dispute settlement decisions. Consumer redress and
voluntary Treasury payments as optional incentives are useful, and perhaps could be
evaluated by the marketplace when reviewing and comparing overall effectiveness of
particular self-regulation programs, but they are not sufficient substitutes for referral and

publicity incentives.

In thisregard, we also recommend that Commission referrals should be required
whenever thereis afailure of the operator to bring practices into compliance when non-

compliance isidentified, without waiting for a“pattern or practice’” of non-compliance to
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develop. CARU and BBBOnLine, for example, will refer all cases of non-cooperation to
the Commission, and indeed would not expect to have continuing violators remaining as

supporters or program participants.

Finally, we urge an additional required incentive, namely mandatory corrective
action consistent with the scope of the violation uncovered (e.g., “take Mrs. Jones off the

mailing ligt,” or “rewrite the company's onward transfer procedures’).

Additional Recommended Safe Harbor Requirements
1. Insulation of Investor Influence from Decisions

We believe that self-regulation programs must not be influenced by investor profit
motive. We urge that safe harbor status be available only to non-profit organizations or to
for-profit companies that otherwise demonstrate that self-regulatory decisons are
completely insulated from owner or investor influence or control. Cf. 16 CFR 8703.3(b)
[warrantor dispute settlement mechanisms must be “ sufficiently insulated” from the
warrantor]. The profit incentive should not be allowed to compromise compliance and

dispute settlement activities.

2. Additional Incentives—“Prior Resort” and Civil Penalty Waiver

The proposed incentive regarding Commission consideration in cases of possible
non-compliance by safe harbor program participants of whether to launch an investigation

or of appropriate remedies are very helpful, but in our opinion do not go far enough.

An additional helpful incentive to participate in a safe harbor program would be an
affirmative commitment by the Commission to refer in the first instance privacy complaints
under the COPPA ruleto safe harbor programs that offer accessible, affordable and timely
dispute settlement procedures. Thiswould be similar to the “prior resort” option for
consumer product warrantors under 16 CFR 8703.2. A similar “prior resort” incentive

should also be applicable to State Attorney General actions otherwise authorized by
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COPPA. Under this approach, complaints filed with the Commission or state and local
authorities would be referred to the approved safe harbor program, and would not be
processed by the public agency unless compliance were not achieved by the program in a
reasonable time. Aswe envision such a requirement, the program would report the result
of itsreview to the “referral” agency, which could proceed if non-compliance remains or if

a pattern of non-compliance is demonstrated.

Similarly, because violations of Commission rules carry therisk of civil penalties,
the Commission could further provide incentives for self-regulation by waiving civil
penalties for operators that comply in good faith with the safe harbor program’s directions

for corrective action.

ADDITIONAL SAFE HARBOR COMMENTS
1. §312.10(c)

We understand and appreciate that the application material proposed to be
required is probably designed to enable efficient and thorough review by the Commission
and to alow the public to make meaningful comment on the application for safe harbor
treatment. We are concerned, however, that the application requirements could
unintentionally impose unnecessary burdens and result in a mechanistic application of the

requirements to everyone' s disadvantage.

We believe that the information required under (c)(i) and (ii), namely the full text
of the guidelines and a comparison of each provision of the guidelines to the
corresponding requirements of the Rule, should provide a sufficient basis for Commission
action. Any further statement [as proposed in (c)(iii)] explaining how the guidelines,
including the assessment mechanism and compliance incentives, meet the requirements of

the Rule should be optional. In most cases the “ match” of guidelines and Rule



reguirements should speak for itself, and where further explanation is desired the applicant
can be expected to provideit or not at its own peril. If our recommendation to make the
(co)(iii) requirement optional is accepted, we recommend that (c)(i) be clarified to include
reference to the assessment mechanism and compliance incentives, and that (c)(ii) be

amended to add 8312.10 to thelist of Rules requiring comparison to the guidelines.

2. §312.10(c)(2)

COPPA affords the Commission 180 days to act on applications for approval of
safe harbor guiddlines. We also recogni ze that the Commission needs a reasonable time to
make a thorough review and consider public comments. The fact remains, however, that
sx monthsis a huge time period to ask applicants and their participating companies to

wait for approval and the attendant certainty.

We recommend that the Commission signal itsintention to proceed with the
urgency demanded by the subject, and provide in the Rule that it will normally determine
applications within a 90-day period. Such atime frame might be temporized by allowing
the Commission to determine in particular cases requiring additional time, and publish a
notice to the effect, that additional time is needed on a particular application.

At the very least we recommend that in cases where further information is needed
from the applicant that the Commission not restart the time clock unless the missing
information precluded any meaningful review from being commenced. |If additional
information is requested, the decision-making time frame may be tolled, but should not be
restarted, because of the unnecessary delay that restarting the clock would entail and its
susceptibility to abuse. In thisregard, if thereis missing information that did not preclude
the start of a meaningful review, the Commission should smply request the additional
information, and not reect the application as suggested by the commentary to the
proposed Rule.
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Further, the Commission should specify the amount of time that generally will be
afforded the public to comment, say 30 or 45 days. Asthe commentary now readsit
appears that the time for comment will be set on an individual bas's, which might not be
fair to either the public or the applicants, and might subject the Commission to charges of

bias.

Finally, the commentary provides that Commission approval of any application will
be effective 45 days from publication in the Federal Register. Given the delays sometimes
encountered by agenciesin Federal Register publication, approvals might not become
effective for as much as six weeks or more after actual agency action. We see no purpose
tothisdelay. Unlike arulethat would impose a burden on a segment of the public, and
which therefore might reasonably be delayed to provide opportunity for getting into
compliance, safe harbor application approvals will provide a benefit and impose no
hardships requiring planning or adjustment. Indeed, the extra period prior to effectiveness
of the approval may well contravene the statutory requirement for final agency action
within 180 days, at least in cases where the agency ‘s approval takes longer than 135 days

to complete.

3. §312.10(d)

As proposed, the records provision of the Rule establishes a retention time period
for consumer complaint records (three years), but none for records of disciplinary actions
and independent assessments. This suggests that these records will need to be maintained
permanently. We do not understand why thisis needed, and recommend that a uniform
record retention standard be adopted. Three years, or for so long as the operator remains
a participant, whichever islonger, seems appropriate. In addition, we urge the
Commission to consider whether and to what extent maintenance of records in eectronic

form can satisfy the Rule.
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Finally, it is crucial to the success of self-regulation programs that proprietary data
that is submitted by applicants or is referenced in assessment and verification reviews by
the sdlf-regulation program retain the confidential status they are afforded by the program
as a means to encourage voluntary participation. At the very least, these materials should
be afforded trade secret status under the Freedom of Information Act, which would allow
for notice to the company that a request for the proprietary information has been made.

*k*k*%x

Again, we congratul ate the Commission for its appreciation and understanding of the twin
goals of protection of children’s online privacy and of encouraging the private sector to
create the programs needed for effective implementation these protections. CBBB, its
two divisions, CARU and BBBOnLine, and our supporters, sponsors and participants, will
continue to work closely with the Commission and its staff to ensure effective

implementation of COPPA and maximum, safe enjoyment of the Internet by children.

Respectfully submitted,

Elizabeth Lascoutx, CBBB Vice President and Director, CARU

elascoutx@caru.bbb.org

A. Cassidy Sehgal, CARU Staff Attorney

csehgal @caru.bbb.org

Gary Laden, Director, BBBOnLine Privacy Program

gladen@cbbb.bbb.org
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