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The Clock is Ticking.The Clock is Ticking.

Will we have a future?Will we have a future?
Will our future be 
crippled or impoverished 
by the inability to reach 
back and retrieve 
important information?



What will happen if
we can’t retrieve 
documents we 

need?



What will happen ifWhat will happen if

our computers can’t properly our computers can’t properly 
display documents we need?display documents we need?



What will happen if
we loose essential 
parts of documents 

we need?



Your digital photos

What will happen ifWhat will happen if
we can’t access key records of 
important events in the 20th & 

21st centuries?



What will happen ifWhat will happen if

we loose the ability to we loose the ability to 
analyze past mistakes?analyze past mistakes?



What will happen ifWhat will happen if

Source: CLindberg
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we loose the ability to maintain we loose the ability to maintain 
critical infrastructure?critical infrastructure?



What will happen ifWhat will happen if
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Our military cannot Our military cannot 
access records essentialaccess records essential
to our national defense?to our national defense?



What will happen if

Doctors cannot access complete Doctors cannot access complete 
patient’s medical records over patient’s medical records over 
the life of the patient?the life of the patient?



All of these things will        
.

 
happen unless we           

.  develop a rich, robust, 

.
 
and adaptable set of  

.
 
reliable tools for        

.     sustained access to 

.
 

authentic electronic 
.       records.



BEST OF 
TIMES

WORST OF 
TIMES

What are the Chances?



Reasons for Pessimism

The volume of data is increasing exponentially.
The variety and complexity of digital data are 
increasing.
No one knows how to preserve and provide 
sustained access to authentic electronic 
records for most digital formats.
No one knows what information technology will 
be in the future .

People will want to use the best available technologies to 
discover and access records from the past
The best technologies will not be those that were used 
originally to create, process, and store the records.  

Resources needed to address the challenges are very 
large 



Reasons for Optimism

Recognition of the importance of the 
challenge is growing 

Increasing interdisciplinary collaborations 
are addressing the problem

More and more resources are being 
devoted to solving the problem

No technological barrier has been 
identified that would prevent successful 
solutions from being developed



Reasons for optimismReasons for optimism

President’s 2009 Request
Strategic Priorities Underlying This Request

The Networking and Information Technology 
Research & Development Program

“Information infrastructure: New 
approaches, technologies, and tools 
for long-term preservation, curation, 
sustainability, accessibility, and 
survivability of significant electronic 
data and information collections….”

 

“Information infrastructure: New 
approaches, technologies, and tools 
for long-term preservation, curation, 
sustainability, accessibility, and 
survivability of significant electronic 
data and information collections….”



Reasons for optimismReasons for optimism

National Archives and Records AdministrationNational Archives and Records Administration
 Electronic Records Archives ProgramElectronic Records Archives Program



Where in the World is ERA?Where in the World is ERA?









Rocket Center, WV



E O Byrd Bldg







Status of ERA Development:
 RequirementsRequirements

•
 

No indecision about what is required.
•

 
NARA’s requirements were
–

 
Defined in an iterative process involving the 
entire agency, from top to bottom, and 
including input from the IT industry and the 
general public

–
 

Definitized
 

in the ERA Requirements 
Document in December 2003 

–
 

Stable ever since.



Status of ERA Development:
 CostsCosts

•
 

The ERA development has suffered both cost 
underruns

 
and cost overruns.

•
 

Underrun: 
–

 
the cost of the Initial Operating Capability, as orginally

 defined by NARA, turned out to be twice the level of 
funding that became available in the two year period:  
$134 M v. $ 63 M.

•

 

NARA and Lockheed Martin renegotiated the contract to 
define a smaller, but still worthwhile IOC system within 
available funding.

•
 

Overrun: 
–

 
The delay in reaching IOC is expected to increase its 
price by an estimated $16 M. 



Status of ERA Development:
 DeliverablesDeliverables

•
 

Unlike some other major system developments 
in the Federal Government, NARA is getting the 
system it contracted for.

•
 

The delivery of the first operational system has 
been delayed from the original target of 
September 2007.
–

 
Since reaching agreement with NARA on a revised 
schedule, the contractor has not missed a single 
deadline.

•
 

The IOC system will be worthwhile.  It will be 
used immediately by NARA and four other 
agencies



GAOGAO
 

Observations on the Current Observations on the Current 
State of the ERA ProgramState of the ERA Program

•
 

“NARA Is Working to Overcome ERA Schedule 
Delays through Parallel Development Projects, 
but Uncertainties Remain”

“ERA Base System Is Generally on Schedule to 
Achieve IOC, but Testing Delays Are a Risk”
“EOP System Is Being Developed, but Completing 
the Development in Time for the Presidential 
Transition Is Uncertain”

Testimony to U.S. Senate, Subcommittee on Federal Financial 
Management, Government Information, Federal Services, and International 
Security, May 14, 2008 



Will NARA overcome the Risks 
to Initial Operating Capability?



When Will ERA Reach Initial 
Operating Capability (IOC)?





What will the System Do at IOC?
•

 
Focus:
–

 
Federal Records

–
 

National Archives and nationwide records 
management

•
 

Functions:
–

 
Creation, review and approval of records 
schedules

–
 

Manage transactions for transfer of physical 
and legal custody of all types of records

–
 

Actual transfer, inspection, and archival 
storage of electronic records



IOC Records Management

•
 

Create, submit, review and approve
–

 
Records Schedule

–
 

Transfer Plan
–

 
Transfer Request

–
 

Legal Transfer Instrument
•

 
Link to Records Schedule Item
–

 
Transfer Plan

–
 

Transfer Request
–

 
Legal Transfer Instrument

•
 

Enforce Policies



Records Schedule: Current 



E-Records Schedule

•
 

Basic requirements have NOT been changed
–

 
What is required now will still be required

–
 

What is optional now will still be mostly optional 
•

 
What’s different?
–

 
Some new required information

–
 

Structured fields for data capture 
–

 
Controlled values

–
 

System validation
–

 
Declared & enforced dependencies

–
 

Schedule Items
–

 
Deterministic disposition instructions



New: Controlled Values

Fields prepopulated

 

based on user profile



Verification
Reports

Verification
Reports

New: Lifecycle Management Dependencies
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New: E-Records Schedule Items

•
 

An item is an item is an item
═Title + description of a set of records and a 

disposition instruction for them
–

 
No sub-items

•
 

“Overview”
═Title + description associating two or more 

items.
Open optional hierarchies of Overviews



New: Deterministic Disposition Instruction

Permanent RecordsTemporary Records



Transfer of Records
•

 
Records are transferred to NARA
–

 
For storage in a Federal Records Center, under 
agency’s legal control

–
 

For preservation in the National Archives, with legal 
custody transferred to NARA

•
 

Current processes primarily paper-based 
–

 
Standard Form 135 tracks the physical 
transfer of records to an FRC

–
 

SF 258 tracks the physical transfer and legal 
accessioning into the National Archives

•
 

Means of transfer predominantly by 
physical media, even for electronic 
records



Transfer of Records via ERA

What’s different? 
•

 
Separate processes for physical and legal 
transfer

•
 

One form and workflow for all physical transfers
Temporary and permanent records
Hard copy and electronic records
Federal Records Centers and National Archives
New e-Form, “Transfer Request” will be used for all 
physical transfers

•
 

Transfer of electronic records can be online in 
the system or on digital media.



Permanent Electronic Records: As Is

•
 

Paper Standard Form 258 basis for managing 
transfers

•
 

Separate systems
–

 
track individual accessioning and preservation steps 

–
 

create preservation copies of transferred files
–

 
verify if structured and semi-structured data conform 
to specifications

–
 

provide online access to some accessions of 
structured and semi-structured data

•
 

Storage on magnetic tapes on shelves



Electronic Records Processing in ERA

•
 

All processing, storage and access within one 
system

•
 

Tool to extract and transmit electronic records from 
agency systems

•
 

Controlled by Records Schedule, Transfer Plan and 
Transfer Request

•
 

Automatic scan and purge transferred files of malware
•

 
Automatic scan for presence of sensitive content with 
appropriate isolation & controls

•
 

Automatic verification of transferred files
•

 
Visual inspection of transferred files

•
 

Automatic metadata extraction and management 
•

 
Identify, communicate and resolve transfer problems



What Happens After Initial 
Operating Capability?

Next: ERA Next: ERA 
System for System for 
Presidential Presidential 
Electronic Electronic 
RecordsRecords



Will NARA overcome the Risks 
to the EOP ERA System?



When Will the EOP ERA System 
be Ready?



What will the EOP System Do?
•

 
Focus:

Electronic records of the Executive Office of the 
President, G W. Bush

Includes the Records Management Application for paper 
records.

Presidential Libraries
•

 
Functions:  (at scale)
–

 
Rapid ingest & indexing 

•
 

Transformation to more accessible form.
–

 
Archival storage

–
 

Full content search
–

 
Basic case management for special requests



What’s in Store for the Future?
•

 
Governmentwide expansion

•
 

Public access
•

 
Full Lifecycle Management Plans

•
 

Preservation Framework
–

 
Introduction and use of a variety of tools for different 
preservation needs

•
 

Search Framework
–

 
Introduction and use of a variety of search tools

•
 

Archival Description
•

 
Appraisal case management and workflow

•
 

FOIA and other access case management
•

 
Review and redaction of sensitive content



DREN

How Will the System Grow and Evolve?

NARANET

Public

EOP
ERA

Future ERA 
Instance

System 
Operations 
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Instance
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Internet



What is the Development Timeline?

Full Operating Full Operating 
CapabilityCapability

ERA Base

ERA EOP

ERA Base 
Enhancement

Increment 3

Initial Operating Capability (IOC)

6/08

Operation & Maintenance

9/05 9/06 9/07 9/08 9/09 9/10 9/11

Increment 4

Increment 5



What are the major challenges to 
reaching Full Operating Capability?



Major Challenges to Reaching Full 
Operating Capability?

•
 

Acquiring sustainable, extensible 
techniques for long-term preservation and 
access to authentic records.

•
 

Meeting customer expectations 

•
 

Fostering partnerships for preservation, 
access and customer support.

•
 

Funding.





Lessons Learned
Capability-Maturity is not an inherited 
condition 

But it can be bought
-

 
to a degree

Mature development methods suffer typical 
aging problems: 

Hardness of hearing 
Loss of agility



DON’T AUTOMATE DON’T AUTOMATE 
THE SPIDER WEB!THE SPIDER WEB!

Lessons Learned
Requirements may creep, but rules 
entangle

Rules have exceptions
Rules change



Lessons Learned
Specifying and satisfying requirements is a 
feedback loop

Technical 
Solutions

Perceptions

Requirements



For more information:
 www.archives.gov/era
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