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UNITED STATES DEPARTMENT OF COMMERCE
BUREAU OF INDUSTRY AND SECURITY
WASHINGTON, D.C, 20230

in the Matter of

Jobn H. Carrington
2316 Wakefield Plantation Drive
Raleigh, North Carpling 27614

Respondent

ORDER RELATING TO JOHN H. CARRINGTON

The Bureau of Indusiry and Security, U.S. Department of Commerce (“BIS”) has notified
John H. Camington (“Carrington”) of its intention to initiate an administrative proceeding against
him pursuant to Section 766.3 of the Export Administration Regulations (currently codified at 15
C.ER. Parts 730-774 (2005} (“Regulations™),’ and Section 13{c) of the Export Administration
Act of 1979, as amonded (50 U.5.C. app. §§ 2401-2420 (2000)) {“Act™),’ by issning a proposed
charging letter tssued to Carrington that alleged that he committed 181 violations of the

Regulations. Specifically, the charges are:

fd

' The charged violations occurred from 1999 to 2004. The Regnlations governing the
violations al issne are found in the 1999 to 2004 versions of the Code of Federal Regulations {15
CFR. Parts 730-774 {1999-2004)). The 2003 Regulations establish the procedures that apply to
this matter.

* From August 21, 1994 through November 12, 2000, the Act was in lapse. During that
periad, the President, through Executive Order 12924, which had been extended by successive
Presidential Notices, the last of which was issued on Aungust 3, 2000 {3 CF.R., 2000 Comp. 397

20013}, continued the Regulations in effect under the International Emergency Beonomie
Powers Act (30 US.C. §41701 - 1706 (20000 (“IEEPA™). On November 13, 2000, the Act was
reanthorized and it remained in effect through August 20, 2001, Since August 21, 2001, the Aci
has been in lapse and the President, through Bxecutive Order 13222 of August 17, 2001 (3
CER,, 2001 Comp. 783 (20023}, as extended by the Notice of August 2, 2005, (70 Fed. Reg.
45273 {August §, 20035)), has continued the Regulations in effect under [EEPA.
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1. One Violation of 15 CFR. §764.2(3) - Conspiracy to Viclate the Regulations:
Beginning in or about September 2000 and continuing through in or about March
2004, Carrington conspired and acted in concert with others, known and
unknowin, to do or bring about an act that vinlates the Regulations. The purpose
of the conspiracy was to export fingerprint imaging equipment and fingerprint ink
and powder, items subject to the Regulations, from the United States to the Hong
Kong Special Administrative Region (“Hong Kong™) through Italy without the
LS. Department of Commerce licenses required by Section 742.7 of the
Regulations. Fingerprint imaging equipment is classified under Export Control
Classification Number ("ECUON) 3A981, and fingerprint ink and powder is
classified under ECCN 1AD85. Carrington and its co-conspirators took acts in
furtherance of the conspiracy by experting fingerprint imaging equipment and
fingerprint ik and powder from the United States to Hong Kong through lialy
without the required license.

25 Violations of 15 CFR. §784.2(a) - Exporting Fingerprint Imaging Fquipmeny

N2

without the Required Licenses: On 28 occasions, between on or about September
29, 2000 and on or about March 31, 2004, Camrington engaged in conduct
prohibited by the Regulations by exporting or causing to be exported fingerprint
imaging equipment, ttems classified under ECCN 3AR81, to Hong Kong through
ftaly withouot the hicenses required by Section 742.7 of the Regulations.

3 25 Vielations of 15 CF.R. § 764.2(e} - Selling Fingerprint Imaging Equipment
with Knowledge of a Violation of the Reguiavions: On the same 23 occasions
described above, Carrington sold fingerprint imaging equipment, items classified
under BCOM 3A981, to Hong Kong theough Haly with knowledge that a violation
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of the Regulations was gbout to oceur in connection with the items, At all times
relevant hereto, Carrington knew or should have known that a Department of
Commerce license was required to export the fingerprint imaging equipment and
Carrington sold the ttems knowing that the required license had not or would not
he oltained.

4, 23 Viclations of 15 CFR §764.2¢h) - Taking Actions with Intent to Evade the
Regudations: On the same 25 occasions described above, Carringion took actions
with the intention of evading the Regulations. Specifically, Carrington sold and
shipped fingerprint imaging equipment to a distributor in Italy for transshipment
ty Hong Kong with the intent of evading the leense requirements of Section 742.7
of the Regulations. This was done to conveal the ultimate destination of the

Hems.

L

23 Violations of 15 CF.R. §764.2(g) - False Statements of Fact on Export

Control Doconents: On the same 25 occasions described above, Carrington filed

or caused 1o be filed Shippers’ Export Declarations {“SEDSs™), expart control

docoments as defined in Section 772.1 of the Reguolations, with the U.S.

Gevernment through the Automated Export System (“ABS”) stating that no

license was reguired for the exports. These statements were false because, as

deseribed in charges 2-26, licenses were required for the export of fingerprint

fmaging equipment to Hong Kong,

b. Nine Violations of 15 CF.R. § 764.2(c) -Exporting Fingerprint Ink and Powder

without the Required Licenses: On nine occasions, between on or about Apr\ii 14,
2001 and on or about March 2, 2004, Carrington engaged in conduct prohibited by
the Regulations by exporting or causing to be exported fingerprint ink and
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Iobn H. Carrington
Page 3 of B - 4759.1



powder, items classified under BECCN 1A985, to Hong Kong through Italy without

the Heenses required by Section 742.7 of the Regulations.

~i

Nine Violations of {5 C.F.R. §7684.2{¢} - Selling Fingerprint Ink and Powder with
Knowledge of a Violation of the Regulations: On the same nine occasions
describedabove, Carrington sold fingerprint ink and powder, items classified
ander BCCN 1ARE5, to Hong Kong through Haly with knowledge that a violation
of the Regulations was about to occwr in connection with the items, At all times
relevant hereto, Carrington knew or should have known that a Department of
Commerce hicense was required to export the fingerprint ink and powder and
Carmngton sold the items knowing that the required Heense had not or would not
be obtained.

8. Nine Fiolation of 15 CF.R. $764.2(h) - Taking Actions with buent to Evade the
Regidations: (On the same nine occasions described above, Carrington ook
actions with the intention of evading the Regulations. Specificaily, Carrington
sold and shipped fingerprint ink and powder to a distributor in Haly for
transshipment to Hong Kong with the intent of evading the license requirements
of Section 742.7 of the Regulations. This was done to conceal the ultimate
destination of the items.

2, One Violation of 15 CER. §764.2(g} - False Statement of Fact on Export Controf

Document: On one of the nine occasions deseribed above, Carrington fled or

cansed to be filed a SED, an export control document as defined in Section 772.1

of the Regulations, with the U.8. Government through the Automated Bxport

system (“AES”) stating that no Hoense was required for the export. This
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staternent was false because, a license was required for the export of fingerprint
ik and powder to Hong Kong.

10, 20 Viclarions of 15 CF.R. §7684.2(a} - Exporting Fingerprint Imaging Equipment
and Fingerprint Powder without the Reguired License: Qn 20 occasions, between
on or about November 8, 2000 and on or about January 20, 2004, Carrington
engaged in conduct prohibited by the Regulations by exporting or causing to be
exported fingerprint imaging equipment or fingerprini powder, items classified
under ECCNs 3A981 or 1A98S respectively, to Hong Kong without the licenses
requited by Section 742.7 of the Regulations.

Y 28 Violations of 15 CFR. §764.2e) - Selling Fingerprint Imaging Eguipment
and Fingerprint Powder without the Requived License: On the same 20 occasions
described above, Carrington sold fingerprint imaging equipment or fingerprint
powder, items classified under BCUNs 3A281 or 1A98S respectively, to Hong
Kong with knowledge that a violation of the Regulations was about to occur in
comnection with the ilems. At all times relevaat hereto, Carrington knew or
should have known that 2 Departiment of Commerpe Hoense was required to
export the fingerprint imaging equipment and sold the items knowing that the
reqguired license had not or would not be obtained.

12 12 Violations of 15 CF R § 764 2{g) - False Statements of Fact on Export
Cemtrol Documents: On 12 of the 20 occasions described above, Carrington filed
or cansed to be filed SEDs, export control documents as defined in Section 772.1
of the Regulations, with the U8, Government through the Automated Export
System {"AES”) stating that no Heense was required for the export. These
statements were false becayse, as described in charges 130-149, Heenses were

required for the export of fingerprint imaging equipment to Hong Kong.
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WHEREAS, BIS and Carrington have entered mto a Settlement Agreement pursuant to
Section 766.18(a) of the Regulations wherehy they agreed to settle this matter in accordance with
the terms and conditions set forth therein, and

WHEREAS, L have approved the terms of such Settlement Agreement;

ITIS THEREFORE ORDERED:

FIRST, for a period five years from the date of entry of the Order, John H. Carrington,
2316 Wakeflield Plantation Drive, Raleigh, North Carolina 27614, and when acting for or on
behalf of Carrmglon, his representatives, agents, assigus, or employvees (“Denied Person”™) may
not participate, directly or indirectly, in any way in any transaction invelving any commodity,
software or technology (hereinafter collectively referred to as “item”) exported or to be exported

from the United States that is subject to the Regulations, or ity any other activily subject {o the

Regalations, including, but not limited to:

A Applying for, obtaanng, or using any license, License Exception, or export control
document;
B Carrying on negotiations concerning, or ordering, buying, receiving, using,

selling, delivering, storing, disposing of, forwarding, transporting, financing, or
otherwise servicing in any way, any transaction involving any lem exported or to
be exported from the United States that 1s subject to the Regulations, or in any
other activity subject to the Repulations; or

C. Benefitting in any way from any transaction involving any item exporled or to be
exported from the United States that is subject to the Regulations, or in any other
activity subject to the Regulations.

SECOND, that no person may, direcily or indivectly, do any of the followmg:

Al Export or reexport to or on behalf of the Denied Person any item subject to the

Regulations;
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B Take any action that facilitates the acquisition or attempted acquisition by the
Denied Person of the ownership, possession, or control of any item subject to the
Regulations that has been or will be exported from the United States, incloding
financing or other support activities related {0 a transaction whereby the Denied

Person goquires or attemupts o acquire such pwnership, possession or countrol;

&

Take any action to acquire from or to facilitate the acquisition or atterupted
acquisition from the Denied Person of any tiem subject to the Regulations that has
been exported from the United States;

I Obtain from the Denied Person in the United States any item sabject to the
Regulations with knowledge or reason to know that the item will be, or is

imtended to be, exported from the United States; or

;;"3’;

Engage in any transaction to service any item subject to the Reguolations that has
been or will be exported from the United States and which is owned, possessed or
controllied by the Denied Person, or service any item, of whatover origin, that is
owned, possessed or controlled by the Denzed Person if such service lnvolves the
use of any item sobject to the Regulations that has been or will be exported from
the United States. For purposes of this paragraph, servicing means instatlation,
maintenance, repair, modification or testing.

THIRD, that, after notice and opportunity for comment 4s provided in Section 766,23 of
the Regulations, any person, firmn, corporation, or business organization related to Carmmington by
affiliation, ownership, control, or position of responsibility in the conduct of trade or related
services may also be made subject to the provisions of the Order.

FOURTH, that this Order doss not prohibit any export, reexport, or other iransaction
subjeet to the Regulations where the only items involved that are subject to the Regulations are

the foreign-produced direct product of U.S.~origin technology.
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FIFTH, that the proposed charging letter, the Settlement Agreement, and this Order shall
be made available to the public.
SIXTH, that this Order shall be served on the Denied Person and shall be published in the

Federal Repister,

This Order, which constitutes the final agency action in this matter, 1s effective npon

publication in the Federal Register.

Wands | Wy e,

Wendy L. Wisong ! |

Depuly Assistant Secretary of Commerce
for Export Enforcement

Entered this E&é day of .,.ﬁ’i W 2008,

Order
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UNITED STATES DEPARTMENT OF COMMERCR
BUREAU OF INDUSTRY AND SECURITY
WASHINGTON, D.C. 20230

In the Matter of:

Fohn H. Carrington
2316 Wakefield Plantation Drive
Raleigh, Morth Carolina 27614

e Nmpr N e aan? et e

Respondent

SETTLEMENT AGREEMENT

This Setilement Agreement (“"Agreement”™) is made by and between John H. Carvington
(“Carrungton”), as former President of Sirchie Fingerprint Laboratories, Inc., in his individual
capacity, and the Bureau of Industry and Security, U.8. Department of Commaerce (“BIS™)
{vollectively referred to ag “Parties”™), pursuant to Section 766.1&(a) of the Export Administration
Regulations (cwrrently codified at 15 CFE.R. Parts 730-774 (20033} (“Regulations™),! issued

pursuant to the Export Administration Act of 1979, as amended (30 1U.8.C. app. §§ 2401-2420

(2000)) {Act™),?

" The violations charged ccourred from 1999 through 2004. The Regulations goverping the
viclations at issue are found in the 1999 through 2004 versions of the Code of Federal
Regulations (15 CER. Parts 730-774 (1999-2004)). The 2005 Regulations establish the
procedures that apply to this matter.

* From August 21, 1994 through November 12, 2000, the Act was in lapse. During that
period, the President, through Executive Order 12924, which had been extended by successive
Fresidential Motices, the last of which was August 3, 2000 (3 C.F.R,, 2000 Comp. 397 (2001),
continged the Regulations in effect under the International Emergency Bconomic Powers Act (50
US.Co§5 1701 - 1706 (2000)) (“IBEPA”). On November 13, 2000, the Act was reauthorized
and it remained in effect through August 20, 2001, Since August 21, 2001, the Act has been in
lapse and the President, through Executive Order 13222 of August 17, 2001 (3 C.F.R., 2001
Comp, 783 {2002)), as extended by the Notice of Angust 2, 2008, (70 Fed. Reg. 45273 (August
3, 20035}, has continued the Regulations in effect under IREPA.
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Sxtilerneny Agreement
Jobn H. Carrington
Page 2 0f 10

WHEREAS, BIS has notified Carrington of its intention to initiate an administrative
proceeding against Carvington, pursuant {o the Act and the Regulation;
WHEREAS, BIS has issued a proposed charging letier to Carrington that alleged that
{arringlon conunitted 181 vielations of the Regulations, specifically:

1. One Vielation of 15 0 F R §764.2{d} - Congpiracy to Viclgte the Regulations:
Beginning in or about September 2000 and continuing through in or about March
2004, Carrington conspired and acted iy concert with others, known and |
unknown, to do or bring about an act that vielates the Regulations. The purpose
of the conspiracy was to ¢xport fingerprint fmaging equipment and fingerprint ink
and powder, items subject to the Regulations, from the United States to the Hong
F.aong Special Administrative Region (“Hong Kong”™) through [taly without the
U5, Department of Commerce licenses required by Section 742.7 of the
Regulations. Fingerprint imaging equipment is classified under Export Control
Classification Nomber ("BCCN) 3A981, and fingerprint ink and powder is
classified under BCCN 1A885. Carrington and its co-conspirators took acts in
furtherance of the couspiracy by exporting fingerprint imaging equipment and
fingerprint ink and powder from the United States to Hong Kong through lialy
without the required loeeuse,

2. 23 Vielwtions of 15 CF.R. §764.2{a} - Exporting Fingerprint fmaging Equipment
without the Reguired Licenses: On 25 occasions, between on or about September
29, 2000 and on or about March 31, 2004, Carrington engaged in condoet
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Settiement Agrzement

Juha H. Carrington
Page i 10

Ln

prohibited by the Regulations by exporting or causing to be exported fingerprint
imaging equipment, items classified under ECCUN 3A981, (o Hong Kong through
Ttaly without the licenses required by Section 742.7 of the Regulations.

25 V;;(.slaiiom: of 15 CFR § 764.2{e) - Selling Fingerprint Imaging Equipment
with Knowledge of o Violation of the Regulasions: On the same 28 occasions
described above, Carnington sold fingerprint imaging equipment, items classified
under BCCN 3A981, to Hong Kong through laly with knowledge that a vielation
of the Regulations was about to oceur in connection with the items. At all times
relevant hereto, Carrington knew or should have known that a Depaniment of
Commerce livenss was required to export the fingerprint imaging equipment and
Carrington sold the items knowing that the required lcense had not or would not
bé obtained.

25 Violations of 13 CF.R. §764.2(h} - Taking Actions with ntens to Evade the
Regulations: On the same 23 occasions described above, Carrington took actions
with the intention of cvading the Regulations, Specifically, Carrington sold and
shipped fingerprint imaging equipment to a distributor in [taly for transshipment
to Hong Kong with the intent of evading the Heense requirsments of Section 742.7
of the Regulations. This was done to conceal the nltimate destination of the
items.

23 Violations of {5 CF.R §764.2(g) ~ False Statements of Fact en Export
ﬂonimi Documents: On the same 25 occasions described above, Camington filed
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Setilement Agreement

lohn H. Carringios
Page 4 of (0

e

or caused 10 be filed Shippers’ Export Declarations ("SEDs™), export control
documents as defined in Section 772.1 of the Regulations, with the U.S, |
Government through the Automated Export Systera (“AES") stating that no
ticense was required for the exports. These statements were false because, as
described in charges 2-26, Hoenses wers required for the export of fingerprint
imaging equipment to Hong Kong,

Nine Violations of 15 C.F.R. § 764 2{a) -Exporting Fingerprint Ink and Powder
without the Required Licenses: On nine cccasions, between on or about April 14,
2001 and on or about March 2, 2004, Carnington engaged fa conduct prohibited by
the Regulations by exporting or causing to be exported fingerprint ink and
powder, items classified under ECON 1A985, 1o Hong Kong throngh ltaly without
the Heenses required by Section 742.7 of the Regulations.

Nine Violations of 15 CF.R §764.2{e} - Selling Fingerprint Ink and Powder with
Knowliedge of a Violarion of the Reguiations: On the same nine occasions
describedabove, Carrington sold fingerprint ink and powder, ftems classified
under ECUN 1A283, to Hong Kong through Italy with knowledge that a violation
of the Regulations waa about to occur in connection with the items. At all times
relevant hereto, Carrington knew or should have known that a Department of
Conunerce lcense was required to export the fingerprint ink and powder and
Carrington sold the items knowing that the required license had not or would not

be abtained,
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9.

ement Agresment

Nine Violation of 15 CF R §764.2(h} - Taking Actions with Intent to Evade the
Regdations, On the same pine occasions described above, Camrington took
actions with the intention of evading the Regulations. Specifically, Carringlon
sold and shipped fingerprint ink and powder to a distributor in Ttaly for
transshipment o Hong Kong with the mtent of evading the license requirements
of Seetion 742.7 of the Regulations. This was done to conceal the ultimate
destination of the ilems.

Cne Violation of 13 CFR. §764.2(g) ~ False Statement of Fact on Export Control
Deocument: On one of the nine occasions described above, Carﬁngton filed or

caused to be filed a SED, an export control document as defined m Section 7721

of the Regnlations, with the U.S. Govermusent through the Automated Export

- System CAESYY stating that no leense was reguired for the export. This
r'd N 4 (2 .

statement was false because, a license was required for the export of fingerprint
ink and pewdervm Hong Kong.

20 Vivlations of 15 CF.R §764.2{a) - Exporting Fingerprint Imaging Equipment
and Fingerprint Fowder without the Required License: On 20 occasions, between
on or about November 8, 2000 and on or about January 20, 2004, Carrington
engaged in conduct prohibited by the Regulations by exporting or causing to be
exported fingerprint imaging equipment or fingerprint powder, itemws classified
under ECCMs 3A981 or LAYSS respectively, to Houg Kong without the licenses

required by Section 742.7 of the Regulations.
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Settlement Agresment

Joha H. Carington
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20 Vielations of 15 CF.R. §764.2(¢} - Selling Fingerprint Imaging Equipment
and Fingerprint Fowder without the Required License: Un the same 20 occasions
described above, Carrington sold fingerprint iimaging equipment or fingerprint
powder, items classified under BOUNs 3A981 or 1A9RS respectively, to Hong
Kong with knowledge that a violation of the Regulations was about to occur in
connection with the itemis. At all times relevant hersto, Carringion knew or
should have known that a Department of Commerce license was required to
gxport the fingerprint tmaging equipment and sold the items knowing that the
required Heense had not or would not be obtained.

12 Violations of 15 CFR. § 764.2{g} - False Statements of Fact on Expory
Control Documents: On 13 of the 20 occasions deseribed above, Carrington filed
or caused to be filed SEDs, export control documents as defined in Section 772.1
of the Regulations, with the U.S. Government through the Automated Export
Systern (“AES”) stating that no license was required for the export. These
staternents were false because, as described in charges 130-149, lcenses were

reguired for the export of fingerprint imaging equipment to Hong Kong.

WHEREAS, Carrington has reviewed the proposed charging letter and is aware of the

allegations made against him and the administrative sanctions which could be imposed against

him if the allegations are found to be true;

WHEREAS, Carrington fully understands the terms of this Agreement and the Order

{"“Order”} that the Asaigtant Secretary of Comunerce for Export Enforcement will issue if she

approves this Agreement as the final resolution of this matter;



Setilement Agreement
John H. Carringion
Page 7 of I8}

WHEREAS, Carrington enters into this Agresment voluntarily and with full knowledge
of his rights;
WHEREAS, Carrington states that no promises or representations have been made to him
other than the agreewents and considerations herein expressed,
WHEREAS, Carrington neither admits nor denies the allegations contained in the
proposed charging letter;
WHEREAS, Cammington wishes to settle and dispose of alf matters alleged n the
proposed charging letter by entering into this Agreement; and
WHEREAS, Carrington agrees to be bound by the Ovder, if entered;
NOW THEREFORE, the Partics hereby agree as follows:
1. BIS has jurisdiction over Carrington, under the Regulations, in connection with the
matters alleged in the proposed charging letter,
2. The following sanctions shall be iroposed against Carrington in complete settlement of
the violations of the Regulations set forth in the proposed charging letter:
. For a pariod five years from the date of entry of the Order, and, when acting for or
on behalf of Carrington, his representatives, agents, assigns, or employees
(“Denied Person™} may not participate, directly or indirgetly, in any way in any
transgction fmvolving any commodity, software or technology (hereinafler
collectively referred to as “item””) exported or to be exported from the United
States that is subject to the Regulations, or in any other activity subject to the

Regulations, mcluding, bot not limited to:
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Settlement Agreement
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i. Applying for, obfaining, or using any license, License Exception, or export
control document;

ii. Carrving on negotiations concerning, or ordering, buying, receiving, using,
selling, delivering, storing, disposing of, forwarding, transporting,
financing, or otherwise servicing in any way, any transaction involving any
itemn exported or to be exported from the United States that is subject to
the Regulations, or in any other activity subject to the Regulations; or

it Benefitting in any way from any transaction involving any item exported
or to be exported from the United States that is subject to the Regulations,
or in any other getivity subject to the Regulations.

3. Subjcét to the approval of this Agreement pursuant to paragraph 8 hereof, Carrington
herebyy waives all rights to firther procedural steps in this matter {except with respect to any
alleged violations of this Agreement or the Order, if entered}, including, without limitation, any
right to: {8} an administrative hearing regarding the allegations n the proposed charging letter;
(b} regoest a refund of any civil penalty paid pursoant to this Agreement and the Order, of
entered; {¢} request any relief from the Order, if enteved, including without limitation relief from
the terms of 8 dendal order under 15 CF.R. § 764.3(a){(2); and (d) seck judicial review or
otherwise contest the validity of this Agreement or the Order, if entered.

4. Upen entry of the Order, BIS will not initiate any further admimstrative proceeding
against Carrington in connection with any violation of the Act or the Regulations arising owt of

the transactions identified in the proposed charging letter.

R



Setilement Agreoment
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5. BIS will make the proposed charging letter, this Agreement, and the Order, if entered,
available to the public,

6. This Agreement is for settlement purposes only. Therefore, if this Agreement is not
accepted and the Order is not issued by the Assistant Secretary of Comymerce for Export
Enforcement pursuant to Section 766.18(a) of the Regulations, no Party may use this Agreement
in any admunistrative or judicial procecding and the Parties shall not be bound hy the terms
contained in this Agreement in any subsequent administrative or judicial proceeding,

7. Mo agresment, understanding, representation or nterpretation not contained in this
Agreement may be used Lo vary or otherwise affect the terms of this Agreement or the Order, if
entered, nor shall tis Agreement serve to bind, constrain, or otherwise Hmit any action by any
other agency or department of the U8, Government with respect to the facts and ciroumstances
addressed herein,

8. This Agreement shall become hinding on BIS only if the Assistant Secretary of
Commerce tor Bxport Enforcement approves it by entering the Order, which will have the same

force and effect as a decision and order tssued after a full administrative hearing on the record.
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Setllement Apreement
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9. Each signatory affirms that he has authority o enter into this Settlement A greement
and to bind his respective party to the terms and conditions set forth herein,

BUREAU OF INDUSTRY AND SECURITY JOHN H. CARRINGTON
U8 DEPARTMENT OF COMMERCE

4 ‘ < /M
TH el P o | \T}A ( }TW

Michael D. Tomer .
Director
Olfice of Export Enforcement

Date; j”ff‘/z,,/((,; N Date: 5@? T 1({; 2 On LY
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PROPOSED CHARGING LETTER

CERTIIED MAIL - RETURN RECEIPT REQUESTED

Jobn H. Carrington
2316 Wakefield Plantation Divive
Raleigh, North Caroling 27614

Attention Jobn H. Carvington

Dear My, Carrington:

The Burcan of Indostry and Security, United States Departtment of Commerce (“BIS™), has
reason to believe that John H. Carrington (“Carrington”) as president of Sirchie Fingerprint
Laboratories, Inc., in your individual capacity, has committed 181 violations of the Bxport
Administration Regulations (the “Regulations™),’ which are issued under the authority of the
Fxport Administration Act of 1979 {the “Act”).” Specifically, BIS charges that Carrington
conunitted the fellowing vinlations:

* The Regulations are currently codified m the Code of Federal Regulations at 15 C.F.R.
Parts 730-774 (2004). The viclations charged occurred from 1999 through 2004, The
Regulations governing the violations al issue are found in the 1999 - 2004 versions of the Code
of Federal Regulations (13 C.F.R. Parts 730-774 {1999-2004}). The 2004 Regulations govern the
procedural aspects of this case.

S50 ULS.Cloapp. §§ 2401- 2420 (2000). From August 21, 1994 through November 12,
2000, the Act was i lapse. During that period, the President, through Executive Order 12924,
whicly had been extended by successive Presidential Notices, the last of which was Augast 3,
2000 (3 CFR,, 2000 Comp. 397 (20013}, continued the Regulations in effect umder the
lnternational BEmergency Heonomic Powers Act (S0 US.C, §§ 1701 - 1706 (2000)) (“IEERA™).
On MNovember 13, 2000, the Act was reauthorized by Pub. L. No. 106-308 and it remained in
effect through August 20, 2001, Executive Order 13222 of August 17, 2001 (3 C.F.R., 2001
Comp., p. 783 (2002)}, which has been extended by successive Presidential Notices, the most
recent being that of August 6, 2004 (69 Fed. Rex. 48763 (Aung. 10, 2004)), continues the
Regulations t effect under IEEPA.



John H. Carrington
Proposed Charging Letter
Page 2

Charge 1 (15 C.F.R. § 764.2(d} - Conspiracy te Violate the Regulations)

Beginning in or about September 2000 and continuing through i or about March 2004,
Carrington conspired and acted in concert with others, known and unknown, to do or bring about
an act that violates the Regunlations. The purpose of the conspiracy was 1o export fingerprint
imaging equipment and Angerprint powder, items subject to the Regulations, from the United
States to Hong Kong through Raly without the 115, Departiment of Commerce Livenses required
by Section 742.7 of the Regulations. Fingerprint imaging equipment is classified under Export
Control Clagsification Number (“ECCNT} 34981, and fingerprint tok and dye is classified under
ECUN 1A985, Carrington and Hs co-conspirators took acts in furtherance of the conspiracy by
exporting fingerprint imaging equipment and fingerprind powder from the United States {o Hong
Kong through aly without the required license. In so doing, Carringlon committed one
vielation of Section 764.2(d) of the Regulations.

Charges 2-26 (15 C.F.R. § 764.2{a) - Exporting Fingerprint Imaging Fquipment
without the Required Licenses)

(25 ovcasions, between on or about September 29, 2000 and o or about March 31, 2004,
Carringlon engaged in condust prohibited by the Regulations by exporting or causing to be
exported fingerprint imaging equipment, tems classified under ECCN 3A981, to Hong Kong
through Haly without the licenses required by Section 742.7 of the Regulations. See Schedule A,
which is enclosed herewith and incorporated herein by reference. In so downg, Carringion
cormmitted 23 violations of Section 764.2(a) of the Regulations.

Charges 27-51 {15 C.F.R. § 764.2(e} ~ Selling Finpgerprint Imaging Equipment with
Kpowledge of a Violation of the Regulations)

{On the same 25 oceasions described in charges 2-26 above, Carrington sold fingerprint imaging
gqupment, items classified under ECON 3A981, to Hong Kong through Italy with knowledge
that a violation of the Regulations was about to occur in connection with the Hems. At all imes
velevant hersto, Carrington knew or should have known that a Department of Commerce license
was required to export the fingerprint imaging egnipment and Carrington sold the items knowing
that the requred license had not or would not be obtained. See Schedule A, which is enclosed
herewith and tncorporated berein by reference. In so doing, Carrington committed 25 violations
of Section 764.2{¢) of the Regulations.
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Charges 52-76 {13 C.F.R. § 764.2(h} - Taking Actions with Intent io Evade the
Regulations)

Om the same 25 occasions described in charges 2-26 above, Carrington took actions with the
intention of evading the Regulations. Specifically, Carrington sold and shipped fingerprint
imaging equipment to a distributor in Haly for transshipment to Hong Kong with the jutent of
evading the license requirements of Section 742.7 of the Regulations, This was done to conceal
the ultimate destination of the tems. See Schedule A, which is enclosed herewith and
incorporated herein by reference. In so doing, Camrington committed 25 violations of Section
764.2(h} of the Regulations.

Charges 77-10% {15 C.F.R, § 764.2(g) - False Statemenis of Fact on Export Control
Documents}

On the same 25 ovcasions described in charges 2-26 above, Carvington filed or caused to be filed
Shippers” Export Declarations ("SEDs”), export control documents as defined in Section 772.1
of the Regulations, with the U.S. Governunent through the Antomated Export System (“AES™)
stating that o Heense was required for the exports. These statements were false because, as
described in charges 2-26, licenses were required for the expeort of fingerprint imaging equipment
to Hong Kong, See Schedule A, which is enclosed herewith and incorporated herein by
reference. In so doing, Carrington committed 25 violations of Section 764.2{g) of the
Regulations,

Charges 102-118 (15 C.F.R. § 764.2{a) - Exporting Fingerprint Ink and Powder without
the Required Licenses)

On ning occasions, between on or about April 14, 2001 and on or about March 2, 2004,
Camngton engaged in conduct prohibited by the Regulations by exporiing or causing o be
exported fingerprint ok and powder, tems classified under ECON 1A985, to Hong Kong
through Italy without the Heenses required by Section 742.7 of the Regulations. See Schedule B,
which 1s enclosed herewith and incorporated herein by reference. In so doing, Carnington
committed nine violations of Section 764.2(a} of the Regulations.

Charges 111-119 (15 C.F.R. § 764.2{2) ~ Selling Fingerprint Ink and Powder with
Knowledge of 3 Vielation of the Regulations)

On the same nine oceasions described in charges 102-110 above, Carrington sold fingerprint ink
and powder, items classified under ECCIN 1ADE5, to Hong Kong through Haly with knowledge
that a violation of the Regulations was ahout to ocour in connection with the items, At all times
relevant hereto, Carrington knew or should have known that a Departinent of Commaerce license
was regquired to export the fingerprint ink and powder and Carrington sold the items knowing that
the required license had net or would not be obtained. See Schedule B, which is enclosed
herewith and incorporated herein by reference. In so doing, Carrington commitied nine
viclations of Section 764.2(e} of the Regulations.
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Charges 120-128 {15 C.F.R. § 764.2(h} - Taking Actions with Intent {0 Evade the
Regulstions)

On the same nine occasions described in charges 102-110 above, Carrington took actions with
the intention of evading the Regulations. Specifically, Carrington seld and shipped fingerprint
mk and powder to a distributor in Haly for transshipment to Hong Kong with the intent of
evading the lcense requirements of Section 742.7 of the Regulations. This was done to conceal
the ultimate destination of the tiems. See Schedule B, which is enclosed herewith and
incorporated herein by reference. i so doing, Carmrington committed nine violations of Section
764.2(h} of the Regulations,

Charge 128 {153 C.E.R. § 764.2(g} - False Statement of Fact on Export Control
Document)

On one of the nine cocasions described in charges 102-110 above, Carrington filed or caused to
be filed a SED, an export control document as defined in Seclion 772.1 of the Regulations, with
the 115, Government through the Automated Export Systemn (“AES”} stating that no license was
reguired for the export. This statement was false becanse, as described in charges 102-110,
licenses were required for the export of fingerprint imaging equipment to Hong Kong. See
Schedule B, which is enclosed herewith and incorporated herein by reference. In so doing,
Carrington committed one violgtion of Section 764.2{g) of the Regulations.

Charges 138-149 {18 C.F.R. § 764.2(a} - Lxporting Fingerprint huaging Equipment and
Fingerprint Powder without the Requived Licenses)

On 20 occastons, between on or about November §, 2000 and on or about January 20, 2004,
Carrington engaged in conduct prohibited by the Regulations by exporting or causing o be
exported fingerprint imaging equipment or fingerprint powder, ilems classified onder ECONs
3AYEL or LADES respectively, to Hong Kong without the licenses required by Section 742.7 of
the Regulations. See Schedule O, which 15 enclosed herewith and incorporated herein by
reference. In so doing, Carrington committed 20 violations of Section 764.2(a) of the
Regulations.

Charges 150-169 {15 C.F.R. § 764.2(e) - Selling Fingerprint Imaging Equipment with
Knowledge of a Violation of the Regulations)

(O the same 20 occasions described in charges 130-149 above, Carrington sold fingerprint
imaging equipment or fngerprint powder, itoms classified under ECCNs 3A981 or 1A985
respectively, to Hong Kong with knowledge that a violation of the Regulations was abont to
ocear in conneciion with the items. At all times relevant herelo, Carrington knew or should have
known that a Department of Commerce hicense was required 1o export the fingerprint imaging
eguipment and sold the items knowing that the required license had not or would not be obtained.
See Bchedule €, which is enclosed herewith and incorporated herein by reference. In so doing,
Carrington commutied 20 violations of Section 764.2(¢} of the Regulations.
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Charges 170-181 {15 C.F.R. § 764.2(g) - False Statements of Fact en Export Contrel
Documents)

On 12 of the 20 occasions described in charges 130-149 above, Carrington filed or caused to be
filed BEDs, export control docoments as defined in Section 772.1 of the Regulations, with the
LS. Government through the Automated Export System (“AES”) stating that no license was
required for the export, These statements were false because, as described in charges 130-149,
Heenses were required for the export of fingerprint imaging equipment to Hong Kong, See
Schedule C, which is enclosed herewith and incorporated herein by reference, In so doing,
Carrmgton committed 12 violations of Section 764.2(g} of the Regulations.

Accordingly, Carrington is hereby notified that an adminstrative proceeding is instituted against
him pursuant to Section 13(c) of the Act and Part 766 of the Regulations for the purpose of
obtaining an order imposing administrative sanctions, including any or all of the following:

The maximum civil penally allowed by law of up to $11,000 per violation;’
Dendal of export privileges; and/or
Exclusion from practice before BIX

If Carrington fails o answer the charges contained in this letter within 30 davs afier being served
with notice of issuance of this letter, that failure will be treated as a defanll. (Regulations,
Sections 766.6 and 766.7). If Carrington defaunlts, the Administrative Law Judge may find the
charges alleged 1o this letter are true without a hearing or further notice to Carmnington. The
Under Secretary of Commerce for Industry and Security may then mnpose up to the maximum
penalty on each of the charges in this letier,

Carrington ts further notified that be is entitled to an agency hearing on the record if Carrington
files a written demand for one with his answer. (Regulations, Section 766.6). Carrington is also
ertitled to be represented by counsel or other authorized representative who has power of
attorney to represent him. (Regnlations, Sections 766.3(a} and 766.4).

The Regulations provide for settlement witheut a hearing. (Regulations, Section 766.18). Should
Carringtorn have a proposal to settle this case, Carrington or his representative should transmit it
through the attorney representing BIS named below.

The 1.8, Coast Guard is providing administrative law judge services 1n connection with the
matiers st forth in this letter. Accordingly, Carringlon’s answer must be filed in accordance
with the instructions in Section 766.3(a} of the Regulations with:

Y See 1S CFR §6.4(a)2)
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118, Coast Guard ALY Docketing Center
40 8. Gay Street
Baltimore, Marvliand 21202-4022

In addition, a copy of Carrington’s answer must be served on BIS at the following address:

Chief Counsel for Indostry and Securily
Attention: Peter B, Klason

Room H-3839

United States Department of Commerce
14ih Street and Constitution Avenne, N.W.
Washington, D.C. 20230

Peter R, Klason is the attorney representing BIS in this case; any communicalions that Carrington
may wish to have concerning this matter should occur through him. He may be contacted by
telephone at (202} 482-5301,

Sincerely,

Acting Director
Office of Bxport Enforcement

Enclosures
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SCHEDULE A

Exports of Fingerprint Imaging Equipment to Hong Kong Through Raly

CHARGE | DATE OF |DESTINATION] COMMOPITY EXPORTED | BCCN | VALUE WIOLATIONS CHARGED
NUMBERS IVIOLATION {(ISCFR)
2,27,52,77 B/25/00 Hong Kong Krimesite Scope Kiis JA9RY 1 831.880.00 1 § 764.2(a), {2}, (h), ()
3,28,53,78 1/4/00 Hong Kong Krimesite Scope Kits 3AQ981 | 547.523.33 § 764.2(a}, (£}, (W) (2
4, 29,534, 7% 111700 Hong Kong UV lens for Krimesite Scope, | 34981 | $4.591.00 § 764.2(a), (e}, (h), (9)

UV filters for Krimesite Scope
5,30,385, 80 1 11/28/00 Hong Kong Krimesite Scope Kits, 3A9EL | $26,725.00 § 764.2¢a}, (&}, (b}, {g)
LV Slters for Krimesite Scope
6, 31, 56, &1 116/01 Hong Kong Krimesite Scope Kits, 3A981 | $34.974.00 § 764.2(a), (e}, (h), (&)
UV filters for Krimesite Scope
7,32,57, 82 3/1/01 Hong Kong Krimesite Scope Fits SADEL | $33.492.00 1§ 764.2(a), (e}, { bk}, (g}
8, 33, 58 83 471241 Hong Kong Krimesite Scope Kits 3A9BL | $40.200.00 § 764.2(a}, (=}, (b}, {g}
S, 34, 39 44 4/17/01 Hong Kong Eximesite Scope Kiis 3A081 | §31,880.00 8 764.2{a) (e}, (W, (g}
10, 35, 60, 85 71201 Hong Kong Erimesite Scope Kits 3A981 | 395,640.00 § 764.2{w), {e), (h), (g
i1, 36, 61, 86 /3401 Hong Kong Erimesite Scope Kits 3AREY | $51.940.04 § 764.2(a), {e), (), ()
12,37,62, 871 9/724/01 Hong Kong Krmesite Scope Kits 3ABEY | 347 16735 § 764.2(a), (e}, (h), ()
13, 38, 63, 88 11/9/011 Hong Kong Krimesite Scope Kits SASRY | 889.640.00 | 8 764.2(a), (o), {h}, ()
14, 36, 64, 89 2/8/G2 Hong Kong Krnmesite Scope Kits 3ASSE 15136,320.001 5 764.2(a), {e}, {hy, {)
15, 40, 63 %G 802 Hong Kong Kumesite Scope Kits JASBY | $44.920.00 | & 764.2(2), (o). {hy, ()
16, 41, 66, 91 5/1/02 Hong Kong Krimesite Scope Kits JAS81 | 853,712.25 § 764.2{a), (e}, (h), (&)
17,42 67,92 /542 Hong Kong Scan-N-Find Imagers 3A9RY | 830 000.00 & 764.2{a}, {e), (b, (2}
18,43, 68 921 92742 Hong Kong Krimesite Scope Kits JABRY | 85371225 § 764.2{a}, (&), (b}, ()
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Scan-M-Find Imagers

19,44, 69,941 12/2/02 Hong Kong Krimesite Scope Kits, 3A8ET | §21.075.00 % 764.2(a}, {e}, (h), {g)
Scan-N-Find Imager
20,45, 70,951 12/19/02 Hong Kong Frimesite Scope Kits JAGRY | 833,712.25 § 764.2(2), (e}, (B}, (&)
21, 46,71, 96 1730703 Hong Kong Scan-N-Find Imagers IAQRY | §50,280.00 & 764.2¢a), {e}, {(h), ()
22, 47,72, 97 5/1/03 Houg Kong scan-N-Find Inagers 3ABRT | 868,400,001 & 764 Xa), (e}, {(h), (&)
23,48, 73,981 5/2%03 Hong Kong Krimesite Scope Kits 3ABRT | 864,454.70 1§ 764.2{a), {e}, (W), ()
24,48, 74,9891 9/23/03 Hong Kong Krimesite Scope Kils 3AO8T | $23,400.00 1§ 764.2(a), (e}, (h), {)
25, 50,75, 1601 12/2/03 Hong Koug ¥rimesite Scope Kits IA98T 18107384501  § 764.2(a), (e}, (), {)
26, 51,76, 1041 3/31/04 Heng Kong Knmesite Scope Kit, 3A98T | $32,800.00 § 764.2{a}, (e}, (M), {g




John H. Carrington
Schedule of Violations

SCHEDULE B

Exports of Fingerprint Ink and Pewder o Hong Eong Through laly

CHARGE | DATEOF | DESTINATION [COMMODITY EXPORTED] FECON VALUE NVIOLATIONS CHARGED
NUMBERS | VICGLATION (I5CFR.}
102, 11, 1200 4/14/08 Hong Kong Fingerprint Powder 1A985 8§ 984.00 § 764.24a), (¢}, (I
103,112, 121 12/6/01 Hong Kong Dye Powder 1A985 1§ 165.80 § 764.2(a), (&}, (h)
104, 113, 122, 3/6/02 Hong Kong Fingerprint Powder LAGRS  1$2,998.00 § 704.2{a), {e}, (h), (&)
129
o5, 114, 1231 6/11/02 Hong Kong Fingerprint Powder TAS85  181524.80 § 764.2{a}, {e}, (h}
106, 115, 1241  6/28/12 Hong Kong Fmgerprint Ink Tabes TARES 15130000 & 764.2{a}, {e}, (h}
197,116, 1251 927/2 Hong Kong Fingerprint Powder TASES 18 40090 § 764.2(a), (e}, ()
LO8, 117, 1261 6/24/03 Hong Kong Fingerprint Powder 1A985 & 70222 § 764.2¢a}, (e}, (B}
108, 118, 1271 /17703 Hong Kong Fingerprint Powder TASES 18524825 § 764.2{a}, {e}, (h)
110,119, 128 3/2/04 Hong Kong Pingerprint Powder TARES 15237160 § 764.2{a}, {e}, (b}




John H. Carrington
Schedule of Violations

SCHEDULE C

Exports Directly to Hong Kong

CHARGE | DATEOF | DESTINATION [COMMODITY EXPORTED ECCN VALUE (VIOLATIONS CHARGED
NUMBERS | VIOLATION {I5CFR.}
130, 150 11/8/60 Hong Kong UV Filters for Krimesiie 3A981  $1,428.00 § 764.2(a}, (&}
Scope
131, 151 S/ 101 Hong Kong Fingerprint Kits 1A9BS 1§ 348.3% § 764.2(a), (e}
132,152, 1701 11/8/0 Hong Kong Fingerprint Kits 1A9BS 1§ 57730 3 764.2(a), (e}, ()
133,153,171 3/12/02 Hong Kong Figerprint Powders 1ASRS  §6217.20 & 764.2{3), {e}, (g}
134,154,172 674702 Hong ¥ong UV Lenses for Krimesiie 3A981  $6,980.00 & 764.2(a), {e}, (&)
Scopes
135, 155 10721702 Hong Kong Fingerprint Powder 1ABES 15 263.60 § 764.2(a3, (=)
136, 156,173 1/8/433 Hong Kong LIV Lenses for Krimesite 3ABEL 1852,000.00 § 764.2(a}, {e), {&)
Scope
137,157, 1741 1/14/03 Hong Kong Forensic Comparators 3ABBT  $11.500.00 & 764.2{a), {e}, ()
138, 158, 1757 1/22/03 Hong Kong UV Lenses for Krimesite 3ADBL $22.680.00 § 764.2(a), (e}, (g
Scope
138, 159, 1761 2/18/03 Hong Kong Fingerprint Powder 1AGRS 154 385,42 § 764.2{g), (e}, {g)
140,160, 177)  3/26/03 Hong Kong UV Lenses for Krimesite JARRT  322.800.00 § 764.2(s), {e), ()
Scope
141, 161 4305403 Hong Kong Fingerprind Powder LABRS  81,870.20 § 764.2¢a}, (2)
142, 162 5/6/33 Hong Kong Fiagerprint Powder TARES BO42311 § 764 24ay, ()
143, 163, 174 373 Hong Kong Filter for Krimesite Scope 3ABEL B 260.00 § 764.2(a}. (e}, {&)
144, 164 8/30/03 Hong Kong Fingerprint Powder 1A985  ®1,151.35 § 764.2(a}, {e}
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145, 168 1/30/03 Hong Kong Fingerprint Ink Tubes 1A985 1§ 951.60 § 764.2{a}, (e}
146, 166, 1791 12/3/03 Hong Kong LIV Lenses for Krimesite 3ASEL ®11,175.00 § 764.2¢a), (2}, (g
Scope
147, 167 12/12/03 Hong Kong Ink Strips [A9BS 1§ 115.20 & 764.2(a}, (¢}
148, 16%, 1801  12/22/03 Hong Kong Fingerprint Kits 1AG85 8230920 § 764.2(a}, (e}, (&)
149,169, 181 1283/04 Hong Kong UV Lenses for Krimesite JAG1  152,590.00 § 764.2{a}, {e}, {g)
Scope




