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UNITED STATES DEPARTMENT OF COMMERCE
BUREAU OF INDUSTRY AND SECURITY
WASHINGTON, D.C. 20230

in the Maiter of:

Sirchie Fingesprint Laboratornies, Inc,
100 Hunter Place
Youngsville, North Carolina 27956

i i S e N N

Respondent

QRDER RELATING TO SIRCHIE FINGERPRINT LABORATORIES, TNC.

The Boreau of Industry and Security, U.S. Department of Commerce {“BIS™) has notified

EXaY

Sirchie Fingerprint Laboratories, Ine., (“Sirchie™ of ita intention to initiaie an adminsirative
proceeding against it pursuant to Section 766.3 of the Fxport Administration Regulations
{currently codified at 15 C.F R, Parts 730-774 (2005)) (“Regulations™),’ and Section 13(c) of the
Export Administration Act of 1979, as amended (50 U.S.C. app. §§ 2401-2420 (2000)) (“Act™,?

by issurng a proposed charging letter issued to Rirchie that alleged that it commitied 181
£ 4 Prog BB &

violations of the Regulations. Specifically, the charges are:

The charged violations ocourred from 1999 to 2004, The Regulations governing the
vinlations at 1esuc are found in the 1999 to 2004 versions of the Code of Federal Regulations (15
CFR Pai{s 730-774 (1999-2004)). The 2005 Regulations establish the procedures that apply o
this matter,

* From August 21, 1994 through November 12, 2000, the Act was in lapse. During that

pumd the President, through Bxecutive Order 12924, which had been exiended by successive

residential Notices, the tast of which was issued on August 3, 2000 (3 CF.R., 2000 Comp, 397
{2 ()01 i1 continued the Regulations in effect under the International Z”mx,rgem\f Economic
Powers Act (SO US.CL§§1701 - 1706 (2000)) (“IEEPA™. On November 13, 2000, the Act was
veanthorized and it remained in effect through August 20, 2001, Since August 21, 2001, the Act
has been in lapse and the President, through Executive Order 13222 of Aungust l?, 2001 (3
CFERL2001C omp. 783 (2002)), as extended by the Notice of August 2, 2005, (70 Fed. Reg.
45273 ( Aunguost 5, 20033}, has continued the Regulations in effect under [REPA.
Opder
Strchie Fingerprint Laboratories, o,
Page 1 o9 - 47831



1. Cne Fiolation of 15 CFR. §764.2(d) - Canspiracy (o Viclate the Regulations:
Beginning in or about September 2000 and continuing through in or about March
2004, Sirchie conspired and acted in concert with others, known and smknown, to
do or bring about an act that viclates the Regulations. The purpose of the
conspiracy was {o cxport fingerprint imaging equipment and fingerprint ink and
powder, Herms subject to the Regulations, from the United States to the Hong
Kong Special Administrative Region (Hong Kong™) through Htaly without the
LS. Department of Conmynerce licenses reguired by Section 742.7 of the
Regulations. Fingerprint frmaging equipment is classified under Export Control
Classification Number ("ECON} 3A981, and fingerprint ink and powder is
classified under BCON 14985, Sirchie and its co-conspirators took acts in
furtherance of the conspiracy by exporting fingerprint imaging equipment and
fingerprint mk and powder from the United States to Hong Kong through Ttaly
witheout the required Hicense.

)

25 Violations of 15 CF.R. §764.2(a) - Exporting Fingerprint Imaging Equipment

<

[e

without the Requived Liceases: On 25 occasions, between on or about September
29, 2000 and on or about March 31, 2004, Sirchie engaged in conduct prohibited
by the Regulations by exporting or causing to be exported fingerprint imaging
squipment, items classified under ECCON 3A981, {0 Hong Kong through lialy
without the licenses required by Section 742.7 of the Regnlations.

25 Vielations of 15 C.FR. § 764.2{(e) - Selling Fingerprint Imaging Equipment

st

with Knowledge of a Vielation of the Regulations: On the same 25 occasions

described above, Sivchie sold fingerprint imaging equipment, items classified

under ECON 3A981, to Hong Kong through Haly with knowledge that a viclation
Order
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of the Regulations was about {o occur in connection with the tlems. At all times
refevant hersto, Sirehie knew or should have known that a Depariment of
Commerce license was required to export the fingorprint imaging squipment and
Sirchie sold the items knowing that the regaired license had not or would net be
obitained.

4. 28 Violations of 15 CFR. §764.2¢8) - Taking Actions with fatent to Evade the
Regulations: Ou the same 235 occasions described above, Sirchie took actions
with the intention of evading the Regulations. Specifically, Sirchie sold and
shipped fingerprint imaging equipraent to a distributor in Italy for transshipment
to Hong Kong with the inlent of evading the Hoense requirements of Section 742.7
of the Regulations. This was done o conceal the ultimaie destination of the
SEmS.

s 25 Violations of 15 CER. §764.2{g) - False Statements of Fact on Export Control
Pocuments: On the same 25 oceastons described above, Sirchie filed or caused to
be filed Shuppers’ Export Declarations ("SEDs”), export control documents as
defined in Section 772.1 of the Reguolations, with the U.S. Government through
the Automated Export System (“AES™} staling that no license was reguired for the
axports. These statements were false becanse, as described in charges 2-26,
heenses were required for the export of fingerprint imaging egnipment to Hong
Kong.

6. Nine Violarions of 15 CFR. § 764 2{a) -Esporting Fiagerprint Ink and Fowder
wirhout the Requived Livenses: On nine oceasions, between on or about April 14,

2001 and on or about March 2, 2004, Sirchie engaged in conduct prohibited by the
Regulations by exporting or cansing to be exported fingerprint ink and powder,
Order
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ftems classified under ECCN 1A9RS, to Hong Kong through ltaly without the

Hicenses required by Section 742.7 of the Regulations.

~3

Nine Violations of 15 CFR §764.2(e} - Selling Fingerprini Ink and Powder with
Kaowledge of a Violation of the Regulations: On the same nine sceasions
éesqribed.abwc, Strchie sold fingerpring ink and powder, items classified under
BCON TA98S, to Hong Kong through Haly with knowledge that a violation of the
Regulations was about to occur in connection with the items. At all times relevant
herote, Sirchue knew or should have known that a Departient of Commerce
Heense was reguired to export the fingerprint ink and powder and Sirchie sold the
items knowing that the required license had not or would not be obtained.

8. Nine Violation of 15 CF.R §764.2¢8) - Taking dcrions with Intent to Evade the
Regulations: On the same nine occasions described above, Sirchie took actions
with the futention of evading the Regulations. Specifically, Sirchie sold and
shipped fingerprint ink and powder to a distributor in Italy for transshipment to
Hong Kong with the intent of evading the Heense requirements of Section 742.7
of the Regulations. This was done to conceal the ultimate destination of the
ttems,

9. One Violation of 15 U F.R §764. 24y} - False Statement of Fact on Expory Conirol

Document: On one of the nine occasions described above, Sirchie filed or caused

to be filed a SED, an export control docament as defined n Section 772.1 of the

Regulations, with the U.S. Government through the Automated Expori System

{“AES™) stating that no license was requuired for the export. This statement was

fulse because, a license was requred for the expért of fingerprint ink and powder

to Hong Kong.

Order
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YW, 20 Vielwions of 15 CFR §764.2(a) - Exporting Fingerprint Imaging Equipment
and Fingerprint Powder without the Reguired License: On 20 ovcasions, between
on or abeut November 8, 2000 and on or about January 20, 2004, Sirchie engaged
in conduct prohibited by the Regulations by exporting or causing to be exported
fingerprint imaging equipment or fingerprint powder, items classified unde
BCUONs 3AREY or LADES respectively, to Hong Kong without the licenses

e

reguired by Section 742.7 of the Regudations.

o
Rt

20 Vislations of 15 C.F.R. §764.2¢e) - Selling Fingerprint Imuging Fquipment
and Fingerprint Fowder without the Requared License: On the same 20 occasions
described above, Sirchie sold fingerprint imaging equipment or fingerprint
powder, items classified under BECCNs 3A981 or 1A98S respectively, to Hong
Kong with knowledge that a violation of the Regulations was about to occur in
connectinon with the ttems. At all times relevant hereto, Sirchis knew or should
have known that a Department of Cornmerce lcense was requured to export the
fngerprint imaging equipment and sold the items knowing that the required
license had not or would not be obtained.

12, 12 Violatioms of 15 CEFR § 784.2(g) ~ False Statemenis of Fact on Expore

Contral Documents: On 12 of the 20 occasions described gbove, Sirchie filed or

caused io be filed SEDs, export control documents as defined in Section 772.1 of

the Regulations, with the U.S, Government through the Automated Export System

(“AER"} stating thai no Heense was required for the export. These staternents

wers false because, as described i charges 130-149, Hoeenses were required for

the export of fingerprint inagimg equipment to Hong Kong.

COrder
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WHEREAS, BIS and Sirchie have entered into a Seitlement Agreement pursuvant to
Section 766.18{a) of the Regulations whereby they agreed to settle this matter in accordance with
the terms and conditions sei forth therein, and

WHEREAS, 1 have approved the terms of the Seitlement Agreement,

{115 THEREFORE ORDERED:

FIRST, that a civil penalty of $400,000 15 assessed against Sirchie, which shall be paid to
the U.S. Department of Commerce within 30 days frons the date of entry of this Order. Pavment
shall be mads in the manner specified in the attached mstructions.

SECONMND, that, pursuant 1o the Debt Collection Act of 1982, ag amended (31 11.5.C.

§& 370137208 (20003), the civil penalty owed under this Order accrues interest as more fully
deacribed i the attached Notice, and, if payment is not made by the due date specified herein,
Sirchic will be assessed, in addition o the full amount of the civil penally and interest, a penalty
charge and an admimstrative charge, as more fully described in the attached Notice.

THIRD, that the timely payment of the civil penalty set forth above is hereby made a
condition to the granting, restoration, or continuing validity of any export license, license
gxception, permission, or privilege granted, or to be granted, to Sirchie. Acecordingly, if Sirchie
should fail to pay the civil penalty in a timely wanner, the undersigned myay enter an Order
denving all of Sirchig’s export privileges for a period of one vear from the date of entry of this
(Order,

FOURTH, for a period five years from the date of entry of the Order, Sizrchie Fingorprin
Laboratories, Inc., 100 Hunter Place, Youngsville, North Carolina 27956, its successors or
assigns, and when acting for or on behalf of Sirchie, its officers, vepresentatives, agents, or
employees (“Denied Person”) may not participate, directly or indirectly, o any way in any

transaction wwolving any commodity, seftware or technology (hereinafter collectively referred to

Order
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as “item”’} exported or to be exported from the United States that is subject to the Regulations, or

in any other activity subject o the Regulations, including, but not Bmited o
k A g

Carder
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Applying for, oblaining, or using any hcense, License Exception, or export control
document;

Carrying on negotiations concerning, or ordering, buying, receiving, using,
selling, delivering, storing, disposing of, forwarding, transporting, financing, or
otherwise servicing n any way, any transaction invoelving any item exported or (o
be exported from the United States that is subject to the Regulations, or in any
other activity subject to the Regulations; oy

Benefitting i any way from any fransaction involving any item exported or to be
exported from the United States that i3 subject {o the Reguolations, or in any other

activity subject {o the Regulations.

FIFTH, that no person may, directly or indirectly, do any of the following:

A

{9

Export or reexport to or on behalf of the Dented Person any itew subject to the
Regulations;

Take any action that facihtates the acquisition or attempted acquisition by the
Dented Person of the ownership, possession, or control of any iteny subject to the
Regulations that has been or will be exported from the United States, inclading
financing or other support activities related to a transaction whereby the Denied
Person acquires or attemnpts (o acquire such ownership, possession or conirol;
Take any action to acquire from or to facilitate the acquisition or atternpted
acquisition from the Denied Person of any item subject to the Regulations that bas

boen exporied from the United States;

- 47634



B. Obtain from the Dended Person in the United States any item subject to the
Regulations with knowledge or reason to know that the item will be, or s
intended 1o be, exported from the United States; or

E. Engage in any trapsaction (0 service any itom subject to the Regulations that has
been or will be exported from the United States and which is owned, possessed or
controlied by the Dented Person, or service any item, of whalever origin, that is
owned, possessed or controlied by the Denied Person if such service involves the
use of any item subject to the Regulations that has been or will be exported from
the United States. For purposes of this paragraph, servicing means mstallation,
raantenance, repaiy, modification or testing.

SIXTH, that, after notice and opportunity for comment as provided in Section 766.23 of
the Regulations, any person, firm, corporation, or business organization related to Sirchie by
affiliation, ownership, control, or position of responsibility in the conduct of trade or related
services may also be made subject to the provisions of the Order.

SEVENTH, that this Order docs not prohibnl any export, reexport, or other trapsaction
subject {0 the Regulations where the ounly itoms mvelved that are subjeet to the Regulations are
the foreign-produced direct product of U.S ~origin technology.

BIGHTH, that, as authorized by Section 766.18 (¢} of the Regulations, the denial period
set forth ghove shall be suspended m s enfirely for five years from the date of this Order, and
shall thereafler be waived, provided that during the pertod of suspension, Sirchie has committed
no viclation of the Act or any regulation, order or Hcense issued thereunder.

NIMTH, that the proposed charging letier, the Settlement Agreement, and this Order shall

be made available to the public.

Order
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This Order, which constitutes the final ageney action in this matier, is effective

inmediately.

wh L

Wandws Wisena
Wendy Wysongt ¥
Deputy Assistant Secretary’ of Commerce
for Export Enforcoment

Entercd this 9904 day of & W 2005,

Cwder
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UNITED STATES DEPARTMENT OF COMMERCE
BUREAD OF INDUSTRY AND SECURITY
WASHINGTON, D.C. 20230

In the Matter of

Sirchie Fingerprint Laboratories, Inc.
100 Hunter Place
Youngsville, North Carolinag 27956

dramr’ N’ e aan? e omant”

Respondent

SETTLEMENT AGREEMENT

This Settlement Agreement (" Agreement”) is made by and between Sirchie Fingerprint
Laboratories, Ine. {“Sirchie”), and the Bureau of Industry and Secority, U8, Department of
Commerce ("BIS”} {collectively referred to as “Parties™), pursuant to Section 766.18(a) of the
Export Administration Regulations (currently codified at 15 CF.R. Parts 730-774 (2005))
{"Regulations”)," issued pursuant 1o the Export Administration Act of 1979, as amended (50

U.S.C. app. 8§ 2401-2420 (2000)) (“Act™),?

* The violations charged occurred from 1999 through 2004. The Regulations governing the
vielations at issuc are found in the 1999 through 2004 versions of the Code of Federal
Regulations (15 C.F.R. Parts 730-774 (1999-200:4)). The 2005 Regulations establish the
procedures that apply to this matter.

‘ From August 21, 1994 through November 12, 2000, the Act was in lapse. During that
period, the President, through Executive Order 12924, which had been extended by successive
Fresidential Notices, the last of which was August 3, 2000 {3 C.F.R., 2000 Comp. 397 (2001},
coutinued the Regulations in effect under the International Emergency Bconomic Powers Act (50
USB.C§§ 1701 - 1706 {2000)) (“IEEPA™). On November 13, 2000, the Act was reauthorized
and it remained in effect through August 20, 2001, Since August 21, 2001, the Act has been in
lapse and the President, through Executive Order 13222 of August 17, 2001 (3 C.ER., 2001
Comp. 783 (2002}), as extended by the Notice of August 2, 2005, (70 Fed. Reg. 45273 {August
3, 2005, has continued the Regulations in effect under IEEPA.
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WHEREAS, BIS has notified Strchie of its intention to initiate an administrative
procesding against Sirchie, pursuant to the Act and the Regulation;
WHEREAS, BIS has issued a proposed charging letter to Sirchie that alleged that Sirchie
committed 181 vislations of the Regulations, specifically:
I. One Violadion of 15 CEFR. §764.2¢d) ~ Conspiracy to Viclate the Regulgtions:
Beginning in or about September 2000 and continuing through in or about March
2004, Sirchie conspired and acted in concert with others, known and unknown, to
do or bring about an act that violates the Regulations. The purpose of the
conspiracy was to export fingerprint imaging equipment and fingerprint ink and
powder, tems subject to the Regulations, from the United States to the Hong

\

Kong Special Admindstrative Region (“Hong Kong™ through Italy without the
U8, Depastment of Conunerce Heenses required by Section 742.7 of the
Regulations. Fingerprint imaging equipment is clagsified under Export Contrel
Classification Number ("ECCN"y 3A981, and Bugerprint ink and powder is
classified under ECCM 1A98S. Sirchie and its co-conspirators took acts in
furtherance of the conspiracy by exporting fingerprint imaging equipment and

fingerprint ink and powder from the United States to Hong Kong through Haly

without the required ticense.

P

23 Violations of 13 CF.R. §784.2(1) - Exporting Fingerprint Imaging Equipment
without the Required Licenses: On 25 occasions, betwesn on or about September
29, 2000 and on or about March 31, 2004, Sirchie engaged in conduct prohibited

- 41381
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by the Regulations by exporting or causing to be exported fingerprint imaging
equipment, items classified under ECCN 3A981, to Hong Kong through Italy
without the hicenses requived by Section 742.7 of the Regulations,

25 Vialations of 15 CF.R § 764.2{e} - Selling Fingerprint Imaging Equipment
with Knowledge of a Violation of the Begulagtions: On the same 23 occasions
described above, Sirchie sold fAngerprint imaging equipment, items classified
under ECCN 34981, w Hong Kong through Htaly with knowledge that a vielation
of the Regulations was abouf to occur iny connection with the items. At all tmes
relevant hereto, Sirchie knew or should have known that 4 Department of
Commaerce Hoense was required 0 export the fingorprint imaging equipment and
Sirchie sold the items knowing that the required license had not or would not be
obtained.

25 Violaviony of 15 CFR. §764.2(h) - Taking Actions with Intent (o Evade the
Regulasions: On the same 25 occasions described abave, Sirchie toak actions
with the intention of evading the Regulations. Specifically, Sirchie sold and
shipped fingerprint imaging equipment to a distributor in haly for transshipment
to Hong Kong with the intent of evading the license requirements of Section 742.7
of the Regulations. This was done to conceal the ultimate destination of the
items.

25 Violations of {5 CFER §764.2{g} - False Statements of Fact on Export

Control Documents: On the same 23 oceasions described above, Sirchie filed or
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caused to be filed Shippers” Export Declarations (“SEDs”}, export control
documents as defined in Section 772.1 of the Regulations, with the U.S,
Govermment through the Automated Export System {(“AES”} stating that no
Heense was required for the exports. These staterments were false because, as
deseribed in charges 2-26, licenses were vequired for the expon of fingerprint
iaging equipment to Hong Kong.
Ning Viclarions of 15 C.F.R. § 764 .2(0) ~Exporting Fingerpring Ink and Powder
without the Required Livenses: On nine occasions, between on or about April 14,
2001 and on or about March 2, 2004, Sirchie engaged in conduct prohibited by the
Regulations by exporting or cansing to be exported fingerprint ink and powder,
items classified under ECON [A943, to Hong Kong through italy without the
ficenses required by Section 742.7 of the Regulations.
Nine Violations of 15 CER. §764.2(e) - Selling Fingerprint Ink and Powder with
Knowledge of a Violation of the Regulations: On the same nine occasions
excribeid above, Sirchie sold fingerpent ink and powder, items ¢lassified under
ECON 1A9E5, to Hong Kong through Raly with knowledge that a violation of the
Regulations was about (0 occur in connection with the items. At all times relevant
hereto, Sirchie knew or should bave knewn that a Department of Commerce
Heense was required to export the fingerprint ink and powder and Suchic sold the

items knowing that the required license had not or would not be obtained.
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Nine Violation of 15 C.FR. §764.2(h) - Tuking Actions with Intent to Evade the
Regudations: On the same nine oecasions described above, Sirchie took actions
with the intention of evading the Regulations. Specifically, Sirchie sold and
shipped fingerprint ink and powder to a distributor in Italy for transshipment to
Hong Kong with the wntent of evading the license requirernents of Section 742.7
of the Regulations. This was done to concesl the ultimate destination of the
items.

One Violation of 13 CF.R. §764.2(g) - Falve Statement of Fact on Fxport Control
Bpcumerns: On one of the nine occasions described ghove, Sirchie filed or caused
to be filed a SED, an export control document as defined in Ssction 772.1 of the
Regulations, with the U.3. Government through the Automated Export System
(“AES"} stating that no leense was required for the export. This statement was
false because, a license was required for the expost of fingerprint ink and powder
1o Hong Kong.

20 Violavions of 13 CFR. §764.2(a) - Exporting Fingerprint imaging Equipment
and Fingerprint Powder without the Reguired License: (n 20 occasions, between
on or about November 8, 2000 and on or about January 20, 2004, Sirchie engaged
in conduct prohubited by the Regulations by exporting or causing to be exported
fiugerprint imaging equipment or fingerprint powder, ieros classified under
ECCMs 3A981 or LA9SS respectively, to Hong Kong withowt the lcenses

required by Section 742.7 of the Regulations,
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20 Vivlations of 13 C.F.R. §764.2(e) - Selling Fingerprint Imaging Equipment
and Fingerprint Powder withowt the Reguived License: On the same 20 occasions
described above, Sirchie sold fingerprint imaging equipment or fingerprint
powder, items classified under ECCNs 3A981 or 1A98S respectively, to Hong
Kong with knowledge that a violation of the Regulations was about 10 occur in
connection with the items. At all times relevant hereto, Sirchie knew or should
have known that a Department of Commerce license was required o export the
fingerprint imaging cquipment and sold the #tems knowing that the required
license had not or would not be obtained,
12 Fiolations of 15 CFR. § 764.2{g} - False Statements of Fuct on Export
Control Docwments: On 12 of the 20 occasions described above, Sirchie filed or
aused to be filed SEDs, export control documents as defined in Section 772.1 of
the Regulations, with the U.S. Governrsent through the Automated Export System
{(“AES”} stating that no license was requived for the export. These statements
were false because, as described in charges 130-149, Licenses were required foy

the export of fingerprint imaging equipment to Hong Kong.

WHERFEAR, Sirchie has reviewed the proposed charging letter and is aware of the

allegations made against 1t and the admimstrative sanctions which could be imposed against it if

the allegations ave found 1o be true,

WHEREAS, Sirchie fully understands the terms of this Agreement and the Order

{FOrder™}

that the Assistant Secretary of Commerce for Export Enforcement will issue if she

approves this Agreement as the final resolution of this malter; 4&/
(¥4
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WHEREAS, Sirchie enters into this Agreement vohuntarily and with full knowledge of its
rights;

WHEREAS, Sirchie states that no promises or representations have been made to it other
than the agreements and considerations herein expressed;

WHEREAS, Sirchie neither admits nor denies the allegations contained in the proposed
charging letter;

WHEREAS, Sirchie wishes to settle and dispose of all matters alleged in the proposed
charging letter by entering into this Agreement; and

WHEREAS, Sirchie agrees to be bound by the Order, if entered;

MOW THEREFORE, the Parties hereby agree as follows:

1. BIS has jurisdiction over Sirchie, under the Regulations, in connection with the
matters alleged in the proposed charging letter.

2. The following sanctions shall be imposed against Sirchie in complete settlement of the
vinlations of the Regulations set forth in the proposed charging letter:

a, Sirchie shall be assessed a civil penalty in the amount of $400,000 which shall be

paid to the UK. Department of Commerce within 30 days from the date of entry

of the Order,

=

The timely payment of the civil penalty agreed to in paragraph 2.3, is hereby made
a condition to the granting, restoration, or vontinuing validity of any export
ficense, permission, or privilege granted, or to be granted, to Sirchie. Failure to

miake timely payment of the civil penaliy set forth sbove shall result in the denial @/

- 4756.1
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of all of Sirchie’s export privileges for a period of one year from the date of
imposition of the penalty.

¢. For a period five years from the date of entyy of the Order, Sirchie, its successors
or assigns, and, when acting for or on behalf of Sirchie, its officers,
representatives, agents, or employees {“Denied Person™) may not participate,
directly or indirectly, in any way in any transaction involving any commaoddity,
software or technology (hereinafter collectively referred to as “item™) exported or
to be exported from the United States that is subject to the Regulations, or in any
other getivity subject to the Reguolations, including, but not hmited to:

i Applying for, chtaining, or using any Heense, License Exception, or export
control document;

i Carrying on negotiations concerning, or ordering, buying, receiving, using,
selling, delivering, storing, disposing of, forwarding, transporting,
financing, or otherwise servicing in any way, any ransaction involving any
itern exported o to be exported from the United States that is subject to
the Begulations, or in any other activity subject to the Regulations; or

it Benetfitting in any way from any transaction involving any item exported
or to be exported from the United States that is subject to the Regulations,
or in any other activity subject to the Regulations.

d. BIS agrees that, as authorized by Section 766.18 (¢} of the Regulations, the five

year dendal peniod set forth in paragraph 2.2, shall be suspended in its entirety for a

period of five years from the entry of the appropriate Order, and shall thereafter be

o B
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waived, provided that during the period of suspension, Sirchie has committed no
violation of the Aet or any regulation, order or Heense issued thereunder.

3. Subject to the approval of this Agreement purseant to paragraph 3 hereof, Sirchie
hereby waives all rights to further procedural steps in this matter (except with respect to any
alleged violations of this Agreement or the Order, if entered), including, without limitation, any
right to: (2} an administrative hearing regarding the allegations in the proposed charging latter;
(1) request a refund of any civil penalty paid pursuant to this Agreement and the Oxder, if
entered; (o) request any relief from the Order, if entered, including without Iimitation relief from
the tzoms of a dendal order umder 15 CF R, § 764.3()2}; and (d) seek judicial review or
otherwise contest the vahdity of this Agreement or the Order, if entered.

4. Upon entry of the Order, BIS will not initiate any further administrative proceeding
against Jrchie In connection with any violation of the Act or the Regulations arising out of the
rapsactions dentified in the proposed charging letter.

5. BIS will make the proposed charging letter, this Agresment, and the Order, if entered,
available to the public.

6. This Agreement is for settfement purposes only. Therefore, if this Agreement is not
accepted and the Order is not issued by the Assistant Secretary of Commerce for Export
Enforcement pursuant to Section 766.18(a) of the Regulations, no Party nmiay use this Agreement
in any adrainistrative or judicial proceeding and the Parties shall not be bound by the terms
contained in this Agreement in any subsequent administrative or judicial proceeding.

7. No agreement, understanding, representation or interpretation not contained in this

Agreement may be used to vary or otherwise affect the terms of this Agreement or the Order, if
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entered, nor shall this Agreement serve to bind, constrain, or otherwise limit any action by any

other agency or department of the United States Government with respect to the facts and

circumstances addressed herein,

8. This Agreement shall beeome binding on BIS only i the Assistant Secretary of

Commeree for Export Enforcement approves it by entering the Order, which will have the same

force and effect as a decision and order issued afier 3 full administrative hearing on the record,

9. Each signatory affirms that he bas authority to enter into this Scttlement Agreement

and to bind his respective party to the terms and conditions set forth herein.

BUREAU OF INDUSTRY AND SECURITY
U8 DEPARTMENT OF COMMERCE

. / f:?
ay,%fé/-‘//@ Y ‘l«fﬁ/&m«, S

Michael 1. Turner
Director
Office of Export Enforcement

Date: 9 /;za Jot~

SIRCHIE FINGERPRINT
LABORATORIES, INC.

A4

/Sodtt E. Carrington
President

Date: j;f’f /é ,,%5’5”

~ 4758 4



PROPOSED CHARGING LETTER

CERTIFIED MAIL - RETURN RECRIPT REQUESTED

Sirehie Fingerprint Laboratories, Inc.
100 Hanler Place
Youngsville, North Carolina 27956

Altention: John H. Carvington
Presideni

Dear Mr. Cammington:

The Bureaw of Industry and Security, United States Departroent of Commerce (“BIS™), has
reason 1o believe that Sirchie Fingerprint Laboratories, Inc. {(“Sirchie™), of Youngsville, North
Caroling, has committed 181 violations of the Export Administration Regulations (the
“Regulations”},’ which are issued under the authority of the Export Administration Act of 1979
{the “Act™).” Specifically, BIS charges that Sirchie committed the following violations:

' The Regulations are currently codified in the Code of Federal Regulations at 15 CER.
Parts 730-774 (2004). The violations charged ocourred from 1999 through 2004, The
Regulations governung the violations at issue are found in the 1999 - 2004 versions of the Code
of Federal Regulations (15 C.F R, Parta 730-774 (1999-2004)). The 2004 Regulations govern the
provedural aspects of this case.

A SO US.CL app. §§ 2401- 2420 (2000). From Augast 21, 1994 through November 12,
2000, the Act was in lapse. During that peried, the President, through Fxecutive Order 12924,
which had been extended by successive Presidential Notices, the last of which was August 3,
2000 (3 CER, 2000 Comp. 397 (2001)), continned the Regulations in effect under the
lnternational Emergency Economic Powers Act (30 UL8.C. §§ 1701 - 1706 (2000)) (“IEEPA™).
On November 13, 2000, the Act was reauthorized by Pub. L. No. 106-508 and it remained in
effect through Angust 20, 2001, Executive Order 13222 of Augast 17, 2001 (3 CF.R., 2001
Comp., p. 783 (2002)), which has been extended by successive Presidential Notices, the nost
recent being that of August 6, 2004 (69 Fed. Reg. 48763 {(Ang. 10, 2004)), continues the
Regulations in cffect under [FEPA.
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Charge 1 {15 C.E.R, § 764.2(d) - Conspiracy te Violate the Regulations)

Beginning in or about September 2000 and continmung through in or about March 2004, Sirchie
conspired and acted in concert with others, known and naknown, (o do or bring about an act that
viclates the Regulations. The purpose of the conspivacy was fo export fingerprint maging
equipment and fingerprint powder, items subject to the Regulations, from the United States to
Houg Kong throngh italy without the ULS. Department of Commierce licenses required by Section
742.7 of the Regulations. Fingerprint imaging equipment is classified under Export Control
Classification Number ("ECCN") 3A981, and fingerprint fuk and dye is classified under ECCN
FA98S, Sirchie and its co-conspirators took acts in furtherance of the conspiracy by exporting
fingerprint imaging equipment and fingerprint powder from the United States to Hong Kong
through Italy without the requived license. In so doing, Sirchie committed one violation of
Section 764.2(d) of the Regulations.

Charges 2-26 (15 C.F.R. § 764.2(a) - Exporting Fingerprint Imaging Equipment
without the Requived Licenses)

On 35 ocrastons, between on or ghout Septeraber 29, 2000 and on or abouot March 31, 2004,
Strehie engaged in conduct prohibited by the Regulations by exporting or causing io be exported
fingerprint imaging equipment, ifems classified under ECON 3A981, to Hong Fong through Italy
without the licenses reqired by Section 742.7 of the Regulations. See Schedule A, which is
enclosed herewith and incorporated hercin by reference. In so doing, Sirchie comumitted 25
viclations of Section 764.2(a) of the Regulations.

Charges 27-81 (15 C.F.R. § 764.2{¢) - Selling Fingerprint Imaging Equipment with
Knowledge of a Violation of the Regulations)

{On the same 25 occasions described in charges 2-26 above, Sirchie sold fingerprint imaging
eguipment, items classified under ECCN 3A981, to Hong Koung through Italy with knowledge
that a violation of the Regulations was about to occur in connection with the itema. At all times
relevant hereto, Sirchie knew oy should have known that a Department of Commerce Hoense was
required to export the fingerprint imaging eguipment and Surehie sold the tems knowing that the
required Hoense had not or would not be obtained. See Schedule A, which is enclosed herewith
and incorporated herein by reference. In so doing, Sirchie cormmatted 25 violations of Section
764.2{e} of the Regulations.

Charges 52-76 {153 C.F.R. § 764.2(h} ~ Taking Actions with Inteat to Evade the
Regulations)
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On the same 25 oceasions described in charges 2-26 above, SBirchie took actions with the
intention of evading the Regulations. Specifically, Sirchie sold and shipped fingerprint imaging
cquipment to a distributor i [taly for transshipment to Hong Kong with the intent of evading the
ticense requirements of Bection 742.7 of the Regulations. This was done to conceal the nltimate
destination of the items. See Schedule A, whicl is enclosed herewith and incorporated hergin by
reference. In so domng, Sirchie committed 25 violations of Section 764.2(h) of the Regulations.

Charges 77-101 {153 CF.R § 764.2(g) ~ False Statements of Fact on Export Control
Documents)

On the same 23 cccasions described in charges 2-26 sbove, Sirchie filed or cansed 1o be filed
Shippers’ Export Declarations ("SEDs”™), export control docurments as defined in Section 7721
of the Regulations, with the UK. Government theough the Automated Export System (“AES™)
stating that no license was required for the exports. These statements were false because, as
described ju charges 2-26, licenses were required for the export of fingerprint imaging equipment
to Hong Kong. See Schedule A, which is enclosed herewith and incorporated herein by
reference. In so doing, Strehie committed 25 violations of Section 764.2(g) of the Regulations.

Charges 182-110 {15 CF.R. § 764.2{a) - Exporting Fingerprint Ink and Powder withont
the Required Licenses)

Um nine ocastons, between on or about April 14, 2001 and on or about March 2, 2004, Sirchie
engaged in condust prohibited by the Regulations by exporting or causing to he exported
fingerprint ink and powder, items classified under BCON 1A983, to Hong Kong through Italy
without the Heenses required by Section 742.7 of the Regulations. See Schedule B | which is
enclosed herewith and incorporated herein by reference. In so doing, Sirchie comumiited nine
violations of Section 764.2(a) of the Regulations.

Charges 111-119 (15 C.F.R. § 764.2(e} ~ Selling Fingerprint Ink and Powder with
Kunowledge of a Viclation of the Regulations}

(U the same mine cccasions described 1o charges 102-110 above, Sivchie sold fingerprint ink and
powder, ttems classified under ECON 1A98S, to Hong Kong through faly with knowledge that a
violation of the Regulations was about o gocur in connection with the items, At all imes
relevant hereto, Sirchic knew or should have known that a Department of Commizree license was
required {0 export the fingerprint ink and powder and Sirchie sold the items knowing that the
required Heense had not or would not be obtained. See Schedule B, which is enclosed herewith
and incorporated herein by reference. In so doing, Sirchie commitied nine viclations of Section
764 2(c} of the Regulations,

Charges 126-128 {15 C.F.R, § 764.2(h) - Taking Actions with Intent to Evade the
Regulations)
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On the same nine occasions described in charges 102-110 gbove, Sirchig took actions with the
mtention of evading the Regulations. Specifically, Sirchie sold and shipped fingerprint wnk and
powder to a distributor in Haly for transshipment to Hong Kong with the intent of evading the
ticense requirements of Section 742.7 of the Regolations. This was done to conceal the ultimate
destination of the tlems. See Schedule B, which is enclosed herewith and incorporated herein by
refercnce. In so doing, Sirchie committed nine violations of Section 764.2(h) of the Repulations.

Charge 129 {15 CF.R. § 764.2(g) - False Statement of Fact on Export Conirol
Document)

On one of the nine occasions described in charges 102-110 above, Sirchie filed or caused to he
filed a SED, an export control document as defined in Section 772.1 of the Regulations, with the
U8, Government through the Automated Export Systermn (“AES”) stating that no license was
required for the export, This statement was false becaw:e as desenbed in charges 102-110,
Heenses were required for the export of fingerprint imaging equipment to Hoog Kong. See
Schedule B, which is enclosed herewith and incorporated herein by reference. .En so doing,
Sirchie commitied one violation of Section 764.2(x) of the Regulations.

Charges 130-149 {18 C.F.R. § 764.2(s) - Exporting Fingerprint Imaging Equipment and
Fingerpy mt Powder without the Required Licenses)

On 20 oceasions, between on or about Noveraber 8, 2000 and on or about Janunary 20, 2004,

Sirchie engaged in conduet prohibited by the Regulations by exporting or causing to be exported

fingerprint imaging equipment or fingerprint powder, items classified under ECUNs 3A981 or

1 A9R3 respectively, to Hong Kong without the licenses required by Section 742.7 of the
Regulations. Sve Schedule C |, which is enclosed herewith and incorporated herein by reference.

I so downg, Sirchie committed 20 vislations of Section 764.2(a} of the Regulations,

Charges 1530-169 (15 C.F.R. § 764.2(e} - Relling Fingerprint hinaging Equipment with
meleage of a Violation of the Hegulations)

On the same 20 occasions described in charges 130-149 above, Sirchie sold fingerprint imaging
equipment or fingerprint powder, items classified under ECCNs 3A981 or 1A985 respectively, to
Hong Kong with knowledge that a violation of the Regulations was about o oceur in connection
with the items. At all thmes relevant hereto, Sirchie knew or should have known that a
Department of Comuerce Heense was required to export the fingerprint imaging equipment and
sold the items knowing that the regnired license had not or would not be obtained. See Schedule
¢, which is enclosed herewith and incorporated herein by reference. In so downg, Sirchie
commiited 20 violations of Section 764.2(g) of the Regulations.

Charges 170-181 {15 C.ER. § 764.2(g) - False Statements of Fact op Export Control
Documents)
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Um 12 of the 20 occasions described in charges 130-149 gbove, Sirchie filed or caused to be filed
SEDs, export contrel documents as defined in Section 772.1 of the Regulations, with the U8,
Government through the Awtomated Export System ("AES”) stating that no Heense was required
for the export, Those staterments were false beeause, a5 described in charges 130-149, Hoenses
were reguired for the export of fingerprint inaging equipment to Hong Kong. See Schedule C,
which is enclosed berewith and incorporated herein by reference. In so doing, Sirchie committed
12 violations of Section 704.2{(g) of the Regulations.

Accordingly, Sirchie is hereby notified that an administrative proceeding is institnied against it
pursnant to Section 13(c) of the Act and Part 766 of the Regulations for the purpose of obtaining
an order imposing administrative sauctions, including any or all of the following:

The maximuam civil penalty allowed by law of up to $11,000 per violation;®
Dental of export privileges; and/or
Exclusion from practice before BIS.

If Sirchie fails to answer the charges contained in this letter within 30 days afler being served
with notice of issuance of this letter, that fathwe will be treated as 3 default, {Regulations,
Sections 766.6 and 766.7). If Birchie defanlts, the Administrative Law Judge may find the
charges alleged in this letier are true without a heaning or further notice to Sirchie. The Under
Secretary of Commerce for Indostry and Security may then impose up (o the maximum penalty
on gach of the charges in this letier.

Sirchie is further notified that 1t is entitled (o an agency hearing on the record if Sirchie files a
written demand for one with ifs answer, (Regulations, Section 766.6). Sirchie 15 also entitled to
be represented by counsel or other anthorized representative who has power of attorney o
represent it {Regulations, Sections 766.3{a) and 766.4).

The Regudations provide for settlement without a hearing. (Regulations, Section 766.18). Should
Sirchic have a proposal to settle this case, Sirchic or its representative should transmit it through
the attorney representing BIS nameid below.

The U5 Coast Guard is providing administrative law judge services in connection with the
matters set forth in this letter. Accordingly, Sirchie’s answer must be filed in sccordance with
the instructions in Section 766.5{a} of the Regulations with:

R, Coast Guard ALY Docketing Center
40 8. Gay Street
Baltimore, Maryland 21202-4022

b See 15 CFR. § 6.4(2)(2),
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In addition, a copy of Sirchie’s answer rust be served on BIS at the following address:

Chief Counsel for Industry and Security
Attention: Peter R, Klason

Room H-383%

United States Department of Conunerce
14th Street and Constitution Avenue, MW,
Washington, D.C. 20230

Peter B. Klason is the attorney representing BIS in this case; any communications that Sirchie
may wish to have concerning this matter should oceur through him. He may be contacted by
telephone at {2023 482-5301.

Nincerely,

Acting Dhrector
fice of Export Enforcement

Enclosures
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SCHEDULE A

Exports of Fingerprint Imaging Equipment to Hong Kon g Through ltaly

| CHARGE | DATE OF |DESTINATION] con e ED ] ECON | VALLE RO AT Tn
NUMBERS [VIOLATION {(ISCFRY '
2,237,582 77 Q200 Hong Kong Krimesite Scope Kits JASRY | 831,880.00 § 764.2{a}, (e}, (h}, {g)
3,28, 53,78 FH4/00 Hong Kong Krimesite Scope Kits JAQRL | 847,523.33 § 764.2(a}, {e}, (hY, (g}
4,29, 54,79 11/31/00 Hong Kong UV lens for Krimesite Scope, § 3A981 | $4.391 .00 § 764.2(s}, (e}, (h), {g)
LV filters for Krimesite Scope

5, 30, 55, 80 11728400 Hong Kong Krimesite Scope Kiis, 3ABEL | $26,725.00 § 764.2{ay, (=), (), {g}
UV filters for Krimesite Scope

6, 31, 36, 81 1710701 Hong Kong Krimesite Scope Kits, 3A081 | 834,974.00 § 764.2{a}, {e}, (h}, (&)
UY filters for Krimesite Scope

7,32 87 &2 3/1/08 Hong Kong Erimesite Scope Kits 3ALET | $33,492.00 § 764.2(a}, (e}, (), {2}
&, 33, 58, 83 412/ Hong Kong Krimesite Scope Kits 3ASRT | $40,200.00 3 764.2(a), (€}, (h), {2)
2,34, 59, 84 4/17/03 Hong Kong Knmesite Scope Kits 3JAO81 | 831.880.00 § 764.2(a).(c), (h). (&)
3, 35, 60, 85 7i2/01 Hong Kong Knmesite Scope Kits 3AG81 | B95.640.00 § 764.20a), (o), (h), ()
H, 36, 61, 86 8/3/01 Hong Kong Krimesite Scope Kits JA981 | $51,9240.04 § 764.2(a}, (e, (h), ()
12,37 682,871 9/24/01 Hong Kong Kromesite Scope Kits IAG81 | $47 16735 § 764.2(ay, (e}, (hy, (&)
113, 38, 63, 88 11/9/01 Hong Kong Krmesite Scope Kits 3AREY | $8%.640.00 764.2(a), {2}, (h), {¢)
114, 39, 64, 89 287402 Hong Kong Krimesite Scope Kits 3ADKT 15136,320.00 {; 764.2¢a}, {e), (h). ()
115,40, 65, 90 382 Hong Kong Krimesite Scope Kits 3A98T | 344.920.00 § 764203, (e}, (), ()
115, 41, 86, 91 571702 Hong Kong Erimesite Scope Kits JAS81 | 85371225 § 764.2{a}, (e}, (h), ()
117, 42, 67,92 RIS02 Hong Kong Scan-N-Find Imagers JAGRY | 339,000,060 § 764.2(a}, (e}, (h), {g)
118,43, 68, 93 {27702 Hong Kong Krimesite Scope Kits JABRL | 85371228 § 764.202), (e}, (h), (g}




Sirchie Fingerprinting
Schedule of Violations

119, 44,69, 94 1272702 Hong Kong Krimesite Scope Kits, 3ASEY | $21,075.00 § 764.2(a), (e}, (h), {g)
Scan-M-Find Fnager
2(}', 45, 70,951 12/19/02 Hong Kong Krimesite Scape Kits 3AOR1 | 853712258 § 764.2(a}, (e}, (b}, (&)
121,46, 71,961 1/30/03 Hong Kong Scan-N-Find Imagers 3ABRY | 850.280.00 § 764.2(a3, {2}, (h), ()
122,47, 72,97 5/1/03 Hong Kong Scan-IN-Find Imagers 3JASRT | 368 400.00 § 764.2(a}, (), {h), (&)
123,48, 73,980 5/20/03 Hong Kong Krimesite Scope Kits JAOBE | $64,454.70 | §764.2(), (2), (1), (2}
24, 49,74 991 9/23/03 Hong Kong Erimesite Scope Kits IAGRT | 823 400.00 § 764.2(a3, (e}, (h), ()
bs. 30,75, 1000 12/2/03 Hong Kong Krimesite Scope Kits IAI8Y 15107384501 8 764.2(a), {e), (hy, {2
3/31/04 Hong Kong 3AS8Y | $32,800.00 3 764.2{a}, (e}, (h), {g}

bo, 51, 76, 101

Krimesite Scope Kit,
sean-t-Find Imasers
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SCHEDULE B

Exports of Fingerprint Ink and Powder o Hong Kong Through Italy
4 o fed ’e fon} “

CHARGE | DATEQF | DESTINATION COMMODMTY EXPORTED! BCOCN VALUE VIOLATIONS CHARGED
NUMBERS | VIOLATION {(153CFR)
102, 118, 1200 4/14/01 Hong Kong Fingerprint Powder LAGRS 8§ 984.00 3 764.2(a3, {&}, ()
103,112 121 12/6/(31 Hong Kong Dve Powder 1A98S |§ 18580 § 764.2(a), (e), (h)
104, 113, 1220 3/6/02 Hong Kong Fingerpring Powder TASES  §82.998.40 § 764.2{a), {e}, (h}. (2)
129
105, 114, 123 6/11/002 Hong Kong Fiogerprint Powder 1A985  1%1,524.80 § 764.2{ay, {e), (1)
106, 115, 124]  6/28/02 Hong Kong Fingerprint Ink Tobes TABES 18130000 § 764.2(ay, {e), ()
107, 116, 1251 972702 Hong Kong Fingerprint Powder TARES 15 40090 § 764.2(a), (&), (h}
108, 117, 1261 6/24/03 Hong Kong Fingerprint Powder 1AD8S & 702.22 § 764.2(a3, (=), ()
109, 118, 127)  9/17/3 Hong Kong Fingerprint Powder 1A983 185 24825 § 764.2{a}, {2}, (b}
110,119, 128 3/2/04 Hong Kong Fingerprint Powder TASES 8237160 § 764.2(a), {e}, (1}
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| CHARGE
| NUMBERS

VIOLATION

DESTINATION

SCHEDULE C

Exports Directly to Hong Kong

COMMOINTY EXPORTED

VALLIE

TOLATIONS CH,
{15 CFR)

RGED

130,150 11/8/00 Hong Kong UV Filters for Krimesite JADBL $1,428.00 § 764.2{a}, {e}
Scope
| 131,151 /11701 Hong Kong Frogerprint Kits 1AB85 & 346.3% § 764.2a), {e)
32,152, 1700 11/5/01 Hong Kong Fuygerprint Kits 1AB85 & 57730 8 764 . 2(a}, {e). (&)
133,153, 171 3/12/02 Houg Kong Fingerprint Powders LA9SS  1$6,217.20 & 764.2{a), (), ()
134, 154,172 6/4/02 Hong Kong UY Lenses for Krimesite JASRT  K6,980.00 § 764.2(z), {e}, {g)
Scopes
55 10/21/02 Hong Kong Fingerprint Powder TARES B 263.60 § 704.2{a}, (e

1/9/03

Hong Kong

UV Lenses for Krimesite
Scope

3A581

$32.000.00

§ 764.2(a), (e}, (g)

1/314/03

Hong Kong

Forensic Comparators

3A9R1

$11,500.00

§ 764.2(a). (e}, ()

1/22/03

Hong Kong

UV Lenses for Krimesite
Soone

JABEL

$22.680.00

§ 764.2(a), (e}, (g

139,159,176

2/ 8/03

Hong Kong

Fingerprint Powder

1ABRS

S 4,385.42

140, 160, 177

3726703

Hong Kong

UV Lenses for Krimesite
Seope

A8

$22.800.00

§ 764.2(a), {€), {g)
§ 764.2(a). {e}, ()

141, 161

430/03

Hong Kong

Fingerprint Powder

LABES

S 1,870 20

§ 764.2(a), (e}

142, 162

506403

Hong Kong

Fingerprint Powder
) X

1AS85

$2.423.11

§ 764.2(a), (¢}

143, 163, 174

JRS
f;e' 733

Hong Kong

Filter for Krimesite Scope

3A981

260,00

§ 764.2(a), (e}, (2)

144, 164

230/03

Hong Kong

Fingerprint Powder

1AQRS

S 1,151,358

5 764.2(z), ()
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¢ 145, 165 10/30/03 Hong Kong Fingerprint Ink Tubes 1A985 1§ 951.60 & 764.2(a), {e)
46,166, 1791 12/3/03 Hong Kong UV Lenses for Krimesite 3AS8T  B11,175.00 3 764.2(a), (&), (g)
: Scope

147, 167 12/12/03 Hong Kong Ik Strips 1A9RS 1§ 115.20 § 764.2(a}, {e}
148, 168, 180]  12/22/03 Hong Kong Fingerprint Kiis 1AQ85 15230020 § 764.2{a}, (e, (g}
48,169, 181 1720/04 Hong Kong LV Lenses for Krimesiie JARBL $2,590.00 § 764.2{1}, {e}, (&




