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Distributed IAM ProblemsDistributed IAM Problems
Federated IAM SolutionFederated IAM Solution

Active Directory Federation ServicesActive Directory Federation Services
Architecture & ComponentsArchitecture & Components
Managing Access with Claims (User Managing Access with Claims (User 
Attributes)Attributes)
DemoDemo

ADFS WSADFS WS--* Specifications Heritage* Specifications Heritage
MultiMulti--vendor Interoperabilityvendor Interoperability



eBusiness Extends your Network

Your Your Agency Agency andand
your your EMPLOYEESEMPLOYEES

Other AgenciesOther Agencies

Your Your ContractorsContractorsYour Your REMOTEREMOTE andand
VIRTUAL EMPLOYEESVIRTUAL EMPLOYEES

Your Your ConstituentsConstituents

Collaboration
Outsourcing
Faster business cycles; process automation
Value chain

M&A
Mobile/global workforce
Flexible/temp workforce



Solution: Federated Identity and 
Access Management
Solution: Federated Identity and 
Access Management
Industry DefinitionIndustry Definition

StandardsStandards--basedbased technology & IT processes technology & IT processes 
……
DistributedDistributed identification, authentication & identification, authentication & 
authorization …authorization …
Across boundariesAcross boundaries (security, departmental, (security, departmental, 
organizational or platform boundaries) …organizational or platform boundaries) …

ADFS VisionADFS Vision
Log on once, Log on once, securesecure access to everythingaccess to everything
Leverage Windows identity and services as Leverage Windows identity and services as 
broadly as possiblebroadly as possible



Security Tokens & Claims
Distributed authentication/authorization
Security Tokens & Claims
Distributed authentication/authorization

Security tokens assert claims
Claims – Statements authorities make about security principals 
(name, identity, key, group, privilege, capability, etc).

Secret KeySecret Key

PasswordPassword

Proof ofProof of
PossessionPossession

SignedSigned

X.509X.509 KerberosKerberos

XrMLXrML
SAMLSAML



Security Token ServiceSecurity Token Service

Security Security 
Token Token 
ServiceService

Key Key 
Distribution Distribution 
CenterCenter

A security token service 
issues security tokens

STS’s can “swap” tokens as a request crosses 
security domain boundaries



Federated IAM in Action 
X-organization, X-platform Web SSO
Federated IAM in Action 
X-organization, X-platform Web SSO

1.1. User clicks Agency A portal link  to Agency B Visit Request applUser clicks Agency A portal link  to Agency B Visit Request applicationication

Agency BAgency BAgency AAgency A

2.2. User redirected to Agency A STSUser redirected to Agency A STS
•• Seamlessly authenticated via Kerberos (Windows integrated Seamlessly authenticated via Kerberos (Windows integrated AuthNAuthN & AD)& AD)

3.3. User obtains SAML  security token from Agency A STS for Agency BUser obtains SAML  security token from Agency A STS for Agency B STSSTS
•• Federation claims per business agreement Federation claims per business agreement 

4.4. User obtains SAML security token from Agency B STS for applicatiUser obtains SAML security token from Agency B STS for application on 
•• Federation + applicationFederation + application--specific claims specific claims 

5.5. User accesses Agency B Visit Request applicationUser accesses Agency B Visit Request application

ActiveActive
DirectoryDirectory

FederationFederation
STSSTS

FederationFederation
STSSTS

SIDsSIDs
FederationFederation
ClaimsClaims

ApplicationApplication
ClaimsClaims

Visit Request ApplicationVisit Request Application

Visit Request Visit Request 
PortalPortal



Active Directory Federation 
Services

Active Directory Federation 
Services



ADFS ArchitectureADFS Architecture
Active DirectoryActive Directory

Authenticates users Authenticates users 
Manages attributes used to Manages attributes used to 
populate claimspopulate claims

Federation Service (FS)Federation Service (FS)
STS Issues security tokensSTS Issues security tokens
Manages federation trust policyManages federation trust policy

FS Proxy (FSFS Proxy (FS--P)P)
Client proxy for token requestsClient proxy for token requests
Provides UI for browser clientsProvides UI for browser clients

Web Server SSO AgentWeb Server SSO Agent
Enforces user authenticationEnforces user authentication
Creates user authorization Creates user authorization 
contextcontext

FS

browser

Web
Server

FS-P
AD or 
ADAM

ApplicationSSO Agent

HTTPS

LPC/Web 
Methods

Windows 
Authentication/
LDAP

Note:Note:
ADFS supports both W2K & W2K3 forestsADFS supports both W2K & W2K3 forests
FS & FSFS & FS--P coP co--located by default, Can be separate located by default, Can be separate 

boxesboxes
FS, FSFS, FS--P & SSO agent require IISv6 W2K03 R2P & SSO agent require IISv6 W2K03 R2



Federation ServiceFederation Service
ASP.NETASP.NET--hosted service running on IISv6 hosted service running on IISv6 -- W2K3 Server R2W2K3 Server R2
Federation Policy managementFederation Policy management

Establishes trust for signed security tokens by certificateEstablishes trust for signed security tokens by certificate--based key distributionbased key distribution
Defines token/claim types & shared namespace for Federated securDefines token/claim types & shared namespace for Federated security realmsity realms

Security token generationSecurity token generation
Retrieves user attributes for claim generation from AD (or ADAM)Retrieves user attributes for claim generation from AD (or ADAM) via LDAP via LDAP 
Transforms claims (if required) between internal & federation naTransforms claims (if required) between internal & federation namespacesmespaces
Builds signed SAML security token & sends to LSBuilds signed SAML security token & sends to LS
Builds “User SSO” cookie contents & sends to LSBuilds “User SSO” cookie contents & sends to LS

User authentication  User authentication  
Validates ID/Password via LDAP Bind for FormsValidates ID/Password via LDAP Bind for Forms--based authenticationbased authentication

FS

browser

Web
Server

FS-P

ApplicationSSO Agent



Federation Service ProxyFederation Service Proxy
ASP.NETASP.NET--hosted service running on IISv6 hosted service running on IISv6 -- W2K03 Sever R2W2K03 Sever R2
User authenticationUser authentication

Provides UI for Home Realm Discovery & FormsProvides UI for Home Realm Discovery & Forms--based Logonbased Logon
Authenticates users for Windows Integrated & Client  SSL authentAuthenticates users for Windows Integrated & Client  SSL authentication  ication  
Writes “User SSO” cookie to Browser (similar to Kerberos TGT)Writes “User SSO” cookie to Browser (similar to Kerberos TGT)

Security token processingSecurity token processing
Requests security token for client from FS  Requests security token for client from FS  
Routes token to web server via “POST redirect” through Browser Routes token to web server via “POST redirect” through Browser 

FS

browser

Web
Server

FS-P

ApplicationSSO Agent



Web Server SSO AgentWeb Server SSO Agent
ISAPI extension for IISv6 ISAPI extension for IISv6 -- W2K3 Server R2W2K3 Server R2
User authentication  User authentication  

Intercepts URL GET requests & Redirects unIntercepts URL GET requests & Redirects un--authenticated clients to LSauthenticated clients to LS
Writes “Web Server SSO” cookie to Browser (similar to Kerberos sWrites “Web Server SSO” cookie to Browser (similar to Kerberos service ticket)ervice ticket)

Windows ServiceWindows Service
User authorizationUser authorization

Creates NT Token for impersonation (AD users only) Creates NT Token for impersonation (AD users only) 
Managed Web ModuleManaged Web Module
Security token processingSecurity token processing

Validates user’s security token and parses claims in tokenValidates user’s security token and parses claims in token
User authorization User authorization 

Populates ASP.NET Populates ASP.NET GenericPrincipalGenericPrincipal context from claims to support context from claims to support IsInRoleIsInRole()()
Provides raw claims to appProvides raw claims to app

FS

browser

Web
Server

FS-P

ApplicationSSO Agent



Agency Agency 
BB

PrivatePrivate
NamespaceNamespace

AgencyAgency
AA

PrivatePrivate
NamespaceNamespace

ADFS Identity Federation for IAM
Projects AD Identities to other security realms
ADFS Identity Federation for IAM
Projects AD Identities to other security realms

FederationFederation
Server     Server     

FederationFederation
ServerServer

Federation ServersFederation Servers
Manage:Manage:
•• Trust Trust ---- KeysKeys
•• Security Security ---- Claims requiredClaims required
•• Privacy Privacy ---- Claims allowedClaims allowed
•• Audit Audit ---- Identities , authoritiesIdentities , authorities



ADFS: Claim & Token 
Processing
ADFS: Claim & Token 
Processing

Token 
Request

Parse & Validate

Payload?
1) Logon
2) Lookup 

custom claims
Logon

AD

Claim Extractor Claims

Token

Cookie

Claim 
Transformer

Trust Policy 
Cache

Primary

Seconday

Policy Stores

Create & Sign 
SAML Token 

Token
Response

IIS Queue

Internal 
Queue

AD/AM

Account Stores



ADFS: Supported Security 
Tokens
ADFS: Supported Security 
Tokens

Currently only issue SAML tokensCurrently only issue SAML tokens
Tokens are not encryptedTokens are not encrypted

All messages are over HTTPSAll messages are over HTTPS

Tokens are signedTokens are signed
(default) Signed with RSA Private key and signature (default) Signed with RSA Private key and signature 
verified with public key from X.509 certificateverified with public key from X.509 certificate
(optional) Can be signed with Kerberos session key(optional) Can be signed with Kerberos session key

FSFS--R tokens for Web server SSO AgentR tokens for Web server SSO Agent
NT service component of Web server SSO Agent must run as a NT service component of Web server SSO Agent must run as a 
domain service account and must have an SPN configuredomain service account and must have an SPN configure



ADFS: Supported Claim TypesADFS: Supported Claim Types

WSWS--Federation interoperable claim typesFederation interoperable claim types
IdentityIdentity

User Principal Name (UPN)User Principal Name (UPN)
Email AddressEmail Address
Common Name (any string value)Common Name (any string value)

GroupGroup
CustomCustom

name/value pair (name/value pair (egeg SSN / 123SSN / 123--4545--6789)6789)

ADFSADFS--toto--ADFS only ADFS only authZauthZ datadata
SIDsSIDs

Sent to avoid shadow accounts (for employees) in extranet DMZSent to avoid shadow accounts (for employees) in extranet DMZ
Sent in SAML token Advice element (not a standard claim type)Sent in SAML token Advice element (not a standard claim type)

Organizational claims Organizational claims 
Common set of claims across account stores and partnersCommon set of claims across account stores and partners
Mark organizational claims as sensitive (not audited/logged)Mark organizational claims as sensitive (not audited/logged)



ADFS: Claims Processing 
Extensibility
ADFS: Claims Processing 
Extensibility

Interface allows plugInterface allows plug--in modules to be in modules to be 
developed for Custom Claim developed for Custom Claim 
TransformationTransformation

FS supports one claim transform module, Not FS supports one claim transform module, Not 
a pipeline for multiple modulesa pipeline for multiple modules
Further lookups to a LDAP or SQL storeFurther lookups to a LDAP or SQL store
Complex claim transformations requiring Complex claim transformations requiring 
computationcomputation



ADFS Federation Claims FlowADFS Federation Claims Flow
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Supply Chain/Purchasing 
Application
Supply Chain/Purchasing 
Application



Federated IAM via Claims & 
RBAC
ADFS & Authorization Manager integration

Federated IAM via Claims & 
RBAC
ADFS & Authorization Manager integration

AzManAzMan (RBAC)(RBAC)
RolesRoles

Resource DomainResource Domain

SIDs/AttribsSIDs/Attribs
Federation DomainFederation DomainFederationFederation

ClaimsClaims
ApplicationApplication
ClaimsClaims

Web ServerWeb Server

FederationFederation
STSSTSActiveActive

DirectoryDirectory

FederationFederation
STSSTS

Account DomainAccount Domain



ADFS Web Services 
Specifications Heritage
ADFS Web Services 

Specifications Heritage
* Interoperability
* Extensibility



Connected ApplicationsConnected Applications

MessagingMessaging

XMLXML

TransportsTransports

SecuritySecurity ReliableReliable
DeliveryDelivery

TransactionsTransactions

M
etadata

M
etadata

ManagementManagement Business Business 
ProcessProcess ……

Web Services SpecificationsWeb Services Specifications

DevicesDevices MobileMobile

P2PP2P EAIEAI B2BB2B GridGrid



WS-FederationWS-Federation
Web Services Federation LanguageWeb Services Federation Language

Defines messages to enable security realms Defines messages to enable security realms 
to federate & exchange security tokensto federate & exchange security tokens

BEA, IBM, Microsoft, RSA, BEA, IBM, Microsoft, RSA, VeriSignVeriSign
Two “profiles” of the model definedTwo “profiles” of the model defined

Passive (Browser) clients Passive (Browser) clients –– HTTP/SHTTP/S
Active (Smart) clients Active (Smart) clients –– SOAPSOAP

SecuritySecurity
TokenToken

ServiceService

HTTPHTTP
ReceiverReceiver

HTTP messagesHTTP messages

SOAP messagesSOAP messages
SOAPSOAP

ReceiverReceiver



Passive Requestor ProfilePassive Requestor Profile

Binding of WSBinding of WS--Federation & WSFederation & WS--Trust for Trust for 
browser clients  browser clients  

Authentication Requires secure transport Authentication Requires secure transport 
(HTTPS)(HTTPS)

Passive (dumb) clientsPassive (dumb) clients
Adhere to policy by following redirectsAdhere to policy by following redirects
Indirectly acquire tokens via HTTP Indirectly acquire tokens via HTTP msgsmsgs
Cannot provide “proof of possession” for tokensCannot provide “proof of possession” for tokens

Limited (time based) token cachingLimited (time based) token caching
Tokens can be replayedTokens can be replayed



WS-Federation InteroperabilityWS-Federation Interoperability
WSWS--* public workshops/mailing list prepare * public workshops/mailing list prepare 
specs for submission to standards bodiesspecs for submission to standards bodies

http://groups.yahoo.com/group/WShttp://groups.yahoo.com/group/WS--SecuritySecurity--Workshops/Workshops/

WSWS--Federation vendor workshop (3/29/04) Federation vendor workshop (3/29/04) 
Passive Requestor Profile & SAML token Passive Requestor Profile & SAML token 
Microsoft, IBM, RSA, Microsoft, IBM, RSA, OblixOblix, , PingIDPingID, Open , Open 
Network, Network, NetegrityNetegrity
100% 100% interopinterop achieved by all participantsachieved by all participants

WSWS--Federation product previews at TechEdFederation product previews at TechEd
InteropInterop pavilion & Vendor panelpavilion & Vendor panel



Active Requestor ProfileActive Requestor Profile
A binding of WSA binding of WS--Federation & WSFederation & WS--Trust Trust 
for SOAP clientsfor SOAP clients

Determine token needs from policyDetermine token needs from policy
Actively request tokens via SOAP Actively request tokens via SOAP msgsmsgs

Strong authentication of all requestsStrong authentication of all requests
Client can provide “proof of possession” for Client can provide “proof of possession” for 
security tokenssecurity tokens

Supports delegationSupports delegation
Client can provide token for web service to Client can provide token for web service to 
use on its behalfuse on its behalf

Allows rich token caching at clientAllows rich token caching at client
Improved user experience & performanceImproved user experience & performance
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