From: Walker, Tonya M on behalf of Hitch, Vance (OCIO)

Sent: Thursday, December 16, 2004 5:25 PM

To: SPM; Adelberg, Sheldon (USPC); Bailey, Gregg D.; Bailie, Mike (NAC);
Baran, Vivian A.; Bonski, Dave (NDIC); Bourque, Monique; Bradley, David E;
Bruffy, Robert (ENRD); Bush, Barbara; Dziwura, William (OPA); Fralick,
Gerald; Greene, DeDe (CRT); Haggerty, Michael; Hardwick, John; Hughes,
Diane; King, Thomas (ATR); Loretta Dusek (E-mail); McCrary, Dennis R;
McGrath, Brian E. (EOIR); Mrozowski, David (NDIC); Parent, Steve; Peters,
Gregory T. (OIG); Simpkins, William B; Tamargo, Mauricio J; Taylor, Andy;
Tilak, Sharad; Towson, Wayne; Young, Joseph E. (TAX); Zal Azmi (E-mail);
Zwick, Ken (CIV)

Cc: Allen, Michael (JMD); Black, Andy; Boodro, Janet M; Burkhouse, Martin T;
Duffy, Michael (OCIO); Murray, John (OCIO); Burdett, Bill; Finegold, Brian D;
Burton, Dawn (ODAG); Carr, Michael; Colbert, Lee (USMS); Deeley, Kevin;
Heretick, Dennis (OCIO); Hilliard, Everett R; Massillon, Josette M; Meredith,
Mark (USMS); Merek, Carolyn V; 'telli@mitre.org’; 'ekh@mitre.org'’;
'judy.rasmussen@ic.fbi.gov'; '‘prummel@Ileo.gov'

Subject: HSPD-12 Common Identification Standard - Data Call

December 16, 2004

MEMORANDUM FOR HEADS OF DEPARTMENT COMPONENTS

FROM: Vance Hitch
Chief Information Officer

SUBJECT: HSPD-12 Common Identification Standard - Data Call

On August 27, 2004, President Bush released Homeland Security Presidential Directive
12 (HSPD-12): Policy for a Common Identification Standard for Federal Employees and
Contractors. This directive will establish “a mandatory, Government-wide standard for
secure and reliable forms of identification issued by the Federal Government to its
employees and contractors (including contractor employees).” The directive is available
for review at <http://www.whitehouse.gov/news/releases/2004/08/20040827-8.html> .
The Office of the CIO and Security Emergency Planning Staff will lead the DOJ strategy
and plans for compliance with HSPD-12 and the associated Personal Identity Verification
(PIV) standard. The purpose of this email is to solicit your immediate comment and
advise you of our plans for additional near term requests for information.

The Secretary of Commerce will promulgate a new standard not later than February
2005. The National Institute of Standards and Technology (NIST) has lead responsibility
for developing the PIV Standard, currently available in draft (The PIV Standard and its
supporting Special Publication 800-73 (SP 800-73), Integrated Circuit Card for Personal
Identity Verification on November 8, 2004. <http://csrc.nist.gov/piv-project/fips201-
support-docs.html> )

Agencies will be required to have a program in place not later than June 2005. Not later
than October 2005 “the heads of executive departments and agencies shall, to the
maximum extent practicable, require the use of identification by Federal employees and
contractors that meets the Standard in gaining physical access to Federally controlled



facilities and logical access to Federally controlled information systems.”

DOJ representatives are currently working with the appropriate Federal agencies,
committees and working groups to provide comments and feedback in several important
areas where we believe the initial direction and drafts should be reexamined or refined to
better meet DOJ requirements and existing operations. Previous HSPD-12 workshops
have generated significant comment from the Government and vendor communities that
are being reviewed and incorporated into subsequent releases of the standard and
potentially the HSPD-12 schedule. DOJ’s high-level response will include the following:

e Procedures and functional models included within the standard must be practical
and should not place undue burden on DOJ for migration to the Common
Identification Standard,

e [dentity card characteristics for mandatory elements should visually differentiate,
employees and contractors and should not include any DOJ agency identifier,

¢ [dentity card non-mandatory elements should be standardized to the degree
practical and should be discouraged from performing critical access control
function for a government controlled facility or federally controlled information
system,

¢ Building access technology standardization solutions must be readily available in
the market within the required timeline and should limit reinvestment in existing
infrastructures, and

¢ Biometric standards and the integration with existing systems must be clarified
and consistently defined within the PIV standard.

Please review and distribute within your component, as appropriate. If you have
additional areas of concern or comment please send by COB, December 22, 2004, to
Carolyn Merek, DOJ Enterprise PKI PMO, carolyn.v.merek @usdoj.gov
<mailto:carolyn.v.merek @usdoj.gov> . If you require clarification or have other
questions, contact Carolyn Merek on 202-353-2049. Thank you for your cooperation.




