Guido Appenzeller, 02:33 PM 12/23/2004, No Subject

X-Sieve; CMU Sieve 2.2

Subject:

Date: Thu, 23 Dec 2004 11:33:02 -0800

X-MS-Has-Attach: yes

X-MS-TNEF-Correlator:

Thread-Index: AcTpJjfBscjiL47xTuuJinBVN7Bx/g==

From: "Guido Appenzeller" <appenz@voltage.com>

To: <draftfips201@nist.gov>

Cc: "Luther Martin" <martin@voltage.com>,
"Terence Spies” <terence@voltage.com>, "Mark Schertler" <mark@voltage.com>

X-MailScanner:

X-MailScanner-From: appenz@voltage.com

Dear Sirs,

please find attached our comments on FIPS 201 from Voltage Security. For questions or clarifications please
feel free to contact either Luther Martin <luther@wltage.com> or myself.

Regards,
Guido Appenzeller

Co-founder and CTO

Voltage Security

1070 Arastradero Road, Suite 100
Palo Allo, CA 84304
650-543-1280 ext 120
650-543-1279 fax
www.voltage.com

1] Voltage Comments .xls

Printed for Dennis Branstad <branstad@nist.gov>



Zjog

FOOZ “OE JaquisA0n 8leQ

esIuyoy = | ‘lelopps = 3 uswnuosy jo adht =
£2-008dS = Z ‘LOZSdid = p'wewnxeg =g

“Buipiom yans Aq pamo|iesip Auspaapeul aq Jou pinoys
ABojouyoay syl Busn jo Alliqissod sy “saunaellydie [Md
aumny i juenodiul Ajegualod si seiBojouyost Aey aignd
$S8|-2}20YIa0 JO asn au L “Buipiom sy Aq pamojiesip
fnualedde 5| saifcjouyas) asaly jo asn pue 'sa1bojouLd9;
paej@ pue uondiuous paseg-Apuapl ayl| ‘SOIEYIHSO Asy
« ‘SepesyiLas Aax ofjgnd asn Jou op jeyy| oignd 2sn Jou op jey) saiBojouyay Ay ongnd ese asay)
ssibojouyasy Asx sijqnd o} Aidde jou saop
uawainbal spyt "shoy juswabeuew Asy o) . shay juawwalieuew Aax Jo} imonusequl
aunonnseyul jusiwabeuew Aoy ay) pue jeuuo)| juawsbeuew Aoy SY) pUE JELLIC) S)EDLINAD oL SaIIsads
leayLe0 oy} Seosds JSLINSoP SIW JO €25 JUSWIND0P SIU} JO §F'G UONI9S “Asy Juswabeuew
uonoas Aoy justuabieusw L8y ay) Jo uoRepleA Aay sy jo uciiepies poddns o) S}EOYLIS0 BOS X wioy sbeyoaiopinG
yoddns o} ajeouNas 606 Butpuodsauos| Buipuodsalcs e 210)s pue podiul lBUS PIEd Ald 84 L. 18w 6z d'g¥ ‘021X 08CLE¥S Ajunoeg
e 210}s pue podw! JleYs pIed Ald 2YL.| sAeY sm ‘gt UoNdSS Ul ‘62 'd Uo 'L OZ Sdid JO Yelp syl U} uonoss *LoZ Sdid 1| {059) “1aiiszuaddy oping sbeyon z
‘sipy Ajuelo 0} spiom ma) e ppe B3,
pue , 98, 8y} Aq passa0s SI AJljeucloLny [eUCHIPPE JeUmM
Apoexs 1eA0 SINASIP OU S| 818Y) JeY) NS SYBiU 0] 15N
einpow aydesbopdlo
suemyos pajepliea e Aq (Burssacoad pied . 9|npow oiydesBoydfao
Lo jo sedA) seyro 4o uonesyusa sumeubts pue 2.em0s pajepirea e Ag {uogesyuan aunjeubis
swijuoBie ysey yym "G-a) pajuswbne ag Aew pue swiguobie ysey ypm 6a) pejuawbine sq Aew
Ajlleuogoun) Siy) ‘Swo)sAs pue ejep anpsusst  Alfeuonsuny sky ‘SWAISAS puUB EJED SAIISUAS 0) SS8008
0) S88308 Pajoud 0} PESN uaypy “ples-uct joajousd 0) pasn usypy ‘P4es-uo {018 ‘uonesyuas aumeubis
{-o1e 'juaurebeueur Aay ‘uonesyan ainmeubis ‘Buysey “B-e) Ayeuonouny olydeiBojdiun [euonppe
‘Buysey ‘B-9) Ayjeuoouny siydeiBoydiis | Aue jusweidw jou pasu pIBS Ald 94} (pJe2-uo pauuopsd
|euonippe Aue usws(diu Jou pasu aq jleys shey Ald aup Busn suonesado sydesSoidius wioo-abeyoaBoping
P13 Ald 8U} ‘paed-uo peuuopad oq J[eys sfoy ', JEU 8ABY B ‘Suonesyoads owdeiBodAin igd'ey "0CTLX 09ZLEYS Anoeg
Ald auy Buisn sucyieledo ajydeiBopdiio iy, ‘¥ LRSS 42 'd U0 ‘LOZ Sdid JO HeJdp L ul|  uondes ‘0LE Sdid 3| {o59) “IezUBddy OpING sbeyop, L
{reatuyoe )
-1 ‘levoypy
-3 ‘[essussy
‘op afied pue 3@ o) adA)
abuey pesodaud {JUBLIWIOS JO} B[EUCHE] SPN|OU|} JUSWILIDD ‘Xauuy ‘uonoeg USWIoD 10BU0D JO od| uoneziueBiQ| # WD

Jsji@zuaddy oping AQ papiLgng

£2-008 dS PUT LOZ Sdid Yeup Joj jeduwe jusliwo)



ciee

PO0Z "0 19qUIAoN B1BG

[E01UY3S] = | ‘{ELONPS = T JUSWIWES Jo adA =)
£2-008dS = 2 'L0ZSdI4 = L'wewnaoq = g

o JBAJIL
slepdn Ty 8y} Lewy) auow cu jo pouad Auplea “epuadsar 4§00 ue Bunesado
B Upm Sejeayied Jo ucnesona) sy abeuew pue sy Buinss Jo) sjuawaninbed ay) sjeuiw|e
o} pasnbal you sue seeoYNESY paAIFMOYS PINOYS S9}E3YILa0 POAIFHOYS AJUO JO BoUBNSS| B pue
pue paai-Buo| yioq enss| 1ey) sy Jepucdsali ‘pamol[e 94 PINOYS SASx PaAIFHOYS JO 38N 8y} ‘JuaAa Aue
dS20 ue Bujesado pue sy Buinssi U} ¢,sajepdn gD Usamieq (BABUL LUNWIUIL Bl ) $1J0
woyy Jdwsxs ag [(BYs Sinoy g UBY) Siow} ssjepdn Ty Uaamaq [BABjUI Lnlixew sy pouad anoy
ou jo pouad Aypiea & aaey 1ey] SSjEolNadf  -g| AU} S| "PYLIBIC 8q PINOYS JUSWSIE]S SiL Jo Bujueaw
paAll-poys Ajuo sensst Jeyl yo v, 1xs1 a1 ppe|  ssipaid ay) pue snonbiquie Jeymatucs si abenbue| siy |
‘pasn aq wm sAsx paniruoys jey) Aygissod
BU} JO} MOj|e 0} “Byund , “sinoy g} Aisas aouo T
uery Aguanbay ssaf ou STHO ONss| ||eys B JE ‘Sinoy g} Aaae STy anss) [jeys sAay sjeand ald wios-shejoaiBoping
shey sjenud Ald 0) Bujpuodsanoo sejeoyiuea| 0} Bulpuodsaucd sajesiyilies anss; 1By Sy, Jey) aaey st d'eezs QAR R AR Aungag
enss| jeuy Sy'D, 89 0} X8} pajonb sy) sBuey|  am ‘g'g'Z'g LORISS Ul ‘Gp 'd UD *LOZ SdIJ Jo Jesp AU ul|  ucydas ‘LOZ SdId 1| {059) Jalszusddy oping abeyop g
‘Spaau AJUnoes 1jaL)} sjeaw
¥ )1 smojle ABojcuyoe) auj jo 9sN ay) JBY) SaIoUBIS e
lenusyod auy jo abiejueape aye; oy sepuabe |eiapay moje
03 JUBLINIOP S|U} Ul PapN|oul 89 pincys sAex paAl-Hoys jo
88N Ay} Jo} acUEMO|IY ‘BuO| AjsAne|al aq [|IM SalesyILed |2
jo awmay] 243 JBY) uoijdunsse auj Jo asnedeaq Abojouyse}
ajqissod B S8 LORBISPISUCO WOJJ PaPNDXa ARUaLIND S|
Jaesydde jou aue sajeoyiuan paalt| sAew pasalrpoys Busn saousbe |ziapay Jo Aupgissod sy
-poys ay} 1o} Jepuadsal 4gHo ue Bunesado Jo
SOIECYIUED PBAI-UOYS 8L} 10} STHD 841 POy 0} ‘aplacud sajeayipas panl-iebuol
Acioauip gy ve Buluiejuiew jo sjuawaiinbay 1ey) AJUNJSS JO |aAS| 2Wes SU) ule)e o) Alessaoau §)
8} ‘9SeD SIy} U] "ucilelopul AUpIEA Bu}| WSIUBYSEW LORES0AS) OU Uay) 'THD B 10) pouad sjepdn
Jo ssaurawy ayy Buisiwoidwos noym pesn aly} ueyy 185u0] ou st B1ESYIHSD PRAIFHCYS e jo pousd
aq ued skey paa-uoys 'fealsil siepdn TYD|  AiplieA BU I pUB 'SSjROLINES panll-uoys Buipuodssnias
Iour uew Jajeaul ou st Ay paal-poys e Jo povad| pue sfay paa-poys Buisn o) sebejueape Auew sue as9y )
Aypiea ayy se Suo| se pue ‘Jepuodsal 4SO0
ue Bugesado 1o Ty7) e Bunepdn pue Bupgeasd L AIPSSE00U SI WSIBYISLI UsesoAsd
1O PEBLIBAD BLE INOLJIAM UDHBLLIOI UOGEpIBA ESYILO B ‘sieak jeanas A||eadXy ‘Buo) Aesdiy si wiooabeyoa@opinb
Sjeoye0 sjep-o1-dn Buipinoid Jo ANjiqissod| S81eayILes UDHEIJUSLENE JO SLURBH| 84} S0UIS,, 1EL} Brey ordTLg ‘021X 0RZL-EFS Aynoag
U} MO{[e OS[E SABY PSAIFHOUS, X8 B4 PPY 8M 'Z°|°G UCHOSs Ul "OF "d U0 'L0Z Sdid Jo yeip ey u]  uoyoss ‘LOg Sdid 1| {ogg) senszuaddy oping abeyop ¥
(feoyaa |
-1 ‘feuoyp3
-3 '[eieusgy
‘op efied pue “oje -9y edAy
abueys pasodoid {JUBLLILICS JO} SIBUCHE SPNIU]) JUSLLIWICT) KUy uoaag UL 19U Jood| vonezuefin | #1wa

Js|ezuaddy OpING Ag paplang

££-008 JS PUB 10Z SdI4 WBIp Joj ejejduia) JusWwwo)



