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The Setting

An example of a 802.11 wireless network

(current installed base in the millions of users)



The Problem: Security!

+ Wireless networking is just radio communications

= Hence anyone with a radio can eavesdrop, inject traffic



WEP

v

¢ The iIldUStI'y’S solution: WEP (Wired Equivalent Privacy)
= Share a single cryptographic key among all devices
= Encrypt all packets sent over the air, using the shared key
s Use a checksum to prevent injection of spoofed packets



Why You Should Care

Alaska Air Launches Wireless Check-1n

Using free software on handhelds, travelers can check in, go directly to
gate

Airponrt checks vulnerable to
hackers, experis say

- arie iy, Chroricle Stall Wi

Olympics: 802.11 fails to make the cut Tetrorist hackers could exploit wireless
By Ben Charny

Special to ZDNet News netwotlk s used to check baggage at major
February 11, 2002, 9:40 AM PT aitpotts - including San Jose's - according to
network secutity expetts.

The International Olympic Committee said Monday that equipment based on
wireless-networking staple 802.11 won't be used to run operations of any Games
until at least 2008 becanse of security and performance concerns.



More Motivation

Wireless LANSs: Trouble 1in the Air

By Bob Brewin, Dan Veron and Jennifer DiSabatine

f(Jan. 14 2002) As the airline industry scrambles to meet a Jan. 18 deadline to screen everny
checked bag for explosives, security experts, analysts and government officials are raising
serious concemns about the security of wireless technology that's integral to the effort,

At issue is the adoption by airlines of industry-standard 80211k, or Wi-Fi, wireless LANSs
operating in the 2.4-GHz band. These systems, which are widely viewed as inherently insecure,
are being used to support such applications as bag matching and curbside and roving-agent
check-in.

The concerns appear to be justified, based on two investigations that were conducted last week
by professional security firms that analyzed airline wireless LAN systems at Denver |nternational

Airport and San Jose |nternational Airpord.




Overview of the Talk

¢ |n this talk:

s Security evaluation of WEP

s The history, where we stand today,
and future directions



1997 4

Early History of WEP

802.11 WEP standard released

Simon, Aboba, Moore: some weaknesses

Mar 2000

Oct 2000

Walker: Unsafe at any key size

Jan 30, 2001

Feb 5, 2001

NY Times, WSIJ break the story

Borisov, Goldberg, Wagner:
7 serious attacks on WEP




How WEP Works
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A Property of RC4

¢ Keystream leaks, under known-plaintext attack

= Suppose we intercept a ciphertext C, and suppose we can
guess the corresponding plaintext P

s Let Z=RC4(key, IV) be the RC4 keystream
s Since C =P @ Z, we can derive the RC4 keystream Z by
L/=P®C=P®(P®2)
¢ This 1s not a problem ... unless keystream 1s reused!



A Risk With RC4

¢ [f any IV ever repeats, confidentiality 1s at risk

= Suppose P, P’ are two plaintexts encrypted with same IV

s Let Z=RC4(key, IV); then the two ciphertexts are
C=P®Zand C'=P D7

s Notethat CO®C" =(PR2L) PP DLH=(LDZL) D (P
®P)=PDP’

= Hence the xor of both plaintexts 1s revealed

= [f there 1s redundancy, this may reveal both plaintexts

= Or, if we can guess one plaintext, the other 1s leaked

¢ So: If RC4 1sn’t used carefully, it becomes insecure



Attack #1: Keystream Reuse

¢ WEP didn’t use RC4 carefully
¢ The problem: IV’s frequently repeat

= The IV 1s often a counter that starts at zero
= Hence, rebooting causes IV reuse

» Also, there are only 16 million possible IV’s, so after
intercepting enough packets, there are sure to be repeats

¢ Implications: can eavesdrop on 802.11 traffic

= An eavesdropper can decrypt intercepted ciphertexts
even without knowing the key



Attack #2: Spoofed Packets

+ Attackers can inject forged traffic onto 802.11 nets

= Suppose I know the value Z = RC4(key, IV) for some IV
e c.g., by decrypting a single packet
= This 1s all I need to know to encrypt using this IV
= Since the checksum 1s unkeyed, I can create valid
ciphertexts that will be accepted by the receiver
¢ Implication: can bypass access control

= Can attack any computer attached to the wireless net



Summary So Far

¢ None of WEP’s goals are achieved

= Confidentiality, integrity, access control all broken

¢ And these are only 2 of the 7 attacks we showed in
our paper...



Jan 2001

Mar 2001

May 2001
Jun 2001

Aug 2001

Feb 2002

Subsequent Events

Borisov, Goldberg, Wagner

Arbaugh: Your 802.11 network

has no clothes

Arbaugh: more attacks ...

Newsham: dictionary attacks on WEP keys

Fluhrer, Mantin, Shamir: efficient attack on way WEP uses RC4

Arbaugh, Mishra: still more attacks




Evaluation of WEP

¢+ WEP cannot be trusted for security
» Attackers can eavesdrop, spoof wireless traffic

= Can often break the key with a few minutes of traffic

¢ Attacks are very serious in practice
» Attack tools are available for download on the Net

= Hackers sitting 1n a van can watch all your wireless data,
despite the encryption



War Driving

¢ To find wireless nets:

= Load laptop, 802.11
card, and GPS 1in car

u Drive

¢ While you drive:

m Attack software listens
and builds map of all
802.11 networks found




War Driving: Chapel Hill
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Driving from LA to San Diego

Lo & MG ELLE S -
UED] FiIImoreo : l:IHe:_\ peria
b o]
g Santa Clarita
s Santa Paula
_ % Siverwood
W E N T LiRa : i Lake
Bl Ri CALIFORHMN:IA Arrovwhesd . L
Al ; @ o iy Bear City
Iest Fark Crefline = A M
(=) Altadena  san Gabriel _
BIE R M A& RIAD-T N O San Soronio
Mourisit

i\

5an Clemente
Island

Westiake
_y'illage
Zuma Beach
Courty Park
Monica Bay
Torrance®
LungE
Rancho Palos™ Seaiﬁ
Verdes Beach
Huntington
Beach
L Beach”
Santa Barhara Santa Cataling aglinoie=ar
s e Dana Point”
Hourit o
Otizaba San Clemente;
Avalon
s
Channel @
Islands
Paciifiec O c e aan
L]

Gulf of Santa
Catalina

Moreno

Woo rest Pertis
Resehly

|

San Die -J} k-

& Banning
\—-f\_._.--.-—m

'Y E RS54 D E

zEscondido

Poway

irarnar
Lakeside

AL

Deszert Hot Sprlngs

(1]

Palm Springsn

erris
a5 - Idlyllvvild
i 15\ Homeiard” “Hemet °
"Lakelane L ake Elsinore
Wilage, \ L
3 [lelaly,
o Lake Skinner Santa
Rosa
Cahuilla LR
LR
------------- CIRUBIAR i e
Fallhruuk Hational Forest
\ Camp Pendleton Warner Los

Springs° Coyotes
LR.

DIE GO

l:‘Rm;emont

g
Juliary

San icente
Resenar

Alpne™ = p s Fine valley "\
I Cajon foveland Resena

pring Valley

22001 Microsaft Corp. All rights reserved.



Zoom 1n on Los Angeles
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RF Leakage

Example




One Network 1n Kansas City

Wireless Network Map

Signal Strength
Strong WWeak




Silicon Valley
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San Francisco
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Toys for Hackers




A Dual-Use Product




Conclusions

+ Wireless networks: insecure 1n theory & 1n practice

= 50-70% of networks never even turn on encryption, and
the remaining are vulnerable to attacks shown here

= Hackers are exploiting these weaknesses 1n the field,
from distances of a mile or more

¢ [esson: Open design 1s important

= These problems were all avoidable

¢ In security-critical contexts, be wary of wireless!



