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Federal Desktop Core Configuration
FDCC

® Common core Microsoft Windows
configuration driven by OMB
@ Based on the DISA, NSA, NIST, USAF, and

Microsoft existing guidelines for

securing Windows XP and Vista
@ Leverage USAF Standard Configuration
Desktop initiative

- Deployed and tested across half a million
Windows XP systems

® Include security and other settings
- Internet Explorer 7




Disclaimer

Any mention of commercial products or reference to commercial
organizations is for information only; it does not imply recommendation
or endorsement by NIST nor does it imply that the products mentioned
are necessatrily the best available for the purpose.
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OMB Memo M-07-11

Implementation of Commonly Accepted Security Configurations for
Windows Operating Systems
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OMB Memo M-07-11

Implementation of Commonly Accepted Security Configurations for
Windows Operating Systems

® “DoD has worked with NIST and DHS to reach a

operating
system, and to deploy standard secure desktops

13

for .
® "Agencies with these operating systems and/or
plans to upgrade to these operating systems

must

”




OMB Memo M-07-18

Ensuring New Acquisitions Include Common Security Configurations

EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

June 1, 2007
M-07-18

MEMORANDUM FOR CHIEF INFORMATION OFFICERS
CHIEF ACQUISITION OFFICERS|

~ O 3
FROM: Karen S. Emyé;/” aia
Admimstrator L'(L/ @
Office of E-Gov and Informagion Technology

Paulf\. Denenﬁc/d / -441«4/(2/

for Federal Pr Policy

SUBJECT: Ensuring New Acquisitions Include Ci Secunity Configurations

The Office ofM.mazemem and Budget recently issued policy memorandum M-07-11,
“Impl ion of C ly Accepted Security Configurations for Windows ting
Systems,” which stated: “agencies with these operating systems [Windows XP and VISTA]
and/or plans to upgrade to these operating systems must adopt these standard security
configurations by February 1, 2008.”

This dum provides ded lang for your agency to use n
solicitations to ensure new acquisitions include these common security configurations and
information technology providers certify their products cpente effectivi elv using these
configurations. Your agency may determine other specifications and/or 1 15 necessary:

“a) The provider of mformation technology shall cemfy applications are fully functional
and operate cormrectly as mtended on systems using the Federal Desktop Core
Configuration (FDCC). This ncludes Interet Explorer 7 confizured to operate on
Wmdows ‘:P and Vista (m Protected Mode on Vista). For the Windows XP settings,

: 5 1 nd for the Windows Vista
vi/itsec/mudance vista html

b) The standard installation. operation, maintenance, update, and/or pkt‘h_.l’ of
,oft‘\ are sh '. alter the ‘out guatio

<) Applic
without e!

S w:ll further 2 your agency s adoption of common
(NIST) and the
sh a virmal
0 \\ u)do‘ {

ions conceming adoption of

can be sent to
any questons ahc it this memorandum, please contact Daniel Costello at 202-395




OMB Memo M-07-18

Ensuring New Acquisitions Include Common Security Configurations

@ “The provider of information technology shall certify applications are
fully functional and operate correctly as intended on systems using
the . This includes
Internet Explorer 7 configured to operate on Windows XP and Vista
(in Protected Mode on Vista).”

“Applications designed for normal end users shall run in

without elevated system administration
privileges.”
“The National Institute of Standards and Technology (NIST) and the
Department of Homeland Security continue to work with Microsoft to
establish to provide agencies and information
technology providers’ access to Windows XP and VISTA images.
The images will be

purposes to help certify

applications operate correctly. “




OMB Memo for ClIOs

Establishment of Windows XP and Vista Virtual Machine and
Procedures for Adopting the Federal Desktop Core Configurations

Tuly 31, 2007
MEMORANDUM FOR CHIEF INFORMATION OFFICERS

FROM: Karen Evans
Administrator, Office of E-Govermnment and Information Technology

SUBIJECT:  Establishment of Windows XP and VISTA Virtual Machine and Procedures for
Adopting the Federal Desktop Core Configurations

The Office of Management and Budget recently issued policy memorandum M-07-11,
“Implementation of Commonly Accepted Security Configurations for Windows Operating
Systems,” which stated: “agencies with these operating systems [Windows XP and VISTA]
and/or plans to upgrade to these operating systems must adopt these standard security
configurations by February 1, 2008.”

Aswenoted in the June 1, 2007 follow-up policy memorandum M-07-18, “Ensuring
New Acquisitions Include Common Security Configurations.™ a virtual machine would be
established “to provide agencies and information technology providers” access to Windows XP
and VISTA images.” The National Institute of Standards and Technology (NIST), Microsoft. the
Department of Defense. and the Department of Homeland Security have now established a
website hosting the virtual machine images, which can be found at: http://csrc.nist.gov/fdcc. The
website also includes frequently asked questions and other technical information for adopting the
Federal Desktop Core Configurations (FDCC).

Your agency can now acquire information technology products that are self-asserted by
information technology providers as compliant with the Windows XP & VISTA FDCC, and use
NIST’s Security Content Automation Protocol (S-CAP) to help evaluate providers’ self-
assertions. Information technology providers must use S-CAP validated tools, as they become
available, to certify their products do not alter these configurations, and agencies must use these
tools when monitoring use of these configurations. Related resources (e.g., group policy objects)
are also provided to help facilitate agency adoption of the FDCC.

For additional information about this initiative, please call 1-800-FED-INFO. Additional
information about the S-CAP can be found at: http:/nvd nist.gov/scap.cfm.




OMB Announcement

OMB Announces Establishment of New Website to
Assist Agency Implementation of Secure Configurations

EXE UTIVE OFFICE OF THE PRESIDENT
NT AND BUDGET
"’ASHI‘N;T N,

FOR IMMEDIATE RELEASE
July 31,
Contact: OMB Communications, 202-395

OMB ANNOUNCES ESTABLISHMENT OF NEW WEBSITE TO A AGENCY

WASHINGTON of Mar 3 idget ( announced today the
blishment of a Web site to assist departments and agencies with the implementation of secure
the security of their mformation technology investments.

eb site established todaj\' hoats "'\‘imml machine images" - tools for the agencies to

s using these new configur: dditionally.
11 allow agencies to see ¥ hat b ppens to their cusrent pphn on en
h the secure operatin s 0 d . Earlier rear. OMB

5 hile reducing operating

en using file sharing techno As part of this effort.
OI\IB informed agencies that a new resource -- virtual machine im: ould be established to
assist agency planning efforts.

es contain pre-co red securit i i 1se when testing and
g their applicat ens v fi fectively and securely when lhe‘ migrate
new operating s. The images were established thu,uvh a collaborative effort with
Microsoft and the 2 tute of Standards and Technolog |’\'IST,| the Department of
Defense, and the Department of Homeland Security.

"This resource mulume’ encies’ efforts to implement common security configurations which
will boos 'mation security, improve system performance. and decrease
opentmv os d Karen Evans, Admi 'm.l of OMB's Office of E-Government and
Information Techn‘\l« encourage x tive efforts. such as this one, with both
public and private sector partners to support v adoption of the Microsoft XP and VISTA
configurations."

In addition, NIST's National Checklist Program is working with a number of information
technology providers on standardizing secur ttings for a wide variety of products and
environments. NIST maintains over 120 common security configuration guides wed by
agencies




Resources

® OMB Memoranda

http://www.whitehouse.gov/omb/memoranda/

@ NIST FAQs about Implementation of Commonly
Accepted Security Configurations for
Windows Operating Systems Memo

http://checklists.nist.gov/fag-common security configurations.html




In Support of the OMB Mandate

Vista Federal Desktop Core Configuration




FDCC Technical Resources

@ NIST FDCC home page
http://csrc.nist.gov/fdcc

® Frequently asked questions

® Draft security settings documentation for
Windows XP and Vista

® Microsoft Virtual PC virtual hard disks
(VHDs)

® Draft Group policy objects

® Draft security content automation protocol
(SCAP) content




http://csrc.nist.gov

NIST

National Institute of
Standards and Technology

Information Technology Laboratory - Computer Security Division
Computer Security Resource Center - CSRC

Focus Areas Publications Search

FDCC
¢ Home
® Disclaimer
¢ Contact

Federal Desktop Core Configuration
FDCC

¢ In support of the OMB Memoranda
® NIST Security g

Configuration
Checklist for IT

Products

Security Content
Automation Protocol

Guidance for

Securing Microsoft
Windows Vista

Guidance for
Securing Microsoft
Windows XP Home
Edition: A NIST
Security

Configuration
Checklist

Guidance for

Securing Microsoft
Windows XP Systems
for IT Professionals:
A NIST Security
Configuration
Checklist

® NIST Systems

Administration
Guidance for
Windows 2000

Professional
FISMA

Implementation
Project

¢ NIST Frequently Asked Questions - FAQs - 20C

¢ Download the FDCC documentation, group policy ob1ects
Microsoft virtual hard disks, and securlty content automation
protocol (SCAP) content - 2007-07-31

Under the direction of OMB and in collaboration with DHS. DISA. NSA.
USAEF. and Microsoft. NIST has provided the following resources to help
agencies test, implement. and deploy the Microsoft Windows XP and Vista
Federal Desktop Core Configuration (FDCC) baseline.

¢ Technical FAQs for FDCC baseline

¢ FDCC draft documentation, group policy objects (GPOs), Microsoft
virtual hard disks (VHDs). and security content automation protocol
(SCAP) content

The VHDs and GPOs should only be used for testing purposes and should not
be deployed in an operational environment without extensive testing.

Comments and questions may be addressed to fdcc@nist.gov.




Frequently Asked Questions

This frequently asked questions (FAQ) document addresses subjects associated with
the March 2007 OMB-mandated Federal Desktop Core Configuration (FDCC).
Topics include the FDCC, laboratory testing of the FDCC, agency testing of the
FDCC, use of the SCAP to evaluate computers for FDCC compliance. deploying the
FDCC, and reporting deviations to the FDCC This FAQ should be considered an
addition to the Managing Securitv Risk common Configurations FAQ.

Federal Desktop Core Configuration

1. What is the Federal Desktop Core Configuration (FDCC)?
The Federal Desktop Core Configuration (FDCC) is an OMB-mandated security

configuration. The FL .
operating system soft FDCC Laboratory Testing

Desktop Core Configt S
2007 memorandnm fy 1. What was the objective of the recent NIST test effort?

- : In support of OMB and Fede
a corre:pondmg memny . - - <
Chief Information Off  D1oA. Microsoft, and third-f

laboratory testing to verify ac

FDCC Agency Testing

. written FDCC policy. 1. What are Virtual PCs (VPC), and what is the difference between a
2. What operating sy! POt VPC and a Virtual Hard Disk (VHD)?
Currently, FDCC setti Virtual PC (VPC) is a Microsoft product

Pack 2) and Microsof 2. What version of Microsof
Internet Explorer 7.0 was tes

instance of an operal”
instance of an operal

3. Where can I obtain (VHD) can utilize the
systems other than 3. What if I use a browser « [5gp ports) in the sa

In general, NIST sugg ~ While settings for other brow
(SP) guide if one exis TR e R e 5 standards known as the Securitv Content Aufomation Protocol (SCAPY Bv virfue
of using XML-ba

not a\'aj_lableil-'ederal ¢ 7.0.If agencies are using Int 5 \why are VHDs be readable. Specific <l FDCC Deployment >

Security Content Automation Protocol

-

. What is SCAP?

the VHD appears as NIST recently established a suite of interoperable and automatable security

(checklists.nist. gov) t  Internet Explorer 7.0. VHDs are very usefi  post SCAP refere

s ion ! . y Sy . F_— - -
Degen[}clt Inforzlméason‘ . . canbeinstalled ona  pitp-/nvd.nist.go 1. What are some settings that will impact system functionality that I
gutde [hat Could be Us 4, were any Microsoft Offic  gperating systems, should test before I deploy the OMB mandated FDCC baseline in an

do not exist, Pgderalg Microsoft Office is not instal  the purposes of enst 2. How are the 5¢  ©Perational environment?
Regardless which guit  jnciuded in GPOs. The Micrc  maltfunctioned with { As part of the iter There are a number of settings that will impact system functionality and agencies

deployed information represented in the FDCC doc  over a single physici  that both VHDs a  Should test thoroughly before they are deployed in an operational environment.
recommended checkli - "

before laboratory testing. Mi and test complian
testing after publication of th 3. When will VHDs €  tools were able tc * Running the system as a standard user - some applications may not work
4. How was the FDCC According to Micros  settings were pro properly because they require administrative access to the operating
The Windows Vista F 5. To comply with the FDCC  VHDs will be publist  used for testing ¢ system and application directories and registry keys.

SfCUTif." Ggides f?" b the Microsoft Windows F  http-//csrc nist sov/f  determine if newl e Minimum 12 characters password and change every 60 days - this may
\_15[3 Security Guide ' No. The FDCC baseline reco impact system usability and interoperability with some enterprise single
NSA, and NIST. The  the Microsoft Windows Fire' 4. what can be dow 3- What settings « sign-on password management systems.

DISA, NSA, and NIS  gystem installation. However,  The FDCC technical ~ There are a small e Wireless service - the wireless service is disabled and this will prevent the
The Windows XPFD  firewall software instead of t policy documentatio; ~ at this time. Thes use of Wi-Fi network interfaces that depend on the built-in wireless

Security-Limited Fun¢ i service.

DoD customization oi .
Internet Explorer 7.0 sl ';4':1:“"15.0& '?efe"der on 4 l‘fglce cres;a;llal o o FIPS 140-2 setting - impacts browser interoperability with Web sites that
a LLellsllL t, = FPCC sett 5. can I use the VHL S s do not sunnart the FTPS 140-2 annraved aloarithms This can nanallv he



Settings
Impact System Functionality

® Operate the system as a

@ Accounts: account status -

® - Disabled

® Maximum -

® Minimum -

® Microsoft network client:

(always) — Enabled

® Network security: LAN Manager authentication
level - . Refuse LM
and NTLM

® System cryptography: Use
algorithms for encryption, hashing, and signing —
Enabled

® - Enabled




Information Technology Laboratory - Computer Security Division
Computer Security Resource Center - CSRC

Focus Areas

http://csrc.nist.gov/fdcc/download fdcc.html

Publications Search

NIST

National Institute of
Standards and Technology

Home
Disclaimer
Contact

NIST Security

Configuration
Checklist for IT

Products

Security Content

Automation Protocol

Guidance for Securing
Microsoft Windows
Vista

Guidance for Securing
Microsoft Windows XP
Home Edition: A NIST
Security Configuration
Checklist

Guidance for Securing
Microsoft Windows XP
Systems for IT
Professionals: A NIST
Security Configuration
Checklist

NIST Systems
Administration
Guidance for Windows
2000 Professional
FISMA Implementation
Project

National Vulnerability

Database

- DOWNLOAD PAGE -

WARNING NOTICE ‘ ‘

Do not attempt to implement any of the settings without first testing them in a
non-operational environment. These recommendations should be applied only
Windows XP Professional SP2 and Vista systems and will not work on Windov
9X/ME, Windows NT, Windows 2000 or Windows Server 2003. The security pol
have been tested on Windows XP Professional SP2 and Vista systems with a
Windows 2003 server and will not work on Windows 9X/ME, Windows NT, Win
2000 or Windows Server 2003.

The draft download packages contain recommended security settings; they are n
meant to replace well-structured policy or sound judgment. Furthermore, these
recommendations do not address site-specific configuration issues. Care must!
taken when implementing these settings to address local operational and policy
concerns.

These recommendations were developed at the National Institute of Standards a
Technology, which collaborated with DHS, DISA, NSA, USAF, and Microsoft to proi
the Windows XP and Vista FDCC baseline. Pursuant to titte 17 Section 105 of the
States Code, these recommendations are not subject to copyright protection and
the public domain. NIST assumes no responsibility whatsoever for their use by ol
parties, and makes no guarantees, expressed or implied, about their quality, reliz
or any other characteristic. We would appreciate acknowledgement if the
recommendations are used.

Federal Desktop Core Configuration
FDCC

FDCC Documentation

FDCC GPO Release

Release 1.0 - Draft
[xls, 100K]

SHA-1 Digest:
2CB88444394B73
E69EF411758978
09A1232588A0

SHA-256 Digest:
D6ECF963F4D2FA
4ABS2BA79D1527
768DDFSACCCE75
872496DE4C4C23
E283CD17

1.0 -Draft [zip, ~3 MB]

SHA-1 Digest:

B46C514BFABD312F
ASC1AC149AFAD4D

2D15215FC

SHA-256 Digest:
682B097721E068
170AD7 CES83BC7
0045803FEGAODA
8CS7A60A194C13
CEFCDASC

(VHD Files

Windows XP FDCC
VHD Release 1.0
(Click to download) -

Draft [zip, ~1.8GB]

Note:
Internet Explorer 6

and 7 have a download

limitation of 2 GB and
4 GB respectively.

Other browsers do not

appear to have this
limitation.

SHA-1 Digest:
ES0E4F3B40920D
S595FA0481B3AF7
E72C76203249

SHA-256 Digest:
1F20C16989CF30
BS5187EASSCDO7B
AG29CF18FOF41D
S89EB7B8ECEDESC
D768858E

Windows Vista FDCC
VHD Release 1.0 -
(Click to download)
-Draft [zip, ~4.5GB]

Note:
Internet Explorer 6

and 7 have a download

FDCC SCAP Content

Windows XP SP2
Windows XP Firewall
Internet Explorer 7.0
Windows Vista

Windows Vista Firewall

The preceding files are
intended for use with
"SCAP FDCC scanning
capable” tools.




FDCC Security Settlngs

FDCC- Settlngs -v1-0-0.xls [Compatibility Mode] = Microsoft Excel

0n) d7
A

Home Insert Page Layout Formulas Data Review View

= Cut
& Cu Arial
=3 Copy

Paste
- J Format Painter =

B 7 U~

‘,y/.

=) Wrap Text

a4 Merge & Center ~

Alignment

Policy Path
B

c

General

| .
o]

Conditional

i A

Format

Formatting ~ as Table v Styles ~ ;

Styles

D

oK
==
Cell Insert Delete Format

E

A

Sort & Find &
Filter v Select~

Editing

| X AutoSum ~

=—" || [g] Fill -

2 Clear v

LPolicy Path
1

Policy Setting Name

FDCC Windows Vista

FDCC Windows XP

CCE Reference

Comment

M 4 » M

Computer Configuration\Windows
Settings\Security Settings\Account
Policies\Password Policy

Enforce password history

24 passwords remembered

24 passwords remembered

CCE-60

Computer Configuration\Windows
Settings\Security Settings\Account
Policies\Password Policy

Maximum password age

60 days

60 days

CCE-871

Computer Configuration\Windows
Settings\Security Settings\Account
Policies\Password Policy

Minimum password age

1 day

1day

CCE-324

Computer Configuration\Windows
Settings\Security Settings\Account
Policies\Password Policy

Minimum password length

12 characters

12 characters

CCE-100

Computer Configuration\Windows
Settings\Security Settings\Account
Policies\Password Policy

Password must meet complexity
requirement

Enabled

Enabled

CCE-633

Computer Configuration\Windows
Settings\Security Settings\Account
Policies\Password Policy

Store passwords using reversible

encryption for all users in the domain

Disabled

Disabled

CCE-479

Computer Configuration\Windows
Settings\Security Settings\Account
Policies\Account Lockout Policy

Account lockout duration

15 minutes

15 minutes

CCE-754

Computer Configuration\Windows
Settings\Security Settings\Account
Policies\Account Lockout Policy

Account lockout threshold

5 invalid logon attempts

5 invalid logon attempts

CCE-658

Computer Configuration\Windows
Settings\Security Settings\Account
Policies\Account Lockout Policy

Reset lockout counter after

15 minutes

15 minutes

CCE-733

Computer Configuration\Windows
Settings\Security Settings\Account
Policies\Kerberos Policy

Enforce user logon restrictions

Enabled

Enabled

CCE-227

Computer Configuration\Windows
Settings\Security Settings\Account
Policies\Kerberos Policy

Maximum lifetime for semvice ticket

600 minutes

600 minutes

CCE-6

Computer Configuration\Windows
Settings\Security Settings\Account
Policies\Kerberos Policy

Maximum lifetime for user ticket

10 hours

10 hours

Computer Configuration\Windows
Settings\Security Settings\Account
14 Policies\Kerberos Policy

Maximum lifetime for user ticket
renewal

7 days

7 days

FD(SC__Security_'Sétt'ings

F>D>CC‘_Other éemngs -

]

Count:6 |{E5 [0 [},200% (=)




FDCC Other Settings

0o ) ™ = £ 5 Scttings V1070 xls [Compatibility Mo
iea

Home Insert Page Layout Formulas Data Review View

Arial =i Wrap Text Text j:[h;fj 7"4‘ “)4‘ j_u ;f ‘ ‘ E:‘tosu’"' ;}J? _11}
= = M il ~ -

B 7 J . iq Merge & Center ~ $ v % 9|/ %5 5% Conditional Format Cell Insert Delete Format Sort & Find &
= = = = - - - £ Clear~ Filter v Select ~

Formatting ~ as Table ~ Styles ~
Alignment Number Styles Cells
fx | Policy Path

B G D E
Policy Path Policy Setting Name FDCC Windows Vista FDCC Windows XP CCE Reference Comment

Computer Turn on Mapper /O (LLTDIO) driver Disabled (Not Applicable) CCE-947
Configuration\Administrative
Templates\Network\Link-Layer
Topology Discovery
Computer Turn on Responder (RSPNDR) driver  |Disabled (Not Applicable) CCE-1134
Configuration\Administrative
Templates\Network\Link-Layer
Topology Discovery
Computer Turn Off Microsoft Peer-to-Peer Enabled Enabled
Configuration\Administrative Networking Services
Templates\Network\Microsoft Peer-to
Peer Networking Services
Computer Prohibit installation and configuration of |Enabled Enabled CCE-896
Configuration\Administrative Network Bridge on your DNS domain
Templates\Network\Network network
Connections
Computer Prohibit use of Internet Connection Enabled Enabled
Configuration\Administrative Firewall on your DNS domain network
Templates\Network\Network
Connections
Computer Prohibit use of Internet Connection Enabled Enabled CCE-672
Configuration\Administrative Sharing on your DNS domain network
Templates\Network\Network
Connections
Computer Windows Firewall: Allow file and printer |(Not Applicable) Disabled CCE-555
Configuration\Administrative sharing exception
Templates\Network\Network
Connections\Windows
Firewall\Domain Profile
Computer Windows Firewall: Allow ICMP (Not Applicable) Enabled: Allow inbound CCE-277
Configuration\Administrative exceptions echo requests
Templates\Network\Network
Connections\Windows
Firewall\Domain Profile
Computer Windows Firewall: Allow local port (Not Applicable) Disabled CCE-370
Configuration\Administrative exceptions
Templates\Network\Network
Connections\Windows

10 Firewall\Domain Profile

4 4 ¥ [ FDCC_Security_Settings | FDCC_Other_Settings < ¥J / R B ol L
Ready Count:6 || (0] {11|,200% (=)




Group Policy Objects (GPOs

Calculating time remaining...

Copying 171 items (37.4 MB)

from FDCC-Q3-2... ..\FDCC-Q3-2 to federal_co...
Calculating time remaining...

\federal_con

-—

V) More information

T
(€1 vl

File Edit

« FDCC Q3 2007 Final GPOs »

View Tools Help

Organize v

Date modified Password ...
7/30/2007 6:07 PM
7/30/2007 6:07 PM

7/30/2007 6:06 PM

Name/ Type Compressed size
File Folder
File Folder

File Folder

File Edit

View Tools Help

Date modified

Type

{047CB475-E15E-4D9F-ASCE-EAAAQ412F93C} 8/6/2007 3:52 AM File Folder
{C6FEQESE-E018-4545-8A91 -4AEBBA3C3779} 8/6/2007 3:52 AM File Folder
{ED61CEES5-EAT2-4B2B-8655-144E77F7FA40} 8/6/2007 3:52 AM File Folder

manifestxml 7/30/2007 12:52PM XML File

Import Settings Wizard

Source GPO

Backed up GPOs:

Select the GPO from which you want to import settings.

<

JFDCC 03 2007 Account Policy 7/30/2007 12:45:42...
5} FDCC 03 2007 Additional Settings
EF'FDCC 03 2007 IE7 Settings

Description

FDCC 03 2007 Aq
FDCC Q3 2007 &d
FDCC Q3 2007 IET

Time Stamp

7/30/2007 12:51:48
7/30/2007 12:52.12

| |

[~ Show only the latest version of each GPO

Import Settings Wizard

Source GPO

Select the GPO from which you want to import settings.

Backed up GPOs:

View Settings...
< Back Next > I

Cancel | Hep |

Name

<

(=3 FDCC 03 2007 Vista Firewall Settings
55 FDCC 03 2007 Vista Security Settings
5 FDCC 03 2007 Vista-Specific Additional Settings

Time Stamp
7/30/2007 12:52:32 ...

7/30/2007 12:52.52 FD
7/30/2007 12:53:08 FD

| |

[~ Show only the latest version of each GPO

Import Settings Wizard

Source GPO

Select the GPO from which you want to import settings.

Backed up GPOs:

Wiew Settings...
< Back I Next > I

Cancel | Help |

Name ~

FDCC

<

3 2007 XP Firewall Settings
5 FDCC @3 2007 XP Secuiity Settings
25 FDCC 03 2007 XP-Specific Addiional Settings

7/30/2007 12:53:26 ...

7/30/2007 5:31:34 PM  FDCCC
7/30/2007 12:53:50 FDCC(
| I

[~ Show only the latest version of each GPO

View Settings...
< Back Next > I

Cancel | Help |




GPOs Test Environment

L W03 L Micesch

[

FDCC Q3 2007
Findl GPOS

st | (3 &

Windows Vista
Client

Recycle Bin

FEDERALDESKTOP CORE CONFIGURATION

EDEC

0 O O 0SIPM

e s

Manage Your Server

Server:FDCCDC

Managing Your Server Roles

1d here to a3 or rem
task

2d wth the folowing

NS Server

D15 (Domain Nam

this page at ogon

7 Manage Your Server

Search ey and suppert Cereer [ ()

Tools and Updates

tis ONS server

the nest

Windows Server 2003

- AD/DNS -
- GPOs -

Windows XP
Client

anputer Name

facide B
Windows XP Professional
on copy. Bkl 2600.xpap_sp2_oek. 0 254 (Servie Pack 2)

i 1047710




FDCC GPOs

Group Policy Management Console — gpmc.msc

’E Group Policy Management
S Fle  Action View Window Help

@ m B2

S Group Policy Management
=4 Forest: Fdec.nist.gov
=1 () Domains
=@ fdcc.nist.gov
555 Default Domain Policy
(&) Domain Controllers
155 Default Domain Controllers Policy
(& FDCC - Q3 2007
45 02 - FDCC Q3 2007 Additional Settings
55 03 - FDCC Q3 2007 IE7 Settings
=-{&] vista
55 04 - FDCC Q3 2007 Vista Firewall Settings
55 05 - FDCC Q3 2007 Vista Security Settings
55 06 - FDCC Q3 2007 Vista-Specific Additional Settings
xP
5 07 - FDCC Q3 2007 XP Firewall Settings
35 08 - FDCC Q3 2007 XP Security Settings
55 09 - FDCC Q3 2007 XP-Specific Additional Settings
Group Policy Objects
55 01 - FDCC Q3 2007 Account Policy
02 - FDCC Q3 2007 Additional Settings
03 - FDCC Q3 2007 IE7 Settings
55 04 - FDCC Q3 2007 Vista Firewall Settings
55 05 - FDCC Q3 2007 Vista Security Settings
55 06 - FDCC Q3 2007 Vista-Specific Additional Settings
07 - FDCC Q3 2007 %P Firewall Settings
{55 08 - FDCC Q3 2007 XP Security Settings
55 09 - FDCC Q3 2007 XP-Specific Additional Settings
(=5 Default Domain Controllers Policy
=8 Default Domain Policy
(2 wMI Filters
w-(3) Sites
(&} Group Policy Modeling
(3 Group Policy Results

01 - FDCC Q3 2007 Account Policy
Scope | Details Settings | Delegation |

01 - FDCC Q3 2007 Account Policy
07 7:26:52 PM

Data collected on: /7,
Computer Configuration (Enabled)

Windows Settings
Security Settings
Account Policies/Password Policy

Policy

Enforce password history

Maximum password age

Minimum password age

Minimum password length

Password must meet complexity requirements
Store passwords using reversible encryption

Account Policies/Account Lockout Policy

Policy

Account lockout duration

Account lockout threshold

Reset account lockout counter after

Account Policies/Kerberos Policy

Policy
Enforce user logon restictions
Masimum lfetime for service ticket
Masimun lfetime for user ticket
Masimu lfetime for user ticket renewal
Magimum tolerance for computer clock.
synchionization

User Configuration (Enabled)

No settings defined.

Setting

24 passwords remembered
60 days

1 days

12 characters

Enabled

Group Policy Object Editor — gpedit.msc

15 minutes
5 invalid logon attempts File Action View Help

15 minutes IE @

Setting
Enabled = ‘_ﬁ Computer Configuration

600 minutes [#-(_] Software Settings
10 hours =[] Windows Settings
;:?:jtes _j] Scripts (Startup/Shutdown)
=) [5p Security Settings
= :;j Account Policies
%

+ _‘f‘l Account Lockout Policy

¥ __‘}1 Kerberos Policy

+ _;j Local Policies

+ Jj Event Log

+-_8 Restricted Groups

+ j System Services

+- 8 Reqistry

+- (8 File System

4

+]-(_] Public Key Policies

+]-[__] Software Restriction Policies
+

[#-[_] Administrative Templates
= 5& User Configuration

#-(_] Software Settings

[+#-[_] Windows Settings

[#-(_] Administrative Templates

01 - FDCC Q3 2007 Account Policy [fdcc-de.fdcc.nist.gov] Policy

Policy

| Policy Setting

Y wireless Network (IEEE 802.11) Policies

g, 1P Security Policies on Active Directory (Fdcc.nist.gov)

sig]Enforce password history
o] Maximum password age
Minimum password age
g] Minimumn password length
; Password must meet complexity requirements
_}_»jStore passwords using reversible encryption

24 passwords remembered
60 days

1 days

12 characters

Enabled

Disabled




F:\csrc—fdcc>sha256deep.exe FDCC-Uista—-Q3-20070730.zip
5c7e4cbﬁaﬂdb89ic747dd354a7e79f69fab53h51778213})159568}199(16259988
DCC-Vista—Q3-20078730.zip

F:\csrc—fdcc>sha256deep.exe FDCC-XP-Q3-200870731.zip
1f23(:16989cf3Gb5187ea95cda')baﬁ29cf18fBf41d89387hsecﬂdb9cd768858e F:\csrc—fdcc\F|
DCC-XP-Q3-20078731 .zip

=== Download FDCC VHD Files

F:\csrc—fdcc>_ ‘

1. I am having trouble downloading the VHD files with Microsoft Internet
Explorer. How can I download the VHD files?

There are known file size limitations when downloading via Internet Explorer (IE) H . .
6 and 7. More specifically, IE 6 has a 2GB file size limit, and IE 7 has a 4GB file NTFS DlSk Space Req uiren ent
size limit. At present. no update is available for IE. However, other browsers and

utilities have been used to successfully download the VHD files. Mozilla Firefox, V' t . 4 5 G B 1 O G B S

Opera Web Browser, Curl, and GNU wget have all been confirmed as supporting I S a . . + + Wa p
download of the VHD files.

. Does NIST intend to have HTTP mirror or FTP alternate download X P : 1 = 8 G B + 3 . 5 G B + Swa p

sites available?

NIST is currently evaluating both HT TP mirror and FTP as additional
mechanisms to download the VHD files. Additional and alternate sites will be
linked to the download site as they become available.

—
25 Minutes and 20 Secondstemaining --:-u--&

Copying 3 items (9.93 GB)

w| )« My Virtual Machines » FDCC Vista Q3 2007
FDCC-Vista-Q3-20070730.zip (HAFDCC-Vista-Q: =

: My Virtual Machines (C:\..\My Virtual Machines)
Time remaining: About 25 Minutes and 20 Seconds Flle Edlt VIEW TOOIS Help
Items remaining: 2 (5.74 GB) = = =4 45 Hi
Speed 381 MB/sec

Organize v :== Views v (3

-— ——

Name i Date meodified Type Tags

% FDCC Vista Q3 2007 Hard Disk.vhd 10,422,899 KB  7/30/2007 5:21 PM Virtual Machine H...
¢p FDCC Vista Q3 2007.vmc 13KB 7/30/2007 5:45 PM Virtual Machine S...

#)iLess information] Cancel

= 1 Hour and 53 Minutes remaining
g

Copying 3 items (3.41 GB)
: . )=| . « My Virtual Machines » FDCC XP Q3 2007
FDCC-XP-Q3-20070731.zip ...\FDCC-XP-Q3-2007 —

: My Virtual Machines (C:\..\My Virtual Machines)
Time remaining: About 1 Hour and 53 Minutes File Edit View Tools Help
Items remaining: 2 (3.28 GB) I o e e ) —
Speed: 714 KB/sec

Organize v Views v (@

-

Name iz Date modified Type Tags
0 FDCC XP Q3 2007 Hard Disk.vhd 3,585,006 KB 7/31/2007 10:00 AM  Virtual Machine Hard Drive Image
¢p FDCC XP Q3 2007.vmc 13KB 7/31/2007 10:00 AM  Virtual Machine Settings File

#)iLess information] Cancel




Vista FDCC VPC

FDCC Vista Q3 2007 - Microsof

Edit CD Floppy Help

Microsoft ‘Ev’
Virtual PC Recycle Bin
2007

fdcc admin
PAssw0Ordl23456

FEDERALDESKTOP CORE CONFIGURATION

o=

P

File Action Help

FDCC XP Q3 2007
Running

WS03-std '.ﬁ] Group Policy Object Editor
Running File Action View Help

es 2@ = B

=] Scripts (Startup/Shutdown) Name Profile  Enabled  Action  Program  Local Address  Remote A

=0 Deployed Printers (©1Pv6 Block of Protocols 41 Any Yes Block Any Any Any

B S“:”ty Se‘;"ggls, ) 1Pv6 Block of UDP 3544 Any Yes Block  Any Any Any
2 ccount Folicies

Settings for FDCC Vista Q3 2007

Current Value working

FD ta Q3 2007 e A
S12vB Number of network adapters: A Local Policies
FDCC Vista Q3 2007 Har... —_— - . . .
e =z Adzpter 1 [Local only 4 || Windows Firewall with Advanced Sec

e Adapter 2 (ot connecte 4 f® Windows Firewall with Advanced
Enable

) COPVD Drive Secondary controller LI &3 Inbound Rules

| Floppy Disk Auto detected

¥ comt None ) &3 Outbound Rules
None %% Connection Security Rules

None

Network adapters: 1

Enabled
tualization Not a le

Pointer integration on !

No folders shared e sical computer will be used

fault ccommunication with each virtual adapter. You

Defaul an also select to use the local network or, for the first
Show message adapter, the shared ne

n.




SCAP Content

http://nvd.nist.gov/scapchecklists.cfm

SCAP-WinVista.zip (v0.90) &
—= ! secure elements
Microsoft released 7/31/2007 ]
Windows Vista |SHA1 Digest

SHA256 Digest

Microsoft SCAP-WinXPPro.zip (vo.
Windows XP released 7/31/2007 e
Professional SHA1 Digest Standards and Technology
SHA256 Digest ; e
FISMA
compliance
policies are
complete. The
DISA policies
are substantial
but still under

development by ~— —
Mitre. @Uv‘ <« SCAP-WinVista v |45

File Edit View Tools Help

Microsoft SCAP-WinVistaFirewall.zip & Patches are located
h . secure elements | . o
Windows Vista |(v0.12) /7 in the OSs zip files.
Firewall released 7/31/2007

SHA1 Digest

SHA256 Digest ' __| SCAP-WinVista-OVAL-v 2007 9:00 AM XML File

- - - - /18/20071212PM XML File 104 KB

Microsoft SCAP-WinXPFirewall.zip & Patches are located | Inc " : :
Windows XP (v0.18) ,7 SCUre BIEMeNts |;"o.e o 2ip files. 2 20077:03PM XML File 765 KB
Firewall released 7/31/2007

SHA1 Digest

SHA256 Digest

Date modified Size

/2007 7:17 PM XML File 6 KB
1,222 KB

Microsoft SCAP-IE7.Zip (v0.55) #ThreatGuard
Internet released 7/31/2007

Explorer Version |SHA1 Digest

7.0 SHA256 Digest

Common Platform Enumeration — CPE
Open Vulnerability Assessment Language — OVAL
eXtensible Configuration Checklist Description Format — XCCDF




SCAP Content

& C:\Users\user\Desktop\federal_computer_security_program_managers_forum_offsite-vista_presentati - Windows Interet Explorer

[ . A T A\ 5 . . y e %
@S C:\Users\user\Desktop\federal_computer_security_program_managers_forum_offsite-vista_presentation\SCAP! v |

47 | @ C:\Users\user\Desktop\federal_computer_securit... 4 > Page v i Tools v

<2xml version="1.0" encoding="UTF-&"
oval_definitions xmlr /oval.mitre.org/XMLSchema/oval-definitions-5"
"http://oval.mitre.org/XMLSchema/oval-common-5" xmir
definitions-5" xmins:ind-def="http://oval.mitre.org/XMLSchema/oval- eflmtluns S#independent® xmins
/oval.mitre. org/xMLschnma/
:/ /oval.mitre.org/XMLSchema/oval-defir @ C\Usevs\user\De;kwp‘!edera\ computer_security_program_managers_forum _offsite-vista_presentati - Windows Internet Explorer
definitions-5#linux” xmins:sol- def="http:/ /oval.mitr — )
def="http://oval.mitre.org/XMLSchema/oval-defir| & () ~ CA\Users\user\Desktop\federal_computer_security_program_managers_forum_offsite-vista_presentation\SCAP\ v | 4 | x [ Live 5e
instance” xsi:schemaLocation="http://oval.mitre.org [— _— o
http://oval.mitre.org/XMLSchema/oval-definition | @ C\Users\user\Desktop\federal_computer_securit. Q-8 - - Page v {(J Tools +
i hpux hp! h dh
p
definitions-schema.xsd http://oval.mitre.org/XMI| ol vers o g UTE 8"
/oval.mitre.org/XMLSchema oval-definition <?xml version="1.0" encoding="U e i
Joval.mitre.org/XMLSchemay/! val_definitions xmins="http://oval.mitre.org/XMLSchema/oval-definitions-5
Joval.mitre.org/XMLSchema/oval it xmins:oval="http:/ /oval.mitre.org/XMLSchema/oval-common-5" xmins:oval-
<generator> definitions-5" xmins:in "http://oval.mitre.org/XMLSchema/oval-
<oval:product_name>ThreatGuard, Inc.</oval:produ http://oval.mitre.org/XMLSchema/oval-definitions-5#windows" xmi
<oval:schema_version>5.3</oval:schema_version> !wl.tp.//(nv.a\.m‘ltre.crvrg/XNAIIj’S(Hhema/Dva definitions-5#unix" x oval.mitre.ora/XMLSchema/oval
val: timestamp>2007-06-12T07:05:08 </oval: time: definitions-5#linux’ xmins:sol-def="http://oval @& CAUsers\usen\Desktop\federal_computer_security_program managers_forum_offsite-vista_presentati - Windows Intemet Explorer
2 def="http://oval.mitre.org/XMLSchema/oval
</generator> . " | "
et instance” xsi:schemaLocation="http://oval.mit]
- <definifions= . . http://oval.mitre.org/XMLSchema/oval-defi —
efinition id="oval:org.mitre.oval:def:1282" versio| o hpux h initi h N
tadat initi P C | @ C\Users\user\Desktop\federal_computer_securit..
<metadata> i i o definitions-schema.xsd http://oval.mitre.or
<title>Microsoft Windows Vista (32-bit) is inst] http://oval.mitre.org/XMLSchema/oval-defi
<affected family="windows"> http:/ /oval.

€]® [ B C:\Users\user\Desktop\federal. computer.security. program. managers.forum_offsite-vista pre:snlalmmS(AP\ - \ 4] x

<2xml version="1.0" encoding="UTF-8"
<platform>Microsoft Windows Vista </platform) http://oval.mitre.org/XMLSchema/oval-defil Benchmark xmins:cdf="http://checklists.nist.gov/xccdf/1.1" xmins="http:/ / checklists.nist.gov/xccdf/1.1"
</affecte: <generator> I "http:/ /www.w3.0rg/2001/XMLSchema-instance" ymins:htm="httn:/ /wwuw w? ora/1999/xhtml"
<description>The operating system installed o <oval:product_name>ThreatGuard, Inc.</ov tmi="http:/ /www.w3.0rg/1999 /xhtmI" § @ CAUsers\usen\Desktop\federal computer_security_program_managers_forum_offsite-vista_presentati - Windows Internet Explorer
- <oval_repository> /al:schema_version>5.3</oval:schema /Www.w3.0rg/2000/09/xmld:
<dates> <oval: timestamp>2007-07-18T12:12:37</ova VISTA" resolved="0" xml:lang="en" xsi:schemaLocatl () () = ||| C\Users\usen\Desktop\federal_computer_security_program_managers_forum_offste-visto_presentation\SCAP) + | ¢ [ x |
- <submitted date="2007-04-11T11:27:37.97 </generator> http://cpe.mitre. orQIXMLSChema/CPE/l 0 cpe| —
<contributor organization="The MITRE Corgl | - <definitions> <status date="2007-07-30">draft</status> 3 &
</submitte <definition class="patch’ id="oval:com.threat <title>SCAP: Guidance for Securing Wir
tatus_change date="2007-04-11T1 < ametadatas <description>This guide has been created toassii| encodingUTF-& 25
tatus_change date="2007-04-30T0 <title>MS07-017: Vulnerabilities in GDI g Vista </description> ons xsi:e o initi
tatus_change date—"2007-05-23T1 ffocted family—windouws <notice id="Terms-Of-Use" xl:lang="en">This do <oval_definitions xsi:schemalLocation="http://oval.mitre.. (I)rg/XMLSchema/ i  win
platformMicrosoft Windows Vista</p| (http:/ /www.nist.gov/public_affairs/di I schema.xsd http://oval. mltre org/XMLSchema/ " -5 e i d
y oW Vista <P <front-matter>This benchmark applies to Micros http://oval.mitre.org/XM xsd http://oval.mitre.org/XMLSchema/oval-
roduct=Operating System</product> <reference href="http:/ /www.microsoft.com/teq common-5 oval-common- schema xsd" xmins:win-def="http://oval.mitre.org/XMLSchema/oval-definitions-5#windows"
</affected> . . . ;em‘mw Gliidewemewce; - xmins:oval-def="http:/ /oval.mitre.org/XMLSchema/ oval-definitions-5" xmin
<reference source="Microsoft’ ref_id="htt creferences c http:/ /oval.mitre.org/XMLSchema/oval-definitions-5#independent” xmins="http:/ /oval.mitre.org/XMLSchema/oval
ref_url="http://www.microsoft.com/t < ¢ 5" xmins:oval=" -5
" <criterion test_ref="oval:org. mitre.oval:tst:99" <reference sc':rélf "CVE" ref_id="CVE- 2{)0 <dc:title>Guidance for Securing Microsoft Wind xmins:x ””‘hitp:‘//‘\vww,\vi& I:rlv;//2/63,1”};;4"[;;::?w/ujp:lulu:t‘al:vi':‘ﬁ/Wﬂl commen
rosoft Windows family." 2006-5586" /> - <dc:creator>Sudhir Gandhe</dc:creator> emorators
riterion test_ref="ovalzorg.mitre.oval:tst:192 <reference source="CVE" ref_id="CVE-200| c:creator>Dragos Prisaca </dc:creator> val:schema_version>5.3</oval:schema_version>
2006-5758" /> publisher>Secure Elements, Inc.</dc:publis| <oval: timestamp >2007-07-30T09:00:10.000-05:00</0val: timestamp>
<reference source="CVE" ref_id="CVE-200) sidentifier>http://www.secure-elements.cq generator
2007-0038" /> </reference> - <definitions>
<reference source="CVE" ref_id="CVE-200 ‘C"C“‘p'ec";!itt;m name=*cpe:/ /microsoft-window - <definition id="oval:gov.nist.1:def:6001" version="1" class="compliance">
2007-1211" /> <cpe:cpe- = cpe: : 1 <metadata>
<reference source="CVE" ref_id="CVE-200) <cpe:title>Microsoft Windows Vista (32-bit)- “title>Enforce Password History</title>
2007-1212" /> <cpe:check system="http://oval.mitre.org/X| _ affected family="windows"> !
:ri;e;e;yieZ:;wCE:chE" ref_id="CVE-200 P(;PE;Q:;I;;oval:org.mltre.oval:def:1232~:‘ q <plstiormaMicrosoft Windows Vista</platform>
1213 /> </cpe:cpe-item> / N
</affected>
<reference source="CVE" ref_id="CVE-200| </cpe:cpe-list> <reference source="CCE" ref id="CCE-60" />
2007-1215" /> <platform idref="cpe:/ /microsoft:windows:vista" i oee o - 3} N
rofaranca cmieo_"Runtean T raf id_1arl <version>0.90</version> i 29:‘mztfzzz‘or‘he‘number of passwords remembered </description>
<model system="urn:xccdf:scoring:defaul ‘d';t'es‘{ sitory:
;“?ﬂ"*’; ‘SVSTQ‘;:?uf;;dfaszg:l:tgf:::e\ <submitted date="2007-04-05T13:57:10.000-05:00">
to-800-53 Low</tties <contributor organization="Secure Elements, Inc.”>Sudhir Gandhe</contributor>
: - i </submitt
<description>]
sjsxn“i"lJ:":E;";::i:zi?:;ﬂx"c contrg <status_change date="2007-04-05T13:57:10.000-05:00">DRAFT</status_change>
potential impact value of low. Each control </dates> B
require certain certain controls to be selectd <status>DRAFT</status>
i </oval_repository>
<select idref="AC-1" selected="1" </metadata>
<select idref="AC-2" selected <notes> ) i i
<select idref—"AC-3" selected="1 <note>Secure - Microsoft k</note>
notes>
<criteria operator="AND">
<extend_definition definition_ref="oval:gov.nist.1:def:2" comment="Microsoft Windows Vista is installed’ />
<criterion test_ref="oval:gov.nist.1:tst:60011" comment="Comments need to be added"
Jcriteria>
efinition>
- <definition id="oval:gov.nist.1:def:6002" version="1" class="compliance">
- <metadata>
<title>Maximum Password Age</title>

@ C:\Users\user\Desktop\federal_computer_securit... > Page v i Tools v

Done Computer | Protected Mode: Off




) Secutor Prime

o |[E ==

ecutor prime fee
change ||| BY Threafﬁuard

File Tools Reports Help

Profile
Platform: -- none selected --
Profile: -- none selected -

: - None currently active --

| £/ Select Publication

=

’— Resource Directory

C:\Users\FDCC_Admin\Desktop\SCAP-WinVista

Browse

r Available Resource Files

File Name
SCAP-WinVista-XCCDF xml

Resources

v/| Pre-filter benchmark files

Platform
Microsoft Windows Vista (32-bit)

FDCC-Desktop

lf" ilable Profiles

Reference Check

Cancel

Verify and Test

| | Secutor Prime

File Tools Reports Help

Assess
®) Assess

Fix Change

Profile

Platform: Microsoft Windows Vista (32-bit)
: Federal Desktop Core Configuration settings - ...

Deviation Profile: -- None currently active --

[o)liE s

8 ThreatGuard

[c

(XCCDF)

Passed

Resources

Account Policies Group
Computer Configuration - Administrative Templates - Windows Components
Local Computer - Administrative Templates - System Settings

Local Computer - Network Settings
Local Policies Group

Local User Policy

Updating Existing Systems

| Secutor Prime
File Tools Reports Help

e ot

Platform: Microsoft Windows Vista (32-bit)
Assess Profile: Federal Desktop Core Configuration settings - ...

® Fix Change

Deviation Profile: -- None currently active -
[

8 ThreatGuard

C liance (XCCDF) Unique Rules --> Fail: 4 Pass: 211 (98%) Tested: 215

Account Policies Group

[/] Local Computer - Administrative Templates - System Settings

cal Compu Network Settings
Local Policies Group
- [/] Event Log Policy Settings
curity Options Settings
Accounts: Administrator account status
Accounts: Guest account status

Ready to evaluate compliance.

Accounts: Rename administrator account
Accounts: Rename guest account

Audit: Audit the access of global system pbjects
Audit: Auditthe use of Backup and Restore privilege

Audit: Shut down system immediatel

Devices: Allow only administrators t

Devices: Allaw undack withaut havina to lna an
L]

Failed

Resources

o [] Computer Configuration - Administrative Templates - Windows Components

Accounts: Limit local account use tablankpasswards to console logon only

Audit: Force audit policy subcategory settings (Windows Vista or later) to override audit policy category setting

>
Fail: 4 Pass: 211 (98%) Tested: 215

(The Administraf e default when installin
Associating the Ad t with a di
built-in Administrator account.

ndows Vista, butis disabled Details
name may thwart a potential hack

ho is tar gthe; Findings
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