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Federal Desktop Core Configuration
(FDCC)

OMB memoranda
 In support of the OMB mandate

• NIST technical resources
• Windows Vista FDCC baseline



DHS
DISA
NSA
NIST
Microsoft
OMB
USAF
Vendors



Common core Microsoft Windows
configuration driven by OMB

Based on the DISA, NSA, NIST, USAF, and
Microsoft existing guidelines for
securing Windows XP and Vista

Leverage USAF Standard Configuration
Desktop initiative
• Deployed and tested across half a million

Windows XP systems
 Include security and other settings

• Internet Explorer 7



Disclaimer
Any mention of commercial products or reference to commercial

organizations is for information only; it does not imply recommendation
or endorsement by NIST nor does it imply that the products mentioned

are necessarily the best available for the purpose.







 “DoD has worked with NIST and DHS to reach a
consensus agreement on secure
configurations of the VistaTM  operating
system, and to deploy standard secure desktops
for Windows XPTM. “

 “Agencies with these operating systems and/or
plans to upgrade to these operating systems
must adopt these standard security
configurations by February 1, 2008.”





 “The provider of information technology shall certify applications are
fully functional and operate correctly as intended on systems using
the Federal Desktop Core Configuration (FDCC). This includes
Internet Explorer 7 configured to operate on Windows XP and Vista
(in Protected Mode on Vista).“

 “Applications designed for normal end users shall run in the
standard user context without elevated system administration
privileges.”

 “The National Institute of Standards and Technology (NIST) and the
Department of Homeland Security continue to work with Microsoft to
establish a virtual machine to provide agencies and information
technology providers’ access to Windows XP and VISTA  images.
The images will be pre-configured with the recommended
security settings for test and evaluation purposes to help certify
applications operate correctly. “







OMB Memoranda
http://www.whitehouse.gov/omb/memoranda/

 NIST FAQs about Implementation of Commonly
Accepted Security Configurations for
Windows Operating Systems Memo
http://checklists.nist.gov/faq-common_security_configurations.html





NIST FDCC home page
http://csrc.nist.gov/fdcc

Frequently asked questions
Draft security settings documentation for

Windows XP and Vista
Microsoft Virtual PC virtual hard disks

(VHDs)
Draft Group policy objects
Draft security content automation protocol

(SCAP) content







 Operate the system as a standard user
 Accounts: Administrator account status -Disabled
 Wireless Service - Disabled
 Maximum password age – 60 days
 Minimum password length – 12 characters
 Microsoft network client: Digitally sign

communications (always) – Enabled
 Network security: LAN Manager authentication

level - Send NTLMv2 Response only. Refuse LM
and NTLM

 System cryptography: Use FIPS compliant
algorithms for encryption, hashing, and signing –
Enabled

 Windows Firewall - Enabled









Both

Vista

XP



Windows Server 2003
 - AD/DNS -

 - GPOs -

Windows Vista
Client

Windows XP
Client



Group Policy Management Console – gpmc.msc

Group Policy Object Editor – gpedit.msc



NTFS Disk Space Requirement:
Vista: 4.5 GB + 10 GB + Swap
XP: 1.8 GB + 3.5 GB + Swap



1. Microsoft
Virtual PC
2007

2. fdcc_admin
3. P@ssw0rd123456



Common Platform Enumeration – CPE
Open Vulnerability Assessment Language – OVAL

eXtensible Configuration Checklist Description Format – XCCDF



OVAL

XCCDF

Patches

CPE






