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1.0 BACKROUND
PL/DITCO is the procurement arm of the Defense Information Systems Agency (DISA) and also procures global, net-centric telecommunications and commercial Information Technology (IT) services and equipment required by DoD Components and other U.S. Government agencies.  


To successfully accomplish its procurement mission, PL/DITCO manages, operates, and, in many cases, has developed a group of complex software applications across a wide range of computing environments including client/server, mainframe, and Web.  As is the case with many large enterprises, these applications have evolved independently over time and do not adhere to a consistent architecture.  This inconsistency directly affects the cost of operations and maintenance, the ability for users to see an end-to-end picture of their procurement fulfillment, the efficient use of IT to support business processes, and the ease with which technical staff can accommodate changes in requirements.  In January 2003, the PL/DITCO’s Director and Executive Steering Committee decided to initiate the Enterprise Business Modernization (EBM) Project in order to transform the Directorate from its current As-Is enterprise architecture to a To-Be architecture that would infuse IT systems that better support the organization’s core functional processes.

2.0 PROGRAM OBJECTIVES  

The goal of the Enterprise Business Modernization Project is to create a single integrated procurement solution that is accessible worldwide, shares consistent data and processes, and provides accurate and easily retrievable information for all PL/DITCO contracting functions and other external users.   The solution will incorporate the mandated Federal/DoD e-Business applications and it will solve the data exchange interoperability gap between these applications.  The objective is an application tool suite that uses “business workflow” and net-centric movement of data between applications in order to reduce manual data entry while increasing data accuracy and integrity of procurement and financial information.  

PL/DITCO leadership has identified and is pursuing the following EBM project goals to improve the organization:

· Create a single integrated procurement solution that is uniformly implemented and readily accessible worldwide

· Share consistent data, services, and processes across business functions and systems applying the tenets and principles of Net-Centric Enterprise Services

· Provide accurate and easily retrievable information for all PL/DITCO contracting functions and associated external users

· Reduce operational costs, while increasing procurement efficiency

3.0 SECURITY, TESTING and LIFECYCLE MANAGEMENT

3.1 Security 

3.1.1  Information Protection.   The contract shall cover Controlled Unclassified Information (CUI) environments.   All PL/DITCO facilities are Controlled Areas.  Contractor personnel will be required to complete non-disclosure statements and a certification for organizational conflict of interest.  Any violation of security could result in termination of the contract.

3.1.2  Disclosure of Controlled Unclassified Information.  Information given to the contractor during the life of this contract will only be used for the purpose of carrying out the provisions of this contract.  Agency information marked “For Official Use Only” or bearing other sensitivity markings will be handled in accordance with Agency information security program regulations and will not be divulged or disclosed without Agency permission.  Requests for disclosure will be addressed to the Contracting Officer’s Representative (COR).  If access to classified information is required the contractor shall protect the classified information described in DD Form 254, Department of Defense Contract Security Classification Specification, in accordance with DoD 5220.22-M, Industrial Security Manual for Safeguarding Classified Information, 3 Jan 1991, and internal PL/DITCO policies and procedures.  Requests for deviations from security practices specified in DoD 5220.22-M for the protection of classified information will not be accepted.

3.1.3  Position Sensitivity/Background Investigations.  DOD 5200.2-R, DOD Personnel Security Program, requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on Government Information Systems (IS), to be assigned to positions which are designated at the minimum sensitivity level of IT-II.  The IT-II designation equates to Non-critical Sensitive. PL/DITCO has designated the positions covered under this contract to be IT-II, Non-Critical Sensitive. The contractor shall insure that individuals assigned to the IT-II positions, as determined by the Government, have completed the investigation necessary for IT-II access, which is eligibility for a Secret clearance based on a favorable National Agency Check(NAC). The required NAC investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  To obtain a NAC investigation, the contractor must submit a completed SF-86 through his Facility Security Officer (FSO) for investigation, to:  Defense Security Service, Greater DC/Baltimore Operating Location, 7526 Connelley Drive, Suite N, Hanover, Maryland 21076-1690, (Coml: 1-877-675-1483).  At the time of submission, the security officer should also request that an interim NAC be granted.  The Contractor will also forward a copy of the completed SF-86, along with a cover letter, which requests interim IT-II access to:  DITCO/PLD81, 2300 East Drive, Scott AFB, IL 62225-5406.  DITCO security will request IT-II access and inform the contractor if and when interim IT-II access is granted.   

For individuals that have a current NAC investigation on file with DSS, the Contractor shall provide a visit request letter to DITCO Security with the following information:  Justification; name; social security number; place of birth; date of birth; level of clearance; issuing agency; date of clearance; cage code (i.e., facility code); contract number; and contractor name and DITCO POC information.  

3.1.4  Removal of Contractor Personnel.  DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer (KO).  When and if such removal occurs, the contractor shall within thirty (30) working days assign qualified personnel to any vacancy(ies) thus created.

3.1.5  Contractor Access to the PL/DITCO Facilities.  Contractor personnel will have unescorted access in a DoD Controlled area and, therefore, must have security clearance minimum level of Secret based on a favorable NAC investigation. The Contractor is responsible for forwarding the SF-86 requesting a security clearance to the Defense Security Service for investigation (the contractor should request that an interim security clearance be granted by DSS at the time the SF-86 is submitted.  It is not automatic).  Access to PL/DITCO facilities outside the contractor work area will be limited to that absolutely essential to performing the work.  Access to the PL/DITCO facilities and the contractor work area will be limited to normal working hours (M-F, 6AM – 6 PM).  Access outside working hours to the PL/DITCO facilities shall be permissible only if a PL/DITCO employee is responsible for access to the work area and facilities.  The contractor shall deliver to the Contracting Officer’s Representative (COR) a list of individuals requiring access to Government computers.  The list will contain:


Name and title of the individuals requiring access


Proof of each individual’s favorably adjudicated Background Investigation or National Agency Check with Inquiries.  


Proof will consist of the identification of the type of investigation, date favorably adjudicated, and the name of the investigative agency


Social Security Number


Date and place of birth

3.1.6  Information Systems Security Policies and Procedures.  All contractor personnel provided computer access at Government facilities will observe local IS security policies and procedures as provided by the Information Assurance Officer (IAO).  Violations of local IS security policy, such as password sharing, performing personal work, file access violations or browsing files outside the scope of the contract, will be evaluated on a case-by-case-basis and may require disciplinary action.  Disciplinary action may range from an oral admonishment to removal from the contract.  The KO will adjudicate each case and their decision will be final.  Where the Government has requested removal of contractor employees, the contractor shall provide an appropriately trained substitute or substitutes within thirty (30) working days.  Individuals removed from this contract are removed for the duration of the contract.  The contractor shall notify the COR, within twenty-four (24) hours, when for reasons of personnel resignations, reassignments, terminations, or completion of portions of the contract, named contractor personnel no longer require access to Government computers.

3.1.7  Software Security.  The contractor shall observe all copyright agreements and will be held liable for any infringement of copyrighted software licensing agreements and will compensate the appropriate vendor for each instance of copyright violation.  The contractor shall use only commercial off-the-shelf (COTS), contractor-developed, or Government-furnished software in performance of this contractual effort.  Should the introduction of a computer virus or malicious destruction of computer software, stored information, or hardware result from the use of public domain software, or from software taken from a public bulletin board, the contractor shall be required to repair the damage at no expense to the Government and without impact on delivery schedules.

3.1.8  Government Property.  The contractor shall be responsible for safeguarding all Government property provided for contractor use.  At the close of each work period, Government facilities, equipment and materials shall be secured. In the event of follow on work, the Government and Contractor may determine that costs associated with shipment of Government property is unnecessary, and the use of Government property by the Contractor should be extended according to the terms of the new contract.  This decision is contingent upon additional work and agreement between the Government and Contractor. 

 

3.2 Test and Evaluation

The solution is required to pass the Government Acceptance Test, Interoperability Test and Operational Assessment Test.  

1. The Government Acceptance Testing is expected to include engineering assessments, vendor demonstrations prior to contract award, Interoperability Test Certification (IT), Installation and Acceptance Testing (IAT), Security Test and Evaluation (ST&E), and Operational Test and Evaluation (OT&E).  Specifically, this testing verifies that the proposed solution satisfies the following requirements:  

· Capabilities Requirement Document (CRD)

· Security Test and Evaluation (ST&E)

· End-to-End System Integration Test

2. The Interoperability Test (IT) as performed by Joint Interoperability Test Command (JITC)

3. Operational Assessment Test

Failure on any of theses tests will require a re-test.  Any corrections required to successfully pass these tests are the financial responsibility of the Vendor(s).  Additionally, the vendor(s) shall perform their own Developmental Testing (DT), which must be consistent with the objectives of the EBM Project.  The vendor(s) shall provide the government copies of all DT test scenarios and test reports associated with the selected solution.
3.3  Life Cycle Management:  

The Government desires the contractor to propose a solution that effectively applies systems management principles in a manner that provides best value over the life cycle of the technical solution.  As such the Government believes a total integrated solution is the best practice.  

3.3.1  Purchase and Installation
PL/DITCO would prefer the contractor to identify the appropriate hardware required to support their solution for each scenario listed below.  This proposed solution shall be provided to the Government for review to determine the preferred approach:

· Contractor purchases the associated equipment and/or hardware on behalf of the Government and transfers licenses, maintenance and warranties to PL/DITCO upon obtaining FOC

· PL/DITCO provides the associated equipment and/or hardware as Government Furnished Equipment (GFE) as recommended by the contractor

3.3.2  Life Cycle Maintenance

PL/DITCO desires the contractor to propose a system support approach that:

· Ensures appropriate reliability and availability levels, based on established response times, spares, technical support, and other support elements
· Provides comprehensive documentation and training of Government staff throughout the life cycle of the system to include test staff, user population, and others

· Ensures appropriate accessibility to technical resources and subject matter expertise (e.g., Tier 1, Tier 2, Tier 3 support) 

· Provides comprehensive software release schedule to address revisions, patches, bug-fixes, and other related updates

Overall, the objective is to establish and maintain the needed level of systems reliability in the proposed solution.  Additionally, PL/DITCO seeks to leverage the existing internal support resources (i.e. Computing Services) and commercial best-practices to deliver best value to the Government.  

4.0 PERIOD OF PERFORMANCE

Two (2) years with five (5) one year options.
5.0 OTHER INFORMATION

Any COTS software used to implement the proposed EBM solution available on existing Enterprise Software Initiative (ESI) license agreements shall be acquired from the ESI contract vehicle.  The contractor shall be responsible for identifying and acquiring any such COTS software from the ESI contract vehicle.
