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Current Compliance and Configuration Management
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OMB Memo M-07-11

Implementation of Commonly Accepted Security Configurations for
Windows Operating Systems

oe
ro
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WASHINGTON, D.C. 20503
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DIRECTOR
ANAGEMENT

March 22, 2007
M-07-11
MEMORANDUM FOR THE HEADS OF DEPARTMENTS AND AGENCIES

FROM: Clay Johnson A
Depury Diractor for Manazemett

SUBJECT: Implementation of Commonly Accepted Secunity Configurations for
Windows Operating Systems

To improve information security and reduce overall IT operating costs, agencies who
have Windows XP ™ deployed and plan to upgrade to the Vista “ operating system, are
directed to adopt the securnity configurations developed by the National Institute of
Standards and Technology (NIST), the Department of Defense (DoD) and the
Deparment of Homeland Security (DES).

The recent release of the Vista™ Operating system provides a unique oppormunity for
agencies to deploy secure confizurations for the first tme when an operating system is
releasad Therefore, it is critical for all Federal agencies to put in place the proper
Zovernance structure with appropriate policies to ensure a very small number of securs
configurations are allowed to be used.

DoD has worked with NIST and DES to reach a consensus agresment on sacure
configurations of the Vista™ operating system, ard to deploy standard secure desk tops
for Windows XP™. Informarion is more sacure, overall network performance is
improved, and overall operating costs are lower.

Agencies with these operating systams and/or plans to upgrade to these operating systams
must adopt these standard security confizurations by February 1, 2008. Agencies are
requested to submit their draft implementation plans by May 1, 2007 at

fisma@omb eop.zov. With your endorsement we will work with vour CIO: on thus effort
t0 improve our security for govemment information. If you have questions about this
requirement, please contact Karen Evans, Adminstrator, E-Government and Information
Technology at (202)395-1181 or at fisma«omb.eop.gov.

Corresponding OMB Memo to CIOs:
* Requires,

*““NIST has established a program to
develop and maintain common security
configurations for many operating
systems and applications, and

Additionally, NIST’s revisions to Special
Publication 800-70, “Security
Configuration Checklist Program for IT
Products,” will provide your agency
additional guidance for implementing
common security configurations. For
additional information about NIST’s
programs, please contact Stephen

Quinn, at Stephen.Quinn@nist.gov.”




Security Content Automation Protocol

Standardizing How We Communicate
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Common
Vulnerability
Enumeration

Standard nomenclature and
dictionary of security related software
flaws

Common
Configuration
Enumeration

Standard nomenclature and
dictionary of software
misconfigurations

Common Platform
Enumeration

Standard nomenclature and
dictionary for product naming

eXtensible
Checklist
Configuration
Description Format

Standard XML for specifying
checklists and for reporting results of
checklist evaluation

Open Vulnerability
Assessment
Language

Standard XML for test procedures

Common
Vulnerability
Scoring System

Standard for measuring the impact of
vulnerabilities




Integrating IT and IT Security Through SCAP

Vulnerability Management

Misconfiguration

Asset Configuration
Management Management

Compliance Management




Existing Federal Services

Standardizing What We Communicate

Security Confiquration
(CHECKLISTS
{m:]/c'wckl'sl\ nist.gov

In response to NIST being named in
the Cyber Security R&D Act of 2002

Encourages vendor development and
maintenance of security guidance

Currently hosts 112 separate guidance
documents for over 125 IT products

Participating organizations: DISA,
NSA, NIST, Hewlett-Packard, CIS,
ITAA, Oracle, Sun, Apple, Microsoft,
Citadel, LJK, Secure Elements,
ThreatGuard, MITRE Corporation, G2,
Verisign, Verizon Federal, Kyocera,
Hewlett-Packard, ConfigureSoft,
McAfee, etc.

Translating this backlog of checklists
into the Security Content Automating
Protocol (SCAP)

@gﬁ’sﬂzr;:n:fcm&cumyomuonms-c:ﬁr. .", A% & ‘ /
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= 50 million hits per year

- 20 new vulnerabilities per day

- Mis-configuration cross references to:

> NIST SP 800-53 Security Controls
(All 17 Families and 163 controls)

DoD IA Controls

DISA VMS Vulnerability IDs

Gold Disk VIDs

DISA VMS PDI IDs

NSA References

DCID

ISO 17799
Reconciles software flaws from:
= US CERT Technical Alerts

- US CERT Vulnerability Alerts
(CERTCC)

- MITRE OVAL Software Flaw
Checks

* MITRE CVE Dictionary
Produces XML feed for NVD content
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How SCAP Works

Checklist XCCDF
Platform CPE

Misconfiguration CCE

General Impact CVSS

Software Flaw CVE
General Impact CVSS

Test Procedures OVAL




FDCC Testing

Implement FDCC settings on
virtual machine images

Use SCAP to verify FDCC settings
were implemented correctly
*  Windows XP
Windows Vista
Windows XP Firewall
Windows Vista Firewall
Internet Explorer 7.0

Reconcile any “failed” SCAP tests

Record any exceptions

) Group Policy Object Editor
File Action View Help
| B
- FDCC - Vista [fdcc-de.fdcc.nist.gov] Policy
4 % Computer Configuration
1 Software Settings
4 5 Windows Setting
) Scripts (tartup/Shutdown)
Deployed Printers

3 Audit Policy
3 User Rights Assignment

A File System
J Wired Network (EE 80
I Windows Firewall with Advanced|
Wireless Network (IEEE 802.11) Pe]
Public Key Poli
7 Software Restriction Policies
| Network Access Protection
8 1P Security Policies on Active Dire|
ol Policy-based Qos
| Administrative Templates
4 % User Configuration
Software Settings
| Windows Settings
| Administrative Templates

Policy.
Access Credential Manager as 2 trusted caller
s this computer from the network

Act as part of the operating system

Add workstations to domain

Adjust memory quotas for a process

Allow log on locally

Allow log on through Terminal Ser

Back up files and directories

Bypass traverse checking

Change the system time

Change the time zone

Create 2 pagef

Create 3 token objec

Create global objec

Create permanent shared objects

Create symbolic links

Debug programs

Deny access to this computer from the network

Deny log on as a batch job

Deny log on a5 a service

Deny log on locally

Deny log on through Terminal Services
er accounts to be trusted for delegation

Force shutdown from a remote system

Generate security audits

Impersonate a client after authentication

Increase a process working set

Increase scheduling prieri

Load and unload device

Lock pages in memory

Log on a5 a batch job

Log on as a sevice

% Threathuar
Secutor prime rree

secure elements’

audit evah

2 Registry Editor
File Edit View Favorites Help
CurrentControlSet
Control
Enum

Hardware Profiles

Services

CamgA

Name Type
28] (Default) REG_SZ
3| Dhcpv6DUID REG_BINARY

DisabledComponents REG_DWORD

NET CLR Data
NET CLR Netwo
.NET Data Provic
.NET Data Provic
NETFramework ~

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters

»

ng
Not Defined
Administrators

Not Defined
Administrators,LOCAL SERVICE, .
Administrato
Remote Desktop Users Administ...
Administrators

IETWORK SERVICE,LOCA.
Administrators,LOCAL SERVICE

LOCAL SERVICE,.

Administrators,LOCAL SERVICE,
Not Defined
Administrators

Administrators
LOCAL SE

LOCAL SERVICE Administrators
Administrato
Administrators

Not Defined

Data

(value not set)

00010001 0e0d 19 5100 03 ff ca &3 be
0x0000000a (10)




Accomplishing FDCC with SCAP

Operations | Product
Teams Teams | Function

® PY Test to ensure products do not change the
FDCC settings

Assess new implementations for FDCC
compliance

®
® Monitor previous implementations for FDCC
®

compliance

Generate FDCC compliance and deviation
reports

Quote from OMB Memo Establishment of Windows XP and VISTA Virtual Machine and
Procedures for Adopting the Federal Desktop Core Configurations

. must use S-CAP validated tools, as they
become available, to do not alter these configurations,
and must use these tools use of these
configurations. “




OMB Memo M-07-18

Ensuring New Acquisitions Include Common Security Configurations

EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WABHINGTON, D.C. 20503

June 1, 2007
M-07-18

MEMORANDUM FOR CHIEF INFORMATION OFFICERS
CHIEF ACQUISITION OFFICERS|

FROM: Karen S. Evans! éw_ Ve
Administrator 7 Q/%/J—

Office of E-Govemment and Informagion Technology

Paul A Denenﬁo( / ZM»

Administrator for Federal Procurement Policy
SUBJECT: Ensuring New Acquisitions Include Common Security Configurations

The Office of Management and Budget recently issued policy memorandum M-07-11,
“lmplummh'on of Commonly Accepted Security Configurations for Windows Operating
Systems,” which stated: “agencies with these operating systems [Windows XP and VISTA]
and/or plans to upgrade to ﬂme opemmg systems must adopt these standard security
configurations by February 1,

‘This memorandum provides recommended language for your agency to use in
solicitations to ensure new acquisitions include these common security configurations and
information technology providers certify their products operate effactively using these
configurations. Your agency may determine other specifications and/or language is necessary:

“a) The provider of mformation technology shall certify applications are fully functional
and operate correctly as mtended on systems using the Federal Desktop Core
Configuration (FDCC). This includes Internet Explorer 7 configured to operate on
“mdcwsXPdemz(umﬁecmdModecnwm) Fm&gw'mdesXPsemngs,

Win nd for the Windows Vista
tml

tallation to the defau
and wninstall.

for normal end users shall run in the standard user context

tion of common

o update the FAR
xchange of best
questions at:

loption of
have

This includes Internet Explorer 7 configured to
operate on Windows XP and Vista (in Protected
Mode on Vista).”

“Applications designed for normal end users shall
run in the standard user context

“The National Institute of Standards and Technology
(NIST) and the Department of Homeland Security
continue to work with Microsoft to

to provide agencies and information
technology providers’ access to Windows XP and
VISTA images. The images will be




OMB 31 July 2007 Memo to ClOs

Establishment of Windows XP and VISTA Virtual Machine and Procedures
for Adopting the Federal Desktop Core Configurations

Tuly 31,2007 “As we noted in the June 1, 2007 follow-up policy
MEMOR ANDUM FOR CHIEF INFORMATION OFFICERS memorandum M-07-18, “Ensuring New Acquisitions Include
FROM:  Karen Evans Common Security Configurations,”

Administrator, Office of E-Government and Information Technology

SUBJECT:  Establishment of Windows (P and VISTA Virtual Machine and Procedures for
Adopting the Federal Desktop Core Configurations

The Office of Management and Budget recently issued policy memorandum M-07-11, The Natlonal InStItUte Of
“Implementation of Commonly Accepted Security Configurations for Windows Operating Standards and TeCh nOIOgy (N IST), M |CrOSOft’ the

Systems,” which stated: “agencies with these operating systems [Windows XP and VISTA]

andfor plar}s to upgrade to these operating systems must adopt these standard security Department Of Defense, and the Department Of Homeland
Fonfigurations by Febroary 1, 2008 Security have now established a website hosting the virtual
As .wlelnoted in the June 1, 2007 fo!]ow-up pohcy mer}'}orapdum M-O'I‘l-lS, “Ensuring maChlne ImageS, Wh|Ch can be found at

New Acquisitions Include Common Security Configurations,” a virtual machine would be

established “to provide agencies and information technology providers’ access to Windows XP  [MaVs{oW/lor ool limel0) /A(0 (o oRE
and VISTA images.” The National Institute of Standards and Technology (NIST), Microsoft, the P. = -9 :
Department of Defense, and the Department of Homeland Security have now estabhshed a

website hosting the virtual machine images, which can be found at: http:/fcsrc.nist. gos ‘Your agency can now vaUIre |nf0rmat|on technology

website also includes frequently asked questions and other technical mformatlon for adoptmg the

Federal Desktop Core Configurations (FDCC). products that are self-asserted by information technology

Your agency can now acquire information technology products that are self-asserted by prOVIderS as com pI |ant Wlth the WI ndOWS XP & VI STA
information technology providers as compliant with the Windows 3P & VISTA FDCC, and use
NIST s Security Content Automation Protocol (S-CAP) to help evaluate providers’ self- F D CC a nd
assertions. Information technology providers must use S-CAP validated tools, as they become
available, to certify their products do not alter these configurations, and agencies must use these
tools when monitoring use of these configurations. Related resources (e.g., group policy objects)
are also provided to help facilitate agency adoption of the FDCC.

For additional information about this initiative please call 1-800- FED INFO. Additional
information about the 3-CAP can be found at: . .cfm.




The Relationship Between FDCC and
SCAP Product Compliance

SCAP
Self Asserts ‘ [ @ | NVLAP Compliant
SCAP Compliance | - A Test Effort Products

SCAP Product

YT
Self Asserts | \’*‘
FDCC Compliance N

Federal Agency
Product Vendor

A

N

-
. / | Compliant with M-07-187?
I / & . I Compliant

Product Implement Product?

FDCC Virtual
Machine Image




Federal Risk Management Framework

Starting Point

FIPS 199 / SP 800-60
SP 800-37 / SP 800-53A FIPS 200 / SP 800-53

Monitor
SEEL] (Cenel Define criticality /sensitivity of

Continuously track changes to the information information system according to  Select baseline (minimum) security controls to
system that may affect security controls and potential impact of loss protect the information system; apply tailoring
reassess control effectiveness guidance as appropriate

SP 800-37 SP 800-53 / SP 800-30

o [T
[

Determine risk to agency operations, agency ;‘\- A Use risk assessment results to supplement the
assets, or individuals and, if acceptable, a tailored security control baseline as needed to

g
authorize information system operation /4 ) ensure adequate security and due diligence

SP 800-53A SP 800-18
SP 800-70

Assess — .
Security Controls JapEEn
Security Controls

Determine security control effectiveness (i.e., ] Document in the security plan, the security
controls implemented correctly, operating as Implement security controls; apply requirements for the information system and
intended, meeting security requirements) security configuration settings the security controls planned or in place




Compliance Traceability within SCAP

1A-5

ISO/IEC 17799: 11.5.2, 11.5.3
GAO FISCAM: AC-3.2

DOD 8500.2: IAKM-1, IATS-1
DCID 6/3: 4.B.2.a(7), 4.B.3.a(11)

CCE-100

DISA STIG Section 5.4.1.3
DISA Gold Disk ID 7082

PDI IAIA-12B

800-68 Section 6.1 - Table A-

NSA Chapter 4 - Table 1 Row 4
IA-5




SCAP Value

Featwre __________ Benemt

Standardizes how computers communicate
vulnerability information — the protocol

Standardizes what vulnerability information
computers communicate — the content

Based on open standards

Utilizes configuration and asset
management standards

Applicable to Federal Risk Management
Framework — Assess, Monitor, Implement

Traceable to security mandates and
guidelines

Keyed on NIST SP 800-53 security controls

Enables interoperability for products and services
of various manufacture

Enables repeatability across products and
services of various manufacture

Reduces content-based variance in operational
decisions and actions

Harnesses the collective brain power of the
masses for creation and evolution

Created and evolved with the broadest
perspective

Mobilizes asset inventory and configuration
information for use in vulnerability and compliance
management

Reduces time, effort, and expense of risk
management process

Automates portions of compliance demonstration
and reporting

Automates portions of FISMA compliance
demonstration and reporting




Stakeholders and Contributors

Providing funding
NVD partner, Supplying threat and patch info

Providing resources
Applying the technology

Providing resources, Integrating into Host Based
System Security (HBSS) and Enterprise Security
Solutions

Incorporating into Computer Network Defense
(CND) Data Strategy

Incorporating into FISMA Cyber Security
Assessment and Management (CSAM) tool

Integrating Asset & Vulnerability Tracking
Resource (AVTR) with DoD and SCAP content,
Contributing patch dictionary

Incorporating into security posture by mapping
SCARP to certification and accreditation process




Upcoming Events

39 Annual Security Automation Conference and Expo
= 19-20 September

*  Speakers

The Honorable Karen S. Evans (OMB)
Robert F. Lentz DAS DIIA (OSD)
Cita Furlani, Director ITL (NIST)
Tim Grance, Program Manager (NIST)
Dennis Heretick, CISO (DoJ)
Richard Hale, CIAO (DISA)
Sherrill Nicely, Deputy Associate Director (DNI)
Alan Paller, Director of Research (SANS)
Tony Sager, Chief (NSA)
Ron Ross, Program Manager (NIST)

Expo

- Technology Demonstrations

* Beta Testing and Use Case Presentation




More Information

National Checklist Program http://checklists.nist.gov

National Vulnerability Database  http:/nvd.nist.gov
. SCAP Checklists

. SCAP Capable Products
NIST FDCC Web Site http://csrc.nist.gov/fdcc

. FDCC Settings

. Virtual Machine Images
. FDCC SCAP Checklists
. Group Policy Objects




Contact Information

100 Bureau Drive Mailstop 8930
Gaithersburg, MD USA 20899-8930

ISAP NIST Project Lead NVD Project Lead

Steve Quinn Peter Mell
(301) 975-6967 (301) 975-5572

Senior Information Security Researchers and Technical Support

Karen Scarfone Murugiah Souppaya
(301) 975-8136 (301) 975-4758

Matt Barrett Information and Feedback
(301) 975-3390 Web: http://nvd.nist.gov/scap
Comments:




Questions

National Institute of Standards & Technology
Information Technology Laboratory
Computer Security Division




Supplemental — Connecting Compliance

with Platform Assessment




Application to Automated Compliance
The Connected Path




Application to Automated Compliance
The Connected Path

AC-7 Unsuccessful Login Attempts 5: ucel:lgrg)\;’alue (IpHKey, path, value, sKey,
If (Op == >")
if ((sKey < Value)
return (1); else
return (0);

AC-7: Account Lockout Duration
AC-7: Account Lockout Threshold

IpHKey = “HKEY_LOCAL_MACHINE”
Path = “Software\Microsoft\Windows\”
Value = “5”

<registry_test id="wrt-9999" sKey = “AccountLockoutDuration”

comment="Account Lockout Duration Set to Op = “>“
5" check="at least 5">

<object>
<hive>HKEY_LOCAL_MACHINE</hive>
<key>Software\Microsoft\Windows</key>
<name>AccountLockoutDuration</name>
</object>

<data operation="AND">

<value operator=“greater than">5*</value>




Supplemental — SCAP

Platform Assessment Tutorial




XML Made Simple

-

CHECK

XCCDF - eXtensible Car OVAL - Open Vehicle
Care Description Format Assessment Language

<Car> <Checks>
<Description> <Check1>
<Year> 1997 </Year> <Location> Side of Car <>
<Make> Ford </Make> <Procedure> Turn <>
<Model> Contour </Model> </Check1>
<Maintenance> <Check2>
<Check1> Gas Cap = On <> <Location> Hood <> cu%
<Check2>0il Level = Full <> </Procedure> ... <> oroblom:
</Maintenance> </Check2> Air Pressure Loss

</Descri ptiOn > </Checks> Diagnosis Accuracy:
All S R i
</Car> ensors Reporting

Diagnosis:
Replace Gas Cap

Expected Cost:
$25.00




XML Made Simple

XCCDF - eXtensible
Checklist Configuration
Description Format

<Document ID> NIST SP 800-68
<Date> 04/22/06 </Date>
<Version> 1 </Version>
<Revision> 2 </Revision>
<Platform> <>
<Check1> Password >= 8 <>
<Check2> Win XP Vuln <>
</Maintenance>
</Description>
</Car>

OVAL - Open Vulnerability
Assessment Language

<Checks>
<Check1>
<Registry Check> ... <>
<Value> 8 </Value>
</Check1>
<Check2>
<File Version> ... <>
<Value> 1.0.12.4 </Value>
</Check2>
</Checks>




Supplemental — FAQ for NIST

FISMA Documents




Fundamental FISMA Questions

What are the NIST Technical Security
Controls?

What are the Specific NIST recommended
settings for individual technical controls?

How do | implement the recommended
setting for technical controls? Can | use my
COTS Product?

Am | compliant to NIST Recs & Can | use
my COTS Product?

Will | be audited against the same criteria |
used to secure my systems?




Fundamental FISMA Documents

What are the NIST Technical Security
Controls?

What are the Specific NIST recommended
ettings for individual technical controls?

FIPS 200 / SP 800-53

Security Control
Selection

SP 800-53 / FIPS 200
| SP 800-30

Security Control
Refinement

SP 800-18

Security Control
Documentation

How do | implement the recommended
etting for technical controls? Can | use my
COTS Product?

Am | compliant to NIST Recs & Can | use
my COTS Product?

Will | be audited against the same criteria |
used to secure my systems?

SP 800-70

Security Control
Implementation

SP 800-37

Security Control
Monitoring

SP 800-37

System
Authorization

SP 800-53A / SP 800-26
| SP 800-37

Security Control
Assessment




