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Introduction

Interactive health communication (IHC) applica-
tions, through their information, emotional sup-
port, decision support and behavior change ser-

vices, have the potential to dramatically improve the
public’s quality of life and reduce the total burden of
illness and injury. Their emergence has been fueled by
the growth and increasing sophistication of the Inter-
net, which allows geographic barriers to fall and offers
people an opportunity to learn from widely diverse
resources. But their growth will be fertilized by the
propensity for the health care system to push health
care away from institutions, specialists, and even pri-
mary care providers. As patients are spending less time
in the hospital and with their health care providers,
they are being forced to assume more responsibility for
their care, but often not provided resources to do it.
Moreover, the increasing complexity of medicine, pres-
sures for increased productivity, and growing recogni-

tion that there is more to dealing with illness than the
standard medical model, is prompting providers to
share responsibility with patients. There has been a
separate but reinforcing trend toward patients and
families wanting to participate in their own health care.
The elderly, a growing percentage of the population,
are becoming more assertive participants. Baby
boomers, who have generally been more assertive, are
moving into their late 40s and 50s, a time when chronic
health conditions start to emerge and interactions with
the medical system increase.1 This assertiveness is gen-
erally good, if support is available to help patients be
effectively assertive. IHC applications can help fill this
growing need for individuals to understand and take
greater control of their health and that of their families.

However, IHCs also pose a risk to consumers who
cannot sort out inadequate and misleading applications
from ones of high quality. The purpose of this article is
to explore the potential risks and benefits of IHC
applications to consumers, and discuss initiatives that
may help consumers make more informed choices
among IHC applications and make more-effective use
of the applications they adopt. While the consumer is
the ultimate beneficiary, the article is also intended for
audiences who act as advocates for the consumer. For
the consumer, this report addresses issues such as
reasons why evaluation should be important to them,
encourages development of an evaluation template
customized for them in relevant language, and offers a
list of consumer rights and responsibilities and how to
exert them in this field. For those interested in con-
sumer welfare, we identify opportunities in areas such
as nutrition-labeling systems, research, Web-based sur-
veys, consumer report services, and oversight through
existing or new mechanisms.

The Need

Initially, the Web and other computer-based health
support systems provided little more than electronic
page flipping and ways to talk with other people. As the
technology improves it becomes possible to use more
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sophisticated methods for learning, social support,
decision support, behavior change, and, unfortunately,
manipulation. Expert systems, video, and access to
large databases are state of the art in stand-alone
systems and becoming practical on Web-based systems
accessible at home, at work, in clinics, and in public
places such as libraries and/or kiosks. This extends
opportunities for patients and families to become
much more informed about their disease and poten-
tially become a valuable partner in care.

At the same time, the amount of health information
available from the Web and other electronic resources
is vast. There are high-quality Web sites and stand-alone
products developed by organizations and individuals
committed to helping people in need. Other resources
are factual but incomplete. They sometimes tell only
one side of the story and are frequently out of date.
Other IHCs are organized from a clinician’s point of
view, written in medical jargon, or assume the reader
already knows a lot about a disease. In still other cases,
the products are illogically structured or hard to use.

Most consumers will rapidly detect any of these
weaknesses. However, an increasing number of prod-
ucts have more sophisticated deficiencies. These prod-
ucts can project a credibility that may not be deserved
and may be potentially dangerous. They can be used as
subtle ways to market products and services of dubious
value with the reader being victimized by those with a
financial interest in the information they provide. In
fact, this biased or incomplete information may not
appear to be marketing at all. Moreover, many products
are based on untested algorithms, formulas, and pre-
mises. Even the personal stories placed on the Web can
be misleading if they emphasize the rare health care
disasters or miracle cures rather than give the reader a
balanced presentation and discussion of average results
necessary to place the personal stories in context.

It is important, therefore, to move away from a
perspective that these systems can do no harm. Misin-
formation can lead patients with life-threatening con-
ditions to lose trust in their provider, take actions that
undermine the effectiveness of their treatment (e.g., by
taking substances that interact in a negative way with
prescribed medications), use their limited time with a
provider unproductively in ways that ultimately increase
costs of care, and even abandon a provider delivering
high-quality care to pursue ineffective therapies. Vul-
nerable people may also be victimized by biased or
incomplete information from those with a financial
interest in the information they provide. As a result,
they may take actions that may have a negative effect on
their economic and social health. In a recent study, the
Federal Trade Commission found more than 400 po-
tentially false and deceptive claims on the Web; prod-
ucts and services were claiming to help cure, treat, or
prevent AIDS, arthritis, cancer, diabetes, heart disease,
and multiple sclerosis. J. Bernstein, Director of the

FTC’s Bureau of Consumer Protection, said, “Hopeful
and sometimes desperate consumers spend millions of
dollars on unproved, deceptively marketed and often
useless ‘miracle cures’ and the Internet should not
become the newest medium for this age-old problem.
In addition to wasting consumers’ money, some prod-
ucts or treatment may even cause them serious harm or
endanger their lives.” For instance, Web sites that
portray only disasters can cause unnecessary worry and
lead consumers to take unwarranted actions.

Such risks are present in most media. Advertising for
“Health Foods” and nutritional supplements sell bil-
lions of dollars of products without extensive evalua-
tions. Health infomercials lead people to spend billions
on fitness equipment and other health products that
have little, if any, evaluation associated with them.
Moreover, many health care services in the mainstream
health care system have evolved without carefully devel-
oped and replicated clinical trials.

Still, there is a need to hold health information
products to a high standard because of their increased
potential for negative impact. Emerging research finds
people assigning more credibility to computer-based
information than television and other media,2 because
they can return time and again to a product that is
becoming increasingly sophisticated at using expert
systems, graphics and video, as well as tailoring mes-
sages to single consumers. In many other delivery
systems (e.g., health professionals, health maintenance
organizations, hospitals), the consumer is at least par-
tially protected by certification, licensing, and creden-
tialling systems. But there are no oversight mechanisms
for IHC developers.

Risks to privacy and confidentiality are another rea-
son for holding IHCs to a higher standard, particularly
as technology becomes more proficient in securing and
using information about users. A consumer may have
no idea of what happens to information they enter into
an IHC application—who uses it and how. The infor-
mation may be sold, used to discriminate against them,
or used to increase the power of a personalized mar-
keting effort. The consumer may have no opportunity
to “correct” this information. Issues such as HIV/AIDS
and genetic screening illustrate how potentially damag-
ing the lack of privacy might be to the user and his/her
family.

A Consumer Focus to Evaluation

Consumers need to understand the risks associated
with these products. They need a way of separating
truth from fiction, anecdote from established fact. They
need a way to judge the quality of the information and
support provided as well as the privacy of the informa-
tion they provide in return.

Unfortunately, evaluation of these products can be
time-consuming and difficult. Many savvy evaluators shy
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away from providing a single evaluation or ranking of
health information resources because content changes
so often (especially on the Web), because one cannot
depend on “authorities” to keep up with or evaluate
material, and because definitions of quality vary de-
pending on the needs of the user. In fact, the difficul-
ties make traditional methods of evaluation or certifi-
cation of limited value. There are several approaches
that can be taken to assist consumers. These might
include external controls and policing, industry self-
policing with verification, certification by some inde-
pendent body, and consumer education.

Consumers (and evaluators) need to understand that
good evaluations must consider more than just the
quality or accuracy of the information. These products
may make them feel anxious or overly confident, or
may affect the trust they have in people important to
them. What kind of emotional support does the prod-
uct offer? Did it actually help them? Moreover, differ-
ent consumers learn in different ways. Two products
that have the identical information may have different
effects on the same person. Consumers need to con-
sider what style of learning works best for them in
choosing IHC applications. In essence, consumers
should develop their own evaluation framework, which
teaches them not only what information to look for but
also to consider how the IHC application made them
feel and how it affected the confidence they have in
their decisions.

When there is potential for harm, consumers need to
be equipped to make informed choices among prod-
ucts. Evaluations need to be conducted and the con-
sumer needs to be informed of, or at least have access
to, the results. The greater the potential for harm the
more extensive the evaluations should be.

Consumers need to understand and act on the
potential risks as well as the potential rewards of health
support technologies. To that end, carefully crafted
examples and stories portraying both sides of an issue
should be developed. Consumers need to know how
valid the health information is. At the same time, they
need to be realistic about what, if any, evaluation
standards should be placed on developers and what
evaluation expectations should be set for third parties
such as consumer watchdog groups. It may not be
reasonable (or even appropriate) to expect that a
developer will conduct a randomized controlled trial of
every product they develop. Some developers believe
that evaluations are less likely to sell products than
high-quality marketing. One of the goals of the Science
Panel is to find ways to make it in the best interest of
developers to secure high-quality evaluations of their
products by promoting consumer demand for products
of demonstrated quality.

Therefore, it is important that we not focus all our
efforts on evaluations of products after they are devel-
oped. Resources must be put into preventing problems,

making it easier for developers to create high-quality
products in the first place. Quality background R&D
could be promoted through public and philanthropic
grant programs. For example, carefully constructed
needs assessments,3 conducted by an independent
third party and made available at no cost to the
developers, could raise the standard of quality without
asking the developer to collect their own needs-assess-
ment data. For instance, a research team could inter-
view breast cancer patients and their families to better
understand what it is like to have breast cancer. From
these interviews a set of patient and family needs would
emerge. Then a survey containing these needs could be
distributed to many breast cancer patients and family
members at varying times after diagnosis, asking them
to rate each need in terms of importance and the
degree to which the need has been satisfied.

Software templates (e.g., for tracking patient behav-
ior or for making decisions) could be developed and
made available to developers so they would not have to
develop their own. Databases of frequently asked ques-
tions (and high-quality answers) as well as high-quality
published articles could be made available in the public
domain for all developers to use. In this way, we can
raise the minimum standard of information that could
be easily provided by any product.

Goals

This article addresses opportunities for action that are
intended to achieve the following goals:

1. Increase the recognition of the potential and the
risks of these systems. Unless the consumer sees the
risks of buying or using these products and has the
skills to discriminate, they are unlikely to search for
or demand high-quality products. Moreover, health-
care providers will continue to treat these products
as only marketing devices unless they have more
evidence that these systems can improve costs of care
and quality of life. Finally, unless the risks as well as
benefits to the consumer can be clearly demon-
strated, policy-makers are unlikely to seriously exam-
ine ways to influence access to and quality of these
systems.

2. Offer a vision of what a high-quality consumer
health support system can be. Consumers don’t
know what to expect when shopping (over the
Internet or in stores) for a consumer health support
system.

● What can such systems reasonably be expected to
accomplish? For instance a program that offers only
information and not social support may be less likely
to promote behavior change or enhance coping with
a disease.4

● What variations in consumer types should lead to
what differences in products and services?
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● What specific measures of performance exist and
how should they be used?

● What does a good evaluation process look like?
● What type of expertise should be involved in product

development and evaluation?
● What environmental factors are likely to affect the

quality of these products and their evaluations?
● What information (e.g., about consumer needs)

should reasonably be expected to form the basis of
products and evaluations?

● What technology features could be part of a product
and which of those features should be a part of a
system that will meet their needs.

3. Provide support and encouragement for them to
carefully select and appropriately use IHC applica-
tions. Even if the consumer knows that there are
variations in quality and dangers involved in not
choosing the right application, they need to be
encouraged to make informed choices. It will be
difficult, even under the best of circumstances, for
them to find the products that would help them and
the information they need about the products.
When they get frustrated and discouraged, there
needs to be help to keep their expectations high. At
the time they are considering the application, con-
sumers should have access to the results of formal
evaluations of the product that are free from conflict
of interest.

4. Provide them with the skills and resources they need
to select high-quality IHC applications. In many
cases, there will not be evaluations of specific prod-
ucts. The consumer will need to become his/her
own judge of the quality of these products. Because
these are new kinds of applications, few consumers
will have the skills needed. In some cases these skills
need to be acquired under circumstances of high-
stress. How are we going to create these skills with
just-in-time training? Moreover, if consumers are
expected to assume some responsibility for evaluat-
ing applications, then the tools and presentation of
information available to them should take into ac-
count the diversity of potential users (e.g., educa-
tional/computer skills level, disabilities such as vi-
sion-impaired).

5. Give them a strategy they can use to find and select
these systems. Once they have the motivation to
carefully select an application, a vision of what a
good service can be, and the skills to select it, many
will still need a step-by-step process for doing so. A
carefully developed (and very easy to learn and
implement) process is going to be essential.

6. Allow them to provide feedback that others can use
when they seek similar systems. As consumers learn
about applications and realize their strengths and
weaknesses, we need to build a way for that informa-
tion to be shared with other consumers. But the

information also needs to inform developers, pro-
viders, and regulators. A process needs to be put in
place that makes it easy for users to provide that
feedback and for other people to access it.

Opportunities for Action

At present, the digital media may be too fluid for rigid
regulation. As an alternative, if enough people are
concerned about finding good information, their de-
mand will drive someone—nonprofit or commer-
cial—to offer such evaluations. The government can
foster, standardize, and promote the development and
dissemination of these evaluations.

There are no studies of what consumers need in the
way of information from evaluations of computer-based
health support systems. However, there have been
studies of what consumers would need from evaluations
of health plans as they choose among competing alter-
natives. The findings of one study5 offer some insight
into how to construct evaluations of IHC applications.

● Evaluation data need to be easily accessible to con-
sumers;

● Evaluations should include examples of high- as well
as low-quality applications;

● Explanations of findings should be written in lay
terms with easy-to-understand graphics;

● Qualitative experiences and stories are needed as
side bars to highlight evaluation results;

● Evaluation information should first be presented in
summary form and then in more detail as desired;

● Access to people who have used the program and can
comment on its quality should be available;

● Consumers should have access to complaints filed
and actions taken against developers;

● Evaluations should be conducted by independent
unbiased evaluators;

● Evaluators should use a consistent set of criteria for
judging different applications;

● A worksheet should be constructed to help consum-
ers decide what kind of program they need; and

● Evaluations should describe populations, sample size,
recency of data, and number of observations.

A multifaceted approach can help raise consumer
awareness of the risks and potential benefits of using
IHC applications and to equip consumers to be discern-
ing in their selection and use of such systems. Key
possibilities include:

1. A statement of protections and responsibilities that
are appropriate to the emerging IHC field should be
adopted and promoted.6 This is important not only
for the consumer but for developers and providers
of these applications and services because it estab-
lishes a baseline of trust while at the same time
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asserting the responsibilities of the consumer. This
list could cover:

● Choice: awareness of and selection among a variety of
IHC applications.

● Evaluation: detailed and timely information to assess
the quality of a product consumers are considering.
At minimum, this would include information on:
sponsor/creator institution, intended objectives,
what topics are and are not covered by the product,
what topics are science-based and which are opin-
ions, as well as developer credentials. In addition,
there should be information and skills training on
how consumers can conduct their own evaluation of
these applications.

● Education: to interpret and critically assess health
information.

● Appeals and grievances: external remedies if the prod-
uct is misleading or deceptive and advocacy for
consumer protection.

● Confidentiality and privacy: confidentiality of personal
information, including the right to say who may
access the information, to be consulted prior to
release of the information for any use, to know what
kind of security provisions are included in the pro-
gram, to know what privacy risks use of the applica-
tion creates for the user, and to know how the
information in the application will be used to influ-
ence their thinking and behavior.

● Buyer beware: consumers need to recognize the risks of
using these applications and services, acquire and use
evaluation skills, and use the applications and ser-
vices with a clear understanding of their limitations.

2. A consumer-oriented evaluation and certification
entity to evaluate IHC applications could promote
standards, conduct evaluations of health informa-
tion, certify high-quality applications, point consum-
ers to other evaluations of IHC applications, and
help them recognize the quality of and effectively
use evaluations. This entity could raise consumer
awareness of issues (such as privacy) and conduct
and publish (through print and electronic venues)
evaluations of new Web-based as well as stand-alone
programs. The service could be designed to support
not only consumers but others concerned about
their welfare. The service could examine the needs
assessment on which a program is based, the in-
tended uses of the program, and the quality and bias
of content. It might evaluate usability, system secu-
rity, user acceptance, and use, as well as the impact
of the system. The evaluation process and results
could be presented in easy-to-understand formats
and be widely disseminated. If evaluations have
already been completed, the service might comment
on the quality of those evaluations.

● The certification process could take several forms
ranging from a free-standing body modeled after
National Committee for Quality Assurance (NCQA)
to one run by an interest group such as a medical
society. It should be independent from developers or
their advocates. The certification body could develop
and widely publicize its standards. Certification
would be voluntary and time-limited and this entity
should have resources to monitor compliance with
this time limitation. Any developer could apply for
certification from this body. Benefits of certification
might include the right to advertise the certification.
However, consumers would have the right to access
the full results of the evaluation, which would be
published on the Web site. The certification service
could initially concentrate on larger applications
focusing on topics where there is the greatest poten-
tial to do harm. As it grew in resources and stature,
the service might expand its evaluation efforts to
include less-risky applications. In any case it should
be an entity without vested interest in an IHC appli-
cation.

● The financial base could follow an existing model.
Consumers who are shopping for health information
and willing to pay for evaluations might help finance
it (the Consumer Reports model). It could also be
financed by the industry (the Underwriters Labora-
tories model). A developer might pay a fee to have its
product evaluated and select among levels of evalua-
tion ranging from a randomized controlled trial to a
lab-based assessment. The results of the evaluation
would be made available to the public, regardless of
outcome. Readers would be told the strengths and
weaknesses of the evaluation as well as the outcome.
If the product were good enough it could receive
certification. A start-up grant might be provided to
initiate this service.

This service could encourage consumers to seek
evaluation information about these applications and
provide them with tools for interpreting evaluation
results and for conducting their own evaluations.

The service could work with advocacy groups to
search out, identify, and have competitions for the best
software in a particular area. The service and the
advocacy groups could publicize the results to their.

3. An evaluation template7 could be developed to help
consumers conduct their own evaluation of IHC
applications. One format could be a Web-based
interactive program including:

● An assessment to help them understand their own
needs as they search for an IHC application (because
no application is going to meet the needs of every
person),

● Questions to ask about an IHC application and what
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good and bad answers would be within the context of
their own needs,

● A worksheet to document their findings about pro-
grams,

● A database of evaluations conducted by the consumer
report service,

● A search engine to help them identify other applica-
tions that might meet their needs, and

● A database of legal actions taken against developers
(including results) as well as information on how to
take legal action of their own.

4. A Web-based source of product evaluation data
could collect and disseminate additional data about
applications. Advocates could use it to address pri-
vacy and confidentiality issues. Developers could use
this site to complete a survey providing uniform
information to consumers about applications and
their evaluations. Consumers could get explanations
of what the questions mean and how to interpret the
answers. To use this database, the developer might
certify the accuracy and currency of their informa-
tion. This site could also act as a forum where some
of the best IHC Web sites and stand-alone applica-
tions (without implied endorsement for the future)
could help pinpoint some of the questionable prac-
tices and strategies already prevalent on the Net.

5. A research agenda supported by government, foun-
dation, and industry could include:

● Critical elements: Research to identify the aspects of
IHC technologies that make a difference to con-
sumer use, acceptance, and benefit. This is a devel-
oping field where we need to know much more about
how health messages, in this medium, affect people.
Such evaluation research will help consumers by
helping developers create the best possible applica-
tions.

● Prototype evaluations of systems within selected topic
areas (e.g., topics where there is the potential for
systems doing harm). These prototypes would dem-
onstrate the value of such evaluations and serve as a
template for future evaluations in similar areas. A
single topic area (e.g., asthma, breast cancer) could
be selected where several applications might exist
and a comparative evaluation conducted of several
available applications. The variation in available ap-
plications could be documented, along with an as-
sessment of the impact these systems had on people
that use them. Both dangers and positive aspects
need to be clearly defined. Wide dissemination would
be crucial.

● Measures. Valid, reliable, and sensitive measures of
system effectiveness as well as guidelines on how to
carry out these evaluations need to be developed.
Some existing measures of effectiveness may not be
specific enough to detect program effects. There are

many outcome measures with proven reliability and
validity (e.g., the SF-36 or the FACT cancer quality-
of-life scale). But none may be appropriate for eval-
uating a particular IHC application. These measures
must capture, but not go beyond, the consumer
needs addressed by an application. Outcome mea-
surement scales often combine several statistically
related but conceptually different elements, and a
system’s impact on one element may be diluted by its
lack of effect on another element. For instance, a
scale from an instrument of proven validity and
reliability examines physician-patient relationship by
using two questions: one addressing confidence in
the physician and the other addressing availability of
the physician. An IHC application intended to im-
prove confidence but not physician availability may
show no effect because of dilution occurring with the
use of this scale. Program developers must define
precisely what effects their systems are designed to
achieve before selecting an existing outcome mea-
sure. And measures must be developed to measure
only those effects.

6. Vision. A panel of expert developers, providers,
change theorists, and influential consumers might
be convened to create a vision of a high-quality
consumer health support. Principles that might be
an important part of such a vision were developed by
the Vision Roundtable.8 This vision could be crisp,
realistic, and easily understandable, and endorsed by
leaders from the consumer and provider sectors. A
respected opinion leader could act as spokesperson
for the activity. The vision could be widely shared by
advocacy groups, government, and providers. Like
the needs assessment results, this vision needs to be
disseminated through several venues, not the least of
which would be the Internet.

7. Public domain raw materials for developers. Public
domain raw materials and tools could be created
that would make it easier for developers to produce
high-quality IHC applications. In this way, we might
be able to raise the minimum standard of informa-
tion that could be provided easily by any new prod-
uct. These resources could include:

● Documentation of consumer needs. Research on dissem-
ination of innovations consistently demonstrates that
understanding customer needs is the single most
important predictor of new product success. Needs
assessments should be constructed around principles
of market research that allow one to distinguish
between what customers want and what needs they
have.9 These needs assessment studies could provide
databases containing needs prioritized by impor-
tance but also classified by demographics that will
allow analysis of the data in ways that will tailor results
to the specific clientele being served by the new
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product. These data could provide developers with
high-quality information about consumer needs (not
wants)10 that they might not have the resources to
gather themselves.

● Software templates (e.g., programs for tracking patient
behavior or for helping consumers make decisions)
could also be developed and made available to devel-
opers so they would not have to develop their own.

● Databases of frequently asked questions (and high-quality
answers) as well as high-quality articles could be
maintained in the public domain for all developers to
use.

● Databases of high-quality literature for a given subject
(such as Medline) could be made available at little or
no cost for any software product to use.

8. Health literacy programs designed to help consum-
ers understand and interpret health science. Under-
standing how to interpret relevant scientific discov-
eries will be increasingly important as individuals
assume more responsibility for health-related deci-
sions. To gain that capability, training might be
needed in areas such as critical thinking, judgment,
risk communication, understanding of bias, or levels
of evidence. A long-term strategy must include ele-
mentary and secondary education programs in such
subjects. But a more short-range strategy could in-
clude community education programs as well as
continuing education programs offered through
health care providers and on the Web.

9. A labeling system. A labeling process could be
developed and widely deployed, requiring that all
interactive electronic communication technologies
purporting to help people prevent or cope with
illness or injury, prominently display (e.g., through a
paper or electronic package insert) certain data
about the program. Essential data might include:
target audience, target health issues; identification,
affiliation, and credentials of the authors; content
sources; disclosure of program ownership, sponsor-
ship, commercial funding, potential conflicts of in-
terest; dates when content was posted; types of
evaluations conducted, results including side-effects
to date. Additional details (populations studied,
sample size, recency of data, base rates) of the

evaluation could be filed with the consumer reports
service and be available through a Web site.

Interactive Health Communication applications hold
potential for dramatically improving the quality-of-life
and reducing the total burden of illness. The panel
hopes this article will contribute to the discussion on
how consumers can make more informed choices
among IHC applications and help those consumers
make more effective use of the applications they adopt.
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