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ABSTRACT

The Confidentiality and DataAccess Committee (CDAC) operatesasaninteragency “ Interest Group” of
the Federal Committee on Statistical Methodology (FCSM) to promote cooperation and sharing of
information concerning data accessissues and statistical disclosure methods among federal agencies.
CDAC hasdeveloped severd productsrelating to the confidentiaity review of dataintended for genera
use andrestricted accessto confidential data, for example a" Checklist on the Disclosure Potential of
Proposed Data Releases’ to ass st agenciesin preparing tabulated and micro datafor publicrelease. Other
projects underway include a brochure describing confidentiality, data protection and data access
procedures among federal agenciesaswell asthe development of “auditing” software that would assess
the degree of protection afforded tablesthat contain confidentia information. 1n addition, members of the
group have devel oped workshopsand training modul esfor specia presentationsat professiona meetings
and e'sewhere, served on ad hoc disclosure review panels, and contributed expertise to the devel opment
of privacy regulations.
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Introduction

Anincreasng number of éectronic data products are released to the public by federa agencies both as
separate products such as CDROMs aswell asviathe Internet. At the sametime, the proliferation of
publicly available e ectronic data bases and advancesin computer technology have heightened concerns
among federa datistical agencies about the protection traditionaly used for public -use microdataas well
astabular data. These developments have also stimulated the consideration of whether (and how) to
provide selective and controlled accessto microdatafiles containing identifiableinformation collected under
an assurance of confidentiality.

Faced with theseissuesagroup of federal statisticiansinitiated informal contact latein 1995, andin early
1996, thefirst meeting of the Interagency Confidentidity and Data Access Group (ICDAG) took place.
Sincerenamed the Confidentiality and Data Access Committee (CDAC), it servesasaspecia interest
committee on dataaccess and confidentiaity issuesfor the Federd Committee on Statistical Methodology
(FCSM) and iscomprised of staff membersfrom federal agencieswho work in the“ confidentidity ared’.
Theseincludethosewhowork at statistical agenciesaswell as staff of nearly any agency confronted by
problemsdealing with privacy, confidentidity, or statistical disclosure. Nearly every federa department
inthe Executive Branch isrepresented, with staff of the Bureau of the Census, the Department of Health
and Human Services, the Bureau of Labor Statistics, the Department of Justice, and the Department of



Energy among those participating in CDAC activities.

Theprincipa god of the committee has been to operate asaforum where members share information and
ideas on disclosure limitation methodol ogy, and discuss problems aswell as sol utionsto issues concerning
confidentiality and dataaccess. In doing 0, the group has attempted to  provide amutualy supportive
environment inwhich individual s can ask questions and seek advice across agency boundariesonissues
concerning dataaccess and confidentidity. In order to encourage the open communication of idess, only
federa employees may become members and meetings are restricted to membersand invited guests. The
closed meetings promote increased cooperation and sharing among agencies by serving as a safe
environment inwhichto discuss sengtivetopi cs such asdiscl osurelimitation methodol ogy and dataaccess.

Of the many Statistical Policy Working Papers (SPWP) produced by the FCSM, two have received
gpecid attention asreferencesfor those concerned with disclosure limitation methods, SPWP #2, “ Report
on Statistical Disclosure and Disclosure-Avoidance Techniques’ (1978) and, SPWP #22, “ Report on
Statistical Disclosure Limitation Methodology” (1994).

The 1994 report has proven to be so influentid that afew words concerning it arewarranted.  The product
of an ad hoc FCSM interagency subcommittee, an important contribution of the report is the chapter
described asa” Primer” on datigtical disclosurelimitation. Thischapter isespecidly vauableto those new
to thefield or who areinterested in anontechnical treatment of essential conceptsand techniques. In
additionto adescription of current agency practices, detail ed discussionsof methodol ogy for both tabular
dataand microdatafilesare provided. Thereport concludeswith alist of recommendationsfor disclosure
limitation practices and aresearch “agenda’. An annotated bibliography is avery helpful appendix.

CDAC asa“Forum”

The same principlesestablished in SPWP#22, areembodied in CDAC svery firgt product, The Checklist
on Disclosure Potential of Proposed Data Releases. Before discussing thechecklistin somedetall, it will
be useful to briefly describe the principal activities of CDAC.

CDA C holdsmesting four timeseach year, in January, April, July and October. At these meetingstopics
such as the following have been discussed:

. Updates on proposed legidation and regulations, internet sites, new journal and publications;
conferences, workshops, etc.;

. The use of checklists (e.g., disclosure risk);

. Agency practices concerning flexiplace;

. Computer software for disclosure limitation;

. Issues related to the release of datafor public use - consent, probability of re-identification,
restricted access, use restrictions, addition of “noise”’ to public usefiles,

. Licensing as a means of restricted access,

. Development of research data centers,



. Linkswith professiond societies and other groups (Privacy and Confidentiality Committee of the
American Statistical Association, Privacy Committee of the Department of Health and Human

Services);
. Remote data access;
. Case studies of disclosure problems and solutions,
. Disclosure review boards and ad hoc panels;
. Auditing of licensees and others authorized off-site users of nonpublic use data;
. CDAC tutorias on disclosure limitation methods.

During discussionsat these meetings, it became gpparent that aneed existed for certaintypes of documents
and that the skills and resources needed to devel op these documents were available to thisgroup asa
whole. Among these documents were the need for some agreed upon, standardized way of reviewing the
many cons derations attendant to an adequate disclosure risk review of both microdata files and tabular
materid. Thosewho were accustomed to producing such fileswerein need of amechanismto insure that
all necessary e ements had been taken into account for the increasing number of eectronic data products
being produced. At another extreme, for those who were considering therelease of afilefor thefirst time,
the expertise was rarely present and new staff unfamiliar with disclosure risk review werein need of
reference materials and background information. For these and other situations, it was thought that a
standardized list of consderations based upon accepted principles of Satistica disclosurelimitation could
represent a solid platform from which their own particular needs could be crafted.

The Checklist

Based on documents used by the Bureau of Census, the “ Checklist on Disclosure Potential of Proposed
DataReleases’ (which we will refer to as“the Checklist”) consists of a series of questions that are
designedto assst in determining the suitability for release of microdatafilesand tabular data collected from
individuals and organizations under an assurance of confidentiality. These questions generdly include
definitions of terms used (alimited glossary is appended), concrete examples of problemsto be avoided
or dealt with, and suggested techniques for disclosure limitation. The Checklist’ s introductory section
includesagtatement concerning the uses of the Checklist, an overview of itscontents, suggestionsastowho
should fill it out, and how the Checklist can be useful not only to statisticians, but to non-statisticians
interestedin learning moreabout statistical disclosurelimitation. Next comesacover sheet that dicitsbasic
information about the proposed datarelease (asinglerelease, part of aseries, reference period, related
releases, etc.) and then follows with three main sections. Section 3 pertainsto microdatafilesthat contain
information from individua sor establishments, while Section 4 and 5 refer to tabular datafromindividuas
and establishments, respectively. We will review, briefly, the contents of those sections:

Microdata: A major part of this section of the Checklist focuses on geographic information becauseitis
the key factor in permitting inadvertent identification. 1n ademographic survey, few respondents could
likely beidentified if located within asingle State, but more respondents-- especidly thosewith rareand
visible reported characteristics -- could be identified if located within acounty or other geographic area
with 100,000 or fewer persons. Aninteresting feature of the Checklististhat it drawsthe user’ sattention
to the variety of waysin which geography may be derived or inferred from items not intended to provided



geographic detall - e.g., record numbersthat reflect sequencing by state, county, primary sampling unit,
etc. or information on proximity to unique sites.

After awarning concerning direct identifiers, detailed attention isgiven to certain variableswhich, when
providedin detailed form, increasethe ease of matching with externd files: income, race, occupation, health
conditions, age, and rent/mortgage. Thediscussion of these variables contains suggestionsfor the masking
or reduction of detail that can cause problems, such asre-coding and top/bottom coding. In thiscontext,
thekinds of external filesthat might be used by anintruder are described. Because many microdatafiles
are enhanced with datafrom other sources (other research files, administrative data bases), the Checklist
highlights the problems that arise when files are enriched in thisway. To assist in the evaluation of
disclosurerisk, questions are posed concerning both “ natural” and added sources of statistical error or
“noisg”’ inthefile. Finaly, information concerning details of the sample design that would be part of the
release, or which might already have beenreleased isdlicited. Such information often contains details
helpful to an intruder and must also be considered.

Tabular Datafrom Persons or Households: In contrast to microdatafilesin which datafor each individua
ispresented separately, tabular datagenerally present person or household datain aggregated form. In
some cases, however, arecord can appear in such away that revedsinformation concerning an individua
respondent or class of respondents and an unintended disclosure can occur.  This section address such
situations.

Congderation isfirst given to the nature of the data upon which tabulations are based; whether they are
froma sampleor acomplete count, whether somegroups are sampled with certainty, the public availability
of samplewe ghts employed, the number of tabular dimensons, levels of geography, whether a preiminary
or final release is being considered, and addition of data from external sources.

The Checklist then moves on to disclosure limitation methods in frequency count data (where numbers or
percents are shown) and magnitude data (the aggregate of a“quantity of interest”).
The distinction isimportant because some methods apply only to one or the other, but not both.

M ethodsdescribed include primary and complementary cell suppression (with discussion of criteriafor cell
sengtivity), key item suppression, auditing of suppression patterns, and the addition of controlled satistical
perturbation (“noise’). A fina section dertsthe Checklist user to the need for agency coordination when
more than one agency will disseminate data.

Tabular Data from Establishments or Other Types of Organizations. Aswith data from persons or
households, tables can be of two types - tables of frequency count data, such as atable of the number of

establishments within the manufacturing sector by industria classification group, and tables of magnitude
data, such asatablethat presentsthetota value of shipmentsfor those establishmentsin the same cdlls.
Also, asset forthin Section 2 of the Checkligt, different statistical disclosurelimitation methods can be used
depending on the type of data being presented.

Thissection overlaps consderably with the section dealing with tabular datafor personsand households.



While many of the disclosure limitation techniques are the same, however, their useisdescribed in this
section with examples drawn from establishment surveys. Where establishment data require adifferent
gpproach (e.g., multiplelocations of asingle“firm”) gppropriate questionsareraised. 1n addition, because
establishments are often selected from very skewed populations and because there is already a great
amount of information concerning them aready availableto the public, avoiding disclosurefrom published
dataisoften very difficult. For example, intheU.S,, itiswell known there are only ahandful or so of
hospitalswith 1,000 or more bedsand inadvertent disclosureinasurvey of hospitalsmight well be possible
using detail on the number of beds within a geographic unit as large as a Census region.

Althoughitisrarethat public use establishment level datafilesarere eased, the Checklistisan appropriate
placeto comprehensively review theissues associated with the public release of establishment level data
files.

Limitations of the Checklist

Responsesto questionsinthe Checklist arenot intended to supply al theinformation that might be required
before amicrodatafile or table isreleased to the public. Some additional questions may need to be
answered and/or given specid consideration. Nonetheless, if filesand tabular materia arereviewed with
the aid of the Checkligt early enough, the need for time-consuming and costly re-programming of the data
to bereleased can be avoided. Thisalowsadditional timefor coordination with collaborators and other
potential users.

Restricted Access

Frequently, the results of the Checklist or other considerations, will mean that afile cannot be released for
public use, yet thereisan acute need in the research community for detailed data. In thoseinstances, some
agencies have developed access procedures that permit access with restrictions as to who, for what
purpose, and where!. Two of these, in particul ar, have been the subject of intensive CDAC discussions-
licensing and research datacenters. Suchwastheinterestin licensing proceduresthat one member took
theinitiative to update Jabine swork inthisarea. That work has been consolidated in apaper entitled
“Data Licensing Agreements at U.S. Government Agencies and Research Organizations’2.

Licenang: Proceduresfor fivefederad agenciesand two private research organization areincluded
inthereport. For example, the National Center for Education Statisticslicensestheir researchersto use,
at their university or research center, datasetsthat contain more detailed information than the “ standard”

1See Jabine, 1993 for a description of abroad array of restricted access procedures used by
U.S. statistical agencies.

2 Authored by Paul Massell and Laura Zayatz, this paper was presented at a special
contributed session at the International Conference on Establishment Surveys 1, Buffalo, NY, June 17-
21, 2000



public-use microdatafile. Under licensing, the researcher must Sgn an agreement with the agency which
permitstheingtalation of therestricted dataon their computer in return for meeting the agency’ sconditions
relating to maintaining confidentiality of the data.

The following are common themes in licensing agreements used at the entities described in this report:

Demonstration of aneed for detailed data;

Designation of those who have access,

Statement of legal provision;

Data security and enforcement/provision for inspection;

Restrictions on use (prohibition against linking with other files);
Restrictions on release of research results/adherence to agency policies,
Return/Destruction of data provided;

Costs.

D OO OO OO

Anadditiona project CDAC isconsidering undertaking isthe devel opment of a Checklist that Federal
agencies may use to decide whether (and how) to provide restricted access to microdatafiles.

Research Data Centers. The Census Bureau’ s and NCHS Research Data Centers permit
accessto qualified researchersunder highly restricted conditions. Theessential characteristicsof these
centersare:

review of research protocol;

formal agreement covering work to be done, data used, and types of outpult;
in-house files without identifiers;

l[imitations on types of analysis,

no outside (linkable) data brought in by researcher;

dedicated computers;

disclosure review of output;

inspection of material removed from site;

physical presence of agency staff.

OO OO OO OO OO

The research data center at the National Center for Health Statistics providesfor on-gite as well
as remote access.

Brochure

Inview of the many requests CDA C memberswere receiving from personsinquiring about confidentiality
procedures, it wasfelt that some easy to read and concisely crafted document ought to be devel oped to
respond to theserequests and to distribute at Strategic Stes. Accordingly, adocument (whichwewill refer
to asthe“Brochure’) wasdrafted entitled “ Confidentidity and Data Access |ssuesfor Statistical Data’
for people unfamiliar with theseissues. The public is generdly unaware that some statistica agenciesare
boundto preservethe confidentiaity of their survey responseswhile other agenciesmay withhold release



of the data under the Freedom of Information Act (FOIA) only if formally exempted. The Brochure
providesacomprehensivereview of thedisclosurelimitation and restricted access policiesand procedures
that various government agenciesfollow to preserve the confidentiaity of their reported data. Covered
areconfidentiality statutesand policies, dataprotection, statistical disclosure limitation for tabular and
microdata, and mechanismsfor restricted access. Referencesto helpful internet sites, and annotated
references are appended.

Suppression Audit Program

Prior to publishing confidentid datain tabular format, asatigtica agency must review the table to make sure
that cellsdo not contain valueswhich disclose sensitive, confidential information. Cell suppressionisa
common technique for protecting the confidentiality of survey responsesthat are used to generate
frequency count and aggregate magnitude data. The suppression of these sengitive cdlls, called primary
suppressions, does not always insure against disclosure. The value of suppressed cells is sometimes
derivablefrom other vauesshowninthetablewhen thetotd ispublished dongarow or column. Toguard
againgt thiskind of disclosure, it may be necessary to suppressadditiona cellsthrough aprocessreferred
to as complementary suppression. The resulting suppression patterns become complex in tables that
contain by upto 5 dimensionsof thedata.. Software existswhich determines necessary complementary
suppression cellsto prevent derivation of primary suppressed cellsusing various mathematica formulas.
However, no existing software that (a) uses generaly available computer language and (b) produceslow
cost, easy, reliable, and efficient results. Without an automated system which is also easily modifiable,
agencies currently need to spend considerabl e resourcesto perform an audit of the suppressionsfor al
tables in a publication.

In 1999, CDAC launched an interagency project to devel op asuppression audit softwarefor generd use.
Seven agencies are currently participating in thefunding and devel opment of project specificationsfor a
user friendly suppression audit program, with four of them contributing test datasets. Theauditing system
software being devel oped iswrittenin SASand it stores dataand parametersin SASdata sets. A user
needsversion 8.1 of SASwhich includesthe Operations Research modul e to run this software program.

Thefirst phase of the project involved developing a methodology for importing tabular cell datainto a
processing system that could be used by any agency. Thisincluded specification of the program code;
output datasets, and descriptions. The SASimport routine readsand convertsaCSV (commaseparated
vaue- ASCII) fileintoaSASdataset. The CSV filemust contain at least four types of recordsand may
contain other typesfor proper application processng. Because some tables contain independent rounding
of cellswithin atable, the user needsto input specific epsilon factorswhich indicate the range by whichthe
incoming data are allowed to vary around the published values. The user also needs to specify the
hierarchy of the datawithin adimension if the datafollow some order or rank  The program checksfor
internd consstency of the dataand verifiesthat dl cellsaong arow or column sum to the margindsbefore
beginning the L P module.

Parameters are coded in the input file which state the protection range for the cells of atable. The user has
the option of specifying either a percent or absolute value to define the protection range. Also, the user



must elect to use different protection ranges for each cell or agloba protection range for al cellsin the
table. The user hasthe option of specifying adifferent protection range for primary and complementary
cdls, however, if different protection ranges are used for these two classes of suppressed cdlls, the primary
cells must have awider protection range because those cells present direct disclosurerisks.  If user
doesn't select different protection rangesfor primary and complementary cells, the system defaultsto using
the same protection range for both primary and complementary cellsin atable.

The program providesamathematical solution for tables containing up to 5 dimensionsfor thedata- i.e.
eachvariableinatableisadimension. Theuser aso hasthe option of specifying the mathematical inter-
table relationshipsincluding the number of relationshipsand componentsthat are rel ated between tables
and the number of tablesinvolved in the inter-table relationships. The audit system permitsthe use of
dternate optimizers and the program is designed to run using PROC LP, PROC NET FLOW, and PROC
INTPOINT..

The program outputs adata sets which showsthe valuesfrom the original import file with the protection
range columnvauesfor each cell. Theintegration of theinput moduleswith an output filethat displaysthe
protection rangefor each cell in atable provides an agency with an audit of the suppression qudity of the
primary and complementary suppressions used to protect the confidentiality of the published data.

Short Coursesand Tutorials

Inan effort to respond to expressed needs for an introduction to, and overview of, issuesand practices
inthefield of Satistica disclosurelimitation, ateam of CDAC members have, snce 1997, given day-long
short coursesin avariety of setting. The courses have been given in conjunction with the Washington
Statistical Society, the Continuing Education Program of the American Statistical Association, a the
American Public Health Association annual meetings, the CDC/ATSDR Symposium on Statistical
Methods, and at the Survey Research Center of the University of Michigan. Involving 4-5 members of
CDAC, the short courses have covered the following topics:

Legal Issues;

Informed Consent;

Statistical Disclosure Limitation (SDL) Techniques for Microdata;
Applications of SDL for Microdata;

SDL for Tables;

Checklist on Disclosure Potential;

Restricted Access Procedures.

DO OO OO,

Provision of Expertiseto Regulatory Development

Recent yearshave witnessed a sharp increase in legidation directed at the privacy of medical records.
Much of thislegislation has developed concepts of “identifiability” that would require a statistical
assessment. It has only been with the need to develop specific regulations to implement the Health
Insurance Portability Act of 1997, however, that this need became explicit. Fortunately, work aready



done by CDAC wasknown and becameavailableto serveasaresource. Thefuture implementation of
these regulationswill doubtlessreflect theinfluence of many othersinthisfield (among other, members of
the American Statistical Association’ sPrivacy and Confidentiaity Committee have offered their expertise),
but for now, DHHS staff devel oping portionsof theregulationsdealing with statistical issueshavedrawn
upon the FCSM SWP#22 and the CDAC Checklist asareferencesto indicate the procedures necessary
to evauate questions of identifiability. 1t isnoteworthy that when questionsarose asto the utility of certain
gpproaches, empirica information bearing upon them was easily obtained through contacts built up within
CDAC.

Summary and Future Plans

CDAC hasseverd projectsunderway for devel oping common procedures and methodol ogiesfor federa
statistical agenciesto use when providing access to confidential data and in the dissemination of data
suitablefor public use. The Checklistisnot a“fixed” document and agencies are encouraged to adapt it
to suit their particular needs. Of course, the Checklist will be modified asdisclosure limitation methods
improve and as new problemsemerge. The Brochure on data confidentiaity will be auseful information
tool for informing othersof federd practicesand resourcesin disclosurelimitation. The development of
an audit suppression software will also be an easily modifiable program for an agency to useto audit the
quality of the suppressions for the data being rel eased.

Recently, aproject to bring together reports on major mechanisms for granting restricted access to
confidentid datawasinitiated. \WWhen completed, the report will provide helpful informeation concerning data
licensing agreements, fellowships and post doctoral programs, and research data centers.

All of theseinformation productswill beavailablethrough the Internet. CDAC will continueto function as
aresource for federal agencies and develop information products which are relevant to current and
emerging issues relating to data confidentiality, privacy, and access.

New Web Site

The Checkligt, the Brochure, and other information products can be accessed and downloaded from
CDACswebsiteusingtheurl http://mvw.fcsm.gov/icdac/index.html. The CDAC websiteasoincludes
astatement of the committee’ s purpose and duties, the responsbilities of members, and CDAC contact
persons. Other information products such asthe Statistical Policy Working Papers Series are available
through the web site http://mmw.fcsm.gov.
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