
EXEMPTION 7(D)


by a contemplated FOIA disclosure.113 

EXEMPTION 7(D) 

Exemption 7(D) provides protection for "records or information com
piled for law enforcement purposes [which] could reasonably be expected 
to disclose the identity of a confidential source, including a State, local, or 
foreign agency or authority or any private institution which furnished infor
mation on a confidential basis, and, in the case of a record or information 
compiled by a criminal law enforcement authority in the course of a crimi
nal investigation or by an agency conducting a lawful national security in
telligence investigation, information furnished by a confidential source."1 

It has long been recognized that Exemption 7(D) affords the most 
comprehensive protection of all of the FOIA's law enforcement exemp
tions.2   Indeed, both Congress and the courts have clearly manifested their 

3appreciation that a "robust" Exemption 7(D)  is important to ensure that
"confidential sources are not lost through retaliation against the sources for 
past disclosure or because of the sources' fear of future disclosure."4 

113 See Attorney General's 1986 Amendments Memorandum at 9-12; see 
also Favish, 541 U.S. at 169 (evincing the Supreme Court's reliance on "the 
Attorney General's consistent interpretation of" the FOIA in successive 
such Attorney General memoranda); accord Attorney General Ashcroft's 
FOIA Memorandum, reprinted in FOIA Post (posted 10/15/01) (stressing 
importance of protecting law enforcement interests). 

1 5 U.S.C. § 552(b)(7)(D) (2000 & Supp. IV 2004).

2  Billington v. U.S. Dep't of Justice, 301 F. Supp. 2d 15, 21 (D.D.C. 2004) 
(stating that "Exemption 7(D) has long been recognized as affording the 
most comprehensive protection of all FOIA's law enforcement exemptions" 
(citing Voinche v. FBI, 940 F. Supp. 323, 331 (D.D.C. 1996)); accord Irons v. 
FBI, 880 F.2d 1446, 1451 (1st Cir. 1989). 

3 See Brant Constr. Co. v. EPA, 778 F.2d 1258, 1262 (7th Cir. 1985) (rec
ognizing that Exemption 7(D) is intended to ensure that law enforcement 
agencies are not unduly hampered in their investigations). 

4 Id.; see, e.g., Ortiz v. HHS, 70 F.3d 729, 732 (2d Cir. 1995) (stating that 
"Exemption 7(D) is meant to . . . protect confidential sources from retali
ation that may result from the disclosure of their participation in law en
forcement activities"); McDonnell v. United States, 4 F.3d 1227, 1258 (3d 
Cir. 1993) (finding that the "goal of Exemption 7(D) [is] to protect the ability 
of law enforcement agencies to obtain the cooperation of persons having 
relevant information and who expect a degree of confidentiality in return 
for their cooperation"); Providence Journal Co. v. U.S. Dep't of the Army, 981 
F.2d 552, 563 (1st Cir. 1992) (explaining that Exemption 7(D) is intended to 
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Sources' identities are protected wherever they have provided infor
mation either under an express promise of confidentiality5 or "under cir
cumstances from which such an assurance could be reasonably inferred."6 

As the Supreme Court in 1993 made clear in United States Department of 
Justice v. Landano,7 not all sources furnishing information in the course of 

4(...continued) 
avert "drying-up" of sources); Nadler v. U.S. Dep't of Justice, 955 F.2d 1479, 
1486 (11th Cir. 1992) (observing that the "fear of exposure would chill the 
public's willingness to cooperate with the FBI . . . [and] would deter future 
cooperation" (citing Irons, 880 F.2d at 1450-51)); Shaw v. FBI, 749 F.2d 58, 
61 (D.C. Cir. 1984) (holding that the purpose of Exemption 7(D) is "to pre
vent the FOIA from causing the 'drying up' of sources of information in 
criminal investigations"); Citizens for Responsibility & Ethics in Wash. v. 
Nat'l Indian Gaming Comm'n, No. 05-00806, 2006 U.S. Dist. LEXIS 89614, at 
*30 (D.D.C. Dec. 12, 2006) (reiterating that "'if current informants are ex
posed, future potential informants might be deterred'" (quoting agency dec
laration)); Wilson v. DEA, 414 F. Supp. 2d 5, 7 (D.D.C. 2006) (concluding 
that release of names of DEA sources could jeopardize DEA criminal inves
tigative operations and deter cooperation of future potential DEA sources); 
Garcia v. U.S. Dep't of Justice, 181 F. Supp. 2d 356, 375 (S.D.N.Y. 2002) 
(holding that "Exemption 7(D) [en]sures that confidential sources are pro
tected from retaliation in order to prevent the loss of valuable sources of in
formation"); Givner v. Executive Office for U.S. Attorneys, No. 99-3454, slip 
op. at 15 (D.D.C. Mar. 1, 2001) (recognizing that "[c]ourts have granted a 
broad interpretation of Exemption 7(D) in order to protect sources"). 

5 See Rosenfeld v. U.S. Dep't of Justice, 57 F.3d 803, 814 (9th Cir. 1995) 
("[A]n express promise of confidentiality is 'virtually unassailable' [and is] 
easy to prove: 'The FBI need only establish the informant was told his 
name would be held in confidence.'" (quoting Wiener v. FBI, 943 F.2d 972, 
986 (9th Cir. 1991))); Jones v. FBI, 41 F.3d 238, 248 (6th Cir. 1994) (stating 
that "sources who spoke with express assurances of confidentiality are 
always 'confidential' for FOIA purposes"); McDonnell, 4 F.3d at 1258 (hold
ing that "identity of and information provided by [persons given express 
assurances of confidentiality] are exempt from disclosure under the ex
press language of Exemption 7(D)"). 

6 S. Conf. Rep. No. 93-1200, at 13 (1974), reprinted in 1974 U.S.C.C.A.N. 
6285, 6291; see Dohse v. Potter, No. 04-355, 2006 WL 379901, at *7 (D. Neb. 
Feb. 15, 2006) (concluding that because public safety concerns are signifi
cant in context of disgruntled postal employees or contractors, source's "as
surance of confidentiality could be inferred"); Farrugia v. Executive Office 
for U.S. Attorneys, No. 04-0298, 2006 WL 335771, at *8 (D.D.C. Feb. 14, 
2006) (reasoning that "based on the nature of crime for which plaintiff' was 
convicted and circumstances surrounding his arrest . . . it [was] reasonable 
to infer existence of an implicit grant of confidentiality"). 

7 508 U.S. 165 (1993). 
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criminal investigations are entitled to a "presumption" of confidentiality.8 

Instead, the Supreme Court ruled that source confidentiality must be deter
9mined on a case-by-case basis,  particularly noting that such a presump

tion should not be applied automatically to cooperating law enforcement 
agencies.10 

The term "source" is meant to include a wide variety of individuals 
and institutions.  The legislative history of the 1974 amendments to the 
FOIA indicates that the term "confidential source" was chosen by design to 
encompass a broader group than would have been included had the word 
"informer" been used.11   This was reinforced in the Freedom of Information 
Reform Act of 1986,12 which added to the statute specific categories of in
dividuals and institutions to be included in the term "source."13 

By its own terms, however, this statutory enumeration is not exhaus
tive.  Indeed, courts have interpreted the term "source" to include a broad 
range of individuals and institutions that are not necessarily specified on 
the face of the statute -- such as crime victims;14 citizens providing unsoli
cited allegations of misconduct;15 citizens responding to inquiries from law 
enforcement agencies;16 private employees responding to OSHA investiga
tors about the circumstances of an industrial accident;17 and employees 

8 Id. at 175. 

9 Id. at 179-80. 

10 Id. at 176; see also FOIA Update, Vol. XIV, No. 3, at 10. 

11 See S. Conf. Rep. No. 93-1200, at 13. 

12 Freedom of Information Reform Act of 1986, Pub. L. No. 99-570, § 1802, 
100 Stat. 3207, 3207-48. 

13 Id. 

14 See, e.g., Coleman v. FBI, No. 89-2773, slip op. at 21 (D.D.C. Dec. 10, 
1991), summary affirmance granted, No. 92-5040, 1992 WL 373976 (D.C. Cir. 
Dec. 4, 1992); Gula v. Meese, 699 F. Supp. 956, 960 (D.D.C. 1988). 

15 See, e.g., Brant Constr., 778 F.2d at 1263; Pope v. United States, 599 
F.2d 1383, 1386-87 (5th Cir. 1979); Almy v. Dep't of Justice, No. 90-0362, 
1995 WL 476255, at *12-13 (N.D. Ind. Apr. 13, 1995), aff'd, 114 F.3d 1191 
(7th Cir. 1997) (unpublished table decision). 

16 See, e.g., Providence Journal, 981 F.2d at 565; Miller v. Bell, 661 F.2d 
623, 627-28 (7th Cir. 1981); Kowalczyk v. O'Brien, No. 94-1333, slip op. at 2 
(D.D.C. Jan. 30, 1996); Augarten v. DEA, No. 93-2192, 1995 WL 350797, at 
*2 (D.D.C. May 22, 1995); Almy, 1995 WL 476255, at *21, 23. 

17 See, e.g., L&C Marine Transp., Ltd. v. United States, 740 F.2d 919, 924
25 (11th Cir. 1984); Wayne's Mech. & Maint. Contractor, Inc. v. U.S. Dep't of 
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providing information about their employers.18   Courts have likewise inter
preted it to include prisoners;19  mental healthcare facilities;20  medical per
sonnel;21  commercial or financial institutions22  and employees;23  social or
ganizations' officials and employees;24 state and local law enforcement 
agencies25  and employees;26  and foreign law enforcement agencies.27 By 

17(...continued) 
Labor, No. 1:00-45, slip op. at 18-19 (N.D. Ga. May 7, 2001).  But cf. Cooper 
Cameron Corp. v. U.S. Dep't of Labor, 280 F.3d 539, 552 (5th Cir. 2002) (stat
ing that "[f]or us to hold . . . that OSHA's investigative records, as a catego
ry, are implicitly confidential would be unwarranted and would plow new 
ground"). 

18 See, e.g., United Techs. Corp. v. NLRB, 777 F.2d 90, 94 (2d Cir. 1985); 
Gov't Accountability Project v. NRC, No. 86-3201, slip op. at 9-10 (D.D.C. 
June 30, 1993). 

19 See, e.g., Williams v. FBI, No. 99-0899, slip op. at 1-2 (D.D.C. July 31, 
2000); Johnson v. Fed. Bureau of Prisons, No. 90-H-645, 1990 U.S. Dist. 
LEXIS 18358, at *9 (N.D. Ala. Nov. 1, 1990).

20  See, e.g., Sanders v. U.S. Dep't of Justice, No. 91-2263, 1992 WL 97785, 
at *4-5 (D. Kan. Apr. 21, 1992).

21  See, e.g., Putnam v. U.S. Dep't of Justice, 873 F. Supp. 705, 716 (D.D.C. 
1995). 

22 See, e.g., Halpern v. FBI, 181 F.3d 279, 300 (2d Cir. 1999); Davin v. U.S. 
Dep't of Justice, No. 98-3343, slip op. at 9 (3d Cir. Jan. 27, 1999); Williams v. 
FBI, 69 F.3d 1155, 1158 (D.C. Cir. 1995); Jones, 41 F.3d at 248; Biase v. Of
fice of Thrift Supervision, No. 93-2521, slip op. at 11 (D.N.J. Dec. 10, 1993); 
McCoy v. Moschella, No. 89-2155, 1991 WL 212208, at *1 (D.D.C. Sept. 30, 
1991); Founding Church of Scientology v. Levi, 579 F. Supp. 1060, 1063 
(D.D.C. 1982), aff'd, 721 F.2d 828 (D.C. Cir. 1983); Biberman v. FBI, 528 F. 
Supp. 1140, 1143 (S.D.N.Y. 1982); Dunaway v. Webster, 519 F. Supp. 1059, 
1082 (N.D. Cal. 1981).

23  See, e.g., Hunsberger v. U.S. Dep't of Justice, No. 92-2587, slip op. at 6
7 (D.D.C. July 22, 1997) (upholding confidential source protection for em
ployee of financial institution). 

24 See Halpern, 181 F.3d at 300. 

25 See, e.g., Halpern, 181 F.3d at 299; Williams, 69 F.3d at 1160 (local law 
enforcement agency); Jones, 41 F.3d at 248 (law enforcement agencies); 
Bell v. FBI, No. 93-1485, 1993 U.S. App. LEXIS 27235, at *5 (6th Cir. Oct. 18, 
1993) (local law enforcement agencies and their officers); Ferguson v. FBI, 
957 F.2d 1059, 1068 (2d Cir. 1992) (local police department); Hopkinson v. 
Shillinger, 866 F.2d 1185, 1222 & n.27 (10th Cir. 1989) (state law enforce
ment agencies); Parton v. U.S. Dep't of Justice, 727 F.2d 774, 775-77 (8th 

(continued...) 
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contrast, neither federal law enforcement agencies nor federal employees 
acting in their official capacities should receive any "confidential source" 
protection.28 

The same underlying considerations that mandate that a broad spec
trum of individuals and institutions be encompassed by the term "source" 
also require that the adjective "confidential" be given a similarly broad con
struction:  It signifies that the "source furnished information with the un
derstanding that the . . . [agency] would not divulge the communication ex
cept to the extent the . . . [agency] thought necessary for law enforcement 
purposes."29 

25(...continued) 
Cir. 1984) (state prison officials interviewed in connection with civil rights 
investigation); Lesar v. U.S. Dep't of Justice, 636 F.2d 472, 489-91 (D.C. Cir. 
1980) (local police departments); Meserve v. U.S. Dep't of Justice, No. 04
1844, 2006 U.S. Dist. LEXIS 56732, at *29-30 (D.D.C. Aug. 14, 2006) (state 
and local law enforcement agencies); Manchester v. FBI, No. 96-0137, 2005 
WL 3275802, at *8 (D.D.C. Aug. 9, 2005) (state and local law enforcement 
agencies); Peralta v. U.S. Dep't of Justice, 69 F. Supp. 2d 21, 35 (D.D.C. 
1999) (state and local authorities). 

26 See Garcia, 181 F. Supp. 2d at 377 (protecting identity of "state gov
ernmental employee" who provided "professional opinions as well as ob
servations" regarding "plaintiff and his criminal activities").

27  See, e.g., Billington v. U.S. Dep't of Justice, 233 F.3d 581, 585 n.5 (D.C. 
Cir. 2000) (foreign agencies); Halpern, 181 F.3d at 299; Shaw, 749 F.2d at 62 
(foreign law enforcement agencies); Weisberg v. U.S. Dep't of Justice, 745 
F.2d 1476, 1491-92 (D.C. Cir. 1984) (same); Founding Church of Scientology 
v. Regan, 670 F.2d 1158, 1161-62 (D.C. Cir. 1981) (foreign INTERPOL nation
al bureaus); Brunskill v. U.S. Dep't of Justice, No. 99-3316, slip op. at 7 
(D.D.C. Mar. 19, 2001) (foreign law enforcement agencies), summary affirm
ance granted, No. 01-5135, 2001 WL 1488634 (D.C. Cir. 2001); Schwarz v. 
U.S. Dep't of Justice, No. 95-2162, slip op. at 7-8 (D.D.C. May 31, 1996) (for
eign INTERPOL national bureaus), summary affirmance granted, No. 96
5183 (D.C. Cir. Oct. 23, 1996); Badalamenti v. Dep't of State, 899 F. Supp. 
542, 549 (D. Kan. 1995) (foreign law enforcement officials); Linn v. U.S. Dep't 
of Justice, No. 92-1406, 1995 WL 417810, at *11, *22, *32 (D.D.C. June 6, 
1995) (foreign law enforcement agencies, including foreign INTERPOL na
tional bureaus). 

28 See Retail Credit Co. v. FTC, No. 75-0895, 1976 WL 1206, at *4 n.3 
(D.D.C. 1976); see also FOIA Update, Vol. V, No. 2, at 7.  But see Kuzma v. 
IRS, 775 F.2d 66, 70 (2d Cir. 1985) (finding that Exemption 7(D) can protect 
identities of some federal government employees who served as confiden
tial sources). 

29 Landano, 508 U.S. at 174; Envtl. Prot. Servs. v. EPA, 364 F. Supp. 2d 
(continued...) 
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Most significantly, "the question is not whether the requested docu
ment is of the type that the agency usually treats as confidential, but 
whether the particular source spoke with an understanding that the com
munication would remain confidential."30   And because the applicability of 
this exemption hinges on the circumstances under which the information is 
provided, and not on the harm resulting from disclosure (in contrast to Ex
emptions 6 and 7(C), no balancing test is applied under the case law of Ex
emption 7(D).31 

29(...continued) 
575, 588 (N.D. W. Va. 2005) (reiterating that source is deemed confidential 
if source furnished information with understanding that government agen
cy would not divulge information except to extent necessary for law en
forcement purposes). 

30 Id. at 172; see Billington, 233 F.3d at 585 (holding that the "confiden
tiality analysis proceeds from the perspective of an informant, not [that of] 
the law enforcement agency"); Ortiz, 70 F.3d at 733 (finding that although 
agency did not solicit letter from letter writer, it was writer's expectation 
that letter would be kept secret); McDonnell, 4 F.3d at 1258 (holding that a 
"content based test [is] not appropriate in evaluating a document for Ex
emption 7(D) status[;] rather the proper focus of the inquiry is on the source 
of the information"); Providence Journal, 981 F.2d at 563 (explaining that 
"confidentiality depends not on [document's] contents but on the terms and 
circumstances under which" agency acquired information); Ferguson, 957 
F.2d at 1069 (observing that "Exemption 7(D) is concerned not with the 
content of the information, but only with the circumstances in which the 
information was obtained"); Weisberg, 745 F.2d at 1492 (stating that avail
ability of Exemption 7(D) depends not upon factual contents of document 
sought, but upon whether source was confidential); Shaw, 749 F.2d at 61 
(same); Lesar, 636 F.2d at 492 (noting that applicability of Exemption 7(D) 
does not depend on factual content of document); Envtl. Prot. Servs., 364 F. 
Supp. 2d at 590-91 (declaring that "witnesses would not have been forth
right with EPA had they not thought their comments were being held in 
strict confidence"); Santos v. DEA, No. 02-0734, 2005 WL 555410, at *4 
(D.D.C. Mar. 7, 2005) (concluding that sources who provided information to 
DEA would not have done so without assurances of confidentiality); Gor
don v. Thornberg, 790 F. Supp. 374, 377 (D.R.I. 1992) (defining "confidential" 
as "provided in confidence or trust; neither the information nor the source 
need be 'secret'"). 

31 See, e.g., Jones, 41 F.3d at 247 (clarifying that Exemption 7(D) "does 
not involve a balancing of public and private interests; if the source was 
confidential, the exemption may be claimed regardless of the public inter
est in disclosure"); McDonnell, 4 F.3d at 1257 (stating that Exemption "7(D) 
does not entail a balancing of public and private interests"); Nadler, 955 
F.2d at 1487 n.8 (holding that "[o]nce a source has been found to be confi
dential, Exemption 7(D) does not require the Government to justify its de
cision to withhold information against the competing claim that the public 

(continued...) 
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Courts have uniformly recognized that express promises of confiden
tiality deserve protection under Exemption 7(D),32 but they usually require 

31(...continued) 
interest weighs in favor of disclosure"); Parker v. Dep't of Justice, 934 F.2d 
375, 380 (D.C. Cir. 1991) (stating that "judiciary is not to balance interests 
under Exemption 7(D)"); Schmerler v. FBI, 900 F.2d 333, 336 (D.C. Cir. 1990) 
(declaring that "statute admits no such balancing"); Irons v. FBI, 811 F.2d 
681, 685 (1st Cir. 1987) (stating that "the judiciary is not permitted to un
dertake a balancing of conflicting interests, but is required to uphold a 
claimed 7(D) exemption so long as the statutory criteria are met"); Katz v. 
FBI, No. 87-3712, slip op. at 9 (5th Cir. Mar. 30, 1988) (noting that "unlike 
[with] the privacy exemption, no balancing of interests is allowed once ma
terial qualifies for the confidential source exemption"); Brant Constr., 778 
F.2d at 1262-63 (observing that "[n]o judicial 'balancing' of the competing 
interests is permitted" under Exemption 7(D)); Cuccaro v. Sec'y of Labor, 
770 F.2d 355, 360 (3d Cir. 1985) (noting that "Exemption 7(D) provides that 
[information furnished by] confidential sources may be withheld and the 
court is not required to engage in the balancing test of Exemption 7(C)"); 
Sands v. Murphy, 633 F.2d 968, 971 (1st Cir. 1980) (stating that "a judicial 
balancing test is not appropriate in applying Exemption 7(D)"); Carbe v. 
ATF, No. 03-1658, 2004 U.S. Dist. LEXIS 17339, at *16 (D.D.C. Aug. 12, 
2004) (Exemption 7(D) "does not involve a balancing of public and private 
interests; if the source was confidential, the exemption could be claimed 
regardless of public interest in disclosure." (citing Jones, 41 F.3d at 247)). 

32 See, e.g., Williams, 69 F.3d at 1159 (finding information provided un
der express assurances of confidentiality to be exempt from disclosure); 
Jones, 41 F.3d at 248 ("[o]n the basis of [court's] in camera review," express 
confidentiality justified); KTVY-TV v. United States, 919 F.2d 1465, 1470 
(10th Cir. 1990) (upholding express assurances of confidentiality given in
terviewees who provided information regarding postal employee who shot 
and killed fellow workers); Birch v. USPS, 803 F.2d 1206, 1212 (D.C. Cir. 
1986) (withholding found proper when "informant requested and received 
express assurances of confidentiality prior to assisting the investigation"); 
Citizens for Responsibility & Ethics in Wash., 2006 U.S. Dist. LEXIS 89614, 
at *30 (finding agency's application of Exemption 7(D) proper when "'the 
person ha[d] been given an express guarantee'" (quoting agency declara
tion); Judicial Watch v. U.S. Dep't of Justice, No. 99-1883, slip op. at 14-15 
(D.D.C. June 9, 2005) (concluding that the agency properly invoked Exemp
tion 7(D) to protect information that a witness provided "under an express 
pledge of confidentiality"); Flowserve U.S., Inc. v. Dep't of Labor, No. 04
0868, 2004 WL 2451829, at *3 (N.D. Tex. Nov. 2, 2004) (finding that agency's 
verbal assurance, buttressed by private nature of interviews, did create ex
press assurance of confidentiality that warranted Exemption 7(D) protec
tion); Pfannenstiel v. Dir. of the FBI, No. 98-0386, slip op. at 7 (D.N.M. Feb. 
18, 1999) (finding withholding proper when FBI "entered express verbal 
agreements . . . by promising [sources] that their identities would be kept 
confidential"); Colon v. Executive Office for U.S. Attorneys, No. 98-0180, 

(continued...) 
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affidavits specifically demonstrating the firm existence of such an express 
promise.33   Express promises can be supported by notations made on the 

32(...continued) 
1998 WL 695631, at *5 (D.D.C. Sept. 29, 1998) (ruling that information pro
vided by informant referred to as "CI" may be withheld pursuant to express 
promise of confidentiality); Franklin v. U.S. Dep't of Justice, No. 97-1225, 
slip op. at 13-15 (S.D. Fla. June 15, 1998) (magistrate's recommendation) 
(withholding of "identities and information provided by coded and non-
coded sources based upon express promises of confidentiality" was prop
er), adopted (S.D. Fla. June 26, 1998), aff'd, 189 F.3d 485 (11th Cir. 1999) 
(unpublished table decision); Fedrick v. U.S. Dep't of Justice, 984 F. Supp. 
659, 665 (W.D.N.Y. 1997) (magistrate's recommendation) (withholding up
held when express promises of confidentiality were given to informants "in 
accordance with DEA policy and procedure"), adopted, No. 95-558 
(W.D.N.Y.  Oct. 28, 1997), aff'd sub nom. Fedrick v. Huff, 165 F.3d 13 (2d Cir. 
1998) (unpublished table decision); Mittleman v. OPM, No. 92-0158, slip op. 
at 2 & n.2 (D.D.C. Jan. 18, 1995) (withholding proper when sources given 
express promise of confidentiality during OPM's background investigation), 
aff'd on other grounds per curiam, 76 F.3d 1240 (D.C. Cir. 1996); Cappabian
ca v. Comm'r, U.S. Customs Serv., 847 F. Supp. 1558, 1566 (M.D. Fla. 1994) 
(explaining that "application of Landano to a case where a witness [to an 
internal investigation] gave full cooperation only after receiving an express 
assurance of confidentiality . . . clearly leads to the conclusion that the wit
ness is a confidential source"); Simon v. U.S. Dep't of Justice, 752 F. Supp. 
14, 21 (D.D.C. 1991) (withholding proper when "source explicitly requested 
that his identity be kept confidential"), aff'd, 980 F.2d 782 (D.C. Cir. 1992).

33  See, e.g., Boyd v. Criminal Div., of U.S. Dep't. of Justice, No. 05-5142, 
2007 WL 328064, at *6 (D.C. Cir. 2007) (finding that ATF's affidavit properly 
demonstrated that confidential source received an express promise); Citi
zens for Responsibility & Ethics in Wash., 2006 U.S. Dist. LEXIS 89614, at 
*30-31 (finding sufficient agency's declaration that indicates "'confidential 
source . . . has been given an express guarantee that personal and contact 
information will not be disclosed to the public'" (quoting agency declara
tion); Chavez-Arellano v. U.S. Dep't of Justice, No. 05-2503, 2006 U.S. Dist. 
LEXIS 56104, at *27 (D.D.C. Aug. 11, 2006) (holding that affidavit and ex
hibits provided sufficient evidence that source was given express promise 
of confidentiality); Sussman v. U.S. Marshals Serv., No. 03-0610, 2005 WL 
3213912, at *8 (D.D.C. Oct. 13, 2005) (finding that USMS's declaration ade
quately showed that confidential sources were given express promises of 
confidentiality), summary affirmance granted, No. 06-5085 (D.C. Cir. Oct. 
20, 2006); Judicial Watch, No. 99-1883, slip op. at 15 (D.D.C. June 9, 2005) 
(concluding that FBI's declaration demonstrated that disclosure of docu
ment would identify source who received express promise of confiden
tiality); Sukup v. Executive Office for U.S. Attorneys, No. 02-0355, slip op. at 
10 (D.D.C. Jan. 13, 2005) (concluding that agency properly applied Exemp
tion 7(D) to "'information that was provided with an express assurance of 
confidentiality'" (quoting agency declaration)); DiPietro v. Executive Office 

(continued...) 
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face of documents indicating that the information in them is to be kept con
fidential pursuant to an express promise;34 by statements from the agents 

33(...continued) 
for U.S. Attorneys, 357 F. Supp. 2d 177, 185 (D.D.C. 2004) (reiterating that 
when an agency relies on an express assurance of confidentiality to invoke 
Exemption 7(D), it must offer "probative evidence that the source did in fact 
receive an express grant of confidentiality"); Summers v. U.S. Dep't of Jus
tice, No. 98-1837, slip op. at 17 (D.D.C. Mar. 10, 2003) (determining that FBI 
properly "withheld information about and information furnished by indivi
duals who were given express assurances of confidentiality"); Guccione v. 
Nat'l Indian Gaming Comm'n, No. 98-CV-164, 1999 U.S. Dist. LEXIS 15475, 
at *8 (S.D. Cal. Aug. 4, 1999) (declaring that express confidentiality can be 
found to exist when the agency's declaration "provides sufficient context 
and explanation of the [withheld] documents' contents").  But see Hudson 
v. Dep't of Justice, No. 04-4079, 2005 WL 1656909, at *6 (N.D. Cal. July 11, 
2005) (rejecting FBI's "bare assertions" of express confidentiality absent 
sufficiently detailed declaration demonstrating that such promise of con
fidentiality was provided); cf. Hronek v. DEA, 16 F. Supp. 2d 1260, 1275 (D. 
Or. 1998) (ordering submission of a supplemental declaration because the 
agency failed to sufficiently "discuss the [express] grant of confidentiality"), 
aff'd, No. 99-36055, 2001 WL 291035 (9th Cir. Mar. 12, 2001). 

34 See, e.g., Neely v. FBI, 208 F.3d 461, 466 (4th Cir. 2000) (remanding 
with instructions that if the "district court finds that the [withheld] docu
ments . . . do in fact, as the FBI claims, bear evidence 'on their face' of 'ex
press promises of confidentiality,' . . . then the FBI would most likely be en
titled to withhold such documents" (quoting government's brief)); King v. 
U.S. Dep't of Justice, 830 F.2d 210, 235 (D.C. Cir. 1987) (finding express con
fidentiality when the agency showed that the "documents [were] marked 
'confidential informant' at the time of their compilation"); Peltier v. FBI, No. 
02-4328, slip op. at 23 (D. Minn. Oct. 24, 2006) (finding that FBI established 
that records themselves "constitute contemporaneous evidence reflecting 
express grants of confidentiality"), adopted (D. Minn. Feb. 9, 2007); Peltier 
v. FBI, No. 03-905S, 2005 WL 735964, at *18 (W.D.N.Y. Mar. 31, 2005) (find
ing that evidence of express confidentiality was present when documents, 
contained designations "PROTECT," "protect identity," and "protect by re
quest"); Martinez v. EEOC, No. 04-0271, 2005 U.S. Dist. LEXIS 3864, at *11 
n.27 (W.D. Tex. Mar. 3, 2005) (recognizing that courts have held that words 
such as "confidential[ity] requested by witness" on face of document are 
sufficient to justify nondisclosure); Homick v. Dep't of Justice, No. 98-0557, 
slip op. at 30 (N.D. Cal. Sept. 16, 2004) (determining that "protect" or "pro
tect identity by request," followed by name of interviewee, was indicative 
of express grant of confidentiality); Barber v. Office of Info. & Privacy, No. 
02-1748, slip op. at 7 (D.D.C. Sept. 4, 2003) (determining that documents 
"stamped 'Confidential Property of F.D.L.E. Released to U.S. Attorney No. 
Dist. . . . Its Contents Are Not To Be Distributed Outside of Your Agency'" 
certainly evidence express promises of confidentiality), summary affirm
ance granted, No. 03-5266, 2004 WL 344040 (D.C. Cir. May 7, 2004); 
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or sources involved in which they attest to their personal knowledge of an 
express promise;35 by specific agency practices or procedures regarding 
the routine treatment of confidential sources,36 including those for "symbol

34(...continued) 
Rosenberg v. Freeh, No. 97-0476, slip op. at 13 (D.D.C. May 13, 1998) (ruling 
that agency demonstrated express confidentiality when "protect identity" 
was written next to informant's name).

35  See, e.g., Neuhausser v. U.S. Dep't of Justice, No. 03-531, 2006 WL 
1581010, at *7 (E.D. Ky. June 6, 2006) (finding that DEA's declaration delin
eated between those informants who received express assurances of con
fidentiality and those who received implied assurances of confidentiality); 
Wheeler v. U.S. Dep't of Justice, 403 F. Supp. 2d 1, 16 (D.D.C. 2005) (finding 
that FBI's declaration sufficiently demonstrated that agent had personal 
knowledge of express promise given to confidential source); Millhouse v. 
IRS, No. 03-1418, 2005 U.S. Dist. LEXIS 1290, at *7-8 (D.D.C. Jan. 3, 2005) 
(concluding that the IRS's declaration was sufficient to meet the govern
ment's burden that "information obtained from th[e] informant in connec
tion with [the IRS's] investigation was provided under the express under
standing that the informant's identity would be held confidential"); Bill
ington, 301 F. Supp. 2d at 22 (finding that an in camera affidavit of the 
source "confirms that the source . . . was assured [with] an express grant of 
confidentiality"). 

36 See, e.g., Neuhausser, 2006 WL 1581010, at *7 (finding that DEA has 
longstanding confidential source policy which provides that coded sources 
receive express assurances of confidentiality); Millhouse, 2005 U.S. Dist. 
LEXIS 1290, at *5 (finding that IRS's Special Agent followed IRS procedures 
for providing confidential sources with express grants of confidentiality); 
Pinnavaia v. FBI, No. 03-112, slip op. at 12 (D.D.C. Feb. 25, 2004) (withhold
ing confidential source number identifiers because FBI policy assigns such 
numbers only pursuant to express grant of confidentiality); Rugiero v. U.S. 
Dep't of Justice, 234 F. Supp. 2d 697, 702 (E.D. Mich. 2002) (relying on de
tailed affidavits by DEA indicating that sources given express confiden
tiality were assigned codes and recorded as such), appeal dismissed vol
untarily, No. 03-2455 (6th Cir. Feb. 8, 2005); Campbell v. U.S. Dep't of Jus
tice, No. 89-3016, slip op. at 23 (D.D.C. Sept. 28, 2001) (finding express 
promise of confidentiality to be established in part by "Bureau Bulletins 
issued by the FBI headquarters" and the FBI's "Manuals of Rules and Regu
lations that deal with confidential sources [and which] were in effect at the 
time the information . . . was gathered"); Wayne's Mech. & Maint. Contrac
tor, No. 1:00-45, slip op. at 18-19 (N.D. Ga. May 7, 2001) (stating that "em
ployee-witnesses are covered by Exemption 7(D) because OSHA represen
tatives did ensure . . . that their statements would be confidential, accord
ing to standard OSHA practice").  But see Homick, No. 98-0557, slip op. at 
28 (N.D. Cal. Sept. 16, 2004) (finding that FBI's 1993 policy guidelines for 
source symbol numbers were not applicable to requested information). 

-780




EXEMPTION 7(D)


numbered" sources;37 or by some combination of the above.38 

37 See, e.g., Mays v. DEA, 234 F.3d 1324, 1329 (D.C. Cir. 2000) (holding 
that an agency affidavit that "plainly refers to 'notations on the face of [the] 
withheld document[s]' -- specifically, the DEA confidential informant code 
-- indicat[es] that [the] source received an express assurance of confiden
tiality" (quoting Campbell v. U.S. Dep't of Justice, 164 F.3d 20, 34 (D.C. Cir. 
1998))); Manna v. U.S. Dep't of Justice, 51 F.3d 1158, 1167 (3d Cir. 1995) 
(finding that express confidentiality exists as to sources "assigned num
bers" who provided information regarding organized crime); McDonnell, 4 
F.3d at 1258 (reasoning that a "source was considered so sensitive that he 
or she was assigned a symbol source number and was never referred to by 
name in the file [leading to the] conclusion that [the information is] exempt 
from disclosure under the express language of Exemption 7(D)"); Mendoza 
v. DEA, No. 06-0591, 2006 WL 3734365, at *6 (D.D.C. Dec. 20, 2006) (ex
plaining DEA's practice that coded sources are expressly assured confiden
tiality); Chavez-Arellano, 2006 U.S. Dist. LEXIS 56104, at *26 (describing 
how notes on face of document demonstrated that coded sources were ex
pressly assured confidentiality); Ray v. FBI, 441 F. Supp. 2d 27, 36 (D.D.C. 
2006) (explaining FBI practice that confidential sources who receive per
manent source symbol numbers are provided express assurances of confi
dentiality); Neuhausser, 2006 WL 1581010, at *7 (holding that DEA's decla
ration indicated "coded informants" received express assurances of confi
dentiality and were assigned identification codes to be used in place of 
names); Antonelli v. ATF, No. 04-1180, 2006 WL 367893, at *6 (D.D.C. Feb. 
16, 2006) (affirming invocation of Exemption 7(D) for coded sources); 
Wheeler, 403 F. Supp. 2d at 16 (agreeing that FBI's declaration showed that 
informant with source symbol number received express grant of confidenti
ality); Jones v. DEA, No. 04-1690, 2005 WL 1902880, at *3 (D.D.C. July 13, 
2005) (finding that defendant properly justified withholding document 
given necessary DEA policy of debriefing coded confidential source); Piper 
v. U.S. Dep't of Justice, No. 98-1161, 2005 WL 1384337, at *6 (D.D.C. June 
13, 2005) (determining that agency practice regarding assigned source 
symbol numbers showed express assurance of confidentiality); Butler v. 
U.S. Dep't of Justice, 368 F. Supp. 2d 776, 785 (E.D. Mich. 2005) (recogniz
ing that "coded informants" are assured by DEA that their identities and in
formation they provide will remain confidential); Halpern v. FBI, No. 94
365A(F), slip op. at 24-26 (W.D.N.Y. Aug. 31, 2001) (magistrate's recommen
dation) (finding sufficient the FBI's consistent policy of assigning source 
symbol numbers to informants who "report to the FBI on a regular basis 
and with the understanding that their identities would be held in the 
strictest confidence," and indicating that protection extends also to in
stances in which "the same informants are referred to not by their assigned 
codes and symbols, but by their names and other identifying information"), 
adopted (W.D.N.Y. Oct. 12, 2001); Galpine v. FBI, No. 99-1032, slip op. at 16 
(E.D.N.Y. Apr. 28, 2000) (finding confidentiality to be established through 
the agency's "expression of a consistent policy" of assigning "source symbol 
numbers . . . to those informants who report information to the FBI on a 

(continued...) 

-781



EXEMPTION 7(D)


Further, courts have held that the identities of persons providing 
statements in response to routinely given "unsolicited assurances of con
fidentiality" are protectible under Exemption 7(D) as well.39   However, 

37(...continued) 
regular basis pursuant to an express assurance of confidentiality"); Green 
v. DEA, No. 98-0728, slip op. at 10 (D.D.C. Sept. 30, 1999) (finding to be suf
ficient agency's attestation that written policy in effect at time that sources 
supplied information required that individuals who became informants be 
issued "cooperating individual" codes and be given express assurances of 
confidentiality), aff'd in pertinent part & remanded in part, No. 99-5356, 
2000 WL 271988 (D.C. Cir. Feb. 17, 2000).  But see Davin v. U.S. Dep't of 
Justice, 60 F.3d 1043, 1062 (3d Cir. 1995) (stating that "government . . . 
must produce evidence of its alleged policy and practice of giving all sym
bol numbered informants or code name sources express assurances of con
fidentiality, evidence that the policy was in force throughout the [time] 
spanned by the documents . . . and evidence that the policy was applied to 
each of the separate investigations and in each case in which a document 
or portion has been withheld"), aff'd on appeal after remand, 176 F.3d 471 
(3d Cir. 1999) (unpublished table decision); Rosenfeld, 57 F.3d at 81 (deter
mining that FBI affidavits did not demonstrate that symbol-numbered 
sources were given express promises of confidentiality); McCoy v. United 
States, No. 04-101, 2006 WL 463106, at *6 (N.D. W. Va. Feb. 24, 2006) (re
jecting adequacy of affidavit that indicated that coded sources "generally" 
receive express assurances of confidentiality because agency failed to 
show that individuals in question were given express assurances of confi
dentiality); cf. Billington v. U.S. Dep't of Justice, 245 F. Supp. 2d 79, 89 
(D.D.C. 2003) (finding that "the mere fact that reports provided by a source 
have been assigned to a numbered file does not establish that he or she 
has been provided with assurances that the reports will remain confiden
tial"), on reconsideration, 301 F. Supp. 2d 15 (D.D.C. 2004) (upholding agen
cy application of Exemption 7(D) following in camera inspection). 

38 See, e.g., Davin, No. 98-3343, slip op. at 8 (3d Cir. Jan. 27, 1999) (find
ing express confidentiality to be established when a "source is referred to 
as a 'confidential informant,' coupled with the FBI Manuals' policy that con
fidential informants should be given express assurances of confidentiali
ty"); Neuhausser, 2006 WL 1581010, at *7 (concluding that DEA's policy 
sufficiently established that coded sources received express assurances of 
confidentiality). 

39 See, e.g., Brant Constr., 778 F.2d at 1264 (concluding that transmis
sion of information did not carry with it implicit request for confidentiality, 
but that it is unlikely that sources would have made allegations had they 
thought that agency would not keep them in strictest confidence); L&C 
Marine, 740 F.2d at 925 n.8 (finding that "the identity of a person . . . may 
be protected if the person provided information under an . . . assurance of 
confidentiality"); Pope, 599 F.2d at 1386-87 (concluding that sources of in
formation would hardly have made charges unless they were confident 
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vague declarations, unsupported statements asserting the existence of an 
express promise from third parties who are, without direct knowledge, or 
generalized recitations of harm are generally insufficient to support Ex
emption 7(D) protection for any source.40 

39(...continued) 
that their identities would remain concealed); Borton, Inc. v. OSHA, 566 F. 
Supp. 1420, 1422 (E.D. La. 1983) (magistrate's recommendation published 
as "appendix"); see also Church of Scientology Int'l v. U.S. Dep't of Justice, 
30 F.3d 224, 239 (1st Cir. 1994) (ruling that "investigator's policy of afford
ing confidentiality in interviews is an adequate basis upon which the gov
ernment may consider the information provided . . . confidential"); Provi
dence Journal, 981 F.2d at 555, 565 (finding express promises of confiden
tiality for twenty-four individuals based upon inspector general regulation); 
Badalamenti, 899 F. Supp. at 549 (withholding proper when agency attests 
that expectation of confidentiality for information about criminal activity 
documented by governing body of INTERPOL by resolutions); Kuffel v. U.S. 
Bureau of Prisons, 882 F. Supp. 1116, 1125 (D.D.C. 1995) (discussing how 
"ongoing understanding" between local law enforcement agencies and FBI 
that information shared about criminal investigation conducted by local 
agency would remain confidential alone could support conclusion that ex
plicit grant of confidentiality existed).  But cf. Cooper Cameron, 280 F.3d at 
550 (refusing to "presume regularity in [OSHA] inspector's actions" despite 
agency's "established policy explicitly to assure employee-witnesses of 
confidentiality"). 

40 See, e.g., Cooper Cameron, 280 F.3d at 550 (holding that express 
promise of confidentiality is not established by "internally inconsistent, 
self-contradictory" declaration that "vaguely states that according to stand
ard procedure, OSHA assured the [sources] that their statements would 
remain confidential"); Billington, 233 F.3d at 584-85 (requiring the FBI "at 
the very least" to "indicate where [express] assurances of confidentiality 
are memorialized"); Halpern, 181 F.3d at 299 (finding to be insufficient the 
agency's "bare assertions that express assurances were given to the 
sources in question, and that the information received was treated in a 
confidential manner during and subsequent to its receipt"); Campbell, 164 
F.3d at 34-35 (remanding the case to the district court because the agen
cy's affidavit "simply asserts that various sources received express assur
ances of confidentiality without providing any basis for the declarant's 
knowledge of this alleged fact"); McCoy, 2006 WL 463106, at *6 (holding 
that DEA declaration failed to demonstrate that information was provided 
with express assurance of confidentiality); Homick, No. 98-0557, slip op. at 
31 (N.D. Cal. Sept. 16, 2004) (finding that agency's vague justification for 
withholding documents was facially insufficient); Goldstein v. Office of 
Indep. Counsel, No. 87-2028, 1999 WL 570862, at *13 (D.D.C. July 29, 1999) 
(magistrate's recommendation) (warning agency "that the generic, 'cookie
cutter,' one size fits all declaration . . . which speaks generally of policies 
and procedures but does not specifically indicate when, where, and by 
whom each confidential source was in fact expressly promised confiden
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In contrast to the situation involving express confidentiality, a par
ticularly difficult issue under Exemption 7(D) involves the circumstances 
under which an expectation of confidentiality should be inferred.  Over the 
years, a number of courts of appeals employed a "presumption" of confiden
tiality in criminal cases, particularly those involving the FBI.41   Historically, 
these courts applied a "categorical" approach to this aspect of Exemption 
7(D), of the type generally approved by the Supreme Court in United States 
Department of Justice v. Reporters Committee for Freedom of the Press,42 

thereby eliminating the burdensome task for criminal law enforcement 
agencies of proving implied confidentiality on a case-by-case basis.  In its 
landmark Exemption 7(D) decision in Landano, however, the Supreme 
Court effectively reversed all of these cases on this point of evidentiary pre
sumption.43 

At issue in Landano was "whether the Government is entitled to a 
presumption that all sources supplying information to the Federal Bureau 
of Investigation . . . in the course of a criminal investigation are confidential 
sources."44   In Landano, the Supreme Court first made it clear that its deci
sion affects only implied assurances of confidentiality45 and that a source 

40(...continued) 
tiality, will not do"); Voinche, 46 F. Supp. 2d at 34 (rejecting an agency's 
"general arguments for protecting confidential informants as well as [its] 
unsupported assertion . . . that the FBI made an express promise of confi
dentiality to the informant").

41  D.C. Circuit:  Parker, 934 F.2d at 378; Dow Jones & Co. v. Dep't of Jus
tice, 917 F.2d 571, 576 (D.C. Cir. 1990); Schmerler, 900 F.2d at 337; Second 
Circuit:  Donovan v. FBI, 806 F.2d 55, 61 (2d Cir. 1986); Diamond v. FBI, 707 
F.2d 75, 78 (2d Cir. 1983); Sixth Circuit:  Ingle v. Dep't of Justice, 698 F.2d 
259, 269 (6th Cir. 1983); Seventh Circuit:  Kimberlin v. Dep't of the Treasury, 
774 F.2d 204, 208 (7th Cir. 1985); Miller, 661 F.2d at 627; Eighth Circuit: 
Parton, 727 F.2d at 776; Tenth Circuit:  KTVY-TV, 919 F.2d at 1470; Hopkin
son, 866 F.2d at 1222-23; Eleventh Circuit:  Nadler, 955 F.2d at 1486 & n.7. 
But see Third Circuit:  Lame v. U.S. Dep't of Justice, 654 F.2d 917, 928 (3d 
Cir. 1981) (requiring "detailed explanations relating to each alleged confi
dential source" so that court can determine whether Exemption 7(D) with
holding appropriate as to "each source"); Ninth Circuit:  Wiener, 943 F.2d at 
986 (observing that "a claim that confidentiality was impliedly granted . . . 
requires the court to engage in a highly contextual, fact-based inquiry"). 

42 489 U.S. 749 (1989). 

43 See 508 U.S. at 179-80. 

44 Id. at 167. 

45 See id. at 172 (acknowledging that "precise question before us . . . is 
how the Government can meet its burden of showing that a source provid
ed information on an implied assurance of confidentiality"); see Rosenfeld, 

(continued...) 

-784



EXEMPTION 7(D)


need not have an expectation of "total secrecy" in order to be deemed a 
confidential source.46   However, the Court found that it was not Congress's 
intent to provide for a "universal" presumption or broad categorical with
holding under Exemption 7(D);47 rather, it declared, a "more particularized 
approach" is required.48   Under this refined approach, agencies seeking to 

45(...continued) 
57 F.3d at 814 (stating that "Landano did not affect the application of Ex
emption 7(D) to sources and information covered by an express assurance 
of confidentiality"). 

46 Landano, 508 U.S. at 174 (observing that "an exemption so limited that 
it covered only sources who reasonably could expect total anonymity 
would be, as a practical matter, no exemption at all"); see Cappabianca, 
847 F. Supp. at 1566 (stating that "[t]he Landano Court noted that 'confi
dential' does not necessarily mean completely secret, but that a statement 
may still be made in confidence when the speaker knows it will be shared 
with limited others"); Butler v. U.S. Dep't of Justice, No. 86-2255, 1994 WL 
55621, at *6 (D.D.C. Feb. 3, 1994) (holding that "source need not be prom
ised total secrecy . . . for material to be covered by [Exemption 7(D)]"), ap
peal dismissed voluntarily, No. 94-5078 (D.C. Cir. Sept. 8, 1994). 

47 Landano, 508 U.S. at 174-78; see Rosenfeld, 57 F.3d at 814 (reiterating 
that the "presumption of confidentiality [no longer] attaches from the mere 
fact of an FBI investigation . . . [Instead,] the confidentiality determination 
turns on the circumstances under which the subject provided the request
ed information."); Jones, 41 F.3d at 247 (observing that the "[Supreme] 
Court unanimously held that the government is not entitled to a presump
tion that all sources supplying information to the FBI in the course of a 
criminal investigation are confidential within the meaning of Exemption 
7(D)"); cf. Rugiero v. U.S. Dep't of Justice, 257 F.3d 534, 552 (6th Cir. 2001) 
(rebuking DEA for "appl[ying] an incorrect standard" where "the affidavit 
indicates that the DEA has adopted a blanket rule that any informant who 
has not received an express assurance of confidentiality will be treated as 
having received an implied assurance of confidentiality"). 

48 Landano, 508 U.S. at 179-80; see Quiñon v. FBI, 86 F.3d 1222, 1231 
(D.C. Cir. 1996) (restating that the "[Supreme] Court rejected . . . a broad 
presumption of confidentiality in favor of a 'particularized approach' that 
looks to 'factors such as the nature of the crime that was investigated and 
the source's relation to it' in order to determine whether a promise of confi
dentiality may be inferred" (quoting Landano, 508 U.S. at 179-80)); Stein
berg v. U.S. Dep't of Justice, 23 F.3d 548, 549 (D.C. Cir. 1994) (stating that 
Landano requires government to make "more particularized showing" of 
confidentiality"); Spirko v. USPS, No. 96-0458, slip op. at 7 (D.D.C. Feb. 25, 
1997) (stating that the "government must make a 'particularized' showing 
as to each source of information"), aff'd on other grounds, 147 F.3d 992 (D.C. 
Cir. 1998); cf. Computer Prof'ls for Soc. Responsibility v. U.S. Secret Serv., 72 
F.3d 897, 906 (D.C. Cir. 1996) (holding that "the manner in which an agency 
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invoke Exemption 7(D) must prove expectations of confidentiality based 
upon the "circumstances" of each case.49 

Such specific showings of confidentiality, the Supreme Court indicat
ed, can be made on a "generic" basis,50 when "certain circumstances char
acteristically support an inference of confidentiality."51   Throughout Lan

48(...continued) 
'routinely' handles information is not sufficient to establish an implied as
surance of confidentiality"). 

49 Landano, 508 U.S. at 180; see Cooper Cameron, 280 F.3d at 552 (de
claring that "implied confidentiality can arise . . . through the specific cir
cumstances of a particular investigation"); Billington, 233 F.3d at 585 (find
ing that the "circumstances under which the FBI receives information 
might support a finding of an implied assurance of confidentiality"); Hale v. 
U.S. Dep't of Justice, 226 F.3d 1200, 1204 (10th Cir. 2000) (holding that "[a] 
source's reluctance to speak directly with the FBI is a clear sign that the 
source wanted to remain confidential"); Hale v. U.S. Dep't of Justice, 99 
F.3d 1025, 1030 (10th Cir. 1996) (explaining that inferences of confidential
ity "should be evaluated on a case-by-case basis"); see also FOIA Update, 
Vol. XIV, No. 3, at 10; Maydak v. U.S. Dep't of Justice, 362 F. Supp. 2d 316, 
323 (D.D.C. 2005) (noting that source who witnessed assault provided in
formation under circumstances from which confidentiality reasonably could 
be inferred); Homick v. Dep't of Justice, No. 98-0557, slip op. at 9 (N.D. Cal. 
Oct. 27, 2004) (finding that eyewitnesses to narcotics transactions and oth
er criminal conduct were entitled to confidentiality), appeal dismissed vol
untarily, No. 04-17568 (9th Cir. July 5, 2005).  But see Ortiz v. U.S. Dep't of 
Justice, No. 97-140-A-3, slip op. at 9 (M.D. La. Aug. 25, 1998) (magistrate's 
recommendation) (relying on pre-Landano cases for proposition that assur
ance of confidentiality, either express or implied, can be assumed when in
dividual gives information to criminal law enforcement official unless cir
cumstances indicate otherwise), adopted (M.D. La. Oct. 1, 1998), aff'd, 194 
F.3d 1309 (5th Cir. 1999) (unpublished table decision). 

50 Landano, 508 U.S. at 179. 

51 Id. at 177; see Mays, 234 F.3d at 1331 (observing that there is "no 
doubt that a source of information about a conspiracy to distribute cocaine 
typically faces a sufficient threat of retaliation that the information he pro
vides should be treated as implicitly confidential"); Halpern, 181 F.3d at 
299-300 (holding that "fear of retaliation" in meat-packing industry during 
union movement in 1930s and 1940s satisfied Landano standard); Prescott 
v. Dep't of Justice, No. 00-0187, slip op. at 4 (D.D.C. Aug. 10, 2001) (finding 
implied confidentiality where agency attested that sources "had a specific 
personal or business relationship with plaintiff . . . [who] was investigated 
for possession and distribution of major quantities of narcotics as well as 
possession of extremely violent weapons including machine guns and 
grenades"); Billington v. Dep't of Justice, 11 F. Supp. 2d 45, 67 (D.D.C. 1998) 
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dano, the Court stressed two "factors" to be applied in deciding whether 
implicit confidentiality exists:  "the nature of the crime . . . and the source's 
relation to it."52   It also pointed to five lower court rulings in which courts 
highlighted the potential for harm to the witnesses involved, as examples 
of decisions in which courts have correctly applied these two factors.53 

The courts that have addressed this during the past fourteen years 
under the Landano rule have recognized the nature of the crime and the 
source's relation to it as the primary factors in determining whether im

51(...continued) 
(concluding that investigation of violent organization involved "exactly the 
type of serious offenses which would warrant" an inference of implied con
fidentiality), aff'd in part, vacated in part & remanded on other grounds, 
233 F.3d 581 (D.C. Cir. 2000); Coleman v. FBI, 13 F. Supp. 2d 75, 81-82 
(D.D.C. 1998) ("Where there is an ongoing relationship between an inform
ant and the Bureau and their communication occurs via secret rendezvous, 
it is reasonable to infer confidentiality."); Greenberg v. U.S. Dep't of Treas
ury, 10 F. Supp. 2d 3, 19 (D.D.C. 1998) (ruling that implied assurance can be 
inferred when source advised agency he received threat to life); Steinberg 
v. U.S. Dep't of Justice, 179 F.R.D. 357, 365 (D.D.C. Apr. 28, 1998) (finding 
"generic circumstances" met when source would speak to FBI only through 
intermediary); Butler v. Dep't of the Treasury, No. 95-1931, 1997 U.S. Dist. 
LEXIS 802, at *10 (D.D.C. Jan. 14, 1997) (emphasizing that the monitoring 
of conversations in a prison setting between cooperating sources and 
plaintiff "is precisely the situation contemplated by the 'generic' circum
stances of confidentiality" in Landano); see also McNamera v. U.S. Dep't of 
Justice, 974 F. Supp. 946, 963 (W.D. Tex. 1997) (ruling that major narcotics 
conspiracy case involved circumstances that characteristically support 
inference of confidentiality). 

52 Landano, 508 U.S. at 179.

53  Id. at 179-80 (citing Keys v. U.S. Dep't of Justice, 830 F.2d 337, 345-46 
(D.C. Cir. 1987) (believing that individuals providing information regarding 
possible Communist sympathies, criminal activity, and murder by foreign 
operatives would have worried about retaliation); Donovan, 806 F.2d at 60
61 (ruling that individuals providing information about four American 
churchwomen murdered in El Salvador will likely face fear of disclosure); 
Parton, 727 F.2d at 776-77 (reasoning that prison officials providing infor
mation regarding alleged attack on inmate faced "high probability of repris
al"); Nix v. United States, 572 F.2d 998, 1003-04 (4th Cir. 1978) (finding im
plicit confidentiality when guards and prison inmates providing informa
tion about guards who allegedly beat another inmate face risk of reprisal); 
Miller, 661 F.2d at 628 (determining that individuals providing information 
about self-proclaimed litigious subject seeking to enlist them in "anti
government crusades" faced "strong potential for harassment"). 
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plied confidentiality exists.54   They have uniformly recognized that a key 
consideration is of course the potential for retaliation against the source, 
whether based on actual threats of retaliation by defendants or request
ers,55  prior retaliatory acts by perpetrators or against sources,56  the possi

54 See Cooper Cameron, 280 F.3d at 551-52; Hale, 226 F.3d at 1203; 
Grand Cent. P'ship v. Cuomo, 166 F.3d 473, 486-87 (2d Cir. 1999); Hale, 99 
F.3d at 1030; Quiñon, 86 F.3d at 1231; Ortiz, 70 F.3d at 733; Williams, 69 
F.3d at 1159; Davin, 60 F.3d at 1063; Rosenfeld, 57 F.3d at 814; Jones, 41 
F.3d at 247-48; Koch v. USPS, No. 93-1487, 1993 U.S. App. LEXIS 26130, at 
*3-4 (8th Cir. Oct. 8, 1993); McDonnell, 4 F.3d at 1260; Massey v. FBI, 3 F.3d 
620, 623 (2d Cir. 1993); Peralta, 69 F. Supp. 2d at 34; cf. Mays, 234 F.3d at 
1330 (concluding that the Supreme Court in Landano did not find that "the 
source need have any particular relationship to the crime in order for the 
information [that] he supplies to be deemed confidential," and further con
cluding that "whatever his 'relation to the crime,' an informant is at risk to 
the extent that the criminal enterprise he exposes is of a type inclined to
ward violent retaliation"); Oliver v. FBI, No. 02-0012, slip op. at 8 (D.D.C. 
Mar. 8, 2004) (rejecting the FBI's contention that implied confidentiality 
existed, because the sources "placed themselves in harm's way should the 
assailant become aware of their cooperation with the FBI"), summary 
judgment granted (D.D.C. Nov. 15, 2004) (holding, after in camera review, 
that FBI properly invoked Exemption 7(D) to withhold entire records). 

55 See, e.g., Masters v. ATF, No. 04-2274, slip op. at 17 (D.D.C. Sept. 25, 
2006) (explaining that "violations of Federal firearms law . . . and individ
uals who provide information concerning these crimes face a very real pos
sibility of violent reprisal"); Dohse, 2006 WL 379901, at *7 (concluding that 
"in light of the nature of the alleged threats . . . the informant could reason
ably be assumed to suffer reprisal if his identity were disclosed"); Wilson, 
414 F. Supp. 2d at 7 (finding it "reasonable to infer that individuals [who] 
provided information about [trade of illicit substances] would fear for their 
safety if their identities or the information they provided was revealed" (cit
ing Quiñon, 86 F.3d at 1222)); Peltier, 2005 WL 735964, at *19 (concluding 
that "sources are precisely the type of individuals who reasonably would 
fear retaliation in the event of disclosure . . . given the highly charged emo
tions, ongoing exposure, and public attention in th[is] case"); Carbe, 2004 
U.S. Dist. LEXIS 17339, at *14 (acknowledging that confidential source 
faced possible retaliation if documents were released); Jennings v. FBI, No. 
03-1651, slip op. at 18 (D.D.C. May 6, 2004) (agreeing that "in the type of 
prosecution involved here -- armed bank robbery -- it is reasonable to infer 
that source would fear reprisal"); Blanton v. U.S. Dep't of Justice, 182 F. 
Supp. 2d 81, 87 (D.D.C. 2002) (recognizing that "[e]ven though plaintiff is 
incarcerated, his threats against persons responsible for his arrest and . . . 
his conviction make it possible that these individuals could be targets of 
physical harm should their identities be revealed"), aff'd, 64 F. App'x 787 
(D.C. Cir. 2003); Linn v. U.S. Dep't of Justice, No. 92-1406, 1995 WL 631847, 
at *34 (D.D.C. Aug. 22, 1995) (finding withholding proper when "persons 
associated with the investigation and prosecution were subject to threats 

(continued...) 
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bility of reprisals by third parties,57 the specific dangers faced by prison in
formants,58 or the violent or intimidating nature of the crime itself.59 

55(...continued) 
of harm when their cooperation was divulged"); Putnam, 873 F. Supp. at 
716 (fearing retribution, FBI properly withheld "names and information pro
vided by relatives and close associates of the victim and the plaintiff" when 
former FBI Special Agent pled guilty to first degree manslaughter of an in
formant); see also Germosen v. Cox, No. 98 CIV 1294, 1999 WL 1021559, at 
*17 (S.D.N.Y. Nov. 9, 1999) (observing that requester sought names of con
fidential informants "for the specific purpose of inflicting the precise harm 
that Exemption 7(D) seeks to prevent -- harassment of the confidential 
source"), appeal dismissed for failure to prosecute, No. 00-6041 (2d Cir. 
Sept. 12, 2000).  But see Hidalgo v. FBI, No. 04-0562, slip op. at 5 (D.D.C. 
Sept. 29, 2005) (finding that government initially failed to make necessary 
showing that disclosure of source's identity would subject him or her to 
"harassment and actual danger"), summary judgment granted (D.D.C. Sept. 
22, 2006). 

56 See, e.g., Garcia, 181 F. Supp. 2d at 377 (holding that "sources expect
ed their identities to be kept private in order to avoid retaliation by" a 
plaintiff who had been "convicted of two violent felonies, including conspir
ing to kill an individual who had testified against him at his robbery trial"); 
Jimenez v. FBI, 938 F. Supp. 21, 30 (D.D.C. 1996) (finding withholding of 
name and identifying information of source to be proper when plaintiff had 
previously harassed and threatened government informants). 

57 See, e.g., Hale, 226 F.3d at 1204-05 (stating that "people who provided 
detailed information surrounding [a kidnaping and murder], information 
that would only be known to a few people, would logically be fearful of ret
ribution," in part because "[a]t the time the FBI conducted the[] interviews 
it was unclear if [plaintiff] had acted alone . . . or whether he may have 
worked with accomplices who might have violent propensities"); Coleman, 
13 F. Supp. 2d at 82 (recognizing potential for "third party retaliation" even 
when imprisoned murderer, rapist, and kidnapper has "slim likelihood" of 
freedom); Landano v. U.S. Dep't of Justice, 873 F. Supp. 884, 888 (D.N.J. 
1994) (stating on remand from the Supreme Court that "the violent nature of 
the crime, the potential involvement of the motorcycle gang, and the broad 
publication of the murder persuade the court that an implied assurance of 
confidentiality is warranted"); Gonzalez v. ATF, No. 04-2281, 2005 WL 
3201009, at *9 (D.D.C. Nov. 9, 2005) (finding FBI's use of Exemption 7(D) 
proper to withhold sources' names and information because it was reason
able that sources would fear reprisal). 

58 See, e.g., Maydak, 362 F. Supp. 2d at 324 (concluding that "an individ
ual providing confidential information about inmate-on-inmate sexual as
sault [would] only [speak with] an express or an implied grant of confiden
tiality"); Hazel v. Dep't of Justice, No. 95-01992, slip op. at 11 (D.D.C. July 2, 
1998) (identifying risk of reprisal in "close-quarter context of prison" for 

(continued...) 
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Moreover, they have recognized that the "danger of retaliation encompass
es more than the source's physical safety."60 

58(...continued) 
sources who provided information about "cold-blooded murder" of inmate); 
Butler, 1997 U.S. Dist. LEXIS 802, at *10 (recognizing danger of cooperating 
with prison or law enforcement officials). 

59 See, e.g., Mays, 234 F.3d at 1331 (emphasizing "[t]hat a conspiracy to 
distribute cocaine is typically a violent enterprise, in which a reputation for 
retaliating against informants is a valuable asset, [and] is enough to estab
lish the inference of implied confidentiality for those who give information 
about such a conspiracy"); Hale, 99 F.3d at 1031 (recognizing that nature of 
crime supports inference of confidentiality when "discrete aspects" of it 
"make it particularly likely" for source to fear reprisal); Williams, 69 F.3d at 
1159 (finding withholding justified based on "risk of retaliation, harassment 
and bodily harm"); Koch, 1993 U.S. App. LEXIS 26130, at *3-4 (finding with
holding proper as to whistleblower who reported another employee's 
threat to bring grenade in to work because of "nature of alleged threat" and 
possibility of retaliation); Meserve, 2006 U.S. Dist. LEXIS 56732, at *30 (con
cluding that agency properly applied Exemption 7(D) to protect eyewitness 
statements regarding armed robbery due to threats of harm made); Gan
sterer v. U.S. Dep't of Justice, No. 95-1614, slip op. at 21 (C.D. Cal. July 6, 
1998) (magistrate's recommendation) (recognizing that criminals engaged 
in drug trafficking are often "heavily armed, making violent retaliation a 
very real fear for those who provide information to the government"), adopt
ed (C.D. Cal. Aug. 24, 1998); McQueen v. United States, 179 F.R.D. 522, 531 
(S.D. Tex. May 6, 1998) (considering requester's ability to harm informants 
in upholding Exemption 7(D) protection); Campbell v. U.S. Dep't of Justice, 
No. 89-3016, 1996 WL 554511, at *9 (D.D.C. Sept. 19, 1996) (approving con
sideration of sources' fears of retribution), subsequent decision, No. 89
3016, slip op. at 6 (D.D.C. Aug. 6, 1997), rev'd & remanded on other 
grounds, 164 F.3d 20, 34-35 (D.C. Cir. 1998); Wickline v. FBI, 923 F. Supp. 1, 
3 (D.D.C. 1996) (finding withholding proper based on violent nature of 
crime when requester had been convicted of multiple dismemberment 
murders); Perrone v. FBI, 908 F. Supp. 24, 27 (D.D.C. 1995) (withholding 
proper when those interviewed face fear of retribution or harm based on 
fact of their cooperation with FBI).  But see Sukup, No. 02-0355, slip op. at 
10 (D.D.C. Jan. 13, 2005) (rejecting agency's vague assertions that nature of 
crimes investigated were such that implied confidentially was automatic). 

60 Ortiz, 70 F.3d at 733 (citing Irons, 880 F.2d at 1451); see Grand Cent. 
P'ship, 166 F.3d at 487 (recognizing that retaliation "may constitute work 
place harassment, demotions, job transfers or loss of employment"); La-
Rouche v. U.S. Dep't of Justice, No. 90-2753, slip op. at 11 (D.D.C. Nov. 17, 
2000) (observing that "[f]ear of financial retribution is valid in considering 
whether information was given confidentially"); Schrecker v. U.S. Dep't of 
Justice, 74 F. Supp. 2d 26, 35 (D.D.C. 1999) (finding implied confidentiality 
in case involving passport fraud and contempt of Congress when disclo

(continued...) 
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Indeed, in post-Landano cases, courts have found implied confiden
tiality in circumstances involving organized crime,61  murder,62  drug traffick
ing,63  extortion,64  illegal possession of firearms,65  domestic terrorism,66  na

60(...continued) 
sure of source's identity "would likely subject him to potential reprisal from 
others"), aff'd in part, rev'd in part & remanded on other grounds, 254 F.3d 
162 (D.C. Cir. 2001); see also United Techs., 777 F.2d at 94 (concluding that 
"[a]n employee-informant's fear of employer retaliation can give rise to a 
justified expectation of confidentiality").  But cf. LaRouche, No. 90-2753, slip 
op. at 23 (D.D.C. July 5, 2001) (finding that the agency "failed to meet its 
burden of proof" for implied confidentiality where the "information fur
nished by the[] informants did not pertain to dangerous crimes associated 
with violence" -- i.e., it pertained to "white collar offenses" -- and where the 
government "made no showing that indicates release of the[] documents 
would subject the sources to retaliation"). 

61 See, e.g., Homick, No. 98-0557, slip op. at 29 (N.D. Cal. Sept. 16, 2004) 
(agreeing with agency's position that confidentiality was "reasonably in
ferred" because of "violent nature of plaintiff and his associates, and his 
connections with members of organized crime"); Brunetti v. FBI, 357 F. 
Supp. 2d 97, 107 (D.D.C. 2004) (inferring confidentiality based on plaintiff's 
forty-year conviction for Racketeering Influenced and Corrupt Organiza
tions crimes); Pray v. FBI, No. 95-0380, 1998 WL 440843, at *4-5 (S.D.N.Y. 
Aug. 3, 1998) (racketeering investigation); Wickline, 923 F. Supp. at 3 (or
ganized crime case); Delviscovo v. FBI, 903 F. Supp. 1, 3 (D.D.C. 1995) (ma
jor racketeering investigation), summary affirmance granted, No. 95-5388 
(D.C. Cir. Jan. 24, 1997); Cudzich v. INS, 886 F. Supp. 101, 107 (D.D.C. 1995) 
(suspected alien smuggling ring); Landano, 873 F. Supp. at 888 (possible 
motorcycle gang-related violence); Anderson v. DEA, No. 92-0225, slip op. 
at 11 (W.D. Pa. May 18, 1994) (magistrate's recommendation) (gang-related 
shootings), adopted (W.D. Pa. June 27, 1994), appeal dismissed, No. 94
3387 (3d Cir. Sept. 12, 1994); Manna v. U.S. Dep't of Justice, 832 F. Supp. 
866, 876 (D.N.J. 1993) (organized crime activity), aff'd, 51 F.3d 1158 (3d Cir. 
1995); 

62 See, e.g., Hale, 226 F.3d at 1204-05; Engelking v. DEA, 119 F.3d 980 
(D.C. Cir. 1997); Peltier, No. 02-4328, slip op. at 24 (D. Minn. Oct. 24, 2006); 
Peltier, 2005 WL 735964, at *18-19; Shores v. FBI, No. 98-2728, 2002 WL 
230756, at *4 (D.D.C. Feb. 4, 2002); Burke v. U.S. Dep't of Justice, No. 96
1739, 1999 WL 1032814, at *8 (D.D.C. Sept. 30, 1999); Green, No. 98-0728, 
slip op. at 10-11 (D.D.C. Sept. 30, 1999); Russell v. Barr, No. 92-2546, slip op. 
at 11 (D.D.C. Aug. 28, 1998); Coleman, 13 F. Supp. 2d at 82; Isley, No. 96
0123, slip op. at 8 (D.D.C. Mar. 27, 1997); Wickline, 923 F. Supp. at 3; Eagle 
Horse v. FBI, No. 92-2357, slip op. at 1, 5 (D.D.C. July 28, 1995); LeGrand v. 
FBI, No. 94-0300, slip op. at 12 (S.D.N.Y. July 10, 1995); Linn, 1995 WL 
417810, at *11; Putnam, 873 F. Supp. at 716; Landano, 873 F. Supp. at 888.

 See, e.g., Ibarra-Cortez v. DEA, 36 F. App'x 598, 598 (9th Cir. 2002); 
(continued...) 
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tional security,67  loan sharking and gambling,68  armed bank robbery,69  brib
ery,70  interstate transportation of stolen property,71  tax evasion,72  kidnap

63(...continued) 
Mays, 234 F.3d 1324; Bell, 1993 U.S. App. LEXIS 27235, at *5; Mendoza, 
2006 WL 3734365, at *6; McCoy, 2006 WL 463106, at *11; Queen v. Gon
zales, No. 96-1387, 2005 WL 3204160, at *5 (D.D.C. Nov. 15, 2005); Gon
zalez, 2005 WL 3201009, at *9; Jones, 2005 WL 1902880, at *4; Butler, 368 
F. Supp. 2d at 786; Juste v. U.S. Dep't of Justice, No. 03-723, slip op. at 12 
(D.D.C. Jan. 30, 2004); Barreiro v. Executive Office for U.S. Attorneys, No. 
03-0720, 2004 WL 2451753, at *9 (D.D.C. Dec. 31, 2003); Rubis v. DEA, No. 
01-1132, slip op. at 6 (D.D.C. Sept. 30, 2002); Rugiero, 234 F. Supp. 2d at 
702; Gansterer, No. 95-1614, slip op. at 16, 21 (C.D. Cal. July 6, 1998); Mc-
Namera, 974 F. Supp. at 963; Jimenez, 938 F. Supp. at 29; Perrone, 908 F. 
Supp. at 27; Delviscovo, 903 F. Supp. at 3; Badalamenti, 899 F. Supp. at 549; 
Linn, 1995 WL 417810, at *11. 

64 See, e.g., Rugiero, 234 F. Supp. 2d at 702; Perrone, 908 F. Supp. at 27; 
Delviscovo, 903 F. Supp. at 3. 

65 See Mendoza, 2006 WL 3734365, at *6; Rugiero, 234 F. Supp. 2d at 702; 
Perrone, 908 F. Supp. at 27. 

66 See, e.g., Judicial Watch, Inc. v. Reno, No. 00-0723, 2001 WL 1902811, 
at *9 (D.D.C. Mar. 30, 2001) (finding implied confidentiality to be estab
lished for "confidential informant who reported a possible terrorist threat 
against the INS Miami District Office"); Blanton v. U.S. Dep't of Justice, 63 
F. Supp. 2d 35, 49 (D.D.C. 1999) (finding implied confidentiality for sources 
who assisted in an investigation of a bombing of an African-American 
church "during a time of great unrest in the South"), on motion for partial 
reconsideration, 182 F. Supp. 2d 81, 88 (D.D.C. 2002), aff'd, 64 F. App'x 787 
(D.C. Cir. 2003); Ajluni v. FBI, 947 F. Supp. 599, 602, 606 (N.D.N.Y. 1996); 
Steinberg v. U.S. Dep't of Justice, No. 93-2409, slip op. at 24 (D.D.C. Oct. 31, 
1995). 

67 See Campbell, 1996 WL 554511, at *9 (finding an implied confidential 
relationship "given the customary trust" that exists for relaying information 
between nonfederal and foreign law enforcement agencies and the FBI); 
Pinnavaia, No. 03-112, slip op. at 14 (D.D.C. Feb. 25, 2004). 

68 See Delviscovo, 903 F. Supp. at 3. 

69 See Jennings, No. 03-1651, slip op. at 18 (D.D.C. May 6, 2004) (finding 
that sources who provided information regarding details of bank robbery 
are entitled to "implied confidentiality" to protect their identities); Anderson 
v. U.S. Dep't of Justice, No. 95-1880, 1999 U.S. Dist. LEXIS 5048, at *9 n.8 
(D.D.C. Apr. 12, 1999) (finding Exemption 7(D) properly applied when wit
nesses to armed bank robbery provided information during police line-up).

 See Melius v. Nat'l Indian Gaming Comm'n, No. 98-2210, 1999 U.S. 
(continued...) 
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ping,73  financial crimes,74  corruption by law enforcement officials of state 
and local governments,75 and passport fraud and contempt of Congress.76 

Courts also have found that a possibility of retaliation exists for paid infor

70(...continued) 
Dist. LEXIS 17537, at *17-18 (D.D.C. Nov. 3, 1999) (holding that criminal in
vestigation involving allegations of bribery suggests an implied promise of 
confidentiality). 

71 See Delviscovo, 903 F. Supp. at 3. 

72 See McQueen v. United States, 264 F. Supp. 2d 502, 523 (S.D. Tex. 
2003) (holding that a diesel tax fraud operation inspired "very real" fear in 
agency's confidential sources, and then reasoning that "[t]his particular 
kind of tax fraud -- involving big dollars, complex operations, vast numbers 
of transactions, and many people -- is not qualitatively unlike other crimes 
on the 'categorical list,' such as organized crime, loan sharking and 
gambling, and bribery"). 

73  See Hale, 226 F.3d at 1204-05; Canning v. U.S. Dep't of Justice, No. 
01-2215, slip op. at 13 (D.D.C. Mar. 9, 2004) (concluding that agency had 
"adequate justification for nondisclosure" due to nature of kidnapping in
formation contained in responsive documents); Piper v. U.S. Dep't of Jus
tice, 294 F. Supp. 2d 16, 29 (D.D.C. 2003); cf. Oliver, No. 02-0012, slip op. at 
8 (D.D.C. Mar. 8, 2004) (concluding that agency failed to demonstrate con
fidential source's relation to the kidnapping crime to warrant "implied con
fidentiality"), summary judgment granted (D.D.C. Nov. 15, 2004) (holding, 
after in camera review, that FBI properly invoked Exemption 7(D) to with
hold entire records). 

74 See LaRouche, No. 90-2753, slip op. at 11-12 (D.D.C. Nov. 17, 2000). 
But see also Billington, 233 F.3d at 586 n.7 (stating in dicta that "[w]e have 
doubts that [the LaRouche political organization's] members' participation 
in financial crimes [after the organization publicly disavowed violence], 
without more, would support an inference that sources received an implied 
assurance of confidentiality"); Canning, No. 01-2215, slip op. at 11 (D.D.C. 
Mar. 9, 2004) (reasoning that "the prior convictions of members of the La-
Rouche organization for financial crimes does not rise to the level of creat
ing . . . an implied assurance of confidentiality"); Davis v. U.S. Dep't of Jus
tice, No. 00-2457, slip op. at 20 (D.D.C. Mar. 21, 2003) (requiring agency to 
provide more detail regarding circumstances of interviews with sources for 
nonviolent financial crimes). 

75 See Garcia, 181 F. Supp. 2d at 377 (finding implied confidentiality in a 
case involving "investigation . . . into serious allegations of corruption with
in the state police"). 

76 See Schrecker, 74 F. Supp. 2d at 35 (upbraiding requester for "cavalier 
suggestion" that "passport fraud and contempt of Congress are not serious 
enough crimes to warrant . . . implied confidentiality"). 
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mants,77  for anonymous sources,78  and for symbol-numbered sources. 79 

Moreover, implied confidentiality has been found where former mem
bers of targeted organizations disclosed self-incriminating information,80 

where sources provided information as a result of plea-bargains,81 where 
sources provided information in response to a subpoena,82 where sources 
were interviewed during an unfair labor practice investigation,83 and 
where an employee provided information about an employer.84 Addition
ally, the Court of Appeals for the Second Circuit found implied confidential
ity for sources who furnished information in connection with a civil law en
forcement investigation of a company that was alleged to have harassed 
homeless persons.85 

77 See, e.g., Jones, 41 F.3d at 248; Anderson, No. 92-0225, slip op. at 11 
(W.D. Pa. May 18, 1994); Lesar, No. 92-2219, slip op. at 11 (D.D.C. Oct. 18, 
1993). 

78 See, e.g., Ortiz, 70 F.3d at 733; Hamilton v. Weise, No. 95-1161, 1997 
U.S. Dist. LEXIS 18900, at *28 (M.D. Fla. Oct. 1, 1997).

79  See, e.g., Jones, 41 F.3d at 248; Tamayo v. U.S. Dep't of Justice, 932 F. 
Supp. 342, 345 (D.D.C. 1996), summary affirmance granted, No. 96-5234, 
1997 U.S. App. LEXIS 16367 (D.C. Cir. May 22, 1997); Putnam, 873 F. Supp. 
at 716. 

80 See Campbell, 1996 WL 554511, at *9. 

81 See Homick, No. 98-0557, slip op. at 8 (N.D. Cal. Oct. 27, 2004) (finding 
that "informant and attorney [names] are properly withheld under Exemp
tion 7(D) due to an inference of confidentiality from the proffer discussion"); 
Engelking v. DEA, No. 91-0165, 1997 U.S. Dist. LEXIS 1881, at *6 (D.D.C. 
Feb. 21, 1997) (finding implied confidentiality and observing that plea bar
gains frequently are only way to obtain information about other suspected 
criminals).

82  See LaRouche v. U.S. Dep't of Justice, No. 90-2753, slip op. at 15 
(D.D.C. Aug. 8, 2002) (stating that "the need for a subpoena indicates the 
desire for confidentiality"). 

83 See Means v. Segal, No. 97-1301, slip op. at 14-15 (D.D.C. Mar. 18, 
1998) (magistrate's recommendation) (finding withholding consistent with 
written policy of FLRA), adopted (D.D.C. Apr. 14, 1998), aff'd per curiam on 
other grounds, No. 98-5170 (D.C. Cir. Oct. 6, 1998). 

84 See, e.g., Government Accountability Project, No. 86-3201, slip op. at 
9-10 (D.D.C. June 30, 1993). 

85 Grand Cent. P'ship, 166 F.3d at 487-88 (stating that "[t]hough the HUD 
investigation was civil in nature, the allegations of misconduct contained 
in the sources' documents are 'serious and damaging' and led to the impo
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Some courts, however, have found the agency attestations before 
them as to the circumstances surrounding a claim of implied confidentiality 
to be insufficient, holding that a more "specific" showing as to the nature of 
the crime and the source's relation to it is required under Landano.86   For 

85(...continued) 
sition of civil sanctions" and reasoning that "[i]f the identities of the sources 
. . . were disclosed, they would face an objectively real and substantial risk 
of retaliation, reprisal or harassment"). 

86 See, e.g., Billington, 233 F.3d at 585-86 (instructing the FBI on remand 
to "supply evidence that informants predicated their assistance on an im
plied assurance of confidentiality" where the organization about which in
formation was provided had "publicly disavowed violence"); Neely, 208 
F.3d at 467 (remanding with observation that "district court would be well 
within its discretion to require the FBI . . . to fully shoulder its responsibili
ty -- which to date it has not done -- to provide specific justifications" for 
claim of implied confidentiality); Hale, 99 F.3d at 1033 (finding that govern
ment's claim of implied confidentiality lacked particularized justification); 
DiPietro, 357 F. Supp. 2d at 186 (rejecting agency's unsupported assertion 
of expressed and implied assurances of confidentiality); Raulerson v. Ash-
croft, 271 F. Supp. 2d 17, 27 (D.D.C. 2002) (ruling that "the dispositive issue 
must be . . . more than simply whether the crime is violent," and that an 
agency cannot generalize circumstances from one source to all but rather 
must demonstrate fear of retaliation for each source); Morales Cozier v. FBI, 
No. 1:99-0312, slip op. at 19 (N.D. Ga. Sept. 25, 2000) (holding that the FBI's 
"mere[] state[ment] that the sources were associates or acquaintances of 
plaintiff with knowledge of her activities" is insufficient to justify an infer
ence of confidentiality); Hall v. U.S. Dep't of Justice, 26 F. Supp. 2d 78, 81 
(D.D.C. 1998) (finding that "FBI's generalized assertion of crimes relating to 
Communist Party activities is not enough to support . . . 'reasonable as
sumption'" that sources expected confidentiality); Kern v. FBI, No. 94-0208, 
slip op. at 11-12 (C.D. Cal. Sept. 14, 1998) (stating that agency's justifica
tion for the application of Exemption 7(D) is "vague and fails to sufficiently 
describe the circumstances from which an inference of implied confiden
tiality could be made"); see also Computer Prof'ls, 72 F.3d at 906 (holding 
that agency offered no evidence that fear of retaliation was "sufficiently 
widespread" to justify inference of confidentiality for sources of information 
and information they provided); Ajluni v. FBI, No. 94-CV-325, slip op. at 13 
(N.D.N.Y. July 13, 1996) (finding agency's statements "unacceptably conclu
sory" when circumstances surrounding its receipt of information were not 
described), summary judgment granted, 947 F. Supp. 599, 606 (N.D.N.Y. 
1996) (holding, after in camera review, that information was provided un
der implied assurance of confidentiality).  But see Blanton v. Dep't of Jus
tice, 64 F. App'x 787, 790 (D.C. Cir. 2003) (relying on FBI affidavits regard
ing the nature of the crime to find that "Landano does not require that both 
the nature of the crime and the relationship of the source must be investi
gated in all implied confidentiality situations; instead it only emphasized 
that the government could not rely on a blanket presumption that all infor
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example, the Court of Appeals for the First Circuit has held that "[i]t is not 
enough . . . for the government simply to state blandly that the source's re
lationship to the crime permits an inference of confidentiality.  Rather, the 
government has an obligation to spell out that relationship . . . [without] 
compromising the very interests it is seeking to protect."87 

Therefore, law enforcement agencies seeking to invoke Exemption 
7(D) for "implied confidentiality" sources must specifically address both fac
tors in order to meet Landano's higher evidentiary standard on a case-by
case basis.88   The Supreme Court specifically stated that when "institution
al" sources -- such as local law enforcement agencies and private commer
cial enterprises -- are involved, greater disclosure should occur, because 
these sources typically provide a "wide variety of information" under cir
cumstances that do not necessarily warrant confidentiality.89   Accordingly, 
federal agencies now have the burden of determining and proving through 
the use of detailed affidavits in litigation that cooperating law enforcement 
agencies have provided information under either an express90 or an implied 

86(...continued) 
mation . . . was covered by an implied confidentiality agreement").

87  Church of Scientology Int'l, 30 F.3d at 224. 

88 508 U.S. at 180; see also FOIA Update, Vol. XIV, No. 3, at 10 (discuss
ing Landano evidentiary requirements). 

89 508 U.S. at 176; see, e.g., Hale, 99 F.3d at 1033 (finding that agency 
did not adequately justify withholding information provided by commercial 
and financial institutions); Linn, 1995 WL 417810, at *32 (noting that agen
cy disclosed "much of the information it previously withheld . . . in light of 
Landano," but ordering disclosure of institutional source document, "partic
ularly in light of the fact that this document obviously originated from the 
Louisiana state authorities, and the application of Exemption 7(D) depends 
on the source of the information rather than its contents"); see also FOIA 
Update, Vol. XIV, No. 3, at 10 (discussing applicability of Landano stand
ards to "institutional" sources). 

90 See, e.g., Peltier, 2005 WL 735964, at *16 (finding that "the FBI had an 
agreement with foreign law enforcement agencies that expressly forbids 
dissemination of information provided to the FBI"); Maydak v. U.S. Dep't of 
Justice, 254 F. Supp. 2d 23, 44 (D.D.C. 2003) (finding that subsequent state
ments by local law enforcement agency source requesting confidentiality 
were insufficient to establish express confidentiality as of time that infor
mation was provided); LaRouche, No. 90-2753, slip op. at 21 (D.D.C. July 5, 
2001) (finding express confidentiality where agency affidavit "sufficiently 
details the relationships the FBI has with the foreign governments in ques
tion, . . . specifically refers to written agreements the agency has with 
these governments, . . . explains the differing types of agreements the 
agency has with governments[,] and details the levels of restriction gov
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promise of confidentiality.91 

Before Landano, there existed conflict in the case law as to the avail
ability of Exemption 7(D) protection for sources who were advised that 
they might be called to testify if a trial eventually were to take place.92 

However, in Landano, the Supreme Court resolved this conflict by holding 
that "[a] source should be deemed confidential if the source furnished in
formation with the understanding that the [agency] would not divulge the 
communication except to the extent . . . thought necessary for law enforce
ment purposes."93   (It should be noted that the effect of a source's actual 

90(...continued) 
ernments place on the release of information given to the FBI"); Linn, 1995 
WL 417810, at *32 (ruling that agency's conclusory attestation that "'policy 
of confidentiality . . . between [local and federal] law enforcement justifies 
nondisclosure' . . . [is] insufficient to justify withholding"). 

91 See, e.g., Davin, No. 98-3343, slip op. at 9 (3d Cir. Jan. 27, 1999) (up
holding a finding of implied assurances of confidentiality for state or local 
bureaus or agencies and a financial institution "accustomed to maintaining 
confidential files, and as to which a policy of routinely granting confidenti
ality was cited"); Savage v. FBI, No. C2-90-797, slip op. at 15 (S.D. Ohio 
Mar. 8, 1996) (finding implied confidentiality when the agency attested 
that local law enforcement authorities suggested that they might "revisit 
the extent of their cooperation with the FBI if confidentiality is not main
tained") aff'd, 124 F.3d 199 (6th Cir. 1997) (unpublished table decision); 
Beard v. Dep't of Justice, 917 F. Supp. 61, 63 (D.D.C. 1996) (finding implied 
confidentiality when the agency attested that "[t]he FBI requested permis
sion from the [local law enforcement agency] to release the information 
[and t]he request was denied"); Putnam, 873 F. Supp. at 717 (finding im
plied confidentiality when the agency attested that "documents provided 
by [state police] are not accessible to the public absent authorization from 
the state law enforcement agency"); Cucci v. DEA, 871 F. Supp. 508, 513 
(D.D.C. 1994) (finding implied confidentiality when the agency attested 
that a document was stamped "not to be distributed outside your agency" 
and a state police representative stated that state police "provide . . . law 
enforcement records to other agencies based upon an express understand
ing of confidentiality"); see also FOIA Update, Vol. XIV, No. 3, at 10 (advis
ing agencies that they should pay particular attention under Landano to 
"institutional sources"). 

92 Compare Van Bourg, Allen, Weinberg & Roger v. NLRB, 751 F.2d 982, 
986 (9th Cir. 1985) (no confidentiality recognized), and Poss v. NLRB, 565 
F.2d 654, 658 (10th Cir. 1977) (same), with Irons, 811 F.2d at 687 (confiden
tiality recognized), Schmerler, 900 F.2d at 339 (same), and United Techs., 
777 F.2d at 95 (same). 

93 508 U.S. at 174 (clarifying that "'confidential,' as used in Exemption 
7(D), refers to a degree of confidentiality less than total secrecy"); see also 
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testimony upon continued Exemption 7(D) protection presents a distinctly 
different issue,94 which is addressed below together with other issues re
garding waiver of this exemption.) 

The first clause of Exemption 7(D), with respect to any civil or crimi
nal law enforcement records, focuses upon the identity of a confidential 
source, rather than the information furnished by the source.  The 1974 leg
islative history of Exemption 7(D), though, plainly evidences Congress's in
tention to absolutely and comprehensively protect the identity of anyone 
who provided information to a government agency in confidence.95   Thus, 
this exemption's first clause protects "both the identity of the informer and 
information which might reasonably be found to lead to disclosure of such 
identity."96   Consequently, the courts have readily recognized that the first 
clause of Exemption 7(D) safeguards not only such obviously identifying in
formation as an informant's name and address,97 but also all information 
that would "tend to reveal" the source's identity,98 including telephone 

93(...continued) 
Leveto v. IRS, No. 98-285, 2001 U.S. Dist. LEXIS 5791, at *20 (W.D. Pa. Apr. 
10, 2001) (finding confidentiality established for sources who were "as
sured that their identities would not be disclosed except to the extent nec
essary to obtain a search warrant, or at a future grand jury proceeding or 
criminal trial"); Jefferson v. O'Brien, No. 96-1365, slip op. at 2 (D.D.C. July 3, 
2000) (rejecting as inconsequential "[p]laintiff's evidence that law enforce
ment officers recognized the potential need to have confidential informants 
available to testify at trial when they were interviewed"). 

94 See Parker, 934 F.2d at 381 (distinguishing cases in which a source 
actually testifies from cases "consider[ing] whether a source, knowing he is 
likely to testify at the time he furnishes information to [an] agency, is, or re
mains after testimony, a 'confidential source'"). 

95 See S. Conf. Rep. No. 93-1200, at 13. 

96 120 Cong. Rec. 17033 (1974) (statement of Sen. Hart). 

97 See, e.g., Cuccaro, 770 F.2d at 359-60; Piper, 2005 WL 1384337, at *6 
(protecting name and address); Crooker v. IRS, No. 94-0755, 1995 WL 
430605, at *6 (D.D.C. Apr. 27, 1995) (protecting names and addresses); Fer
reira v. DEA, 874 F. Supp. 15, 16 (D.D.C. 1995) (protecting names); Cleve
land & Vicinity Dist. Council v. U.S. Dep't of Labor, No. 1:87-2384, slip op. at 
12-14 (N.D. Ohio Apr. 22, 1992) (magistrate's recommendation) (protecting 
names and addresses), adopted (N.D. Ohio May 11, 1992). 

98 See Pollard v. FBI, 705 F.2d 1151, 1155 (9th Cir. 1983) (holding that en
tire document properly was withheld where disclosure "would tend to re
veal [source's] identity"); Ajluni, 947 F. Supp. at 606 (finding information 
properly withheld where disclosure could result in narrowing sources "to a 
limited group of individuals"); Mavadia v. Caplinger, No. 95-3542, 1996 WL 
592742, at *3 (E.D. La. Oct. 11, 1996) (ordering protection for information 
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numbers,99  the time and place of events or meetings,100  and information 
provided by the source that could allow the source's identity to be de
duced.101 

98(...continued) 
that would identify informants); Kitchen v. FBI, No. 93-2382, slip op. at 13 
(D.D.C. Mar. 18, 1996) (ruling that "Exemption 7(D) protects more than the 
names of confidential sources; it protects information . . . that might identi
fy such sources"); see, e.g., Lodi v. IRS, No. 96-2095, slip op. at 4-5 (E.D. Cal. 
Apr. 14, 1998) (finding entire pages of material properly withheld because 
release would disclose identity of confidential source); Spirko, No. 96-0458, 
slip op. at 2 (D.D.C. Apr. 11, 1997) (ruling that agency properly withheld 
location where certain event took place and specific information imparted 
by informant because release would allow a "knowledgeable person to de
duce informant's identity"), aff'd on other grounds, 147 F.3d 992 (D.C. Cir. 
1998); Doe v. U.S. Dep't of Justice, 790 F. Supp. 17, 21 (D.D.C. 1992) (stating 
that where source is well known to investigated applicant, agency must 
protect "even the most oblique indications of identity"); Palacio v. U.S. Dep't 
of Justice, No. 00-1564, 2002 U.S. Dist. LEXIS 2198, at *25 n.15 (D.D.C. Feb. 
8, 2002) (permitting withholding of cooperating witness' "aliases, date of 
birth, address, identification numbers, . . . physical description, and [infor
mation which sets] forth his or her involvement in other investigations"), 
summary affirmance granted, No. 02-5247, 2003 U.S. App. LEXIS 1804 (D.C. 
Cir. Jan. 31, 2003). 

99 See Crooker, 1995 WL 430605, at *6 (determining that the agency 
properly "deleted . . . telephone numbers, recent activities, and other infor
mation tending to reveal the identity of confidential informants"). 

100 See, e.g., Halpern, No. 94-365A(F), slip op. at 25-26 (W.D.N.Y. Aug. 31, 
2001) (protecting times and places that information was obtained); Accura
cy in Media v. FBI, No. 97-2107, slip op. at 5 (D.D.C. Mar. 31, 1999) (reason
ing that "an informant may be identified by . . . dates, times, places, events, 
or names connected with certain cases"). 

101 See, e.g., Ibarra-Cortez, 36 F. App'x at 598 (withholding documents 
where the requester "might be able to deduce the identity of the informants 
because they deal with specific events and circumstances"); Hale, 226 F.3d 
at 1204 n.2 (finding that "public dissemination of the documents [supplied 
by sources] would reveal the[ir] identit[ies]" because the "case took place 
in a small town where most everyone knew everyone else"); Billington v. 
Dep't of Justice, 69 F. Supp. 2d 128, 138 (D.D.C. 1999) (finding that the "FBI 
is well within its rights to withhold [the city of origin of various teletypes] 
where revealing the city would reveal the identity of the source," and pro
tecting the identities of foreign agencies that requested law enforcement 
information where disclosure would "reveal that they have also agreed to 
provide such information in return" and therefore would "betray these for
eign entities' status as confidential sources"), aff'd in pertinent part, vacat
ed in part & remanded on other grounds, 233 F.3d 581 (D.C. Cir. 2000); see 
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Accordingly, protection for source-identifying information, such as 
source symbol numbers,102 extends well beyond information that is merely 
a substitute for the source's name; for example, as necessary to prevent in
direct identification of a source, even the name of a third party who is not a 
confidential source -- but who acted as an intermediary for the source in 
his dealings with the agency -- can be withheld.103   And when circum
stances warrant, a law enforcement agency may employ a "Glomar" re
sponse -- refusing to confirm or deny the very existence of records about a 
particular individual or possible source entity -- if a more specific response 
to a narrowly targeted request would reflect the fact of whether he, she, or 
it acted as a confidential source.104 

101(...continued) 
also Judicial Watch, Inc. v. FBI, No. 00-745, slip op. at 14 (D.D.C. Apr. 20, 
2001) (recognizing the "substantial likelihood in many cases that the identi
ty of a source can be determined from an analysis of the information fur
nished by the source himself, especially where the analysis is made by a 
person familiar with the facts and circumstances on which the investiga
tion is predicated"); cf. Alirez v. NLRB, 676 F.2d 423, 427 (10th Cir. 1982) 
(protecting identifying information that could "potentially subject[] Board 
informants . . . to . . . reprisals" due to close familiarity within the workplace 
setting) (Exemption 7(C); Harry v. Dep't of the Army, No. 92-1654, slip op. 
at 9 (D.D.C. Sept. 10, 1993) (finding segregation of ROTC personnel records 
impossible given small size of campus ROTC program) (Exemption 6).

102  See Brunetti, 357 F. Supp. 2d at 107 (holding "that the FBI's internal 
numbering system for confidential informants is appropriately withheld . . . 
especially when release might lead to discovery of confidential informant's 
identity"); Halpern, No. 94-365A(F), slip op. at 25-26 (W.D.N.Y. Aug. 31, 
2001) (accepting FBI's assertion that release of source symbol designations 
would permit "individuals who were the target of the investigations . . . to 
determine dates, times and places that information pertaining to them was 
obtained, resulting in knowledge as to the informant's identity"); Accuracy 
in Media, No. 97-2107, slip op. at 5 (D.D.C. Mar. 31, 1999) (reasoning that if 
informant symbol numbers "were routinely released, over time an informant 
may be identified by revealing the informant's connections with dates, 
times, places, events, or names connected with certain cases"); Putnam, 
873 F. Supp. at 716 (finding "coded identification numbers, file numbers 
and information that could be used to identify sources" properly withheld); 
see also Lesar, 636 F.2d at 485-86 (reasoning that Exemption 2 was prop
erly applied in tandem with Exemption 7(D) to provide necessary source 
protection in face of requester's avowed purpose of correlating information 
in manner that would risk source). 

103 See Birch, 803 F.2d at 1212; United Techs., 777 F.2d at 95. 

104 See, e.g., Benavides v. DEA, 769 F. Supp. 380, 381-82 (D.D.C. 1990), 
rev'd & remanded on procedural grounds, 968 F.2d 1243 (D.C. Cir.), modi
fied, 976 F.2d 751 (D.C. Cir. 1992). 
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Even greater source-identification protection is provided by the "(c)(2) 
exclusion,"105 which permits a criminal law enforcement agency to entirely 
exclude records from the FOIA under specified circumstances when neces
sary to avoid divulging the existence of a source relationship.  (See the dis
cussion of this provision under Exclusions, below.)  Additionally, informa
tion provided by a source may be withheld under this first clause of Ex
emption 7(D) wherever disclosure of that information would permit the 
"linking" of a source to specific source-provided material.106 

The second clause of Exemption 7(D) first broadly protects all infor
mation furnished to criminal law enforcement authorities by confidential 
sources107  in the course of criminal investigations.108   Thus, the statutory re
quirement of an "investigation," while not a component of Exemption 7's 
threshold language, is "a predicate of exemption under the second clause 
of paragraph (D)."109   For the purposes of this clause, criminal law enforce
ment authorities include federal agencies' inspectors general.110 

105 5 U.S.C. § 552(c)(2). 

106 See L&C Marine, 740 F.2d at 923-25; see, e.g., Stone v. Def. Investiga
tive Serv., 816 F. Supp. 782, 788 (D.D.C. 1993) (protecting "information so 
singular that to release it would likely identify the individual"); Barrett v. 
OSHA, No. C2-90-147, slip op. at 13 (S.D. Ohio Oct. 18, 1990) (protecting 
statements obtained from witnesses regarding single incident involving 
only three or four persons). 

107 See Ferguson, 957 F.2d at 1069 (finding that "[o]nce it is shown that 
information was provided by a confidential source [during a criminal or 
lawful national security intelligence investigation], the information itself is 
protected from disclosure, despite the fact that there is no danger that the 
identity of the source could be divulged"); Reiter v. DEA, No. 96-0378, 1997 
WL 470108, at *6-7 (D.D.C. Aug. 13, 1997) (holding all source-supplied in
formation protectible under Exemption 7(D)'s second clause when source is 
confidential), summary affirmance granted, No. 97-5246, 1998 WL 202247 
(D.C. Cir. Mar. 3, 1998). 

108 See Shaw, 749 F.2d at 63-65 (articulating standard for determining if 
law enforcement undertaking satisfies "criminal investigation" threshold); 
see also Pray v. Dep't of Justice, No. 95-5383, 1996 WL 734142, at *1 (D.C. 
Cir. Nov. 20, 1996) (per curiam) (upholding agency's use of Exemption 7(D) 
for source information); Kuffel, 882 F. Supp. at 1126 ("qualifying criminal in
vestigation" exists when "FBI gather[s] information on criminals who violat
ed specific state crimes for the purpose of using the information as possi
ble leads in investigations of robberies and burglaries that could be in vio
lation of federal law"). 

109 Keys, 830 F.2d at 343. 

110 See Ortiz, 70 F.3d at 732 (ruling that Exemption 7(D) properly applied 
when "HHS's Office of Inspector General . . . use[d anonymous] letter to 

(continued...) 

-801



EXEMPTION 7(D)


In an important elaboration on the definition of a "criminal investiga
tion," courts have recognized that information originally compiled by local 
law enforcement authorities in conjunction with a nonfederal criminal in
vestigation fully retains its criminal investigatory character when subse
quently obtained by federal authorities,111 even if received solely for use in 
a federal civil enforcement proceeding.112   In addition, protection for source-
provided information has been extended to information supplied to federal 
officials by state or local enforcement authorities seeking assistance in pur
suing a nonfederal investigation.113 

The second clause of Exemption 7(D) additionally protects "records or 
information compiled for law enforcement purposes . . . by an agency con
ducting a lawful national security intelligence investigation" that "could 
reasonably be expected to disclose the identity of a confidential source and 
. . . information furnished by a confidential source."114   This broad national 
security clause applies to any agency and covers all law enforcement in

110(...continued) 
launch a criminal investigation"); Providence Journal, 981 F.2d at 563 n.13 
(deeming inspectors general same as criminal law enforcement authori
ties); Brant Constr., 778 F.2d at 1265 (recognizing "substantial similarities 
between the activities of the FBI and the OIGs").

111  See Harvey v. U.S. Dep't of Justice, 747 F. Supp. 29, 38 (D.D.C. 1990). 

112 See Martinez v. EEOC, No. 04-0391, 2004 WL 2359895, at *2 (W.D. 
Tex. Oct. 19, 2004) (rejecting plaintiff's argument that Exemption 7(D) 
should not apply to EEOC civil investigations); Cleveland, No. 1:87-2384, 
slip op. at 12 n.3 (N.D. Ohio Apr. 22, 1992) (holding that Exemption 7(D) 
"clearly applies to information obtained from confidential sources in all in
vestigations, both civil and criminal"); Dayo v. INS, No. C-2-83-1422, slip op. 
at 5-6 (S.D. Ohio Dec. 31, 1985). 

113 See, e.g., Hopkinson, 866 F.2d at 1222 (protecting state law enforce
ment agency's request for FBI laboratory evaluation of evidence submitted 
by state agency and results of FBI's analysis); Gordon, 790 F. Supp. at 377
78 (emphasizing that "when a state law enforcement agency sends materi
al to an FBI lab for testing, confidentiality is 'inherently implicit'" and that 
"all information from another agency must be protected to provide the con
fidence necessary to law enforcement cooperation"); Rojem v. U.S. Dep't of 
Justice, 775 F. Supp. 6, 12 (D.D.C. 1991) (finding that disclosure of criminal 
files provided to FBI by state authorities "would unduly discourage" states 
from enlisting FBI's assistance), appeal dismissed for failure to timely file, 
No. 92-5088 (D.C. Cir. Nov. 4, 1992); Payne v. U.S. Dep't of Justice, 722 F. 
Supp. 229, 231 (E.D. Pa. 1989) (stating that "requirement is met . . . [when] 
the documents sought are FBI laboratory and fingerprint examinations of 
evidence collected by local law enforcement agencies"), aff'd, 904 F.2d 695 
(3d Cir. 1990) (unpublished table decision). 

114 5 U.S.C. § 552(b)(7)(D). 
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formation either identifying or that was provided by the confidential 
source.115   Protection for sources under this clause of Exemption 7(D) has 
readily been found in cases regarding domestic terrorism,116 foreign intelli
gence services,117  agents of foreign governments,118  and national security 
investigations.119   No court has ever found a lawful national security intelli
gence investigation not to involve a law enforcement purpose.120 

Although courts considering an agency's use of this clause of Exemp
tion 7(D) may require an agency to establish that a particular investigation 
is related to national security or intelligence activities, "substantial defer
ence" is given to an agency regarding national security concerns.121   Such 

115 See Attorney General's 1986 Amendments Memorandum at 14; see 
also NARA v. Favish, 541 U.S. 157, 169 (evincing the Supreme Court's reli
ance on "the Attorney General's consistent interpretation of" the FOIA in 
successive Attorney General memoranda), reh'g denied, 541 U.S. 1057 
(2004). 

116 See, e.g., Judicial Watch, 2001 WL 1902811, at *9; Blanton, 63 F. 
Supp. 2d at 49; Ajluni, 947 F. Supp. at 602; Steinberg, No. 93-2409, slip op. 
at 24 (D.D.C. Oct. 31, 1995). 

117 See Meeropol v. Smith, No. 75-1121, slip op. at 76-78 (D.D.C. Feb. 29, 
1984) (protecting information obtained during intelligence investigations), 
aff'd in pertinent part & remanded in part on other grounds sub nom. Meer
opol v. Meese, 790 F.2d 942 (D.C. Cir. 1986); Campbell, 1996 WL 554511, at 
*9 (finding implied confidentiality for foreign law enforcement agencies); 
Shaw, 749 F.2d at 62 (same); Pinnavaia, No. 03-112, slip op. at 14 (D.D.C. 
Feb. 25, 2004) (finding that "the agreement between New Scotland Yard 
and the FBI expressly forbids the disclosure of information provided to the 
FBI"). 

118 See Hogan v. Huff, No. 00 Civ. 6753, 2002 WL 1359722, at *11 
(S.D.N.Y. June 21, 2002) (finding that law enforcement purpose exists 
where documents were gathered to determine if subject was unregistered 
agent for Cuban Government). 

119 See Hudson, 2005 WL 1656909, at *5 (finding that the FBI "has an 
agreement with this confidential . . . source under which security and/or 
criminal law enforcement information is exchanged"); Pinnavaia, No. 
03-112, slip op. at 12 (D.D.C. Feb. 25, 2004). 

120 Cf. Weissman v. CIA, 565 F.2d 692, 695 (D.C. Cir. 1977) (concluding 
that because "[t]he Agency simply has no [legal] authority in the guise of 
law enforcement," records compiled for "background checks" are not pro
tected by Exemption 7).

 Hogan, 2002 WL 1359722, at *11 ("Courts have a 'well-settled' obliga
tion to grant 'substantial deference' to agency affidavits that implicate na
tional security." (quoting Doherty v. U.S. Dep't of Justice, 775 F.2d 49, 52 
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agency deference is similar to that given under Exemptions 1 and 3.122   (For 
a further discussion of this point, see Exemption 1, Deference to Agency 
Expertise, above.) 

Under the case law, the confidential source information that falls 
within the broad coverage of this second clause of Exemption 7(D) need 
not necessarily be source-identifying.123   Thus, under the second clause of 
Exemption 7(D), courts have permitted the withholding of confidential in
formation even after the source's identity has been officially divulged or ac
knowledged,124  or when the requester knows the source's identity.125   Simi

121(...continued) 
(2d Cir. 1985) (Exemption 7(C))); cf. Ctr. for Nat'l Sec. Studies v. U.S. Dep't of 
Justice, 331 F.3d 918, 926-27 (D.C. Cir. 2003) (granting deference to agency 
for national-security related Exemption 7(A) concerns specifically, and dis
cussing such deference for FOIA exemptions in general (citing Zadvydas v. 
Davis, 533 U.S. 678, 696 (2001) (non-FOIA, terrorism-related case); CIA v. 
Sims, 471 U.S. 159, 180 (1985) (Exemption 3); McGehee v. Casey, 718 F.2d 
1137, 1148 (D.C. Cir. 1983) (Exemption 1))).

122  See Ctr. for Nat'l Sec. Studies, 331 F.3d at 927-28 (stating more broad
ly that "[we cannot] conceive of any reason to limit deference to the execu
tive in its area of expertise to certain FOIA exemptions so long as the gov
ernment's declarations raise legitimate concerns that disclosure would im
pair national security"). 

123 See, e.g., Parker, 934 F.2d at 375; Shaw, 749 F.2d at 61-62; Radowich 
v. U.S. Attorney, Dist. of Md., 658 F.2d 957, 964 (4th Cir. 1981); Duffin v. 
Carlson, 636 F.2d 709, 712 (D.C. Cir. 1980); Simon, 752 F. Supp. at 22; see 
also FOIA Update, Vol. XIV, No. 3, at 10 (pointing out breadth of Exemption 
7(D) coverage).  See generally Attorney General's Memorandum for Heads 
for All Federal Departments and Agencies Regarding the Freedom of Infor
mation Act (Oct. 12, 2001) [hereinafter Attorney General Ashcroft's FOIA 
Memorandum], reprinted in FOIA Post (posted 10/15/01) (underscoring the 
federal government's commitment to "enhancing the effectiveness of our 
law enforcement agencies"). 

124 See, e.g., Neely, 208 F.3d at 466 (holding that district court erred to 
extent it denied withholding based on belief that Exemption 7(D) cannot be 
claimed to protect identities of confidential sources whose identities previ
ously have been disclosed); Ferguson, 957 F.2d at 1068 (holding that the 
subsequent disclosure of a source's identity or of some of the information 
provided by the source does not require "full disclosure of information pro
vided by such a source"); Cleary v. FBI, 811 F.2d 421, 423 (8th Cir. 1987) (re
jecting plaintiff's argument that "the confidential source exemption is un
available because the identities of the confidential sources have been dis
closed to him by the FBI"); Shafmaster Fishing Co. v. United States, 814 F. 
Supp. 182, 185 (D.N.H. 1993) (ruling that source's identity or information 
provided need not be "secret" to justify withholding); Church of Scientology 
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larly, information provided by an anonymous source is eligible for protec
tion.126   Moreover, even when source-provided information has been re
vealed and the identities of some of the confidential sources have been in
dependently divulged, Exemption 7(D) can protect against the matching of 
witnesses' names with the specific information that they supplied.127 

124(...continued) 
v. IRS, 816 F. Supp. 1138, 1161 (W.D. Tex. 1993) (declaring it "irrelevant that 
the identity of the confidential source is known"). 

125 See, e.g., Jones, 41 F.3d at 249 (explaining that Exemption 7(D) "fo
cuses on the source's intent, not the world's knowledge"); Radowich, 658 
F.2d at 960 (declaring that Exemption 7(D) applies even when "identities of 
confidential sources . . . [are] known"); see also L&C Marine, 740 F.2d at 
923, 925 (noting that fact that employee witnesses "could be matched to 
their statements" does not diminish Exemption 7(D) protection); Keeney v. 
FBI, 630 F.2d 114, 119 n.2 (2d Cir. 1980) (ruling that Exemption 7(D) applies 
to "local law enforcement agencies [that] have now been identified"); Butler 
v. U.S. Dep't of Justice, Crim. Div., No. 02-0412, slip op. at 8 (D.D.C. Mar. 29, 
2004) (finding Exemption 7(D) properly invoked to withhold information re
gardless of fact that confidential sources are known); Ortiz, No. 97-140-A-3, 
slip op. at 10 (M.D. La. Aug. 25, 1998) (stating that "[i]t is irrelevant that the 
identity of the confidential source is known"); Crooker, 1995 WL 430605, at 
*6 (stating that "an agency may withhold confidential information even if 
the requester or the public know[s] the source's identity"); Wickline v. FBI, 
No. 92-1189, 1994 WL 549756, at *4 n.8 (D.D.C. Sept. 30, 1994) (reiterating 
that "confidentiality is not waived or revoked when a [requester] already 
knows the protected names"); Shafmaster Fishing, 814 F. Supp. at 185 
(stating that source's identity need not be secret to justify withholding in
formation under Exemption 7(D)). 

126 See Ortiz, 70 F.3d at 735 (reasoning that extending confidentiality to 
anonymous hotline communications "reflects a common sense judgment" 
given the importance of encouraging public cooperation in combatting 
fraud); Providence Journal, 981 F.2d at 565-67 (extending confidentiality to 
unsolicited anonymous letters regarding investigation of officers in Rhode 
Island Army National Guard); Hamilton, 1997 U.S. Dist. LEXIS 18900, at *28 
(finding it "reasonable to assume" that anonymous caller expected confi
dentiality); Mitchell v. Ralston, No. 81-4478, slip op. at 2 (S.D. Ill. Oct. 14, 
1982) (ruling that anonymity of source does not negate confidentiality).

 See Spannaus v. U.S. Dep't of Justice, No. 92-0372, slip op. at 16 
(D.D.C. June 20, 1995) (determining that any "plaintiff asserting a claim of 
prior disclosure must designate specific information in the public domain 
that duplicates what is being withheld"), summary affirmance granted in 
part, vacated in other part & remanded, No. 95-5267, 1996 WL 523814 (D.C. 
Cir. Aug. 16, 1996); Kirk v. U.S. Dep't of Justice, 704 F. Supp. 288, 293 
(D.D.C. 1989); see also L&C Marine, 740 F.2d at 925 (ruling that the names 
of employee-witnesses in OSHA accident investigation were properly with

(continued...) 
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Because the phrase "confidential information furnished only by the 
confidential source" sometimes caused confusion in the past, the 1986 
FOIA amendments unequivocally clarified the congressional intent by de
leting the word "confidential" as a modifier of "information" and omitting the 
word "only" from this formulation.128   Even prior to that legislative change, 
courts regularly employed this portion of Exemption 7(D) to protect all in
formation provided by a confidential source, both because such withhold
ings were anticipated by the language and legislative history of the stat
ute,129 and in recognition of the fact that disclosure of any of this material 
would jeopardize the system of confidentiality that ensures a free flow of 
information from sources to investigatory agencies.130   Now, however, 
courts need look no further than the Act's literal language to see that all 
source-provided information is covered in criminal and national security in

127(...continued) 
held "even if use of civil discovery procedures might provide plaintiffs-
appellees with information sufficient to match the workers with their state
ments"). 

128 See Freedom of Information Reform Act of 1986, Pub. L. No. 99-570, 
§ 1802, 100 Stat. 3207, 3207-48; see also FOIA Update, Vol. VII, No. 4, at 3-6 
(setting out statute in its amended form, interlineated to show exact 
changes made). 

129 See Irons, 880 F.2d at 1450-51. 

130 See id. at 1449; see also, e.g., Ortiz, 70 F.3d at 732 (reiterating that 
"Exemption 7(D) is meant to . . . 'encourage cooperation with law enforce
ment agencies by enabling the agencies to keep their informants' identities 
confidential'" (quoting United Techs., 777 F.2d at 94)); Duffin, 636 F.2d at 
712-13 (reiterating Congress's belief that disclosure of confidential informa
tion would discourage cooperation from sources); Kennedy v. DEA, No. 
92-2731, 1994 U.S. Dist. LEXIS 2275, at *14-15  (D.D.C. Feb. 28, 1994) (stat
ing that release of information would "jeopardize [agency's] ability to con
duct future law enforcement operations premised upon promises of confi
dentiality"); Biase, No. 93-2521, slip op. at 11 n.14 (D.N.J. Dec. 10, 1993) 
(stating that the "goal of Exemption 7(D) [is] to protect the ability of law 
enforcement agencies to obtain the cooperation of persons having relevant 
information"); Church of Scientology, 816 F. Supp. at 1161 (explaining that 
Exemption 7(D) was enacted "to ensure that the FOIA did not impair feder
al law enforcement agencies' ability to gather information"); Dayton News
papers, Inc. v. FBI, No. C-3-85-815, slip op. at 13 (S.D. Ohio Feb. 9, 1993) 
(noting that the "purpose of Exemption 7(D) is to ensure that the FOIA did 
not impair the ability of federal law enforcement agencies to gather infor
mation, thus to ensure that information continued to flow to those agen
cies"); Shafmaster Fishing, 814 F. Supp. at 185 (stating that the object of 
Exemption 7(D) is "'not simply to protect the source, but also to protect the 
flow of information to the law enforcement agency'" (quoting Irons, 880 
F.2d at 1449)). 

-806



EXEMPTION 7(D) 

vestigations.131 

Once courts determine the existence of confidentiality under Exemp
tion 7(D), they are reluctant to find a subsequent waiver of the exemption's 
protections.132   This restraint stems both from the potentially adverse re
percussions that may result from additional disclosures and from a recog
nition that any "judicial effort[] to create a 'waiver' exception" to exemption 
7(D)'s language runs afoul of the statute's intent to provide "workable 
rules."133   It therefore has been recognized that a waiver of Exemption 
7(D)'s protections should be only found upon "'absolutely solid evidence 
showing that the source of an FBI interview in a law enforcement investi
gation has manifested complete disregard for confidentiality.'"134 

Thus, even authorized or official disclosure of some information pro
vided by a confidential source does not open the door to disclosure of any 
of the other information the source has provided.135   In this vein, it is well 

131 See, e.g., Irons, 880 F.2d at 1448. 

132 See, e.g., Reiter, 1997 WL 470108, at *6 ("[O]nce an informant's confi
dentiality has been established, almost nothing can eviscerate Exemption 
7(D) protection."). 

133 Parker, 934 F.2d at 380; see also Neely, 208 F.3d at 466 (observing 
that "the statute by its terms does not provide for . . . waiver"); Irons, 880 
F.2d at 1455-56 (citing Reporters Comm., 489 U.S. at 779). 

134 Parker, 934 F.2d at 378 (quoting Dow Jones & Co. v. Dep't of Justice, 
908 F.2d 1006, 1011 (D.C. Cir.), superseded, 917 F.2d 571 (D.C. Cir. 1990)); 
see, e.g., Billington, 69 F. Supp. 2d at 139 (concluding that plaintiff's allega
tion that source was "unafraid," even if true, does not constitute "absolutely 
solid evidence" that source "manifested complete disregard for confidenti
ality"); Billington, 11 F. Supp. 2d at 69 (finding that alleged source did not 
exhibit "complete disregard for confidentiality" by giving newspaper inter
view); Freeman v. U.S. Dep't of Justice, No. 92-0557, 1993 WL 260694, at *3
4 (D.D.C. June 28, 1993) (ruling that the "fact that federal, state, and local 
authorities were publicly cooperating in the . . . investigation, or that cer
tain individuals publicly acknowledged that they were 'working closely' 
with the investigation . . . does not 'manifest complete disregard for confi
dentiality'"), vacated in other part on denial of reconsideration, No. 92-0557, 
1994 WL 35871 (D.D.C. Jan. 26, 1994).  But see Ray, 441 F. Supp. 2d at 37 
(stating that court is not inclined to protect plaintiff's confidentiality, be
cause plaintiff clearly stated that "he ha[d] waived any reliance he may 
have had" and that " FBI has no such duty to afford plaintiff" continued con
fidentiality against his will). 

135 See Brant Constr., 778 F.2d at 1265 n.8 (ruling that "subsequent dis
closure of the information, either partially or completely, does not affect its 
exempt status under 7(D)"); Shaw, 749 F.2d at 62 (holding that "[d]isclosure 

(continued...) 
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established that source-identifying and source-provided information re
mains protected even when some of it has been the subject of testimony in 
open court.136   Moreover, in order to demonstrate a waiver by disclosure 

135(...continued) 
of one piece of information received from a particular party -- and even the 
disclosure of that party as its source -- does not prevent that party from be
ing a 'confidential source' for other purposes"); Johnson v. Dep't of Justice, 
758 F. Supp. 2, 5 (D.D.C. 1991) (stating that the fact that someone made 
public statement concerning incident "does not constitute a waiver of the 
Bureau's confidential file [because a] . . . press account may be erroneous 
or false or, more likely, incomplete"). 

136 See, e.g., Neely, 208 F.3d at 466 (recognizing that a source can "re
main a 'confidential source' . . . even if the source's communication with 
[the agency] is subsequently disclosed at trial"); Jones, 41 F.3d at 249 
(holding that Exemption 7(D) "provides for nondisclosure of all sources who 
provided information with an understanding of confidentiality, not for pro
tection of only those sources whose identity remains a secret at the time of 
future FOIA litigation [because they do not testify]"); Davis v. U.S. Dep't of 
Justice, 968 F.2d 1276, 1281 (D.C. Cir. 1992) (concluding that an informant's 
testimony in open court did not "'waive the [government's] right to invoke 
Exemption 7(D)'" (quoting Parker, 934 F.2d at 379-80)); Ferguson, 957 F.2d 
at 1068 (affirming that local law enforcement officer does not lose status as 
confidential source by testifying in court); Parker, 934 F.2d at 379-81 (stat
ing that "government agency is not required to disclose the identity of a 
confidential source or information conveyed to the agency in confidence in 
a criminal investigation notwithstanding the possibility that the informant 
may have testified at a public trial"); Irons, 880 F.2d at 1454 (recognizing 
that "[t]here is no reason grounded in fairness for requiring a source who 
disclosed information during testimony to reveal, against his will (or to 
have the FBI reveal for him), information that he did not disclose in pub
lic"); Kimberlin, 774 F.2d at 209 (determining that "disclosure [prior to or at 
trial] of information given in confidence does not render non-confidential 
any of the information originally provided"); Canning, No. 01-2215, slip op. 
at 12 (D.D.C. Mar. 9, 2004) (rejecting plaintiff's argument that confidentiali
ty was waived by informant's subsequent act of testifying in court); Doolit
tle v. U.S. Dep't of Justice, 142 F. Supp. 2d 281, 285-86 (N.D.N.Y. 2001) (pro
tecting identities of confidential sources that "prosecutors [had] disclosed 
. . . in open court during [plaintiff's] sentencing hearing"); Daniel v. U.S. 
Dep't of Justice, No. 99-2423, slip op. at 4 (D.D.C. Mar. 30, 2001) (holding 
that Exemption 7(D) remains applicable even though source information 
was "produced at or before trial pursuant to . . . criminal discovery rules"); 
Jefferson, No. 96-1365, slip op. at 2 (D.D.C. July 3, 2000); Coleman, 13 F. 
Supp. 2d at 82; Guerrero v. DEA, No. 93-2006, slip op. at 10 (D. Ariz. Feb. 
21, 1996); Johnson, 1990 U.S. Dist. LEXIS 18358, at *8-9; see also LaRouche, 
No. 90-2753, slip op. at 12 (D.D.C. Nov. 17, 2000) (noting that an agency is 
not obliged to identify sources "[e]ven if another agency ha[s]" done so); cf. 
Sanderson v. IRS, No. 98-2369, 1999 WL 35290, at *3 (E.D. La. Jan. 25, 1999) 

(continued...) 
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through authorized channels, the requester must demonstrate both that 
"'the exact information given to the [law enforcement authority] has already 
become public, and the fact that the informant gave the same information 
to the [law enforcement authority] is also public.'"137   Consequently, one 
court has found that the government is not required even to "confirm or de
ny that persons who testify at trial are also confidential informants."138 

The lengths to which it is proper to go when necessary to guard 
against informant identification through informant-provided information 
are illustrated by one decision holding that letters shown to a suspect for 
the purpose of prompting a confession were properly denied to the suspect 
under the FOIA -- even though the suspect was the very author of the let
ters (which, in turn, had been provided to authorities by a third party).139 

Similarly, the release of informant-related material to a party aligned with 
an agency in an administrative proceeding in no way diminishes the gov
ernment's ability to invoke Exemption 7(D) in response to a subsequent re
quest by a nonallied party.140   Logically, this principle should be extended 
to encompass parties aligned with the government in actual litigation as 
well. 

Nor is the protection of Exemption 7(D) forfeited by "court-ordered 

136(...continued) 
(concluding that source's deposition testimony in civil action did not act as 
"wholesale waiver" of information provided to agency).  But see Homick, 
No. 98-0557, slip op. at 4 (N.D. Cal. Oct. 27, 2004) (concluding that FBI's 
source waived confidentiality by later testifying). 

137 Parker, 934 F.2d at 378; Dow Jones, 917 F.2d at 577; see also Davis, 
968 F.2d at 1280 (holding that government is entitled to withhold tapes ob
tained through informant's assistance "unless it is specifically shown that 
those tapes, or portions of them, were played during the informant's testi
mony"); Sanderson, 1999 WL 35290, at *3-4 (ordering disclosure of "exact 
information to which [source] testified in her deposition"); cf. Hale v. U.S. 
Dep't of Justice, No. 89-1175, slip op. at 6 (W.D. Okla. Jan. 17, 1995) (stating 
that "individuals who testified in court could not be expected to have their 
identities or the topic of their testimony withheld"), rev'd in part on other 
grounds, 99 F.3d 1025 (10th Cir. 1996). 

138 Schmerler, 900 F.2d at 339 (reasoning that testimony by source does 
not automatically waive confidentiality because source may be able "'to 
camouflage his true role notwithstanding his court appearance'" (quoting 
Irons, 811 F.2d at 687)); see also Parker, 934 F.2d at 381. 

139 See Gula, 699 F. Supp. at 960. 

140 See United Techs., 777 F.2d at 95-96; see also FOIA Update, Vol. IV, 
No. 2, at 6. 
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and court-supervised" disclosure to an opponent in civil discovery.141   Al
though it previously had been held that when the government fails to ob
ject in any way to such discovery and then consciously and deliberately 
puts confidential source information into the public record a waiver of the 
exemption will be found to have occurred,142 subsequent Exemption 7(D) 
decisions have undermined such a conclusion.143   As noted above, howev
er, "if the exact information given to the [law enforcement agency] has al
ready become public, and the fact that the informant gave the same infor
mation to the [agency] is also public, there would be no grounds to with
hold."144 

Obviously, if no waiver of Exemption 7(D) results from authorized re
lease of relevant information, "[t]he per se limitation on disclosure under 
7(D) does not disappear if the identity of the confidential source becomes 
known through other means."145   It should be observed that in the unusual 
situation in which an agency elects to publicly disclose source-identifying 
or source-provided information as necessary in furtherance of an important 
agency function, it "has no duty to seek the witness's permission to waive 
his confidential status under the Act."146   Conversely, because Exemption 
7(D) "mainly seeks to protect law enforcement agencies in their efforts to 

141 Donohue v. U.S. Dep't of Justice, No. 84-3451, 1987 U.S. Dist. LEXIS 
15185, at *14 (D.D.C. Dec. 23, 1987).

142  See Nishnic v. U.S. Dep't of Justice, 671 F. Supp. 776, 812 (D.D.C. 
1987). 

143  See Glick v. Dep't of Justice, No. 89-3279, 1991 WL 118263, at *4 
(D.D.C. June 20, 1991) (finding that disclosure "pursuant to discovery in 
another case . . . does not waive the confidentiality of the information or 
those who provided it"); see also Parker, 934 F.2d at 380 (observing that ju
dicial efforts to create "waiver" exception run "contrary to statute's intent to 
provide workable rules" (citing Irons, 811 F.2d at 1455-56)); Sinito v. U.S. 
Dep't of Justice, No. 87-0814, slip op. at 24 (D.D.C. July 12, 2000) (holding 
that "[n]o further release of information . . . is warranted" even though "the 
names of certain informants were made a matter of public record through 
release of civil discovery material"), summary affirmance granted in pertin
ent part, No. 00-5321 (D.C. Cir. Apr. 11, 2001). 

144 Dow Jones, 917 F.2d at 577. 

145 L&C Marine, 740 F.2d at 925 (citing Radowich, 658 F.2d at 960); see, 
e.g., Lesar, 636 F.2d at 491 (finding that no waiver of confidentiality occurs 
when confidential information finds its way into public domain); Keeney, 
630 F.2d at 119 n.2 (declaring that Exemption 7(D) continues to protect 
confidential sources even after their identification). 

146 Borton, 566 F. Supp. at 1422; see, e.g., Doe, 790 F. Supp. at 21-22 (de
claring that "the FBI is not required to try to persuade people to change 
their minds" and that any such requirement "would undermine the Bureau's 
effectiveness"). 
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find future sources,"147  acts of "'waiver' by 'sources' will not automatically 
prove sufficient to release the [source-provided] information."148   (See the 
discussion of this point under Discretionary Disclosure and Waiver, below.) 

Under the case law, Exemption 7(D)'s protection for sources and the 
information they have provided also is in no way diminished by the fact 
that an investigation has been closed.149   Indeed, because of the vital role 
that Exemption 7(D) plays in promoting effective law enforcement, courts 
have consistently recognized that its protections cannot be lost through 

147 Irons, 880 F.2d at 1453; see, e.g., Koch v. USPS, No. 92-0233, slip op. 
at 12 (W.D. Mo. Dec. 17, 1992) (stating that individuals would be less likely 
to come forward with information in future investigations if informants' 
identities were disclosed), aff'd, 7 F.3d 1042 (8th Cir. 1993) (unpublished 
table decision). 

148 Irons, 880 F.2d at 1452; see, e.g., Canning, No. 01-2215, slip op. at 12 
(D.D.C. Mar. 9, 2004) (stating that "an informant's later actions do not waive 
an agency's right to withhold information"); Guerrero, No. 93-2006, slip op. 
at 10 (D. Ariz. Feb. 21, 1996) (holding that "full disclosure of information 
provided by confidential informant . . . not required simply because" infor
mant made "public statements"); Spurlock v. FBI, No. 91-5602, slip op. at 2 
(C.D. Cal. Nov. 29, 1993) (concluding that the "fact that [source] had any 
sense of braggadocio in his telling the world he had talked to the FBI can
not vitiate the protections of the exemption and the nature of his state
ments to the FBI as confidential"), rev'd on other grounds, 69 F.3d 1010 (9th 
Cir. 1995).  But see Providence Journal, 981 F.2d at 567 n.16 (holding that 
express waiver of confidentiality by source vitiates Exemption 7(D) protec
tion); Blanton, 63 F. Supp. 2d at 49 (ruling that sources "have waived any 
assurance of confidentiality, express or implied, by writing books about 
their experiences as confidential FBI informants"). 

149 See Ortiz, 70 F.3d at 733 ("the status of the investigation is . . . imma
terial to the application of the exemption"); KTVY-TV, 919 F.2d at 1470-71; 
Akron Standard Div. of Eagle-Picher Indus. v. Donovan, 780 F.2d 568, 573 
(6th Cir. 1986); Ortiz, No. 97-140-A-3, slip op. at 10 (E.D. La. Aug. 25, 1998) 
("information and/or identity of the individual remains confidential subject 
to Exemption 7(D) after the investigation is concluded"); Foster v. U.S. Dep't 
of Justice, 933 F. Supp. 687, 693 (E.D. Mich. 1996) (Exemption 7(D) "may be 
claimed even when an investigation generating records containing infor
mation concerning a confidential source has been closed"); Almy, 1995 WL 
476255, at *13 (protection "not diminished" when investigation closed); 
Church of Scientology, 816 F. Supp. at 1161 (source identity and informa
tion provided "remains confidential . . . after the investigation is conclud
ed"); Soto v. DEA, No. 90-1816, slip op. at 7 (D.D.C. Apr. 13, 1992) ("[i]t is of 
no consequence that these sources provided information relating to a crim
inal investigation which has since been completed"); Gale v. FBI, 141 F.R.D. 
94, 98 (N.D. Ill. 1992) (statements protected even "while no investigation is 
pending" under Exemption 7(D)). 
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the mere passage of time.150   Additionally, unlike with Exemption 7(C), 151 

the safeguards of Exemption 7(D) remain wholly undiminished by the 
death of the source.152 

150 See, e.g., Halpern, 181 F.3d at 300 (declaring that "it makes no differ
ence in our analysis whether now, in hindsight, the objective need for con
fidentiality has diminished; what counts is whether then, at the time the 
source communicated with the FBI, the source understood that confiden
tiality would attach"); Schmerler, 900 F.2d at 336 (indicating that Exemp
tion 7(D) "contains no sunset provision"); Keys, 830 F.2d at 346 (stating that 
"'Congress has not established a time limitation for exemption (7)(D) and it 
would be both impractical and inappropriate for the Court to do so.'" (quot
ing Keys v. Dep't of Justice, No. 85-2588, slip op. at 9 (D.D.C. May 12, 
1986))); King, 830 F.2d at 212-13, 236 (protecting interviews conducted in 
1941 and 1952); Irons, 811 F.2d at 689 (applying Exemption 7(D) protection 
to information regarding 1948-1956 Smith Act trials); Brant Constr., 778 
F.2d at 1265 n.8 (emphasizing that "policy of [Exemption] 7(D) [is] to pro
tect future sources of information" and that passage of time "does not alter 
status" of source-provided information); Diamond, 707 F.2d at 76-77 (pro
tecting McCarthy-era documents); Piper, 294 F. Supp. 2d at 29 (protecting 
sources in thirty-year-old investigation); Fitzgibbon v. U.S. Secret Serv., 747 
F. Supp. 51, 60 (D.D.C. 1990) (protecting information regarding alleged 
1961 plot against President Kennedy by Trujillo regime in Dominican Re
public); Abrams v. FBI, 511 F. Supp. 758, 762-63 (N.D. Ill. 1981) (protecting 
twenty-seven-year-old documents). 

151 See, e.g., Schrecker, 14 F. Supp. 2d at 118 (noting that "the FBI does 
not withhold third party information concerning Exemption 7(C) if it can 
determine that the third party's age would exceed 100 years").

152  See, e.g., Blanton, 64 F. App'x at 790 (rejecting plaintiff's "claim that 
the death of a confidential source eliminates the applicability of Exemption 
7(D)"); McDonnell, 4 F.3d at 1258 (holding that issue of whether source is 
"deceased does not extend to the information withheld pursuant to Exemp
tion 7(D)"); Schmerler, 900 F.2d at 336 ("that the sources may have died is of 
no moment to the analysis"); Kiraly v. FBI, 728 F.2d 273, 279 (6th Cir. 1984) 
(finding information provided by deceased source who also testified at trial 
properly withheld); Cohen v. Smith, No. 81-5365, slip op. at 4 (9th Cir. Mar. 
25, 1983); Sinito, No. 87-0814, slip op. at 24 (D.D.C. July 12, 2000) (holding 
that "[i]t is settled that the protection for sources and information they pro
vide is not diminished because of death"); Schrecker v. U.S. Dep't of Justice, 
14 F. Supp. 2d 111, 118 (D.D.C. 1998) (finding identity of informant with
holdable "regardless of whether he/she is alive"); see also FOIA Update, 
Vol. IV, No. 3, at 5; cf. Swidler & Berlin v. United States, 524 U.S. 399, 407 
(1998) (recognizing that "posthumous disclosure of [attorney-client] com
munications may be as feared as disclosure during the client's lifetime") 
(non-FOIA case); Allen v. DOD, 658 F. Supp. 15, 20 (D.D.C. 1986) (protect
ing identities of deceased intelligence sources under Exemption 1).  But 
see Homick, No. 98-0557, slip op. at 4 (N.D. Cal. Oct. 27, 2004) (concluding 
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In sum, Exemption 7(D) traditionally has been afforded a broad con
struction by the courts in recognition of the compelling law enforcement 
need to "protect sources and prevent critical information from 'drying up.'"153 

To this end, all federal agencies maintaining law enforcement information 
should be sure to carefully apply Exemption 7(D)154 wherever necessary to 
provide adequate confidential source protection.155 

EXEMPTION 7(E) 

Exemption 7(E) affords protection to all law enforcement information 
that "would disclose techniques and procedures for law enforcement in
vestigations or prosecutions, or would disclose guidelines for law enforce
ment investigations or prosecutions if such disclosure could reasonably be 
expected to risk circumvention of the law."1   As discussed below, an ever-
growing body of case law demonstrates that this exemption applies to a 
very broad range of law enforcement information, including national secu
rity- and homeland security-related information,2 insofar as it meets the 

152(...continued) 
that Exemption 7(D) is inapplicable to deceased source). 

153 Givner, No. 99-3454, slip op. at 15 (D.D.C. Mar. 1, 2001) (citing Shaw, 
749 F.2d at 61); see also Attorney General's 1986 Amendments Memoran
dum at 13.

154 Accord Attorney General Ashcroft's FOIA Memorandum, reprinted in 
FOIA Post (posted 10/15/01) (encouraging agencies to carefully consider 
the protection of the "fundamental values that are held by our society" -- in
cluding that of "enhancing the effectiveness of our law enforcement agen
cies" -- "when making disclosure determinations under the FOIA").

155  See Sluby v. U.S. Dep't of Justice, No. 86-1503, 1987 WL 10509, at *2-3 
(D.D.C. Apr. 30, 1987) ("'robust' reading of [E]xemption 7(D) is supported by 
. . . Congressional events"); Randle v. Comm'r, 866 F. Supp. 1080, 1085 (N.D. 
Ill. 1994) (although most exemptions construed narrowly, confidential 
source exemption applied "'robustly'"); accord Irons, 811 F.2d at 687-89 
(post-1986-amendment decision extending Exemption 7(D) protection to 
sources who received only conditional assurances of confidentiality).  

1 5 U.S.C. § 552(b)(7)(E) (2000 & Supp. IV 2004). 

2 See, e.g., Morley v. CIA, No. 03-2545, 2006 WL 2806561, at *14 (D.D.C. 
Sept. 29, 2006) (recognizing that Exemption 7's threshold requirement that 
records be compiled for "'law enforcement purpose' includes national secu
rity-related government activities"); Coastal Delivery Corp. v. U.S. Customs 
Serv., 272 F. Supp. 2d 958, 963-65 (C.D. Cal. 2003) (affording Exemption 
7(E) protection to seaport inspection data because release could lead to 
identification of "vulnerable ports"), reconsideration denied, id. at 966-68 
(C.D. Cal. 2003), appeal dismissed voluntarily, No. 03-55833 (9th Cir. Aug. 
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