Telecommunications and
Information Technology Planning

The telecommunications and information technol- All phases of strategic and tactical planning are con-
ogy planning function represents the highest-level ducted under this work area; problem solving and
system or network perspective of the Institute. actual implementation engineering also are done. ITS
This work can be characterized generally as plan- engineers identify or derive users’ functional require-
ning and analyzing existing, new, and proposed ments and translate them into technical specifications.
telecommunications and information technology Telecommunication system designs, network services,
systems, especially networks, for the purpose of and access technologies are analyzed, as well as infor-
improving efficiency and enhancing the technical mation technologies (including Internet and Internet-
performance and reliability of those systems. In related schemes). Associated issues, such as network
many cases, ITS performs this work for both wire- management and control and network protection and
line and wireless applications. This portion of the privacy, also are addressed. Integration of individual
ITS technical program encompasses work that is services and technologies is a common task in many
frequently referred to in industry as “systems projects, along with the application of new and emerg-
engineering.” ing technologies to existing applications.

Areas of Emphasis

Interoperability Efforts for Justice/Public Safety/Homeland Security

The Institute conducts a broad-based technical program aimed at facilitating effective telecommunications
interoperability and information-sharing among dissimilar wireless and information technology systems within
the justice/public safety/homeland security community. ITS activities are sponsored by a number of Federal
agencies and programs, and are planned and performed only after close coordination with local, state, tribal,
and Federal practitioners. Technical thrusts within the program, which are described in separate sections
below, include: Engineering Support and Coordination, Information Technology Interoperability
Standardization, and Wireless Telecommunications Interoperability Standardization.

Emergency Telecommunications Service (ETS)

The Institute develops and verifies ETS Recommendations for ITU-T Study Group 9. A second project pro-
vides ETS expertise relating to network survivability for Technical Subcommittee TLAL. These projects are
funded by the National Communications System (NCS).

Networking Technology/Interoperability

The Institute characterizes and analyzes the fundamental aspects of networks, and network interoperability.
Methodologies and tools are developed to address discovery, monitoring/measurement, simulation, manage-
ment, and security/protection issues. This project is funded by NTIA.

Railroad Telecommunication Planning

The Institute performs radio infrastructure system planning in support of a high-speed rail pilot program, and
demonstrates digital land mobile radio technology and infrastructure, compliant with TIA-102 standards. The
Federal Railroad Administration funds this project.

\oice Over IP
The Institute develops technical contributions related to Internet Protocol (IP) telephony gateways and their
supporting infrastructure for the TIA TR41 Standards Formulating Group. This project is funded by NCS.
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Engineering Support and Coordination for
Justice/Public Safety/Homeland Security

Outputs

e Technical evaluations of industry R&D and
community grant proposals.

* Interoperability and performance evaluations of
Project 25 equipment.

e Summit on Interoperable Communications for
Public Safety.

ITS is conducting a technical program aimed at
facilitating effective interoperability and information
sharing among dissimilar wireless telecommunica-
tions and information systems within the justice/
public safety/homeland security community. The pri-
mary focal points of the program are: (1) Standards
support, (2) Research and Development (R&D) sup-
port, (3) Test and Evaluation (T&E), and (4) Tech-
nical Coordination among local, State, and Federal
departments and programs associated with interoper-
ability activities. All efforts described here are com-
plementary to the ITS technical programs focused
on wireless telecommunications interoperability
standardization and information technology interop-
erability standardization.

The ITS program is spon-
sored by a number of differ-
ent Federal departments and
programs that have a keen
interest in public safety inter-
operability, including:
National Institute of Stand-
ards and Technology (NIST)
Office of Law Enforcement
Standards (OLES), National
Institute of Justice (NI1J)
AGILE Program, Department
of Justice Office of Com-
munity Oriented Policing
Service (COPS), National
Communications System
(NCS), Public Safety Wire-
less Network (PSWN) pro-
gram, Federal Law Enforce-
ment Wireless Users” Group
(FLEWUG), and NTIA.

Standards Support

ITS provides contributions to several standards
development organizations supporting justice, public
safety, and homeland security goals. The proposed
technical solutions offered in such contributions are
validated in the Institute’s Interoperability Research
Laboratory (IRL). This process will be especially
useful in the coming year for Project 25/Telecom-
munications Industry Association TR-8 interface
definition work.

R&D Support

At the request of several Federal Departments and
Programs, ITS worked alongside practitioners from
the justice/public safety/homeland security commu-
nity to technically evaluate grant proposals. By act-
ing as the Government’s common “technical thread,”
ITS engineers helped ensure that R&D proposals
from industry and telecommunications integration
proposals from local and State government agencies
were feasible and consistent with long-term interop-
erability strategies. Evaluations were conducted on
behalf of N1J’s AGILE Program, SAFECOM, the
COPS Program, and the Department of Homeland
Security’s Emergency Preparedness and Response
Directorate.

Figure 1. An ITS engineer conducting performance measurements on digital
land mobile radio equipment in the ITS Interoperability Research Laboratory

(photograph by E. Gray).
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Test and Evaluation

The IRL has been designed to
accommodate a wide variety of
testing requirements for public
safety applications that have
arisen, are occurring now, or are
expected in the near future.
Interoperability and perfor-
mance testing of standardized
products has already com-
menced (e.g., for Project 25
radio equipment) with portable,
mobile, base station, and
repeater equipment being scruti-
nized in the conventional mode
of operation (see Figures 1 and
2). (Trunked system operation
will be investigated in FY
2004.) Test and evaluation has \
also been done on an interim \ }_. LB
interoperability solution (a \ 1]!! I“
crossband technology device) | 10 Bl

and on a hybrid network product I8 £
ybrid network produ _,_.i.j_,lulil..

(that interconnects a radio fre-
quency network to the Internet).
T&E in all of these areas will
continue in earnest during FY

2004. In addition, laboratory
assessments of R&D concepts and
prototypes are expected to occur next
fiscal year, with some emphasis being placed on the
examination of software defined radio functionality.

Technical Coordination

On behalf of its sponsors, ITS planned, conducted,
and documented the Summit on Interoperable Com-
munications for Public Safety that was held at NIST
in Gaithersburg, Maryland, on June 26/27, 2003.
With the purpose of coordinating technical efforts
related to wireless telecommunications and informa-
tion technology interoperability, over 50 different
Federally-supported programs, and 104 representa-
tives, were located and invited, and participated in
the summit. It was the first opportunity for program
managers to share viewpoints regarding public safe-
ty communications and interoperability. To facilitate
further coordination among participants, a briefing
book was produced for all attendees that contained
salient information about all of the programs, and
what particular public safety requirements each pro-
gram was targeting. Information on the summit is
available at http://pssummit.its.bldrdoc.gov.

—=
—
==
=
—

Figure 2. An ITS engineer making equipment configuration changes on
land mabile radio base station equipment in the ITS Interoperability
Research Laboratory (photograph by E. Gray).

Other Support

In addition to the established areas of activity men-
tioned above, ITS frequently responds to the imme-
diate needs of its sponsors by performing a variety
of other research and applied engineering activities.
These activities may include strategic and tactical
planning, system engineering, technical analysis,
economic benefit studies, etc. During FY 2003, ITS
compared the performance and application of con-
ventional radio systems against trunked radio sys-
tems for public safety applications. A technical
report providing the results has been drafted and is
undergoing internal ITS review. Once released, it
will help guide agencies as to the advantages and
disadvantages of each system for particular opera-
tional scenarios.

For more information, contact:
Eric D. Nelson
(303) 497-4445
e-mail enelson@its.bldrdoc.gov
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Information Technology Interoperability
Standardization for Justice/Public
Safety/Homeland Security

Outputs

e Support to Global Justice Information Sharing
Initiative.

e Administration of Justice Standards
Clearinghouse on-line.

e XML Data Model and Data Dictionary
development.

ITS is conducting a technical program aimed at
facilitating effective interoperability and information
sharing among dissimilar information systems with-
in the justice/public safety/homeland security com-
munity. The primary focal points of the program are:
(1) the identification and delineation of applicable
information sharing architectures, (2) coordination
between major Federal players and local and State
public safety practitioners to collegially develop a
nationwide strategic plan for information sharing,
and (3) the identification and/or development of
standards that address the community’s requirements
and are in conjunction with the strategic plan. All
efforts are aimed at allowing local, State, and
Federal agencies to exchange information, without
requiring substantial changes to internal systems or
procedures.

The ITS program is sponsored by a number of dif-
ferent Federal departments and programs that have a
keen interest in public safety interoperability, includ-
ing: National Institute of Standards and Technology
(NIST) Office of Law Enforcement Standards
(OLES), National Institute of Justice (NI1J) AGILE
Program, and the Department of Justice Office of
Community Oriented Policing Service (COPS).
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Support to Global Justice Information Sharing
Initiative

The Global Justice Information Sharing Initiative
(Global) is a group of groups representing all practi-
tioners in the justice community (e.g., law enforce-
ment, courts, corrections, prosecutors, defenders,
etc.; see http://it.ojp.gov/global/index.html). In
particular, ITS worked with Global’s Infrastructure/
Standards Working Group (GI/SWG) on a wide vari-
ety of tasks. The most significant of those is the
background work needed to develop a nationwide
architecture for information sharing among the
justice and public safety communities. Significant
progress has been made on the architectural frame-
work and related strategic plan. The GI/SWG is
currently in an iterative process to ensure that the
elements of the framework can accommodate cur-
rent and future information sharing requirements of
the practitioners at the local, State, Federal, and
tribal levels.

Administration of the Justice Standards
Clearinghouse On-Line

Also in conjunction with Global, ITS designed and
tested the prototype web page and search engine for
the Justice Standards Clearinghouse (JSC), a reposi-
tory of IT and communication standards and specifi-
cations. The JSC is designed to assist public safety
agencies in sharing information and communicating
productively through increased awareness and acces-
sibility of standards. This has been achieved by
making the technical specifications and standards —
as well as user comments regarding those standards
— available to the practitioners via an online stan-
dards clearinghouse. The clearinghouse is hosted on
the Office of Justice Programs (OJP) Website at
http://it.ojp.gov/jsr/public/index.jsp.

Currently there are more than 70 standards and spec-
ifications available for public access in the clearing-
house, and ITS is playing an ongoing role in the
addition of new standards through administration of
the site and validation of the data that is entered
there.
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Structure of the justice/public safety/homeland security XML Data Model.

XML Data Model and Data Element Dictionary
Development

In prior years, ITS had played a significant role in
providing technical assistance and coordination in
the initial development of an XML Data Element
Dictionary that can provide common “words” for a
common “language” to be used by the justice/public
safety/homeland security community. In FY 2003,
the XML development work skyrocketed, with an
order of magnitude increase in the size of the Data
Element Dictionary and the development of an asso-
ciated Data Model.

The development of an XML Data Model is a signif-
icant step forward in achieving information sharing
among members of the justice and public safety
community. It provides a foundation for the structure
of a consistent Data Element Dictionary, documents
to be exchanged, and messages to be passed. The
figure above shows the structure of the justice/public
safety/homeland security XML Data Model. The
core of the Data Model is the XML Data Element

Dictionary and the corresponding “Justice” name-
space. Users and developers use the “words” of the
Data Dictionary to build documents that represent a
particular information exchange. Based on their
requirements, they can import the words by refer-
ence and can extend or restrict the definitions.

The significantly-expanded Data Dictionary contains
over 2000 elements and is expected to meet over
90% of the information sharing requirements of the
justice/public safety/homeland security community.
A beta version of the dictionary is currently avail-
able for public comment at http://it.ojp.gov/jxdd .

For more information, contact:
D. J. Atkinson

(303) 497-5281

e-mail dj@its.bldrdoc.gov
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Wireless Telecommunications
Interoperability Standardization for
Justice/Public Safety/Homeland Security

Outputs

e Wireless telecommunications Statement of
Requirements (SOR) for Public Safety.

*  Functional and performance specifications for
Project 25/TIA digital radio and system standards.

e  Standardized measurement methods for testing
Project 25 radios and systems.

ITS is conducting a technical program aimed at facili-
tating effective interoperability and information shar-
ing among dissimilar wireless telecommunications sys-
tems within the justice/public safety/homeland security
community. The primary focal points of the program
are: (1) the identification and delineation of wireless
telecommunications functional and interoperability
requirements, (2) coordination with major Federal
players and local and State public safety practitioners
to collegially design a nationwide strategic plan for
wireless interoperability, and (3) the identification
and/or development of standards that address the
defined requirements and are in concert with the
strategic plan. Standardization efforts are aimed at
allowing local, State, and Federal agencies to exchange
information, without requiring substantial changes to
internal systems or procedures.

The ITS program is sponsored by a number of differ-
ent Federal departments and programs that have a keen
interest in public safety interoperability, including:
National Institute of Standards and Technology (NIST)
Office of Law Enforcement Standards (OLES),
National Institute of Justice (N1J) AGILE Program,
Department of Justice Office of Community Oriented
Policing Service (COPS), National Communications
System (NCS), Public Safety Wireless Network
(PSWN) program, Federal Law Enforcement Wireless
Users’ Group (FLEWUG), and NTIA.

Wireless Telecommunications Statement of
Requirements (SOR)

No comprehensive set of wireless telecommunication
requirements has been written for public safety since
the highly regarded PSWAC (Public Safety Wireless

Advisory Committee) Final Report was published
in 1996. Yet, the development of any far-reaching
nationwide strategy for wireless interoperability
(and the standards to implement it) demands that
practitioners’ needs be clearly understood before
approaches are drawn. Therefore, on behalf of the
public safety community, ITS took the lead in
developing a contemporary SOR during the latter
half of FY 2003. By the end of the fiscal year,
several sections were drafted, with a final product
targeted for practitioner review on or about
January 1, 2004.

In general, this SOR is focused on the functional
needs of public safety first responders — Emer-
gency Medical Services (EMS) personnel, fire
fighters, and law enforcement officers — to com-
municate and share information when it is needed,
where it is needed, and in a mode or form that
allows the practitioners to use it effectively. The
communications mode may be voice, data, image,
video, or multimedia that includes multiple forms
of information. To keep the emphasis on func-
tional requirements, the SOR avoids specifying
either technologies or business models (i.e.,
whether requirements should be addressed through
owned products and systems, or via commercial
services).

Wireless Strategic Planning

Through its sponsors, the Institute is supporting
the development of a nationwide strategic plan for
wireless interoperability. Working with those in
the Federal Government responsible for the final
plan, most notably SAFECOM, ITS is expediting
the overall Federal effort by taking advantage of
background engineering work already conducted
at the Institute and elsewhere. For example, ITS
has investigated frameworks for high-level enter-
prise architectures, and is also reviewing and ana-
lyzing the wireless integration activities being per-
formed, and being contemplated, by local, State,
and regional governmental organizations to char-
acterize common architectural elements that have
been successfully applied in the field. Governance
and other non-technical issues have also been
researched.
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Project 25/TIA TR-8 and Project MESA

The Institute contributes widely to Project 25, a pro-
gram devoted to developing a comprehensive series
of interoperability standards for the new generation
digital land mobile radio (LMR) operating in nar-
rowband channels for public safety applications.
Comprised of representatives from the Association
of Public-Safety Communications Officials (APCO)
International, the National Association of State
Telecommunications Directors (NASTD), industry
as represented by the Telecommunications Industry
Association (TIA), and local, State, and Federal
governments, Project 25 is closely aligned with
TIA’s Standards Committee TR-8 (TR-8 is the body
that formally develops, approves and releases
Project 25 standards as TIA 102 series documents).
While Project 25/TIA TR-8 “Phase 2” work is now
addressing interoperability standards for narrowband
(6.25 kHz channel) digital LMRs, the specification
of interface standards for (Phase 1) 12.5-kHz digital
LMRs also continues. “Phase 3” (also referred to as
Project 34 and Project MESA) is a joint effort
between TIA and the European Telecommunications
Standards Institute and is focused on the develop-
ment of standards for wideband mobile data
applications.

An ITS engineer represents NCS on the Project 25
Steering Committee, and chairs the Project 25
Encryption Task Group where Information System
Security (INFOSEC) standards have been devel-
oped. ITS also contributes heavily to other TIA
TR-8 committees and Project 25 task groups. For
example, ITS’ technical and editorial efforts have
enabled the completion of initial drafts of two new
TIA standards that will define Inter-RF Subsystem
Interface (1SSI) measurement methods and specify
recommended ISSI performance objectives. ITS
continues to have the responsibility for developing
procedures to test the interoperability of Project 25
radio systems. To date, procedures have been devel-
oped to test radios employing conventional voice,
encrypted voice, over-the-air re-keying, trunking,
and data applications.

Project MESA efforts have concentrated on defining
the public safety requirements for wideband mobile
applications. To date, the Institute has provided user
operational requirements to Project MESA. These
requirements represent the United States position.

For more information, contact:
Eldon J. Haakinson

(303) 497-5304

e-mail eldon@its.bldrdoc.gov
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Emergency Telecommunications
Service (ETS)

Outputs In the first project, Packet-Switched Networks,
ITS develops and verifies ETS Recommendations
e Technical contributions to ANSI Working Group for ITU-T Study Group 9. The major goal of this
T1A1.2. project is to ensure that future ETS mechanisms
] o will interoperate over broadband cable television
e Technical contributions to ITU-T Study Group 9. networks. Additionally, the project is working to

facilitate the evolution of GETS over the

* Report to NCS on baseline computer simulations IPCablecom network.

for network survivability and ETS studies.
The second project, Network Survivability and

In the aftermath of the recent terrorist attacks, the Restoral, provides ETS expertise relating to Net-
Federal Government has become very interested in pri-  WOrk Survivability for ANSI-accredited Technical
ority treatment for emergency communications. While Subcommittee TIAL. Within this project, an ITS
the Government Emergency Telecommunications engineer served as co-editor of_a new T1 technlqal
Service (GETS) has served emergency workers well report: T1.TR.79-2003 “Overview of Standards in
for many years, it is limited to the Public Switched Support of Emergency Telecommunications Ser-
Telephone Network (PSTN) and to the United States. vice (ETS).” An ITS engineer is now serving as
ETS is envisioned as a GETS-like service that will be editor on three new draft Standards and Technical
available internationally and encompass virtually all Reports related to ETS in T1A1.2,

wireless and wireline communications networks. The
types of traffic to be carried include voice, video, data-
base access, text messaging, e-mail, ftp, and web-based
services.

Traditional analysis methods are not adequate to
predict the effects of large service outages in the
current and future network environments. There-
fore, ITS is using network modeling and simula-

The ETS effort at ITS encompasses several projects, tion tools to address the needs of TLA1.2, NS/EP,
including Packet-Switched Networks, and Network and the Nation. While modeling and simulation
Survivability and Restoral. For both of these projects, are powerful tools for the assessment of threats
computer simulation,
laboratory studies,
security analyses, and
traffic engineering
are used to support
Critical Infrastructure
Protection (CIP) ini-
tiatives. These two
projects are funded
by the National Com-
munications System
(NCS). This work
supports NCS in its
mission to protect the
national security
telecommunications
infrastructure, and to
ensure the respon-
siveness and surviva-
bility of essential
telecommunications
during a crisis. Figure 1. Simulation for testing routing protocols.

Mamme
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and mitigation techniques,
the simulations must be
well grounded in the
physical measurement of
important parameters. One
goal of the project has
been to produce baseline
models for reference net-
work architectures that
can be used in standards
development as well as in
future network research by
ITS and others. Figure 1
on the previous page
shows a model developed
to investigate aspects of
routing protocols. In
Figure 1, the orange lines
represent links that are
internal to a network and
use an Internal Gateway
Protocol (IGP). The green lines represent links that
connect the different networks. These links use an
External Gateway Protocol (EGP) such as BGP4.
Within a network, most of the nodes will share the
same network prefix, so the IGP can optimize the
route that a packet takes to the destination node
once it arrives in the network. An EGP exchanges
higher-level information between networks so that
the packets can be sent to the appropriate network
for distribution. The BGP4 protocol has some con-
vergence issues that this simulation, and similar
ones, can help to identify.

Tha 4 Windows Cliants
and 2 VulP phones are
used  generale raflic
botween the two
networks The traffic
nonsists of SIM and
H.323 basad VolP as
well g5 videw rallic,

The standardization work in ITU-T Study Group 9
is focused on the IPCablecom family of Recom-
mendations. These Recommendations define the
protocols and signaling to be used on broadband
cable television networks to support telephony,
multimedia, and Internet access. The IPCablecom
Recommendations have just recently been stan-
dardized and they are currently in production
worldwide. One of the goals of this project is to
identify where additions or changes might be need-
ed to support the ETS. This effort also involves
work with the Internet Engineering Task Force
(IETF) since many of the underlying protocols
used in IPCablecom (as well as some of the ETS
mechanisms) are under development in the IETF.
An ITS engineer serves as the Editor of Draft New
Recommendation J.TDR, “Requirements and Spec-
ifications for Telecommunications for Disaster
Relief over IPCablecom Networks,” in Study
Group 9.
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Figure 2. Laboratory setup for testing security and ETS protocols.

Another important study underway at ITS is a series
of tests of GETS over IPCablecom networks. The
evolution of GETS from a PSTN-only service to one
which will interoperate over the wireless,
IPCablecom, and Next Generation networks (NGN) is
one of the goals of NCS. Determining the security
needs of ETS in IPCablecom networks is another goal
of the ETS effort. Figure 2 above shows a laboratory
setup to test proposed ETS mechanisms over virtual
private networks (VPNs) and through firewalls. The
lab setup is currently used to test the performance of
videoconferencing and Voice over IP over SIP.
Proposed ETS mechanisms will be coded and tested
over the same network to determine if they are viable
from a Quality of Service (QoS) standpoint.

In FY 2004, ITS will continue to address work on the
development and standardization of ETS in T1A1, the
IETF, and ITU-T Study Group 9. The projects will
address technologies in the NGN and interactions
with the IPCablecom networks. This work on ETS
must of necessity be conducted with the help of repre-
sentatives from network providers and cable televi-
sion equipment manufacturers, as well as NCS. The
work in FY 2004 will focus on survivability and secu-
rity in the NGN ETS as well as GETS compatibility
in the IPCablecom networks.

For more information, contact:
Arthur A. Webster

(303) 497-3567

e-mail awebster@its.bldrdoc.gov
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Networking Technology/Interoperability

Outputs

e Definition of structured planning process for
telecommunication and IT networks.

e Suggestions for types of tools to assist in
network design and administration.

o Definition of a structured approach for applying
tools and methods in the analysis of network
interoperability issues.

ITS has a long history of assisting other agencies
and organizations with their telecommunication
planning, assessment, and interoperability studies,
but the complexity of today’s telecommunication
and information technology (IT) requirements, and
the technology available to satisfy those require-
ments, create demands for enhanced sophistication
in the methodologies and tools used to perform these
studies. The Networking Technology/Interoperability
projects have defined structured methods for such
studies, examined many tools and techniques that
can be used in conducting such studies, and identi-
fied those tools and methodologies most likely to
provide the greatest benefits. The previous two
years’ work focused on the selection and use of a
suite of neworking tools that aid in discovering the

Orgonization A

Organization B

Crganization &
FPreferred
Sweiem

topology of a network, the load on segments of a
network, and the simulation of a network, as well as
examining tools and methods useful in supporting
two important aspects of network design and admin-
istration: network management and network security.
This past year’s efforts focused on the development
of a structured approach to applying these tools,
along with a systems engineering method to address
the complex issue of network interoperability.

Network Interoperability

From a technical networking perspective, network
interoperability involves the migration of existing
(Legacy) systems which are not interoperable to cur-
rent (Preferred) systems which are interoperable.
Interoperability is a knowledge dimension (see
Figure 2 on next page) of network systems engineer-
ing involving the technical ability of two or more
cooperating networks at a given point in time to sat-
isfy users’ telecommunication needs (e.g., exchange
of user information at specified quality levels). The
ability to characterize and analyze network interop-
erability depends significantly on characterizing and
understanding the following issues:

1. A complete understanding of the interoperability
problem domain including an understanding of
interoperability requirements and the problems
generated by these requirements. An understanding
of the organizations from which these requirements
emerge. A thorough understanding of the
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Figure 1. Graphical depiction of a structured approach to network interoperability analysis.
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characteristics of the systems
involved, including network type,
topology, interfaces, components,
services, traffic and utilization
levels, and security and manage-
ment infrastructures.

2. The use of existing or emerging
enabling technologies to facilitate
the development of interface and
migration interoperability solutions.
3. The use of networking tools
including test and measurement
equipment and software as well as
evaluation methods that aid in the
design of alternative solutions and
ensure that solutions meet goals and performance
requirements. This includes tools for network simu-
lation and emulation, network monitoring and man-
agement, and security assessment and protection.

4. The judicious use of frameworks within which the
interoperability requirements can be described and
solved using structured methods and decision-
making techniques.

Program Planring
Project Planning
System D evelopment
Production
Deployment
Operations

Retirement

Figure 1 on the previous page shows this structured
approach to interoperability analysis in graphical
form. The frameworks shown aid in developing an
interoperability solution by offering a structure with-
in which alternative solutions can be developed and
compared. The systems engineering framework cho-
sen for this project is a 3-dimensional framework of
time, logic and knowledge dimensions. The time
dimension consists of seven phases which describe
the life cycle of most projects, the logic dimension
describes steps followed in solving problems for
each time phase of the project life cycle, and the
knowledge dimension describes those branches of
engineering and project management that guide the
project staff in defining and solving problem areas.
Figure 2 above shows this framework. For each
knowledge dimension, the seven time phases help
guide the project from inception to retirement. For
each time phase, the seven logic steps aid in the def-
inition of problems to be solved and guide the devel-
opment team in the design of alternative solutions.

ITS applied this methodology to a hypothetical labo-
ratory interoperability project involving three orga-
nizations, each of which has implemented a Voice
over IP (MolP) network using different vendor solu-
tions and different technologies. It has now become
necessary to make these systems capable of calling
each other. The goal of the effort is to deploy a cost
effective solution for interoperating these VolP

Enowledge Dimension
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Performance
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Problem D efinition
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Logic Dimension Syslem Analyss
Optimization of Allemnatives
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Planning for action
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Figure 2. A three dimensional framework

for systems engineering analysis.

networks. In this simple case, we assumed that the
organizations involved had similar missions so that
organizational considerations did not result in any

technical constraints.

Following the structured approach resulted in sever-
al alternative design solutions that satisfied the inter-
operability requirements. One solution was costly
but had the most flexible hardware and very good
customer support. A second solution was excellent
for configuring and managing large networks but
had significant overhead in software operation. A
third solution was the least costly and simple to use
but would not scale as well in large organizations. In
addition, each solution had tradeoffs between voice
quality and bandwidth requirements which could be
a significant factor depending upon the infrastruc-
ture used (wireless or wireline). Since these VoIP
networks operate over the existing IP infrastructure,
it is also important to monitor the existing utilization
levels on the network to ensure that the chosen solu-
tion will operate over a wide range of levels. Lastly,
it is important to be able to simulate the existing
system and the alternative solution designs to ensure
that we can simulate scenarios which may be experi-
enced. Using the ITS Interoperability Research
Laboratory and the suite of networking tools for net-
work discovery, monitoring, security, and manage-
ment resulted in the development of excellent, well-
understood, alternative solutions which could now
be presented to management for final selection.

For more information, contact:
Brett Monson

(303) 497-4225

e-mail bmonson@its.bldrdoc.gov
or Robert O. DeBolt

(303) 497-5324

e-mail rdebolt@its.bldrdoc.gov
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Outputs

e Technical support to the Federal Railroad
Administration (FRA) for all matters related to
railroad telecommunications.

This project involves providing technical consulting
on a continuing and as-needed basis to the Federal
Railroad Administration (FRA), relative to any tech-
nical issues related to railroad telecommunications
that may arise. For example, prior years’ activities
related to the Oregon Department of Transportation
(ODQT) Pilot Project, which investigated the effica-
cy of utilizing TIA102-compliant radios in a railroad
private land-mobile radio (PLMR) environment, and
have been detailed in previous years’ Technical
Progress Reports, continued in FY 2003.

In FY 2003, a task that resulted from the FCC’s
Second Report and Order (R&O) 03-34 was under-
taken by the Institute. The R&O is a matter with
wide-reaching implications for the railroad industry.
It concerns itself with, among other things, the
mandatory migration of “wideband” (emission des-
ignator 16kOF3E) PLMR systems to “narrowband”
(11kOF3E or 11kOF1E) systems. The railroad indus-
try had raised concern that such a migration process
will present significant challenges to implement.

The railroad PLMR infrastructure is com-
prised of more than 15,000 base stations,
45,000 mobile radios, and 125,000 portable

EiFR Systems 2975 598001560
12:38:06 Generator (RX Test)[ 0ptions| Set_up| 1|

Hence, the dilemma in migrating to a nationwide
radio infrastructure is this: with the sheer number of
radios involved nationwide, owned and managed by
different railroad companies, each railroad would be
challenged to coordinate the simultaneous conver-
sion of all its assets nationwide to narrowband tech-
nology all at once, and to coordinate such a massive
undertaking with all the other railroad companies.
Obviously, there will be a “transition” period where
“mixed-mode” operation (wideband receivers oper-
ating with narrowband transmitters and vice versa)
will be the norm. For example, a locomotive whose
legacy radio had not yet been replaced, and that was
operating in a territory whose base station had
already been transitioned to narrowband technology,
would be receiving a narrowband signal by its wide-
band receiver. Thus, the question arose as to the
effects of such mixed-mode operations on the per-
formance of land-mobile radios. It is this aspect of a
migration that the railroads and the FRA wished to
explore further.

Among other testing, the Institute subjected various
commercial-grade radios of different manufacture to
these mixed-mode operating conditions. The resul-
tant data was provided to the FRA sponsor. The
Association of American Railroads incorporated this
work into comments that it filed last August in
response to the aforementioned R&O.

radios nationwide. Each railroad manages FREQ |[156.000000] MHz [ BH] VP05
its own PLMR infrastructure, and is respon-
sible for ensuring that its base station assets LEVEL [ =20.0] dBa| RF ONJ
provide the necessary RF coverage ﬁ%g giﬂ; q
throughout its own territories, which are W2 OFF o]
scattered nationwide. MIC | OFF "
) ) ) ) AUDIO| OFF AUDIO ROUTE
It is common practice to find one railroad’s — e e e [
locomotive operating in another railroad’s 60| s 4
territory, utilizing that “foreign” railroad’s R AR R e
PLMR infrastructure. Furthermore, a loco- . e 2 gt
motive could be expected to be found any- :
where in the country at any given time — oﬂl oﬂ' om _l
locomotives are not necessarily “captive” to ame |l s el |

a particular geographic area.

Figure 1. Wideband transmitter deviation with wideband

receiver bandwidth.
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Figure 2. Narrowband transmitter deviation with wideband
receiver bandwidth.
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Figure 3. Wideband transmitter deviation with narrowband
receiver bandwidth.

One important issue, revealed as an
outcome of this work, is illustrated in
Figures 1 through 3. Notice how the
amplitude of the demodulated audio in
Figure 1 (on previous page), the “lega-
cy” configuration, is twice as large as
the demodulated audio signal in Figure
2, an example of “narrowband trans-
mitter/wideband receiver” mixed-mode
operation.

Although an operator could simply turn
up the radio’s volume control to com-
pensate for the decreased volume, the
issue here is this: Suppose a locomo-
tive roams out of a “legacy base sta-
tion” region into a “narrowband base
station” region. What if the engineer
did not notice that at some specific
milepost marker, he had entered the
new base station coverage area and that
therefore he had to increase the volume
control setting on the locomotive
radio? Is it possible, in the noisy
acoustic environment of a locomotive
cab, that the engineer might miss a
critical radio transmission from the
dispatcher?

Or consider the converse case, depicted
in Figure 3, where a wideband trans-
mitter signal is received by a narrow-
band receiver. It is quite clear from the
figure that the demodulated audio is
distorted. Could an engineer misunder-
stand a dispatcher’s instructions
because of such distortion?

It is issues such as these that the mea-
surements revealed, and it is issues
such as these that the railroad industry
must now consider as it develops a
wideband-to-narrowband migration
strategy.

For more information, contact:
John M. Vanderau

(303) 497-3506

e-mail jvanderau@its.bldrdoc.gov
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\Voice over IP

Outputs

e Metrics and measurement methods for real-time
traffic over long 802.11b links.

e Standards contributions (TR-41.1) detailing the
behavior of real-time VoIP traffic over long
802.11b links.

The market availability of Voice over Internet
Protocol (MolP) equipment continues to increase,
due to the many advantages that this technology
offers. These advantages include efficient resource
utilization, a homogeneous network offering both
voice and data, potential for other multimedia trans-
mission (e.g. video), and lower data bandwidth
requirements than traditional telephony.

As wireless local area networks (LANS) based upon
IEEE 802.11b (Wi-Fi) technologies become more
ubiquitous, attempts are being made to utilize VoIP
over radio channels as well as the fixed location
wired networks more traditionally associated with
\VoIP systems. However, propagation effects within
the wireless channel

can substantially 08

transmission on network parameters related to VoIP.
They simulate two different environments, rural and
suburban, and also represent two slightly different
radio setups.

The shorter link is essentially a peer-to-peer link that
runs from the ITS Wireless Networking Research
Center to a test location one mile distant on a nearby
hill. This link uses directional antennas, but is other-
wise unamplified. Since its path traverses open
fields, it represents a rural environment.

The second link has one end node on the same hill,
but it passes over a well-populated residential area,
with all of the potential interferers that are implied
by such a traversal. The link terminates in a node
situated in the ITS field site on the Table Mountain
plateau. This link utilizes amplification to achieve
the distance required, in the form of a constant
power 250 mW output amplifier and a standard 17
dB input amplifier. Although the shorter link runs in
peer-to-peer mode, this longer link is terminated at
both ends by wireless access points. Both links use
24 dBi directional antennas at each end and both are
line-of-sight.

degrade the Quality of
Service (QoS) of a
\VoIP system. As VoIP
and Wi-Fi technologies
converge, knowledge
about the type and
extent of these effects
assumes increasing
importance.
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In order to evaluate
some of the potential
impairments implicit in
\OIP transmission over
Wi-Fi channels, ITS
has created a testbed
with three 802.11b long
links. Two of these
links, of length 1 mile
and 10 miles respec-
tively, are being used to
evaluate the effects of
802.11b long link
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Figure 1. Packet latency distribution over a 1-mile peer-to-peer 802.11b link.
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Both links achieve true

realizable throughputs of 0.18
approximately 4 Mbps, a

value that is consistent 016}
with 802.11b technology

operating at maximum 014
burst speed. Initial experi-

ments concentrated on the o1zl

measurement of jitter and
packet loss in the system.
Both of these parameters
are of great importance in
services like VoIP that
require a real-time trans-
port capability — jitter
because packets that are
delayed beyond the time
length of the jitter buffer
must be dropped, causing
gaps in the output stream,
and packet loss because % 10
the real-time nature of the
required transport makes
it impractical to retrans-
mit lost packets.
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Representative results from the two links are shown
in Figure 1 (on the previous page) for the 1-mile
link and Figure 2 (above) for the 10-mile link. It is
immediately apparent from the figures that the short-
er link has a much greater variation in latency than
the longer link. Although the short link has a smaller
minimum value — 0.3 milliseconds versus 1.9 mil-
liseconds for the long link — the mean value for the
short link is considerably greater than that of the
long link — 129.8 milliseconds for the 1-mile link
and 22.4 milliseconds for the 10-mile link. Losses
for the short link also exceed those of the long link,
although neither figure is high. Packet loss for this
experiment was 0.11% for the short link and only
0.02% for the long link. The standard deviation of
the short link delays is 94.6 milliseconds, and that of
the long link delays is 45.6 milliseconds. By this
metric, the jitter on the two links is similar within a
factor of 2.

In real time VoIP transmission, a jitter buffer must
be maintained to deal with delayed and out-of-order
packets. Packets that are delivered outside the time
range of this buffer are discarded. Contrary to what
might be inferred from the standard deviation num-
bers alone, the figures show that the delay variation
for the short link peer-to-peer connection is approxi-
mately six times greater than that of the long link.

L L
30 40 50 60 70 80 90
Packet delay in milliseconds

Figure 2. Packet latency distribution over a 10-mile 802.11b link.

A comparison using a different jitter metric, the Inter
Quartile range, gives more insight into these distrib-
utions. This value expresses the time difference
between packets in the third quartile of the distri-
bution and those in the first quartile. For the short
link, this metric gives 126.0 milliseconds and the
long link is evaluated at 22.2 milliseconds. These
somewhat counterintuitive data may indicate that the
peer-to-peer mode of 802.11b transmission is a bad
choice for VolP traffic due to poor jitter characteris-
tics. This conjecture, as well as the reasons for the
multimodal nature of both delay distributions, is
under current investigation.

It is clear that the wireless channel is significantly
more complex than a wired channel in regard to
real-time traffic. Studies of this transport mechanism
must include information about the radio environ-
ment as well as traditional network parameters. In
addition, new and relevant metrics and measurement
methods for these information channels must be
devised. ITS research is aimed at providing this
information.

For more information, contact:
Dr. Robert B. Stafford

(303) 497-7835

e-mail stafford@its.bldrdoc.gov
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