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I. STATEMENT OF THE CASE

On February 21, 2002, ALJ John J. McCarrick issued his decision in the referenced case
numbers. On April 10, 2002, The Register-Guard filed with the Board its Exceptions and Brief
in Support of Exceptions to the decision of ALJ McCarrick.

By letter dated January 3, 2007, the Board notified the parties that it would hear oral
argument on Tuesday, March 27, 2007. On January 10, 2007, the Board issued its Notice of Oral
Argument and Invitation to File Briefs and further announced that oral argument would take
place at 9:30 a.m. on Tuesday, March 27, 2007 at the Board’s headquarters in Washington, D.C.

The Board’s Order invited the parties to file briefs on or before February 9, 2007 and
specifically asked that the parties address the following seven questions and/or other relevant

matters:

1. Do employees have a right to use their employer’s e-mail system
(or other computer-based communication systems) to communicate
with other employees about union or other concerted, protected
matters? If so, what restrictions, if any, may an employer place on
those communications? If not, does an employer nevertheless
violate the Act if it permits non-job-related e-mails but not those
related to union or other concerted, protected matters?

2. Should the Board apply traditional rules regarding solicitation
and/or distribution to employees’ use of their employer’s e-mail
system? If so, how should those rules be applied? If not, what
standard should be applied?

3. If employees have a right to use their employer’s email system,
may an employer nevertheless prohibit e-mail access to its
employees by non-employees? If employees have a right to use
their employer’s e-mail system, to what extent may an employer
monitor that use to prevent unauthorized use?

4. In answering the foregoing questions, of what relevance is the
location of the employee’s workplace? For example, should the
Board take account of whether the employee works at home or at
some location other than a facility maintained by the employer?




5. Is employees’ use of their employer’s e-mail system a mandatory
subject of bargaining? Assuming that employees have a Section 7
right to use their employer’s e-mail system, to what extent is that
right waivable by their bargaining representative?

6. How common are employer policies regarding the use of employer
e-mail systems? What are the most common provisions of such
policies? Have any such policies been agreed to in collective
bargaining? If so, what are their most significant provisions and
what, if any, problems have arisen under them?

7. Are there any technological issues concerning e-mail or other
computer-based communication systems that the Board should
consider in answering the foregoing questions?

The Register-Guard will forego any additional statement of the facts and incorporate by
reference the statement of facts found in The Register-Guard’s Brief in Support of Exceptions.
In what follows herein, The Register-Guard will address the specific questions addressed by the

Board. In so doing, The Register-Guard will discuss them in the context of The Register-

Guard's position with respect to the broad issues raised by the Board’s questions.




II. ARGUMENT

A. ANSWERS TO QUESTIONS POSED BY THE BOARD MUST BEGIN
AND END WITH A SOBER, CLEAR RECOGNITION OF THE PRIVATE
PROPERTY RIGHTS OF THE EMPLOYER

An Employer’s email system is part and parcel of its computer system. It is a piece of
equipment. It is the private property of the Employer. It is a thing. For purposes of tort law, it
would be called a chattel. It is part and parcel of an electronic communications system that costs
the Employer hundreds of thousands, if not millions, of dollars. It is introduced into the
workplace for one purpose and one purpose only: to conduct the business of the Employer. Itis
there to assist the daily newspaper to be the most efficiently run business possible.

A computer system is a very significant investment. It is akin to a newspaper’s
investment in another piece of equipment, the printing press itself. Other common types of
equipment found in a modern newspaper include fax machines and photocopiers, to name a few.
All are there for one purpose and one purpose only: to conduct the business of the Employer.

Everything about the email system is private property. Part of the system is hardware,
consisting of a computer monitor, keyboard, printer, modem, and other parts. This is all the
private property of the Employer. The Employer provides some employees with laptop
computers. This is the Employer’s property. The email system is additionally composed of
software, which is also the Employer’s property. The Employer, at great cost, employs
sophisticated personnel to support its private property.

The domain name of the Employer is the private property of the Employer. It must be
registered and purchased. The data on the computer is also the private property of the Employer.
The data consists of passwords assigned to employees, the email addresses themselves, and

stored messages. This is all the private property of the Employer. The database of email




addresses is the company’s private property. Inasmuch as this entire system is the private
property of the Employer to be used for business purposes, the employees have no expectation of
privacy with respect to what is sent and stored on the computer and email system. Thygeson v.

U. S. Bank Corp., 2004 U.S. Dist. Lexus 18863 (D. Oregon September 15, 2004).

Many courts have recognized the tort of trespass to chattel when an outside third party
spams the company-provided business email addresses of the employees of a company. See
CompuServe Inc. v. Cyber Promotions, Inc., 962 F. Supp. 1015, 1022 (S.D. Ohio 1997) (granting
preliminary injunction against bulk e-mailer on theory of trespass to chattels); see also, Am.
Online, Inc. v. IMS, 24 F.Supp.2d 548, 550 (E.D.Va.1998) (“rely[ing] on the reasoning of
CompuServe ” and finding that bulk emailer “injured AOL’s business goodwill and diminished
the value of its possessory interest in its computer network™); America Online, Inc. v. LCGM,
Inc., 46 F.Supp.2d 444 (E.D.Va.1998).

ALJ McCarrick had it right. Email is not a “workplace.” It is equipment that the

Employer has purchased for business purposes.

B. AN EMPLOYER MUST HAVE THE RIGHT TO REGULATE AND
RESTRICT THE RIGHT OF NON-EMPLOYEES AND EMPLOYEES TO
USE ITS EMAIL SYSTEM.

The decision of the United States Supreme Court in Lechmere is the starting point for our
analysis'. In Lechmere, with respect to the right of non-employee Union organizers to come

onto Company property, the U.S. Supreme Court stated:

! In answer to Question 2 posed by the Board, The Register-Guard does not believe that this case should turn on an analysis of
whether email is solicitation or distribution. Rather, the Board should rule that third parties have absolutely no right to access
and use the Employer’s email system for non-business purposes. The Board in Mid-Mountain Foods, Inc., 332 NLRB 229, 230
(2000), explicitly stated that, with respect to the use of Company equipment, such as loudspeakers, televisions, and videocassette
recorders, third parties have absolutely no right to use them under any circumstance. The Board stated that its holding was
only augmented by, though not dependent upon, the fact that the Employer had not permitted use of its equipment by third parties
for non-union, non-business purposes. /d. In so ruling, the Board held that the dissenting Board members were incorrect in
applying the Board's prior application of either the solicitation or the distribution balancing tests to determine whether the

employees have a right to use these types of Employer equipment. /d.




§ 7 simply does not protect nonemployee Union organizers except in the
rare case where ‘the inaccessibility of employees makes ineffective the
reasonable attempts by nonemployees to communicate with them through
the usual channels.’

Where reasonable alternative means of access exist, § 7's guarantees do
not authorize trespasses by nonemployee organizers, even (as we noted in
Babcock, ibid.) “under - reasonable regulations” established by the
Board.
Lechmere, Inc. v. NLRB, 502 U.S. 527, 537, 112 S.Ct. 841, 848 (1992) (quoting NLRB v.
Babcock & Wilcox Co., 351 U.S. 105, 76 S.Ct. 679, 100 L.Ed. 975 (1956)).

The Court said that the right of the non-employee organizer to come onto Company
property is rare; only in unusual circumstances where there is no other way to access the
employees would the court allow this. The same is true of the right to trespass on an Employer’s
email system. The alternative access the Union has to employees in the instant case and almost
every other case is very diverse. The Union has the ability to write letters to the homes of the
employees (Tr. 125). The Union produces and distributes hard copy bulletins about its activities
(Tr. 119). The Employer has provided bulletin boards for the Union to use in all departments of
the newspaper and the lunchroom (Tr. 117-118; Resp. Ex. 3). Then, of course, the Union and the
employees have the most effective means of communication ever — face-to-face conversation
during non-working time! In this age of ubiquitous cell phones with text messaging capabilities,
employees and Unions can communicate electronically on non-working time using their own
phone equipment.

It would be very easy for an existing Union to ask its members to provide it with their
private email addresses. Any electronic communication preferred could take place outside of the

Employer’s system with no burden on anyone. There is absolutely no reason to require any

Employer to allow its email system to be used for non-business purposes.




What the Union seeks in this case is nothing more than a back-door pass to have the
Employer subsidize electronic communications, the cost of which the Union should bear. The
Union now pays for its own hard copy bulletins. The unrefuted testimony is that the Union
contracts with Kinko’s to print its bulletins (Tr. 121). Union officers/stewards distribute the hard
copies of the bulletin outside of working areas during non-working time.

Thus, to allow the Union to access the Employer’s email system would be a monetary
benefit. This has implications under §302 of the National Labor Relations Act®. Furthermore, to
require any Employer to allow its employees or a labor union to appropriate its email system is
tantamount to an unconstitutional taking without due process of law in violation of the
Fourteenth Amendment of the Constitution of the United States.

Bottom line, there is no Section 7 right to use the Employer’s email system. The notion
that there is such a right is just a Union seeking a “free lunch.” The Eugene Newspaper Guild
has its own website and domain name. See www.eugenenewsguild.org. The Union owns its
own computers. The Union is fully equipped to electronically contact its members at their
personal email addresses, using its own website and computers and employees’ private email
addresses on non-working time’.

To allow what the Union wants in this case is to grant the Union the equivalent of on-
premise access to all of the employees. The Union can accomplish the equivalent of captive

audience speeches on Employer private property. The U.S. Supreme Court has already opined

2 «1t shall be unlawful for any employer or association of employers or any person who acts as a labor relations
expert, adviser, or consultant to an employer or who acts in the interest of an employer to pay, lend, or deliver, or
agree to pay, lend, or deliver, any money or other thing of value...to any labor organization, or any officer or
employee thereof, which represents, seeks to represent, or would admit to membership, any of the employees of
such employer who are employed in an industry affecting commerce.” 29 U.S.C. § 186.

* There are also many free email services available to employees to use on their own time (e.g. Yahoo Mail, Hotmail, GMail).




on this issue. No such right exists. To allow what the Union wants in this case would be
tantamount to overruling Lechmere.

As will be addressed later in this brief, the ability to police an electronic communications
policy is challenging. However, The Register-Guard urges the Board to adopt a standard that
makes common sense. For purposes of whether or not unlawful discrimination has taken place,
The Register-Guard asks the Board to determine whether the Employer permitted outside
organizations to use the Employer’s equipment to: 1) sell its products; 2) distribute “persuader,”
political, or religious literature; or 3) promote organizational meetings or induce group action for
social, sports, or political reasons on behalf of any “similar” outside organization. To quote
former NLRB Chairman Hurtgen, in his dissent in Fleming Companies Inc.,

The person making a claim of discrimination must identify another case
that has been treated differently and explain why that case is “the same” in
the respects the law deems relevant. The Court noted that such
discrimination would be shown had the employer maintained a rule
distinguishing  between pro-union organization and anti-union
organization. However, the Court stated that it was impossible to
understand how a rule equally applied to all outside organizations could
constitute disparate treatment of unions. I find this analysis directly
applicable to the instant case... There is no Section 7 right to post
literature on Company bulletin boards. There is only a Section 7 right to
be free from discriminatory treatment. Thus, the relevant inquiry is
whether the respondent’s posting policy treats, even handedly, like
postings. If, as here, it does, there is no warrant for a special exception for
union literature.

We urge the Board to find that the relevant comparison to be made is between the way an
Employer has treated Unions and other non-employee organizations conducting similar activity
in similar, relevant circumstances, not between the Employer’s treatment of Union
organizational activity or Union business and employees’ personal activity. See Guardian
Industry Corp. v. NLRB, 49 F.3d 317, 319-322 (7" Cir. 1995); 6 West Limited Corp, 237 F.3d

767, 780 (D.C. Cir. 2001) (not all organizations are similar, and disparate treatment of Unions




énd charities can be warranted and lawful because charitable causes may indisputably benefit all
employees, without causing controversy); Fleming Companies Inc., 336 NLRB 15, pages 14-16
(Hurtgen dissenting). The fact that an individual employee may send an isolated email to other
employees about a birthday or to a spouse indicating that he is going to be late getting home is
not an “apples to apples” comparison. Thus, in answer to Question 3 posed by the Board, The
Register-Guard urges the Board to rule that there is no Section 7 right to use an Employer’s
email system for non-business use and that it does not constitute unlawful discrimination for an
Employer to allow incidental personal use by an individual employee (e.g. emailing a brief
message to a spouse) yet prohibit the use of email for union business or business on behalf of
other third-party organizations.

With respect to the issue of an off-duty employee accessing the email system remotely, it
is still a trespass to the system. It is a trespass whether it occurs on or off Company property. It
is still a trespass of chattel. This is akin to an off-duty employee coming to the premises. Case
law is clear. Generally, off-duty employees can be restricted to the parking lot. Allowing
remote employee access to the email system to contact employees in the building on duty would
be the equivalent of ruling that all off-duty employees have the right to come in the building and
wander around. This is not the law. See Tri-County Medical Center, 222 NLRB 1089 (1976)
(setting criteria for valid policy restricting access of off duty employees).

No one would question the right of an Employer to build a fence and a security gate
around its parking lot and to limit access via an electronic card system to employees. Likewise,
an Employer should have the absolute right to prevent third-party organizations and non-
employees from entering the Employer’s computer system and accessing employee email

addresses. It is the same as a non-employee crashing the gate of the parking lot. Thus, in answer




to the first part of Question 3 posed by the Board, the Employer has the right to prohibit email
access to employees by non-employees. Companies nationwide are purchasing web-filter
software in ongoing efforts to block unauthorized entry into Employers’ systems. Attachments
to emails can be very large (i.e. video attachments), using up the finite storage space on any
system. When a Union accesses the Employer’s email system with such an attachment, it taps
technology resources, can slow down tasks like transferring files, and utilizes large amounts of
storage capacity. Companies also worry about Internet safety and security. Companies also
have an interest in protecting employee email addresses from competitors and recruiters who
would poach valued employees. Plus, in a very real sense, all Employers want to discourage
unauthorized disruptions to employees on working time.

Private property rights must prevail in a democratic society. “There ain’t no such thing
as a free lunch.” Therefore, in answer to Question 4 posed by the Board, the location of the

employee or the Union is irrelevant.

C. EMPLOYERS HAVE THE RIGHT AND THE OBLIGATION TO
MONITOR EMAIL MESSAGES ON THEIR SYSTEMS

The Register-Guard again starts from the premise that its email system is its private
property. There is no Section 7 right to use the Employer’s email system for non-business use.
fn answer to the second part of Question 3 posed by the Board, the Employer has the right to
monitor the email messages on its system. The employees have no reasonable expectation of
privacy because it is the Employer’s property. That being the fact, the Employer may learn
about ongoing Union activity. This is a situation where the Union intentionally diminishes its
ability to keep confidential its activities. When the Employer learns of these activities, the Union

will cry foul. But this cry of foul will be without justification if the Union has accessed the




Employer’s email system without the Employer’s consent. In disciplinary cases, the General
Counsel must prove Employer knowledge of the individual’s Union activity. Every employee
will argue “gotcha,” claiming that evidence of their Union activity is stored on the Employer’s
computer. There should be no right to trespass on the Employer’s system.

Employee and/or Union utilization of an Employer’s email system is going to result in
those messages being resident on the Employer’s computer system. Most Employers in some
way monitor the email system, either on a regular basis or with spot checks. The Employer
certainly is going to see email documenting Union activities. It does not take a crystal ball to
predict claims by Unions of unlawful surveillance. Unions may then argue that any email with
“the Union label” cannot be viewed. Much mischief could occur here. It would be absolutely
unacceptable to permit the Employer’s system to be used to broadcast an email, marked a
“Union” communication, disparaging the management of the company. The only reasonable
solution is to allow the Employer to control its system.

Furthermore, The Register-Guard and all Employers have an obligation to monitor their
email systems. Increasingly today, email messages are the subject of harassment lawsuits of all
types. In a reasonable effort to protect employees from unlawful harassment, a reasonably
prudent Employer is going to monitor communications on its email system to protect employees
from unlawful conduct. See Jane Doe v. XYC Corp., 887 A.2d 1156 (N.J. Sup. Ct. 2005) (where
the Court ruled that the Employer had a right and a duty to monitor its email system to prevent
and report the unauthorized downloading of child pornography).

Finally, it should be noted that it is very difficult to monitor employee non-business use
of email communications during working time. In the workplace, a supervisor can observe the

fact that an employee, on working time, has impermissibly quit working and is wandering

10




around, distributing Union literature. That is easy to police and stop. Itis very different from
email. With email, employees are able to more easily deceive their Employers. We have all read
the stories about how quickly employees can change what appears on a computer screen when a
supervisor is walking by. Virtually instantaneously, the computer screen can be changed to
camouflage Union activity on working time.

Regulation and limitation of employee email to business use is critical to employee
productivity. The loss of productivity is in the billions of dollars. According to a survey of IT
professionals at 76 major U.S. corporations by Nucleus Research, the average employee spends
6.5 minutes per day processing unsolicited e-mail, resulting in a 1.4% loss of productivity per
employee, at an average cost of $874 per employee/per year. “Spam: The Silent ROI Killer,”
Nucleus Research, July 1, 2003. See attached Exhibit 1. The receipt of non-business or spam
emails during working time is a terrible distraction to employees.

In enacting the CAN SPAM legislation in 2003, Congress expressly recognized the
adverse impact of unsolicited emails:

The Congress finds the following:

(1) Electronic mail has become an extremely important and popular means
of communication, relied on by millions of Americans on a daily basis for
personal and commercial purposes. Its low cost and global reach make it
extremely convenient and efficient, and offer unique opportunities for the
development and growth of frictionless commerce.

(2) The convenience and efficiency of electronic mail are threatened by
the extremely rapid growth in the volume of unsolicited commercial
electronic mail. Unsolicited commercial electronic mail is currently
estimated to account for over half of all electronic mail traffic, up from an
estimated 7 percent in 2001, and the volume continues to rise. Most of

these messages are fraudulent or deceptive in one or more respects.

(3) The receipt of unsolicited commercial electronic mail may result in
costs to recipients who cannot refuse to accept such mail and who incur

11




costs for the storage of such mail, or for the time spent accessing,
reviewing, and discarding such mail, or for both.

(4) The receipt of a large number of unwanted messages also decreases the
convenience of electronic mail and creates a risk that wanted electronic
mail messages, both commercial and noncommercial, will be lost,
overlooked, or discarded amidst the larger volume of unwanted messages,
thus reducing the reliability and usefulness of electronic mail to the

recipient.

(6) The growth in unsolicited commercial electronic mail imposes
significant monetary costs on providers of Internet access services,
businesses, and educational and nonprofit institutions that carry and
receive such mail, as there is a finite volume of mail that such providers,
businesses, and institutions can handle without further investment in
infrastructure.
15U.8.C. § 7701*,
From a policy point of view, this is further justification to allow the Employer to control

and regulate its email system.

D. EMPLOYEE USE OF EMAIL IS A PERMISSIVE, NON-MANDATORY
SUBJECT OF BARGAINING BECAUSE ITS NON-BUSINESS USE DOES
NOT VITALLY AFFECT WAGES, HOURS, AND WORKING
CONDITIONS.

In answer to Question 5 posed by the Board, the use by a Union or employees of an
Employer’s email system for non-business use must be a permissive, non-mandatory subject of
bargaining’. The presumption should be that there is no right to utilize the Employer’s email
system. This is just common sense. Would anyone seriously suggest that the Union has the
Section 7 right to use The Register-Guard’s printing presses to print its hard-copy bulletin? The

right to use company equipment for non-business uses does not vitally affect wages, hours, and

* Federal Courts have also recognized the significance of electronic communications through the recent amendments to the
Federal Rules of Civil Procedure, which address electronic discovery. FED. R. CIv. P. 26 and 34 (2006).

5> When The Register-Guard briefed this case in April of 2002, it argued in defense that email use was a non-mandatory subject of
bargaining to justify its bargaining position under case law at that time. In answering the Board’s broad policy questions, The
Register-Guard makes the arguments herein.

12




working conditions. See Allied Chemical and Alkaline Workers of Am., Local Un. #1 v.
Pittsburgh Plate Glass Co., 404 U.S. 157, 92 S.Ct. 383 (1971). Therefore, it would be a
permissive subject of bargaining for a union to propose to utilize the Employer’s email/electronic
communications system for non-business use.

If the Board rules that this is a mandatory subject of bargaining, in answer to the second
part of Question 5 posed by the Board, certainly it would be lawful for the Union to enter into an
agreement to waive the right to use the email system. This would be akin to agreeing to a
comprehensive No Strike clause. There is no Section 7 right more enshrined in history than the
right to strike. Yet, the Board has long recognized that No Strike clauses are a mandatory
subject of bargaining and that Unions can waive the right of their represented employees to go on
strike during the term of the contract. See Boys Markets, Inc. v. Retail Clerks Local 770, 368
U.S. 502, 82 S.Ct. 519 (1962); see also Silver State Disposal Service, 326 NLRB 84, 85 (1998)
(Whether the Union waived its member-employees' Section 7 right to picket, “turns upon the
proper interpretation of the parties' agreement.”); Lear Siegler, Inc., 293 NLRB 446, 447 (1989);
Indianapolis Power Co., 291 NLRB 1039, 1040 (1988).

In fact, in the instant case, in September of 2002, the parties reached a collective
bargaining agreement and agreed to the following language on email:

The Company’s electronic communication systems are the property of the
Employer and are provided for business use. The Union and its agents
may not use the systems for union business, including sending mass e-
mails to employees, whether on a Company computer or sent to
employees’ business computers from an off-premise computer.

The Company recognizes that individual employees may, from time to

time, on non-working time, utilize e-mail and telephones for incidental
personal purposes such as communicating with a family member.

13




The Company communication systems are not to be used by employees
for commercial ventures, religions or political causes, outside
organizations, or other non-job-related solicitations.

This Section 8 supplements the Company Communication Systems policy
that has been in place since October 1996.

See Exhibit 2 (The Register-Guard Communications Policy).

In answer to Question 6 posed by the Board, it is very common within the newspaper
industry to have electronic communications policies that limit the use of email to business use.
See Exhibit 3 (electronic communications policy currently in use at a large newspaper publishing
company). Such policies commonly state that employees should have no expectation of privacy
using the email system of the Employer. Most newspapers realize that, due to the impossibility
of policing the system, some employees will use the system incidentally for minor personal
issues. However, most Employers are vigilant in preventing employees from using the email

system to solicit on behalf of outside, third-party organizations, including but not limited to

Unions.

E. TECHNOLOGICAL ISSUES RELATED TO EMAIL UNIQUELY
MANDATE THAT EMPLOYERS BE ABLE TO RESTRICT THE USE OF
THEIR EMAIL SYSTEMS

This section addresses Question 7 posed by the Board. If the Board rules that there is a
Section 7 right to use an Employer’s email system, where does this slippery slope end? One
logical extension is that there is a Section 7 right to commandeer the printing presses and allow
the Union to print its hard-copy bulletin on the presses. The Register-Guard does not believe
that anyone believes that should be the case. If the Union can hijack the presses, who is going to

pay the press operators while printing the Union’s bulletin? Who is going to pay for the
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newsprint and ink? Will the union claim the right to bring in non-employees to operate the
presses for their purposes?

What about issues involving computer viruses? The more use of the system allowed, the
more the potential exposure to viruses. What about hacking other information from the system?
Certainly if outside organizations are allowed to use the system, there is more exposure to this.
What about security agreements newspapers must enter into with companies like MasterCard to
allow subscribers to pay for their subscriptions online by credit card? These security agreements
are very comprehensive. See attached Exhibit 4. Certainly the potential for a breach of this
agreement is increased the more non-business use is tolerated. Allowing outside organizations
such as Unions to access the email system may very well violate the security provisions of the
MasterCard agreement.

What technological advances are on the horizon? Currently, there is in development
email accompanied by video images of the sender of the email. This will be an even greater
distraction. This will, to a greater extent, impact productivity at work. Such email attachments
will be CPU/memory-intensive and a burden on a system that has a finite amount of storage
capacity. The viewing of such attachments has the potential to slow down the system and to use
up valuable bandwidth.

If there is a Section 7 right for employees to use the email system, will Employers be
required to give a Union password access to the system from outside? If there is a Section 7
right to utilize email, will Employers be required to provide an email address and email access to
employees who currently do not have it? Many Employers utilize spam filters to protect the

system. Will these now become illegal because of the Section 7 right advocated? These are all
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very serious questions that must be decided in favor of the party that has, from an entrepreneurial
point of view, invested in, selected, and provided the equipment used for email — the Employer.

If employees and third-party organizations such as Unions are allowed to utilize the
Employer’s email system, it’s just a matter of time before those stored messages on the
Employer’s system are the subject of a discovery battle in litigation. Recent changes to the
Federal Rules of Civil Procedure obligate Employers to retain emails. FED. R. Civ. P. 26 and 34
(2006). Will Employers be obligated to consult the Union or employees before retaining email
records?

If a Union officer broadcasts a message to Union members that turns out to be
defamatory, the Employer no doubt will be named as a co-defendant in that action as it was the
Employer’s system that was used to communicate the defamatory message. This is just one
more reason why Employers must be permitted to control and regulate access to their electronic
communications systems.

Quite frankly, the argument for a Section 7 right for non-business use of an Employer’s
email system is an attempt to use rhetoric about cyberspace to camouflage an attempted
hijacking of the Employer’s private property. For decades, Unions have looked for ways to
circumvent the Employer’s private property rights in an effort to make it easier to organize the

unorganized. This is just one more attempt to do so.
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III. CONCLUSION

For all of the foregoing reasons, The Register-Guard respectfully requests that the Board
rule that email equipment is the private property of Employers and that there is no Section 7
right to use it for non-business purposes.

Unions and employees are free to send mail — “e” or otherwise — to the homes of

employees. The Register-Guard asks the Board to rule that it be done without using the

Employer’s property.

Respectfully Submitted,

THE ZINSER LAw FIrM, P.C.

Ben Bodzy ¢/ ﬂ

150 Second Avenue, North, Suite 410
Nashville, TN 37201

Telephone:  (615) 244-9700
Facsimile: (615) 244-9734
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RESEARCH NOTE D59 ROI ANALYSIS YOU CAN TRUST™

NUCLEUS . .
research | Spam: The Silent ROI Killer
THE BOTTOM LINE As focus on the spam problem continues to increase, many Nucleus

Nucleus Research found
that in 2003 spam will
cost the average
organization 1.4 percent
of employee productivity,
or $874 per year per
employee.

© 2003 Nucleus Research, Inc.
Reproduction in whole or in part without
written permission is prohibited. Nucleus
Research is the leader in the return on
investment analysis of technology. Please
visit www.NucleusResearch.com.

Research clients have asked what strategy they should pursue to
reduce the impact of spam on their employee productivity without
overinvesting in technology.

To analyze the impact of spam on employee productivity, Nucleus
analysts conducted in-depth interviews with 117 employees at 76
different US companies to learn about their experience with spam.
Nucleus analysts also conducted extensive interviews with 28 IT
administrators responsible for managing e-mail and other corporate
applications to understand the impact of spam on IT infrastructure
and resources. Key findings included the following:

o The average employee receives 13.3 spam messages per day.
« Time spent per person managing spam ranges from 90 minutes
to 1 minute per day, with an average of 6.5 minutes.

Average lost productivity per employee per year: 1.4%

Calculation: 6.5 minutes/day divided by 480 total minutes/day

Average cost of spam per employee per year: $874

Calculation’ 1.4% times 2080 hours at an average fully loaded cost of $30/hour

What is spam? The detail of definition varies by user, but the
overwhelming majority agrees: unwanted unsolicited e-mail
messages.

There is no.argument: any unwanted unsolicited e-mail
message is spam.

Nucleus found that some employees had severe spam problems
that forced them to take individual action. These employees were
receiving so much spam that it impacted their productivity to the
extent that they invested in desktop filters and learned to use them
to combat their spam problem. Even with desktop filters adjusted
to their personal profiles and preferences, these individuals still




Nucleus Research, Inc.
www.NucleusResearch.com

spent an average of 12.5 minutes per day — nearly twice the
average - screening and managing incoming mail, at a cost of
$1,625 per year in lost productivity. Although this figure is not
interesting in itself, it is a leading indicator of the potential cost of
spam as volumes grow. Even for these highly-trained users with
sophisticated personalized filtering devices, spam had a dramatic
negative impact on productivity. ’

Companies currently lose an average of 1.4 percent of each
employee’s productivity each year because of spam; thus, for every
72 employees a company has it loses the benefits of at least one
employee to spam.

In 2003, the average company will lose one out of every 72
employee’s productivity to spam.

Organizations can somewhat reduce the impact of spam on their
employees by deploying a companywide spam filter. While filter
technology is not perfect, Nucleus found use of such a device
reduced the average cost per employee by 26 percent to $650, or
5.0 minutes per day, per employee.

Companywide spam filters reduce the productivity loss from
spam by 26 percent.

While filtering may be somewhat effective in reducing the impact of
spam today, administrators have found a number of challenges with
filters that limited their effectiveness:

o Spam sophistication. Spammers use punctuation, spaces, and
other methods to avoid the rules filters use to block spam
messages and ensure their delivery to users.

« Ineffective technology. Many administrators found too-
aggressive filters delayed or aborted delivery of business
messages, or were ineffective in filtering out spam unless it met
specific guidelines.

« Employee adoption. Although many companies had filters in
place, employee use of the filters varied and additional employee
education efforts were needed.

« Effective policies and management. Although many companies
had e-mail policies, they didn’t have a consistent corporate
strategy for educating employees about spam - resulting in ad-
hoc employee education instead of widespread understanding.

As stated above, even filter technology does not alleviate the spam
problem; as spam volume and spammers’ sophistication grows, so
will the problem for most organizations, even with sophisticated
filtering.

SPAM IS AN EQUAL OPPORTUNITY PROBLEM
Nucleus found the average number of IT employee hours spent per
week managing spam-related problems was 4.5, with some
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companies spending nearly a quarter of an IT employee’s time
managing spam issues. For budgeting and planning purposes,
companies should assume that on a per-mailbox basis,
administrators will spend an average of .7 minutes per employee
per week managing spam and spam-related issues.

For every 690 employees, a full-time IT staff person will be
needed just to manage spam.

Nucleus found no evidence of any economies of scale in managing
spam, so large companies will have substantial growing costs with
which to contend.

Nucleus also found that productivity and IT impact are not the only
concerns of administrators in managing spam. Many companies
worry that even with filters, unsolicited e-mail sent to employees
may provoke legal action:

« According to one IT administrator, “One of the reasons we got
into spam filtering is the offensive content lawsuits that could
arise. We have to prevent work environment lawsuits.”

e Another said, “The real cost is not in hours it takes to manage
spam, but in dealing individually with employees to manage it
[when they call the IT department].”

CONCLUSION

The rising cost of spam - in terms of worker and IT productivity -
demands attention. All companies - large and small - should
review the impact of spam on IT and employee productivity to
determine the appropriate action to combat it.

Nucleus’s normal practice is to recommend that companies assess
technology options to determine which strategy will deliver
maximum returns. However, recent activity by Microsoft and
others in pursuing legal action against spammers has suggested an
alternative. Given the cost of spam per employee, large companies
may want to consider similar legal action, which is likely to be less
costly and potentially more effective than simply investing in a filter
which will only reduce, not eliminate, spam’s impact.

Anti-spam policies or training, while helpful, are likely to have a
limited positive impact on return on investment given the limited
effectiveness and the time required. All companies should avail
themselves of filtering technology and ensure users are adopting it
to limit the negative impacts of spam on employee productivity.

Nucleus Research, Inc. D59
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ahe Reqister-Guard

POLICY COMPANY COMMUNI

The Register-Guard has an established policy regarding telephones, message machines, computer
equipment, fax machines and photocopy machines. The Company is adding a networking system which
will give some employees access to e-mail and Internet capabilities. This policy covers all communication
systems including all operating systems, software, hardware, or equipment operated by electronic or
telephone wiring including but not limited to telephone and messaging systems, computers, fax, and
photocopy machines. This policy does not constitute a contract.

General Guidelines

1. Company communication systems and the equipment used to operate the communication systems are
owned and provided by the Company to assist in conducting the business of the Register-Guard.
Communication systems are not to be used to solicit or proselytize for commercial ventures, religious
or political causes, outside organizations, or other non-job-related solicitations.

2. The Company communication systems are not to be used to create any offensive or disruptive
messages. Among those which are considered offensive are any messages, cartoons, images, efc.
which contain sexual implications, racial slurs, gender-specific comments, or any other comment that
offensively addresses age, religious or palitical beliefs, national origin, or disability.

3. Departmental supervisors are responsible for instructing employees in the proper use of the
communication systems used by the Company for both internal and external business communications.
Different departments may have different procedures and standards depending on the function of the

department.

4. ltis our intent whenever possible to notify an employee before accessing information within an
employee's work environment. However, there may be circumstances such as an employee’s absence
or mechanical failures or maintenance when it is necessary to obtain information from the work station,
desk, phone system, e-mail, or computer file when the employee is unavailable. Therefore, itis
necessary for the Company to have a list of all passwords for the telephone as well as computers.
Departments may vary as to the person(s) who maintains a current list of passwords. Employees are
responsible for contacting the designated person(s) in the event that it is necessary to change a
password or access code.

5. Communication systems which have charges will be paid by the Company for Company business.
When personal usage is necessary, employees must properly log any user charges and reimburse the
Company. Payments may be made at the Business Office upon usage or receipt of charges.

6. Employees are not authorized to retrieve or read any information on the Company communication
systems that is not within their area of responsibility. It is expected that employees will respect the
confidentiality of fellow employees and information on the Company communication systems.




Employees may not use any passwords, access files, or refrieve information they are not authorized to
use.

Improper use of Company communication systems will result in discipline, up to and including
termination.

Telephone System, Cellular Phones, Two Way Radios

1.

It is recognized that it may be necessary for employees to make and receive personal calls during work
hours. Telephone procedures and access will vary depending on the Department function, the duties
of the employee, and access to equipment. The Company has provided an employee phone where
personal calls can be made during employee break times or during non-working hours. Each
employee's supervisor will be responsible for communicating departmental standards.

If an employee has been approved to use a personal cellular telephone for Company business, the
employee will turn the cost of Company business calls in to his or her supervisor for approval. The
employee will be reimbursed for the cost of approved calls. If the employee makes a personal call on a
Company cellular telephone, the employee will reimburse the Company for the cost of the call.

Two-way radios used for internal or external communication will follow the same policy statements as
those outlined for telephones. Confidentiality of conversation over radio waves can never be assumed.

Electronic Mail System

1.

Any messages composed, sent, or received through the electronic mail system are and remain the
property of the Company. Messages are not the private property of the employee.

The electronic mail system will not be used to send (upload) or receive (download) copyrighted
materials, trade secrets, proprietary financial information or similar materials without prior authorization.

The confidentiality of any message on any e-mail system should not be assumed. Even when a
message is erased it is still possible to retrieve and read that message. The Company and other
employees will normally treat such messages as confidential to be accessed only by the intended
recipient. Exceptions may arise such as cases of emergency or for maintenance needs.

Computers, Fax Machines and Copy Machines

1.

Employees are to utilize only Company-purchased or Company —approved software and equipment on
Company computers.

If it is necessary for employees to utilize Company equipment for personal use, employees are to pay
the Business Office the current rate stated by the Company.

Policy: P007
Adopted: 10/3/96
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COMPUTER USAGE POLICIES
(Revised 12/2006)

The following policies have been developed to safeguard and promote efficient use of
computer resources and apply to all users of personal computer equipment and software at
the Company and subsidiaries.

Computer Equipment

The computers, both desktop and laptop PC's, and all accessories thereto, used throughout the
Company are business equipment acquired to support Company operations. Your department
head must approve use of this equipment for any purpose other than Company business. In
addition, only hardware components authorized by the Company’s Information Technology
Group can connect to Company networks and computer systems. All external access to Company
networks through connections such as RAS and VPN must be pre-authorized by the Company’s
Information Technology Group.

Access

Access to and use of Company computer and network systems is limited to employees, using
only the computer accounts that have been assigned to them by the Company.

An employee must not help any unauthorized persons gain access to Company computers or data
and must not attempt to gain access to information or computers beyond those that have been
assigned to him or her. When an employee resigns, transfers or is terminated, all access to
applicable computer systems will be immediately restricted. Any unusual system activity,
including known or suspected attempts to gain unauthorized access to Company-owned
computer equipment or related information, must be reported immediately to your local IT
contact and the Company’s Information Technology Security Group for further investigation.

Employees must take all reasonable steps to secure the integrity of their computer passwords. All
passwords must be complex and be compliant with Company password requirements.

Software

Only software approved by the Company’s Information Technology Group or individually
approved by the Company’s Information Technology Group, may be used on Company-owned
computers. Software is not to be loaded, copied, or removed from Company computers without
approval from your location's IT department. Requests for using non-standard or specialized
software must be coordinated with your department head for consideration and approval by the
Company’s Information Technology Group.

The Company expects all computer users to strictly adhere to software copyright laws. All
software must be legally purchased for each computer on which it will be used.

File Management

The Company document retention policies must be adhered to in all cases. Data to be backed up
must be stored in the user's directory on the file server or configured for automatic backup over
the local area network (LAN). The user assumes responsibility for the recoverability of any data
stored on the local workstation.




The Company desires that confidential data be encrypted or further secured with passwords. The
Company’s Information Technology Group and local IT departments are available to assist you
in securing this information.

Inappropriate Content

Employees should immediately report to local management any offensive graphics, pictures or
other content found on a computer display or storage device. Accessing or transmitting obscene,
offensive, or illegal material is strictly prohibited.

Internet Access and Usage

Access to the Internet has been installed by the Company to facilitate Company business and is
maintained such that it is both secure and reliable. Use of any other Internet access service while
connected to the Company’s Network is prohibited. The Company reserves the right and has the
capability to record and monitor Internet activity including usage times, content accessed,
information downloaded, and services requested. Employees waive any right to privacy in
anything they create, store, send or receive on the Company's Internet system.

Access to external instant messaging networks must be approved by a department head. All
policies related to e-mail messages also apply to instant messages.

Use of Internet-based peer-to-peer (P2P) application software such as Skype, Morpheus, Kazaa,
BitTorrent, etc. is prohibited

Technical Support

Technical support is available through your location's IT department and from the Company’s
Information Technology Group. All hardware and software problems, as well as any significant
changes to configurations and setup of the computer, should be coordinated through the
Company’s Help Desk.

Electronic Messaging Policies

An electronic messaging (e-mail) system is provided to employees at the Company's expense to
assist in carrying out Company business. This system should be used only for matters related to
the Company’s business functions and purposes. The Company treats all messages sent,
received, and stored in the system as property of the Company. The Company reserves the right
to access, review, copy, and delete all electronic messages for any purpose and to disclose them
to any party (inside or outside the Company) that it deems appropriate. Employees waive any
right to privacy in any electronic message they create, store, send or receive on the Company's
computer system. Employees are prohibited from accessing personal Internet mail accounts
from company PC's as this is another way that computer viruses can infect our network.

Confidential Company Information

While confidential information can be transmitted internally via electronic mail and instant
messaging systems, always use care in addressing messages to make sure that they are not
inadvertently sent to outsiders or the wrong person inside the Company. The integrity, security,
or authenticity of any message sent or received over the Internet cannot be guaranteed. In
addition, exercise care when using distribution lists to be sure that all addressees are appropriate




recipients of the information. Lists are not always kept current and individuals using lists should
take measures to ensure that the lists are current.

Viewing and Protecting Information
Employees must be careful when accessing electronic mail messages in the presence of others.
Electronic mail client programs must not be left open on the screen when the computer is

unattended.

Employee workstations should be locked or screensaver-protected when the employee will be
away from them for an extended period of time. Only Microsoft-supplied screensavers are
allowed under IT policy. Screensaver text should not be used to present any commentary that is
political, discriminatory, or sexual in content. The screensaver must be password-protected and
configured to activate after no more than 15 minutes of inactivity. Pictures or text that can be
interpreted as being offensive which are presented as desktop backgrounds on any Company
computer will not be tolerated. Any questionable material will be immediately reported to local
management.

Message Content

Please take care to ensure that your electronic messages are courteous, professional, and
businesslike. Use of electronic messages to engage in any communications that are in violation
of Company policy is prohibited. This includes, but is not limited to, transmission of any content
that could be considered unprofessional, unlawful, defamatory, obscene, offensive, or harassing.

Storing and Deleting Messages

Employees are to promptly delete any messages that no longer require action or are not
necessary for an ongoing project. Automated message retention policies will also be enforced.
Please refer to the document retention policies for details.

Viruses

To prevent the propagation of computer viruses, employees should not open electronic mail file
attachments unless the contents of the file are known, even when those files come from trusted
individuals. In cases when an employee is uncertain as to the contents of any given attachment,
he or she should contact the mail sender and request that information. If the information cannot
be provided, the employee must not open the attachment until a virus scanner using the latest
virus signature updates has inspected the file.

Violation of Computer Usage Policies
Violation of these policies may result in disciplinary action, up to and including discharge.




E-MAIL RETENTION POLICY
Policies Index

Certain electronic media items governed by this Policy are also subject to the Computer Usage
Policies that apply to all users of personal computer equipment and software at the Company.
The Computer Usage Policies, as amended from time to time, are adopted herein by reference
and made a part of this Policy. Whenever the Computer Usage Policies, in accordance with the
Document Retention Policies for the Company, require the automatic deletion of an item prior to
the retention period established for such item, the item shall be retained either in hard copy or
electronically for the retention period set forth in this Policy. For instance, if an employee
receives an e-mail message with an attached document that is subject to a retention period of 3
years, and the Company e-mail retention policy requires that all e-mail messages be deleted after
90 days, then (1) the recipient of such e-mail message shall store such attachment in a format that
may be retained for 3 years (e.g., in hard copy or as a word processing document), and (2) the
attachment shall be destroyed after 3 years in accordance with this Policy.

Electronic mailboxes are automatically purged of messages in accordance with the Document
Retention Policies for the Company every evening, as follows:

 TRASH /DELETED ITEMS: messages over 7 days old

e MESSAGE LOG / SENT ITEMS: messages over 90 days old
e INBOX: messages over 90 days old

» JUNK E-MAIL: messages over 15 days old

e USER CREATED FOLDERS: messages over 90 days old

If your department processes require that e-mail messages be kept for longer than the stated e-
mail retention period of 90 days, a department head may request in writing an exception to the
policy from the Shared Services department.
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Merchant Requirements | Merchants | MasterCard Site Data Protecti... http://www.mastercard.com/us/sdp/merchants/merchant_requirements...

MasterCard
Vioekpeide

Merchant Requirvements

Once you understand how your company is defined in the SDP Program, you need to familiarize yourself
with the applicable Payment Card Industry (PCI) documents. These documents include the PCI Audit
Procedures and Reporting, the PCI Data Security Scanning Procedures, the PCI Self Assessment
Questionnaire and the PCI Data Security Standard.

Achieving PCI compliance means that you have met the technical requirements of the PCI Data Security
Standard. SDP compliance requires the additional steps of compliance validation with your acquirer and
for your acquirer to register you on an annual basis with MasterCard.

PCI Self Assessment
PCl Onsma Assessment

P Qumeﬂy Network Scanning

PCI Compliance

Click here for the PCI Data Security Standard

There are compliance validation tools you will need to utilize to successfully fulfill the technical
requirements of the PCI Data Security Standard.

e Onsite Assessments
o PCI Security Audit Procedures
o Cualified Security Assessors

o Self assessment guastionnaire
e Network Security Scanning: these are automated, non-intrusive web scans performed by SDP
compliant vendors. The scans evaluate your web perimeter for any known vulnerabilities.

e PCI Security Scanning Procedures
o Approved Scanning Vendors

SDP Compliance

Compliance for Merchants can be seen as a 4 step process:

Identify the level classification in the SDP Program.
Review the PCI documentation and compliance validation tools.
Engage an approved vendor, as appropriate, and follow the compliance procedures.

Once you have successfully validated compliance with your acquirer, your acquirer will register you
with MasterCard on an annual basis. It is this registration that formally signifies compliance with

the SDP Program mandate.
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Contact Us
® 1994-2007. MasterCard. All rights reserved.
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o

MasterCard
Votigwie

Compliance Considerations

The SDP Program is designed to help our members, their
merchants and Service Providers protect MasterCard payment data
and ensure the integrity of the MasterCard payment infrastructure.
In addition to these critical benefits, the SDP Program may also
reinforce cardholder confidence and reduce the potential threats to
the overall payment structure.

If a merchant does not meet the applicable compliance
requirements of the SDP Program, then MasterCard may levy a
non-compliance assessment on the responsible MasterCard
member.

The SDP Program is intended to help protect MasterCard, and its
members and their customers, against risk arising from the
wrongful disclosure of account and transaction data.

Contact Us
© 1994-2007. MasterCard. All rights reserved.
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Introduction

The PCI Security Audit Procedures are designed for use by assessors conducting onsite reviews for merchants and service
providers required to validate compliance with Payment Card Industry (PCl) Data Security Standard (DSS) requirements.
The requirements and audit procedures presented in this document are based on the PCI DSS.

This document contains the following:

o Introduction

« PCIDSS Applicability Information

« Scope of Assessment for Compliance with PCI DSS Requirements

. Instructions and Content for Report On Compliance

« Revalidation of Open Items

« Security Audit Procedures

APPENDICES

. Appendix A: PCI DSS Applicability for Hosting Providers (with Testing Procedures)
« Appendix B: Compensating Controls

. Appendix C: Compensating Controls Worksheet/Completed Example
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PCI DSS Applicability Information

The following table illustrates commonly used elements of cardholder and sensitive authentication data; whether storage of
each data element is permitted or prohibited; and if each data element must be protected. This table is not exhaustive,
but is presented to illustrate the different types of requirements that apply to each data element.

vﬁwﬂ %wﬂﬁuw YES YES YES
Cardholder Name* YES YES* NO
Service Code™ YES YES* NO
Expiration Date* YES YES* NO
Full Magnetic Stripe NO N/A N/A
CVC2/CVV2/CID NO N/A N/A
PIN / PIN Block NO N/A N/A

* These data elements must be protected if stored in conjunction with the PAN. This protection must be consistent with PCI DSS requirements for general protection of the
cardholder environment. Additionally, other legislation (for example, related to consumer personal data protection, privacy, identity theft, or data security) may require
specific protection of this data, or proper disclosure of a company's practices if consumer-related personal data is being collected during the course of business. PCI DSS,

however, does not apply if PANs are not stored, processed, or transmitted.

* Sensitive authentication data must not be stored subsequent to authorization (even if encrypted).
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Scope of Assessment for Compliance with PCl DSS Requirements

The PCI DSS security requirements apply to all “system components.” A system component is defined as any network
component, server, or application that is included in or connected to the cardholder data environment. The cardholder data
environment is that part of the network that possesses cardholder data or sensitive authentication data. Network
components include but are not limited to firewalls, switches, routers, wireless access points, network appliances, and other
security appliances. Server types include, but are not limited to the following: web, database, authentication, mail, proxy,

network time protocol (NTP), and domain name server (DNS). Applications include all purchased and custom applications,
including internal and external (internet) applications.

Adequate network segmentation, which isolates systems that store, process, or transmit cardholder data from the rest of
the network, may reduce the scope of the cardholder data environment. The assessor must verify that the segmentation is
adequate to reduce the scope of the audit.

A service provider or merchant may use a third party provider to manage components such as routers, firewalls, databases,
physical security, and/or servers. If so, there may be an impact on the security of the cardholder data environment. The
relevant services of the third party provider must be scrutinized either in 1) each of the third party provider's clients’ PCI
audits; or 2) the third party provider’s own PCI audit.

For service providers required to undergo an annual onsite review, compliance validation must be performed on all system
components where cardholder data is stored, processed, or transmitted, unless otherwise specified.

For merchants required to undergo an annual onsite review, the scope of compliance validation is focused on any

system(s) or system component(s) related to authorization and settlement where cardholder data is stored, processed, or

transmitted, including the following:

e All external connections into the merchant network (for example; employee remote access, payment card company,
third party access for processing, and maintenance)

e All connections to and from the authorization and settlement environment (for example, connections for employee
access or for devices such as firewalls and routers)

 Any data repositories outside of the authorization and settlement environment where more than 500 thousand account
numbers are stored. Note: Even if some data repositories or systems are excluded from the audit, the merchant is still

responsible for ensuring that all systems that store, process, or transmit cardholder data are compliant with the PCI
DSS

e A point-of-sale (POS) environment — the place where a transaction is accepted at a merchant location (that is, retail
store, restaurant, hotel property, gas station, supermarket, or other POS location)

e If there is no external access to the merchant location (by Internet, wireless, virtual private network (VPN), dial-in,
broadband, or publicly accessible machines such as kiosks), the POS environment may be excluded
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Wireless

Outsourcing

Sampling

If wireless technology is used to store, process, or transmit cardholder data (for example, point-of-sale transactions, “line-
busting”), or if a wireless local area network (LAN) is connected to or part of the cardholder environment (for example, not
clearly separated by a firewall), the Requirements and Testing Procedures for wireless environments apply and must be
performed as well. Wireless security is not mature yet, but these requirements specify that basic wireless security features
be implemented to provide minimal protection. Since wireless technologies cannot yet be secured well, before wireless
technology is put in place, a company should carefully evaluate the need for the technology against the risk. Consider
deploying wireless technology only for non-sensitive data transmission or waiting to deploy more secure technology.

For those entities that outsource storage, processing, or transmission of cardholder data to third party service providers, the
Report on Compliance must document the role of each service provider. Additionally, the service providers are responsible
for validating their own compliance with the PCI DSS requirements, independent of their customers’ audits. Additionally,
merchants and service providers must contractually require all associated third parties with access to cardholder data to
adhere to the PCI DSS. Refer to Requirement 12.8 in this document for details.

The assessor may select a representative sample of system components to test. The sample must be a representative
selection of all of the types of system components, and include a variety of operating systems, functions, and applications
that are applicable to the area being reviewed. For example, the reviewer could choose Sun servers running Apache
WWW, NT servers running Oracle, mainframe systems running legacy card processing applications, data transfer servers
running HP-UX, and Linux Servers running MYSQL. If all applications run from a single OS (for example, NT, Sun), then
the sample should still include a variety of applications (for example, database servers, web servers, data transfer servers).

When selecting samples of merchants’ stores or for franchised merchants, assessors should consider the following:

« |f there are standard, required PCI DSS processes in place that each store must follow, the sample can be smaller than

is necessary if there are no standard processes, to provide reasonable assurance that each store is configured per the
standard process.

e If there is more than one type of standard process in place (for example, for different types of stores), then the sample
must be large enough to include stores secured with each type of process.

e If there are no standard PC! DSS processes in place and each store is responsible for their processes, then sample
size must be larger to be assured that each store understands and implements PC| DSS requirements appropriately.

Compensating Controls

Compensating controls must be documented by the assessor and included with the Report on Compliance submission, as
shown in Appendix C — Compensating Controls Worksheet / Completed Example.
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See PCI DSS Glossary, Abbreviation, and Acronyms for the definitions of “compensating controls.”

Instructions and Content for Report on Compliance

This document is to be used by assessors as the template for creating the Report on Compliance. The audited entity should
follow each payment card company’s respective reporting requirements to ensure each payment card company
acknowledges the entity’s compliance status. Contact each payment card company to determine each company’s reporting
requirements and instructions. All assessors must follow the instructions for report content and format when completing a

Report on Compliance:
1. Contact Information and Report Date

e Include contact information for merchant or service provider and assessor
e Date of report

2. Executive Summary

Include the following:

e Business description

e List service providers and other entities with which the company shares cardholder data

e List processor relationships

» Describe whether entity is directly connected to payment card company

e For merchants, POS products used

e Any wholly-owned entities that require compliance with the PCI DSS

¢ Any international entities that require compliance with the PCI DSS

e Any wireless LANs and/or wireless POS terminals connected to the cardholder environment

3. Description of Scope of Work and Approach Taken

o Version of the Security Audit Procedures document used to conduct the assessment
e Timeframe of assessment

e Environment on which assessment focused (for example, client’s Internet access points, internal corporate network, processing

points for the payment card company)
e Any areas excluded from the review
o Brief description or high-level drawing of network topology and controls
e List of individuals interviewed
¢ List of documentation reviewed

Security Audit Procedures v 1.1
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e List of hardware and critical (for example, database or encryption) software in use

e For Managed Service Provider (MSP) reviews, clearly delineate which requirements in this document apply to the MSP (and are
included in the review), and which are not included in the review and are the responsibility of the MSP’s customers to include in
their reviews. Include information about which of the MSP’s IP addresses are scanned as part of the MSP’s quarterly vulnerability
scans, and which IP addresses are the responsibility of the MSP’s customers to include in their own quarterly scans

4. Quarterly Scan Results

e Summarize the four most recent quarterly scan results in comments at Requirement 11.2
e Scan must cover all externally accessible (Internet-facing) IP addresses in existence at the entity

5. Findings and Observations

« All assessors must use the following template to provide detailed report descriptions and findings on each requirement
and sub-requirement

« Where applicable, document any compensating controls considered to conclude that a control is in place
« See PCI DSS Glossary, Abbreviation, and Acronyms for the definitions of “compensating controls.”

Revalidation of Open Items

A “controls in place” report is required to verify compliance. If the initial report by the auditor/assessor contains “open
items,” the merchant/service provider must address these items before validation is completed. The assessor/auditor will
then reassess to validate that the remediation occurred and that all requirements are satisfied. After revalidation, the
assessor will issue a new Report on Compliance, verifying that the system is fully compliant and submit it consistent with
instructions (See above.).

Build and Maintain a Secure Network

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

Firewalls are computer devices that control computer traffic allowed into and out of a company’s network, as well as traffic
into more sensitive areas within a company’s internal network. A firewall examines all network traffic and blocks those
transmissions that do not meet the specified security criteria.

All systems must be protected from unauthorized access from the internet, whether entering the system as e-commerce,
employees’ Internet-based access through desktop browsers, or employees’ e-mail access. Often, seemingly insignificant
paths to and from the Internet can provide unprotected pathways into key systems. Firewalls are a key protection
mechanism for any computer network.
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PCI DSS REQUIREMENTS

TESTING PROCEDURES

1.1 Establish firewall configuration
standards that include the following:

1.1 Obtain and inspect the firewall configuration standards
and other documentation specified below to verify that
standards are complete. Complete each item in this section

1.1.1 A formal process for
approving and testing all external
network connections and changes to
the firewall configuration

1.1.1 Verify that firewall configuration standards include a
formal process for all firewall changes, including testing and
management approval of all changes to external
connections and firewall configuration

IN PLACE

TARGET DATE/
COMMENTS

1.1.2 A current network diagram
with all connections to cardholder
data, including any wireless networks

1.1.2.a Verify that a current network diagram exists and
verify that it documents all connections to cardholder data,
including any wireless networks

1.1.2.b. Verify that the diagram is kept current

1.1.3 Requirements for a firewall at
each Internet connection and
between any demilitarized zone
(DM2Z) and the internal network zone

1.1.3 Verify that firewall configuration standards include
requirements for a firewall at each Internet connection and
between any DMZ and the Intranet. Verify that the current
network diagram is consistent with the firewall configuration
standards.

1.1.4 Description of groups, roles,
and responsibilities for logical
management of network components

1.1.4 Verify that firewall configuration standards include a
description of groups, roles, and responsibilities for logical
management of network components

1.1.5 Documented list of services
and ports necessary for business

1.1.5 Verify that firewall configuration standards include a
documented list of services/ports necessary for business

1.1.6 Justification and
documentation for any available
protocols besides hypertext transfer
protocol (HTTP), and secure sockets
layer (SSL), secure shell (SSH), and
virtual private network (VPN)

1.1.6 Verify that firewall configuration standards include
justification and documentation for any available protocols
besides HTTP and SSL, SSH, and VPN

1.1.7 Justification and
documentation for any risky protocols
allowed (for example, file transfer
protocol (FTP), which includes reason
for use of protocol and security
features implemented

1.1.7.a Verify that firewall configuration standards include
justification and documentation for any risky protocols
aliowed (for example, FTP), which includes reason for use
of protocol, and security features implemented

1.1.7.b Examine documentation and settings for each
service in use to obtain evidence that the service is
necessary and secured
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PCI DSS REQUIREMENTS

TESTING PROCEDURES

IN PLACE

NOT IN
PLACE

TARGET DATE!/

COMMENTS

1.1.8 AQuarterly review of firewall
and router rule sets

1.1.8.a Verify that firewall configuration standards require
quarterly review of firewall and router rule sets

1.1.8.b Verify that the rule sets are reviewed each quarter

1.1.9 Configuration standards for
routers

1.1.9 Verify that firewall configuration standards exist for
both firewalls and routers

1.2  Build a firewall configuration that
denies all traffic from “untrusted”
networks and hosts, except for
protocols necessary for the cardholder
data environment.

1.2  Select a sample of firewalls/routers 1) between the
Internet and the DMZ and 2) between the DMZ and the
internal network. The sample should include the choke router
at the Internet, the DMZ router and firewall, the DMZ
cardholder segment, the perimeter router, and the internal
cardholder network segment. Examine firewall and router
configurations to verify that inbound and outbound traffic is
limited to only protocols that are necessary for the cardholder
data environment

1.3  Build a firewall configuration that
restricts connections between publicly
accessible servers and any system
component storing cardholder data,
including any connections from
wireless networks. This firewall
configuration should include:

1.3  Examine firewall/router configurations to verify that
connections are restricted between publicly accessible
servers and components storing cardholder data, as follows:

1.3.1 Restricting inbound Internet
traffic to internet protocol (IP)
addresses within the DMZ (ingress
filters)

1.3.1 Verify that inbound Internet traffic is limited to IP
addresses within the DMZ

1.3.2 Not allowing internal
addresses to pass from the Internet
into the DMZ

-1.3.2 Verify that internal addresses cannot pass from the
Internet into the DMZ

1.3.3 Implementing stateful
inspection, also known as dynamic
packet filtering (that is, only
"established” connections are aliowed
into the network)

1.3.3 Verify that the firewall performs stateful inspection
(dynamic packet filtering). [Only established connections
should be allowed in, and only if they are associated with a
previously established session (run NMAP on all TCP ports
with “syn reset” or "syn ack” bits set — a response means
packets are allowed through even if they are not part of a
previously established session)]

1.3.4 Placing the database in an

1.3.4 Verify that the database is on an internal network
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PCI DSS REQUIREMENTS

TESTING PROCEDURES

IN PLACE

NOTIN
PLACE

TARGET DATE/

COMMENTS

internal network zone, segregated
from the DMZ

zone, segregated from the DMZ

1.3.5 Restricting inbound and
outbound traffic to that which is
necessary for the cardholder data
environment

1.3.5 Verify that inbound and outbound traffic is limited to
that which is necessary for the cardhoider environment, and
that the restrictions are documented

1.3.6 Securing and synchronizing
router configuration files. For
example, running configuration files
(for normal functioning of the routers),
and start-up configuration files (when
machines are re-booted) should have
the same secure configuration

1.3.6 Verify that router configuration files are secure and
synchronized [for example, running configuration files (used
for normal running of the routers) and start-up configuration
files (used when machines are re-booted), have the same,
secure configurations]

1.3.7 Denying all other inbound and
outbound traffic not specifically
allowed

1.3.7 Verify that all other inbound and outbound traffic not
covered in 1.2 and 1.3 above is specifically denied

1.3.8 Installing perimeter firewalis
between any wireless networks and
the cardholder data environment, and
configuring these firewalls to deny
any traffic from the wireless
environment or from controlling any
traffic (if such traffic is necessary for
business purposes)

1.3.8 Verify that there are perimeter firewalls installed
between any wireless networks and systems that store
cardholder data, and that these firewalls deny or control (if
such traffic is necessary for business purposes) any traffic
from the wireless environment into systems storing
cardholder data

1.3.9 Installing personal firewall
software on any mobile and
employee-owned computers with
direct connectivity to the Internet (for
example, laptops used by
employees), which are used to
access the organization’s network.

1.3.9 Verify that mobile and/or employee-owned
computers with direct connectivity to the Internet (for
example, laptops used by employees), and which are used
to access the organization’s network, have personal firewall
software installed and active, which is configured by the
organization to specific standards and not alterable by the
employee

1.4  Prohibit direct public access
between external networks and any
system component that stores
cardholder data (for example,
databases, logs, trace files).

1.4  To determine that direct access between external
public networks and system components storing cardholder
data are prohibited, perform the following, specifically for the
firewall/router configuration implemented between the DMZ
and the internal network:

1.41 Implement a DMZ to filter and
screen all traffic and to prohibit direct

1.4.1 Examine firewall/router configurations and verify
there is no direct route inbound or outbound for Internet

Security Audit Procedures v 1.1
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How to Complete the Questionnaire

The questionnaire is divided into six sections. Each section focuses on a specific area of security, based
on the requirements included in the PCI Data Security Standard. For any questions where N/A is marked,
a brief explanation should be attached. ’

Questionnaire Reporting

The following must be included with the self-assessment questionnaire and system perimeter scan
results:

Organization Information

CORPORATE NAME: DBA(S):
CONTACT NAME: TITLE:
PHONE: E-MAIL:

) APPROXIMATE NUMBER OF TRANSACTIONS/ACCOUNTS HANDLED PER YEAR:

Please include a brief description of your business.

Please explain your business’ role in the payment flow. How and in what capacity does your business
store, process and/or transmit cardholder data?

List all Third Party Service Providers

Processor: Gateway:
Web Hosting . Shopping Cart:
Co-Location: Other:

List Point of Sale (POS) software/hardware in use:

Self-Assessment Questionnaire v. 1.0 2
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Rating the Assessment

After cbmpleting each section of the assessment, users should fill in the rating boxes as follows:

IN EACH SECTION IF...

THEN, THE SECTION RATING IS ...

ALL questions are answered with
ﬂyes" Or HN/AII

Green - The merchant or service provider is compliant with the
self-assessment portion of the PCI Data Security Standard.

Note: If “N/A” is marked, attach a brief explanation.

ANY questions are answered with
llno

Red — The merchant or service provider is not considered
compliant. To reach compliance, the risk(s) must be resolved
and the self-assessment must be retaken to demonstrate
compliance.

Section 1: Green Red Section 4: Green Red

Section 2: Green Red Section 5: Green Red

Section 3: Green Red Section 6: Green Red
Overall Rating: Green Red

Self-Assessment Questionnaire v. 1.0
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Build and Maintain a Secure Network

Requirement 1: Install and maintain a firewall configuration to protect data

DESCRIPTION RESPONSE
1.1 Are all router, switches, wireless access points, and firewall 0 Yes [ No
configurations secured and do they conform to documented
security standards?
1.2 If wireless technology is used, is the access to the network OYes OONo [ONA
limited to authorized devices?
1.3 Do changes to the firewall need authorization and are the O Yes [ No
changes logged?
1.4 Is a firewall used to protect the network and limit traffic to that O Yes [ No
which is required to conduct business?
1.5 Are egress and ingress filters installed on all border routers to O Yes [ No
prevent impersonation with spoofed IP addresses?
1.6 Is payment card account information stored in a database O Yes .[O No
located on the internal network (not the DMZ) and protected by
a firewall?
1.7 If wireless technology is used, do perimeter firewalls exist OYes [ONo [NA
between wireless networks and the payment card environment?
1.8 Does each mobile computer with direct connectivity to the O Yes O No [ONA
Internet have a personal firewall and anti-virus software
installed?
1.9 Are Web servers located on a publicly reachable network 1 Yes [ No
segment separated from the internal network by a firewall ‘
(DM2Z)?
1.10 Is the firewall configured to translate (hide) internal IP O Yes [ No

addresses, using network address translation (NAT)?

Self-Assessment Questionnaire v. 1.0
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Requirement 2: Do not use vendor-supplied defaults for system passwords and other
security parameters

DESCRIPTION

RESPONSE

21

22

2.3

24

2.5

26

Are vendor default security settings changed on production
systems before taking the system into production?

Are vendor default accounts and passwords disabled or
changed on production systems before putting a system into
production?

If wireless technology is used, are vendor default settings
changed (i.e. WEP keys, SSID, passwords, SNMP community
strings, disabling SSID broadcasts)?

If wireless technology is used, is Wi-Fi Protected Access (WPA)
technology implemented for encryption and authentication when
WPA-capable?

Are all production systems (servers and network components)
hardened by removing all unnecessary services and protocols
installed by the default configuration?

Are secure, encrypted communications used for remote
administration of production systems and applications?

O Yes

O Yes

O Yes

3 Yes

O Yes

[ Yes

O No

0 No

O No

O No

O No

[ No

O NA

O NA

O NA

Self-Assessment Questionnaire v. 1.0
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Protect Cardholder Data

Requirement 3: Protect stored data

DESCRIPTION RESPONSE

3.1 Is sensitive cardholder data securely disposed of when no O Yes [ No
longer needed? '

32 Is it prohibited to store the full contents of any track from the [0 Yyes [ No
magnetic stripe (on the back of the card, in a chip, etc.) in the
database, log files, or point-of-sale products?

33 Is it prohibited to store the card-validation code (three-digit O Yes [ No
value printed on the signature panel of a card) in the database,
log files, or point-of-sale products?

3.4 Are all but the last four digits of the account number masked O Yes [ No
when displaying cardholder data?

3.5 Are account numbers (in databases, logs, files, backup media, [ Yes [ No
etc.) stored securely— for example, by means of encryption or '
truncation?

3.6 Are account numbers sanitized before being logged in the audit [J Yes [J No

log?

Requirement 4: Encrypt transmission of cardholder data and sensitive information

across public networks

DESCRIPTION RESPONSE

4.1 Are transmissions of sensitive cardholder data encrypted over [dYes [ No

’ public networks through the use of SSL or other industry
acceptable methods?

4.2 If SSL is used for transmission of sensitive cardholder data, isit [ Yes [ No O NA
using version 3.0 with 128-bit encryption?

43 If wireless technology is used, is the communication encrypted  [J Yes ONe [ONA
using Wi-Fi Protected Access (WPA), VPN, SSL at 128-bit, or
WEP?

44 If wireless technology is used, are WEP at 128-bit and [0Yes [ No [ NA
additional encryption technologies in use, and are shared WEP
keys rotated quarterly?

45 Is encryption used in the transmission of account numbers via [0Yes [ONo [ NA
e-mail?

Self-Assessment Questionnaire v. 1.0
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Maintain a Vulnerability Management Program

Requirement 5: Use and regularly update anti-virus software

DESCRIPTION RESPONSE

5.1 Is there a virus scanner installed on all servers and on all O Yes [ No
workstations, and is the virus scanner regularly updated?

Requirement 6: Develop and maintain secure systems and applications

DESCRIPTION RESPONSE

6.1 Are development, testing, and production systems updated with [J Yes [ No
the latest security-related patches released by the vendors?

6.2 Is the software and application development process based on O Yes [ONo [ONA
an industry best practice and is information security included
throughout the software development life cycle (SDLC)
process?

6.3 If production data is used for testing and development OYes [ No [ONA
purposes, is sensitive cardholder data sanitized before usage?

6.4 Are all changes to the production environment and applications 0 Yes [ No
formally authorized, planned, and logged before being
implemented?

6.5 Were the guidelines commonly accepted by the security O Yes O No [ONA
community (such as Open Web Application Security Project
group (www.owasp.org)) taken into account in the development
of Web applications?

6.6 When authenticating over the Internet, is the application [0 Yes [ONo [NA
‘ designed to prevent malicious users from trying to determine
existing user accounts?

6.7 Is sensitive cardholder data stored in cookies secured or OYes O No [ONA
encrypted?
6.8 Are controls implemented on the server side to prevent SQL OYes [ONo [ NA

injection and other bypassing of client side-input controls?

Self-Assessment Questionnaire v. 1.0
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Implement Strong Access Control Measures

Requirement 7: Restrict access to data by business need-to-know

DESCRIPTION

RESPONSE

71

Is access to payment card account numbers restricted for users
on a need-to-know basis?

O Yes

O No

Requirement 8: Assign a unique ID to each person with computer access

DESCRIPTION RESPONSE

8.1 Are all users required to authenticate using, at a minimum, a O Yes [ No
unique username and password?

8.2 If employees, administrators, or third parties access the network [0Yes [No [ NA
remotely, is remote access software (such as PCAnywhere,
dial-in, or VPN) configured with a unique username and
password and with encryption and other security features
turned on?

8.3 Are all passwords on network devices and systems encrypted?  [J Yes O No

8.4 When an employee leaves the company, are that employee’s O Yes [ No

' user accounts and passwords immediately revoked?

8.5 Are all user accounts reviewed on a regular basis to ensure that [] Yes [J No
malicious, out-of-date, or unknown accounts do not exist?

8.6 Are non-consumer accounts that are not used for a lengthy O Yves [ No
amount of time (inactive accounts) automatically disabled in the
system after a pre-defined period?

8.7 Are accounts used by vendors for remote maintenance enabled [ Yes [J No O NA
only during the time needed?

8.8 Are group, shared, or generic accounts and passwords [ Yes [] No
prohibited for non-consumer users?

8.9 Are non-consumer users required to change their passwordson [] Yes [ No
a pre-defined regular basis?

8.10 Is there a password policy for non-consumer users that O Yes [ No
enforces the use of strong passwords and prevents the
resubmission of previously used passwords?

811 Is there an account-lockout mechanism that blocks a malicious [J Yes [ No

user from obtaining access to an account by multiple password
retries or brute force?

Self-Assessment Questionnaire v. 1.0
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Requirement 9: Restrict physical access to cardholder data

DESCRIPTION RESPONSE

9.1 Are there multiple physical security controls (such as badges, O Yes [ No
escorts, or mantraps) in place that would prevent unauthorized
individuals from gaining access to the facility?

9.2 If wireless technology is used, do you restrict access to wireless [ Yes ONe [ONA
access points, wireless gateways, and wireless handheld
devices?

9.3 Are equipment (such as servers, workstations, laptops, and O Yes [ No
hard drives) and media containing cardholder data physically
protected against unauthorized access?

9.4 Is all cardholder data printed on paper or received by fax O Yes [ No
protected against unauthorized access?

9.5 Are procedures in place to handle secure distribution and O Yes [ No
disposal of backup media and other media containing sensitive
cardholder data?

9.6 Are all media devices that store cardholder data properly O vYes [ No
inventoried and securely stored?

9.7 Is cardholder data deleted or destroyed before it is physically O Yes [ No

disposed (for example, by shredding papers or degaussing
backup media)?

Self-Assessment Questionnaire v. 1.0
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Regularly Monitor and Test Networks

Requirement 10: Track and monitor all access to network resources and cardholder data

DESCRIPTION RESPONSE

10.1 s all access to cardholder data, including root/administration 0 Yes [ No
access, logged?

10.2 Do access control logs contain successful and unsuccessful O Yes [ No
login attempts and access to audit logs?

10.3  Are all critical system clocks and times synchronized, and do O Yes [ No
logs include date and time stamp?

10.4 Are the firewall, router, wireless access points, and O Yes [ No
authentication server logs regularly reviewed for unauthorized
traffic?

10.5  Are audit logs regularly backed up, secured, and retained forat [ Yes O No
least three months online and one-year offline for all critical
systems?

Requirement 11: Regularly test security systems and processes

DESCRIPTION RESPONSE
11.1  If wireless technology is used, is a wireless analyzer O Yes [ No [ONA
periodically run to identify all wireless devices?
11.2  Is a vulnerability scan or penetration test performed on all O Yes [ No
Internet-facing applications and systems before they go into
production?

11.3 Is an intrusion detection or intrusion prevention systemusedon [J Yes [] No
the network?

11.4  Are security alerts from the intrusion detection or intrusion O Yes [ No
prevention system (IDS/IPS) continuously monitored, and are
the latest IDS/IPS signatures installed?

Self-Assessment Questionnaire v. 1.0 ' 10
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Maintain a policy that addresses information security

Requirement 12: Maintain a policy that addresses information security

DESCRIPTION RESPONSE

12.1  Are information security policies, including policies for access O Yes [ No
control, application and system development, operational,
network and physical security, formally documented?

12.2  Are information security policies and other relevant security O Yes [ No
information disseminated to all system users (including vendors,
contractors, and business partners)?

12.3  Are information security policies reviewed at least once a year O Yes [ No
and updated as needed?

12.4  Have the roles and responsibilities for information security been [ Yes O No
clearly defined within the company?

12.5 s there an up-to-date information security awareness and dYes [ No
training program in place for all system users?

12.6  Are employees required to sign an agreement verifying they O Yes [ No
have read and understood the security policies and
procedures?

12.7 Is a background investigation (such as a credit- and criminal- O Yes [ No
record check, within the limits of local law) performed on all
employees with access to account numbers?

12.8  Are all third parties with access to sensitive cardholder data O Yes [ No
contractually obligated to comply with card association security
standards?

12.9 s a security incident response plan formally documented and O Yes [ No
disseminated to the appropriate responsible parties?

12.10 Are security incidents reported to the person responsible for O Yes [ No
security investigation?

12.11 s there an incident response team ready to be deployed in O Yes [ No

case of a cardholder data compromise?

Self-Assessment Questionnaire v. 1.0
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Purpose

This document explains the purpose and scope of the Payment Card Industry
(PCI) Security Scan for merchants and service providers who undergo PCI
Security Scans to help validate compliance with the PCI Data Security
Standard (DSS). Approved Scanning Vendors (ASVs) also use this document
to assist merchants and service providers determine the scope of the PCI
Security Scan.

Introduction

The PCI DSS details security requirements for merchants and service
providers that store, process, or transmit cardholder data. To demonstrate
compliance with the PCI DSS, merchants and service providers may be
required to have periodic PCI Security Scans conducted as defined by each
payment card company.

PCI Security Scans are scans conducted over the Internet by an ASV. PCI
Security Scans are an indispensable tool to be used in conjunction with a
vulnerability management program. Scans help identify vulnerabilities and
misconfigurations of web sites, applications, and information technology (IT)
infrastructures with Internet-facing internet protocol (IP) addresses.

Scan results provide valuable information that support efficient patch

~ management and other security measures that improve protection against

Internet attacks.

PCI Security Scans may apply to all merchants and service providers with
Internet-facing IP addresses. Even if an entity does not offer Internet-based
transactions, other services may make systems Internet accessible. Basic
functions such as e-mail and employee Internet access will result in the
Internet-accessibility of a company’s network. Such seemingly insignificant
paths to and from the Internet can provide unprotected pathways into
merchant and service provider systems and potentially expose cardholder
data if not properly controlled. ‘

Scope of PCI Security Scanning

The PCI requires all Internet-facing IP addresses to be scanned for
vulnerabilities. If active IP addresses are found that were not originally
provided by the customer, the ASV must consult with the customer to
determine if these IP addresses should be in scope. In some instances,
companies may have a large number of IP addresses available while only
using a small number for card acceptance or processing. In these cases,
scan vendors can help merchants and service providers define the
appropriate scope of the scan required to comply with the PCI. In general, the

Security Scanning Procedures v 1.1 1
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following segmentation methods can be used to reduce the scope of the PCI
Security Scan.

Providing physical segmentation between the segment handling
cardholder data and other segments

Employing appropriate logical segmentation where traffic is prohibited
between the segment or network handling cardholder data and other
networks or segments

Merchants and service providers have the uitimate responsibility for defining
the scope of their PCI Security Scan, though they may seek expertise from
ASVs for help. If an account data compromise occurs via an IP address or
component not included in the scan, the merchant or service provider is
responsible.

Scanning Procedures

To comply with the PCI Security Scanning requirement, merchants and
service providers must have their web sites or IT infrastructures with Internet-
facing IP addresses scanned, according to the following procedures:

1.

All scans must be conducted by an ASV selected from the list of
approved scanning vendors provided by the PCI Security Standards
Council

ASVs are required to conduct scans in accordance with the “Technical
and Operational Requirements for Approved Scanning Vendors
(ASVs)” procedures. These procedures dictate that the normal .
operation of the customer environment is not to be impacted and that
the ASV should never penetrate or alter the customer environment.

Quarterly Scans are required in accordance with PCI DSS Requirement
11.2

Prior to scanning the web site and IT infrastructure, merchants and
service providers must:

e Provide the ASV with a list of all Internet-facing IP addresses and/or
IP address ranges

e Provide the ASV with a list of all domains that should be scanned if
domain-based virtual hosting is used

Using the IP address range provided by the customer, the ASV must
conduct network probing to determine which IP addresses and services
are active

Merchants and service providers must contract with the ASV to perform
periodic scans of all active IP addresses (or domains, if applicable) and
devices

Security Scanning Procedures v 1.1 2
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6. The ASV must scan all filtering devices such as firewalls or external
routers (if used to filter traffic). If a firewall or router is used to establish a
demilitarized zone (DMZ), these devices must be scanned for
vulnerabilities

7. The ASV must scan all web servers

Web servers allow Internet users to view web pages and interact with
web merchants. Because these servers are fully accessible from the
public Internet, scanning for vulnerabilities is essential.

8. The ASV must scan application servers if present

Application servers act as the interface between the web server and
the back-end databases and legacy systems. For example, when
cardholders share account numbers with merchants or service
providers, the application server provides the functionality to transport
data in and out of the secured network. Hackers exploit vulnerabilities
in these servers and their scripts to get access to internal databases
that potentially store credit card data.

Some web site configurations do not include application servers; the
web server itself is configured to act as an application server

9. The ASV must scan Domain Name Servers (DNSs)

DNS servers resolve Internet addresses by translating domain names
into IP addresses. Merchants or service providers may use their own
DNS server or may use a DNS service provided by their Internet
Service Provider (ISP). If DNS servers are vulnerable, hackers can
spoof a merchant or service provider web page and collect credit card
information

10. The ASV must scan mail servers

Mail servers typically exist in the DMZ and can be vulnerable to
hacker attacks. They are a critical element to maintaining overall web
site security.

11. The ASV must scan Virtual Hosts

It is common practice when using a shared hosting environment that a
single server will host more than one web site. In this case, the
merchant shares the server with the hosting company’s other
customers. This could lead to the merchant’'s web site being exploited
through other web sites on the host’s server.

All merchants whose web sites are hosted must request their hosting
provider to scan their entire Internet-facing IP range and demonstrate
compliance while merchants are required to have their own domains
scanned.

12. The ASV must scan wireless access points in wireless LANs (WLANs)
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Use of WLANS introduces data security risks that need to be identified
and mitigated. Merchants, processors, gateways, service providers,
and other entities must scan wireless components connected to the
Internet to identify potential vulnerabilities and misconfigurations

13. Arrangements must be made to configure the intrusion detection
system/intrusion prevention system (IDS/IPS) to accept the originating IP
address of the ASV. If this is not possible, the scan should be originated
in a location that prevents IDS/IPS interference '

Compliance Reporting

Merchants and service providers need to follow each payment card
company’s respective compliance reporting requirements to ensure each
payment card company acknowledges an entity’s compliance status. While
scan reports must follow a common format, the results must be submitted
according to each payment card company’s requirements. Contact your
acquiring bank or check each payment card company’s regional web site to
determine to whom results should be submitted.

Reading and Interpreting Reports

ASVs produce an informative report based on the results of the network scan.

The scan report describes the type of vulnerability or risk, a diagnosis of the
associated issues, and guidance on how to fix or patch the isolated
vulnerabilities. The report will assign a rating for vulnerabilities identified in
the scan process.

ASVs may have a unique method of reporting vulnerabilities; however, high-
leve! risks will be reported consistently to ensure a fair and consistent
compliance rating. Consult your vendor when interpreting your scan report.

Table 1 suggests how a compliant network scan solution may categorize
vulnerabilities and demonstrates the types of vuinerabilities and risks that are
considered high-level.

To demonstrate compliance, a scan must not contain high-level
vulnerabilities. The scan report must not contain any vulnerabilities that
indicate features or configuratons that are a PCI DSS violation. If these exist,
the ASV must consult with the client to determine if these are, in fact, PCI
DSS violations and therefore warrant a noncompliant scan report.

High-level vulnerabilities are designated as level 3, 4, or 5.
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Level Severity Description

5 Urgent Trojan Horses; file read and writes exploit; remote command
execution

4 Critical Potential Trojan Horses; file read exploit

3 High Limited exploit of read; directory browsing; DoS

2 Medium Sensitive configuration information can be obtained by hackers

1 Low Information can be obtained by hackers on configuration

Table 1 Vulnerability Severity Levels

Level 5

Level 5 vulnerabilities provide remote intruders with remote root or remote
administrator capabilities. With this level of vulnerability, hackers can
compromise the entire host. Level 5 includes vulnerabilities that provide
remote hackers full file-system read and write capabilities, remote execution
of commands as a root or administrator user. The presence of backdoors and
Trojans also qualify as Level 5 vulnerabilities.

Level 4

Level 4 vulnerabilities provide intruders with remote user, but not remote
administrator or root user capabilities. Level 4 vulnerabilities give hackers
partial access to file-systems (for example, full read access without full write
access). Vulnerabilities that expose highly sensitive information qualify as
Level 4 vulnerabilities. _

Level 3

Level 3 vulnerabilities provide hackers with access to specific information
stored on the host, including security settings. This level of vulnerabilities
could result in potential misuse of the host by intruders. Examples of Level 3
vulnerabilities include partial disclosure of file contents, access to certain files
on the host, directory browsing, disclosure of filtering rules and security
mechanisms, susceptibility to denial of service (DoS) attacks, and
unauthorized use of services such as mail relaying.
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Level 2

Level 2 vulnerabilities expose some sensitive information from the host, such
as precise versions of services. With this information, hackers could research
potential attacks against a host.

Level 1

Level 1 vulnerabilities expose information, such as open ports.
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