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1. Introduction

1.1 Purpose

The Operations Manual identifies and describes hardware and software requirements to set up a
.NET architecture Web site. The manual includes the files and steps that will allow a Federal- or
State-level IT administrator to deploy the Web questionnaire site for the Preparedness for
Chemical, Biological Radiological, Nuclear, and Explosive (CBRNE) Events: Questionnaire for
Health Care Facilities.

2.0 System Overview

The CBRNE Preparedness Questionnaire is a Web-enabled data collection tool. It enables users
to submit information about their hospital facilities using a Web browser. A separate survey
administration site enables a survey administrator to log in and view the number of submitted
questionnaires, change his/her password, and download submitted questionnaire data. The survey
site was developed on the .NET platform.

Figure 1 illustrates where the hardware is located and how it communicates.

CBRMNE Preparedness Web Survey

Survey Users ﬁ’b?.b/_s.

% 6.0 o

SQL Server 2000

Figure 1. CBRNE Preparedness Questionnaire Architecture

3.0 Hardware and Software Descriptions

The list below describes the general design decisions for the application:



o Microsoft .NET technology (C#, ASP.NET, ADO.NET) will be used to implement
Web pages and data access to an SQL server database.

o Microsoft Internet Information Server (1S 6.0) will be used as a Web server for the

application.

o Microsoft Windows 2003 server.

o Microsoft SQL Server 2000 Server.

a Microsoft .NET Framework 1.1.

o Microsoft Data Access Component (MDAC) 2.7 or higher.

o SQL server view and stored procedures are developed to handle data retrievals and
updates in the SQL server database.

3.1 Hardware Requirement for Web and Database Servers

The Web site can run on a single server that has 11S 6.0 and SQL Servers installed on it, or it can
be run on a standalone Web server that utilizes a SQL Server on a different server. Both servers
require a Microsoft Windows Server operating system (OS). The following table describes the
recommended hardware for the Windows Server 2003 Standard Edition or higher:

For Web Server

Component

Requirement

Computer and processor

133-MHz or faster processor for x86-based PCs; 733-MHz for
Itanium-based PCs; up to eight processors supported on either the
32-bit or the 64-bit version

Memory 128 MB of RAM minimum required; maximum: 32 GB for x86-
based PCs with the 32-bit version and 64 GB for Itanium-based
PCs with the 64-bit version

Hard disk 1.5 GB of available hard-disk space for x86-based PCs; 2 GB for

Itanium-based PCs; additional space is required if installing over
a network

For SQL Database Server - SQL Server 2000

Component

Requirement

Computer and processor

133-MHz or faster processor for x86-based PCs; 733-MHz for
Itanium-based PCs; up to eight processors supported on either the
32-bit or the 64-bit version

Memory

128 MB of RAM minimum required; maximum: 32 GB for x86-
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based PCs with the 32-bit version and 64 GB for Itanium-based
PCs with the 64-bit version

Hard disk 1.5 GB of available hard-disk space for x86-based PCs; 2 GB for
Itanium-based PCs; additional space is required if installing over
a network

3.2 Commercial Software Requirement for Web and
Database Servers

Operating System for Web and Database Windows 2000 Server or Windows 2003
Servers Server
Database Server SQL Server 2000 Standard Edition

For the Web server: If you have been directed to do a server installation, you must have the
following software installed in addition to the typical installation requirements:

e Microsoft Data Access Components 2.6; Microsoft Data Access Components 2.7 SP1 or
higher is recommended. This is for applications that use data access and is a prerequisite
for the .NET Framework.

o Internet Information Services (11S) version 5.0 or later. To access the features of
ASP.NET, IS with the latest security updates must be installed prior to installing the
.NET Framework. The Application uses .NET Framework 1.1.

e ASP.NET is supported only on the following platforms: Microsoft Windows 2000
Professional (Service Pack 3 recommended), Microsoft Windows 2000 Server (Service
Pack 3 recommended), Microsoft Windows XP Professional, and Microsoft Windows
Server 2003 family.

Note: If you have existing hardware/software for the .NET 1.1 Web server/SQL server, such as
Windows 2000 server with 1.1 NET framework and MDAC properly installed, the application
should operate. Server install and configuration should include all known Microsoft
recommended security patches.

4.0 Interfaces with other Systems and Databases

The Web server should have connection to the SQL database server. The application uses an
ADO.NET database layer to interact with the SQL server database. The site does not interact
with any other systems.

5.0 Access and authentication requirements

In order for the questionnaire application to access the SQL server, a SQL server user account is
required. Details on the Database Deployment Description are located in section 6.1.1.

The questionnaire site allows anonymous users to access the Web site. The administration site
uses .NET form authentication, so a username and password is required to enter the site. The

3
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initial username and password for the admin site is surveyadmin/changepassword, which can
be changed by the administrator at a later date.

6.0 System Configuration and Administration Procedures

This section lists the steps needed to install and configure the questionnaire application.
Installing and configuring SQL Server, 1IS, OS, and applying service packs are beyond the scope
of the document. The document will be written at the level of system administrators.

The Deployment package includes following folder structure;

Sites/
| CBRNESurveyApplication/

| CBRNESurveyAdmin/
| CBRNESurveyWeb/
| Database
|__Log

CBRNESurveyAdmin/: This folder contains all the files and folder structure to set up the Survey

Admin site.

CBRNESurveyWeb/: This folder contains all the files and folder structure to set up the Survey
site.

Database/: This folder contains CBRNEDB.MDF and CBRNEDB.LDF files to set up the
CBRNE SQL server database. It should be copied to a folder in the database server.

Log/: This folder is where the site will log run time exception.

The System Administrator should follow the package deployment instructions located in the next
section to set up the applications.



6.1 Package Deployment Instructions

The CBRNE Preparedness Questionnaire is a Web-based application built utilizing ASP.NET on
the .NET Framework v 1.1 and SQL Server 2000. No client side plug-in or applet needs to be
installed.

6.1.1 Database Deployment Description

The CBRNE Preparedness Web Questionnaire database was developed using SQL Server 2000.
This step assumes that a SQL Server 2000 database server is available for use and that the
database administrator is familiar with using SQL Server 2000. In order to install the database,
follow the steps below:

1. Copy the CBRNEDB.MDF and CBRNEDB.LDF files to the database server.
2. Using SQL Server Enterprise, attach the CBRNEDB database.

Associated Steps:

2a. Open the SQL Server Enterprise Manager, and identify the database server where
you want to put your database.

2b. Right click on the database folder, and from the “All Tasks” option, select
“Attach Database.” This is shown in Figure 2 below.

:m SQL Server Enterprise Manager

File Action VWiew Tools Window Help

= | a@EX2RE[ 2 [k 0BT

"fii Console Root\Microsoft SQL Servers\SQL Server Group\(local) (Windows NT)\Databases

[ Console Roat | Dakabases 7 Ikems

q E| Microsoft SQL Servers
L—‘_lﬁ SQL Server Group
E& (local) (Windows NT)

CBRNEDBE master model msdb Northwind pubs tempdb

o ST
D P Mew Database. ..

{:I BEUE] Al Tasks [} Backup Database...
D Replic Restore Database...
@0 Secur  View Attach Database. ..

B Suppc  Mew Window from Here

- Import Data...
EEI--@ egicelwslhﬂEI Refresh E I:mrt Data
' Expart List... e
Copy Database Wizard...
Help

Figure 2: CBRNEDB Attachment



2c¢. Locate the “CBRNEDB.MDF” file on the server, select “sa” as database owner,
and click “OK?” to attach it to the database. See Figure 3.

Attach Database - (local) il
MOF file of database to attach:
IC:"-xSewiu:e"-.CBHNE_Suwey"-.S'rtes"-.CBHNESuweg.r;'-‘-pp"-.Datab: | Verfy
Original File Nameis) |Currertt File(s) Location [« |

CERMNEDBE_Data. MDF CracService \CBRNE_SurveySites\CBRMNES
CBRMEDB_Log LDF CracService\CBRNE_Survey'Sites\CBRMNES

w
4| | 3

Atach as: ICBHNEDB

Specify database owner: 53

ok | Cancel | o Hep |

Figure 3: Database Attachment



3. Using the SQL Server Enterprise Manager, create a SQL server user account. An example
could be “CBRNE_User.”

Associated Steps:
3a. Go to the “Security” folder, right click, and select “New Login.” See Figure 4.

Tﬂl 5L Server Enterprise Manager = |I:I|5|

File Action \View Tools Window Help

A= A

Hii Console Root\Microsoft SQL Servers\SQL Server Group(local) (Windows NT)\Security

|:| Console Root Logins S Ikems
E.. Microsoft SQL Servers Name [ Type
=40 5QL Server ?““p 7 BAH528422Y1\ASPNET Windoy
E"%}HEET;}E{;EQZE:'S = BUIL'I'IN‘I,Administ'ab::rs Windoy
1 CBRNEDE cbrne_user Standa
master REpDFtUSEF Standa
model @sa Standa
msdb
Morthwind
- | pubs
4 tempdb

]Cl Data Transformation Services
]Q Management

7L Replication

- Security

----- %5 Server Roles
-3 Linked Servers
E

Remote Servers
-1 Support Services
B-[Z7] Meta Data Services
E]--ﬁ XServices

e I rm  rm |

m

Figure 4: SQL Server User Account



3b. In the “Name” field, enter “cbrne_user.”
3c. Under “Authentication,” select “SQL Server Authentication,” and enter a new

password.
3d. Next, select “CBRNEDB?” as the default Database. See Figure 5.
x

General |Senrer Roles I Database Access I

q‘? Mame: Iu:l:ume_user |

Authertication
" Windows Authentication

[ amair; j

Securty acEess;

i Grant access

" Deny acoess

% S0L Server Authentication

——

Passwond:

Defaults
Specify the default language and database for this login.

Database:

Language: I zDefault j

Figure 5: New Login



3e. Next, select the “Database Access” tab.
3f. Click the checkbox in the row next to the “CBRNEDB” in the “Database” column
and “cbrne_user” in the “User” column. Then, click OK. See Figure 6.

SQL Server Login Properties - New Login x|

General I Server Foles  Database Access |
Specify which databases can be accessed by this login.

Database
..................... CERNEDB cbme_user
C16  Nothwind
(1@ master
OF model
O @ msdb -
@ pubs

=

[l - TS

Database roles for TERMEDE"
Pemnit in Database Role [«

16 db_owner =
1'% db_accessadmin
] ﬁ db_securtyadmin
(1% db ddladmin [

Eroperties |

ok | Canced |  Hep |

Figure 6: New Login



4. Add the cbrne_user to the web_user role of the CBRNE database. The web_user role, already
within the database, has the minimal set of permissions required to access the database, execute
stored procedures, and update tables.

Associated Steps:

4a. Go to the database labeled “CBRNEDB,” and select the node titled “Roles.” You
will see a role called “web_user.” Double click the “web_user” role. See Figure 7.

':m SQL Server Enterprise Manager

File Action View Tools Window Help

=10l

- B XEBR| @ NL 0BG

(_1 Console Root
EI Microsoft SQL Servers
Elﬁ SQL Server Group
EI& {local) (Windows NT)
E=-{Z] Databases
1§l CBRNEDB

Eé' Diagrams
] Tables
-G Views

-4 Stored Procedures
{g Users
471 Roles
..... . Rules

[ Defaults

% User Defined Data Types
e User Defined Functions
master

model
msdb
Morthwind
pubs
-k tempdb
-{Z] Data Transformation Services
-2 Management
-2 Replication
E

S0 Security
& Logins

%7 Server Roles
+ Linked Servers
“@d Remote Servers
-1 Support Services
F-[_] Meta Data Services
[]--ﬁ XServices

Roles 11 Ikems

':m Console Root\Microsoft SQL Servers\SQL Server Group\(local) (Windows NT)\Databases\CBRNEDB\Roles

=

MName 7

| Role Type

!ﬁdb_accessadmin
mdb_backupoperamr
!ﬁdb_datareader
!ﬁdb_datawriher

€7 db_ddiadmin
!ﬁdb_denydatareader
!ﬁdb_denydaiawriher
!ﬁdb_owner

!ﬁdb_securityadmin

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

Standard

Figure 7. Web User Role
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4b. Add “cbrne_user” to the “User” list, then click OK. See Figure 8.

Database Role Properties - web_user x|

General I

@ MName:
web_user Pemissions...

SQL Server supports two types of database roles: standard roles, which
contain members, and application roles, which reguire a password.

Database role type:
£ Standardirale

[User |

ﬁ cbme_user

€ Application rale

Faszyward: I

ok | Cancel | popy Help

Figure 8: Web User Role.

5. Process complete.
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6.1.2 Web Application Deployment Description

The CBRNE Preparedness Questionnaire site and the Questionnaire Administration site can be
deployed as Web applications or as Web sites. The following steps assume that the system
administrator is familiar with using 11S and that the Web server has been installed with the .NET
Framework 1.1 with the latest service packs. In order to install the site, follow the steps below:

1. Copy the CBRNESurveyApp folder to the Web server. For example, C:\CBRNE.

Using 11S Manager, create a virtual directory or a Web site and point it to the location of the
CBRNESurveyWeb folder contained in the CBRNESurveyApp folder. The CBRNESurveyWeb
contains the actual Web questionnaire that end users will use to input data.

Associated Steps:

2a. To run the 1IS, click the “Start” button, select “Administrator Tools,” and then
“Internet Information Services.”

2b. Go to “Default Web Site,” right click “New,” and select “Virtual Directory.” See
Figure 9.

Zisix
Fle Acton View Hep ;
o |E BR8]y mu

Mnetxnfm;;;n;;]ces Computer [Local [ version [ status

£ &) BAH528422YU (ocal computer) B ar5234221U (ocal computer) Yes 105 V5.1
-2 Web Sites

ERF ) b
5 IISHe  Explore

fiewer2

Virtual Directory...

Server Extensions Web
Server Extensions Administrator

) & Default SMTP Virtual Server

[Creates a new objectin this container.

[ [
Wistan| @ 5] 3 @ &) vehoo! -M... | ) My Docume...| ) cornE_0p... | Y untited -... | [5] mbox -mic... | e |[ Ry mnterner 1 [« O|®IE . z37pm

Figure 9: Internet Information Services
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2c. In the “Alias” field, enter the alias you wish to use. “CBRNESurvey” is an
example. See Figure 10.

Virtual Directory Creation Wizard

Virtual Directory Alias
You must give the virtual directory a short name, or alias, for quick reference.

Type the alias you want to use to gain access to this Web virtual directory. Use the
same naming convertions that you would for naming a directorny.

Alias:
CERNESurvey|

< Back Mest = Cancel

Figure 10: Virtual Directory
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2d. Enter the directory where the Web site files are physically located, such as
C:\CBRNE\CBRNE_Survey\Sites\CBRNESurveyApp\CBRNESurveyWeb. See
Figure 11.

Virtual Directory Creation Wizard

Xl
Web Site Content Directory
S

Wherz is the content you wart to publish on the Web site? S
s

Enter the path to the directory that contains the content.
Directory:
CHCBRNEMCBRME SurveySites CBRNESurveyApp CERMNESurver Browse... |

< Back

Cancel |

Figure 11: Physical Web Site Directory
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2e. Accept the default setting for the “Access Permissions.” See Figure 12.

Virtual Directory Creation Wizard
Access Permiszsions
What access permissions do you want to set for this virtual directory?

1
A x

g
4

Allow the following:

¥ Run scripts {such as ASP)

[ Execute (such as ISAPI applications or CGl)
[~ Wiite

" Browse

Click Next to complete the wizard.

< Back Cancel

1=
]
W

Figure 12. Access Permissions

2f. Complete the setting. See Figure 13.

Virtual Directory Creation Wizard x|

You have successfully
completed the Virtual
Directory Creation Wizard.

Click Finish to continue.

¢ Back

Canzel |

Figure 13: Completion
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2. Edit the Web.Config file contained in the CBRNESurveyWeb folder.

Associated Steps:
2a. Update the path field of line 9 to a location where the log files are to be written.

Note: By default, the “publisher mode” is set to “Off.” If you want to enable logging,
then you should turn it on and give the ASPNET account write access permission to
the folder.
e In Windows Explorer, right click on the folder where the log files are stored,
open the “Properties” window, and select the “Security” tab.
e Click “Add” to add a user. In the next screen, click the “Advanced” button,
and find the ASPNET user. See Figure 14.

Select this object type:
IUsers. Groups, ar Buitt4n securty principals Ohject Types. ..

FErom this location:
IEAHEER-EEYU Locations...

Comman Gueres |

M arme: I St j I Calummg...

Dezcription: I'Starts with j I Find Now

L

" Dizabled accounts Stop

[T Honegpining password

[Mavg since lazt [mgon: I 'I

P &«
o

ok |

Name (RDN) | In Folder | -
€7 528422backup BAH528422YU
€ ACTUser BAH528422Y1)
€ Administrator BAH528422Y1) (i
€7 Administrators BAH528422Y1)
€2 ANONYMOUS LOGON
L S ASPNET BAH528422Y1)
ﬁ;’-‘-.l.rthenti-:ated Users
5 Backup Operators BAH528422Y1
L EATCH
€7 CREATOR GROLUP
A}
%ETEATOH OWNER - -

Figure 14: Select Users or Group.
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e Click “OK.”
e The ASPNET user should show up in the properties window. Click the
“Modify” checkbox to assign the write permission. See Figure 15.

General Security |Web Sharing I Customize I

(Group or user Names:
ﬁ Administrators (BAHZ28422% L Administrators) j

€ ASPNET Machine Account (BAH528422YNASPNET)
€7 CREATOR OWNER

€7 SYSTEM
lloare (RAHRIZATFY] 14 loars) hd
T il
Add | Bemove |
Pemissions for ASP.MET
Machine Account Allow Dery
Full Cortrol O o =
Modify O
Read & Execute O
List Folder Cortents O
Read O
Write O ;I

For special pemmissions or for advanced settings, Ad - |
click Advanced. =

ok | canced | mepy |

Figure 15: Log Properties
e Click “OK” to complete.

2b. In <appSettings> session, update the server, uid, and password fields for
accessing the database

<appSettings>

<add key="siteTitleName" value="AHRQ-HRSA Survey" />

<add key="connectionString"
value="server=servername;uid=username;pwd=password;database=ahraqdb"/>
</appSettings>

3. Using IIS Manager, create a virtual directory or a Web site, and point it to the location of the
CBRNESurveyAdmin folder contained in the CBRNESurveyApp folder. The
CBRNESurveyAdmin contains the questionnaire administration site where the questionnaire

17



administrators can view the number of questionnaires submitted and download the submitted
questionnaire data.

Associated Steps:

3a. To run the 11S, click the “Start” button, select “Administrator Tools,” and then
“Internet Information Services.”

3b. Go to the Default Web Site, right click “New,” and select “Virtual Directory.”
3c. Enter an alias. In this example, “CBRNESurveyAdmin” is used. See Figure 16.

Virtual Directory Creation Wizard

Virtual Directory Alias
You must give the virtual directory a short name, or alias, for quick reference.

X
S
ll""h

/)

Type the alias you wart to use to gain access to this Web virtual directory. Use the
same naming convertions that you would for naming a directony.

Alias:
CBRMESurveyAdmin

< Back Mexdt = Cancel

Figure 16: Virtual Directory

3d. Enter the directory where the Web site files are physically located, such as

C:\CBRNE\CBRNE_Survey\Sites\CBRNESurveyApp\CBRNESurveyAdmin.
See Figure 17.
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Virtual Directory Creation Wizard

Web Site Content Directory
Where is the content you wart to publish on the Web site?

Erter the path to the directony that contains the content.

Directaony:
CMCBRNEMCERME Survey™Sites'CERMNESurveyApp CBRMESurve: Erowse... |

< Back

Cancel |

Figure 17: Physical Web site Directory
3e. Accept the default setting for the “Access Permissions.” See Figure 18.

Virtual Directory Creation Wizard |
Access Permissions
What access pemissions do you want to set for this virttual directony?

Allow the following:

¥ Fun scripts {such as ASP)

[T Execute {such as 15API applications or G
[~ Wiite

[~ Browse

Click Next to complete the wizard.

< Back Mext = Cancel

Figure 18: Access Permissions
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3f. Click “Next” to complete the setting.
4. Edit the Web.Configuration file contained in the CBRNESurveyAdmin folder.

Associated Steps:

4a. Update the path field of line 9 to a location where the log files are to be written.
Note: By default, the publisher mode is set to “Off.” If you want to enable logging,
then you should turn it on and give the ASPNET account write access permission to
the folder. (See notes in section 6.1.2 on how to change permission to ASPNET).

a. In <appSettings> session, update the server, uid, and password fields for
accessing the database.

<appSettings>

<add key="connectionString"
value="server=servername;uid=username;pwd=password;database=ahraqdb"/>

<add key="siteTitleName" value="AHRQ-HRSA Survey Administration"
/>
</appSettings>

5. Complete.
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Appendix A: CBRNE Preparedness Questionnaire Home Page

4} AHRQ-HRSA Survey | Home - Microsoft Internet Explorer & x|

File Edit View Favorites Tools Help | h
b A = Jnl_ . =

Qs - © - 1x] &) | Jsear Scrwnm @) 0 11 ol - O

Address I@ http:/flocalhost/HHSWeb/default.aspx

Preparedness for Chemical, Biological, Radiological, Nuclear, and Explosive Events
Questionnaire For Health Care Facilities

Preparedness for Chemical, Biological,

Radiological, Nuclear, and Explosive Events
Accessibility

Disclaimer

Questionnaire For Health Care Facilities

Privacy Agency for Healthcare Research and Quality » Health Resources and Services Administration

System Requirements
States can administer this functionally downloadable questionnaire to their hospitals, and hospitals can self-administer the
questionnaire to measure their own readiness. Hospitals and health care svstems can use this questionnaire as an assessment and
planning tool for chemical, biological, radiological, nuclear, and explosive (CBRINE) events. Some hospitals may address events
such as these as a component of an "all hazards" plan.

Please note that AHRQ is not administering this questi ire. Please do not send completed questionnaires or
compiled data to AHRQ.

CBRNE is used throughout this questionnaire and is defined as follows: The release of a chemical, biological, radiological,
nuclear, or explosive agent that threatens civilian populations.

Question responses should reflect the hospital’s status at the time the questionnaire is filled out.

If you have questions about the content of the questionnaire or technical difficulties with the Web-based instrument, please contact
Sally J. Philips, R N_, Ph.D_, Director of AHRQ's Public Health Emergency Preparedness Program at: sally phillips@ahrq hhs.gov.

IMPORTANT: It is not possible to fill in part of the questionnaire, log out, then complete it at a later tima. Please click
heve to download a paper version of the questionnaire, and gather all the necessary information before entering
information in the on-line version of the swrvey. Keep a completed copy for vour records.

=l
] pone [T T T Mteclnbanet
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Appendix B: CBRNE Preparedness Questionnaire Admin Home Page

/3 AHRQ-HRSA Survey Administration | Survey Response Summary Report - Microsoft Internet Explorer 8] x|

File Edit View Favorites Tools Help | h
n LY —~ n - 5
- - ) = i - -
Qs - © - [x] B (| Do Sorownes @) (- 1L vl - L O
Address I@j http:/flocalhost/HHSR eporting\Web/Home Default. aspx

Preparedness for Chemical, Biological, Radiological, Nuclear, and Explosive Events
Questionnaire For Health Care Facilities

Welcome surveyadmin|

Survey Response Summary Report

Site Menu

Home Organization State POC Email
Change Password 2 AK 2
Download Data 3 AK
Download Data Part 1 a AK
Download Data Part 2 asda AK dsadsa
Log Out esafdsaf AL
qwegew AL 1111
This is a Test AR hjska@yahol.com
ewgewgewq A7 dsadsadsa@ jkdja.com
ABC Hospital VA asjhs@bah.com
Jeff VA
St. John's VA js(@yahoo.com
TestB VA fddh@uauiua com —
Total: 12
El
[&Tome R T —
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