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What’s Your Risk with the Growing Use of ACH
Payments?

by Karen Furst, Policy Analyst, and Daniel E. Nolle, Senior Financial Economist, OCC Policy
Analysis Division*

Introduction

The financial services community and the business press have given increased attention to the
significant shift in the balance between paper-based and electronic retail payments. Declining
paper-check usage, growing reliance on credit cards, and the rapid expansion of debit cards are all
well-known aspects of the rise of electronic payments. Less focus has been placed on automated
clearing house (ACH) transactions, but the growth in the use of this form of electronic payment
and, more significantly, changes both in the nature of such payments and in the participants who
make up the ACH system, warrant scrutiny.

Historically, ACH payments have been preauthorized arrangements between payors and payees,
commonly in a sustained and systematically recurring manner (for example, automatic deposit of
payroll and the pre-authorized monthly payment of an insurance premium). More recently, new
applications have emerged—known collectively as “electronic checks” or “e-checks”—most of
which, unlike traditional ACH payments, are not pre-authorized, and some of which are also char-
acterized by the lack of an established relationship between the payor and the payee. Related to
the transformation of the ACH network from one used primarily for recurring payments to a more
general-purpose payments network is the role that third parties play in processing many of these
new “e-check” payments. Frequently, these third-party processors stand between the bank and the
merchant originating the payment, which can complicate customer due diligence by banks.

With this in mind, the aim of this paper is to describe the changing ACH landscape, and to con-
sider the degree to which this growth and change have heightened one risk issue in particular: the
susceptibility of ACH payments to fraud. This paper is organized as follows. The first section out-
lines the basic nature of an ACH transaction and describes recent trends in ACH usage. Section

II examines basic economic incentives for the growth of ACH transactions. Section III describes
significant changes in the nature of ACH payments, focusing in particular on e-checks. Section IV
explains how—with the emergence of new ACH applications and the proliferation of third-party
processors—the ACH system has become more susceptible to fraud. Section V outlines recent in-
dustry and government responses to the growing susceptibility to fraud, and section VI concludes.

* The views expressed in this paper are those of the authors and do not necessarily reflect those of the Office of the
Comptroller of the Currency or the Department of the Treasury. A previous version of this article appeared as Policy
Analysis Paper #6, Office of the Comptroller of the Currency (October 2005). The authors wish to thank David Nebhut,
Mark Levonian, and William Lang for helpful comments, and Rebecca Miller for editorial assistance.
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. ACH Basics and Growth Trends

The ACH system is a funds transfer system typically used for retail payments and was originally
developed in the 1970s to provide an alternative to paper checks.! It is a batch-processing, “store-
and-forward” electronic system; that is, transactions received by a bank are stored and processed
at a later time, rather than being processed individually. The five participants involved in an ACH
transaction are the payor, the payee, the payor’s bank, the payee’s bank, and the provider of the
ACH service between the two banks. ACH transactions can be either credits or debits. A credit
transaction is initiated by the payor: for example, direct deposit of payroll is originated by the
employer through the employer’s bank, which transfers money to the employee’s bank account. A
debit transaction is originated by the payee: for example, a mortgage payment is originated by the
lender through the lender’s bank, which initiates the payment transferring funds from the custom-
er’s bank account. Increasingly, a sixth set of participants, third-party processors, has become a
significant presence in the ACH system. Third-party processors handle aspects of the origination
of ACH payments and, as such, insert themselves into the payment process between a payor and
the payor’s bank (for ACH credit transactions), or between the payee and the payee’s bank (for
ACH debit transactions).

Broadly speaking, ACH transactions, along with credit card and debit card transactions, comprise
retail “electronic payments.” In the United States, retail payments historically had been domi-
nated by paper checks, but very recently the volume of electronic payments surpassed payments
by check, as illustrated in Figure 1. Prior to 1995, electronic payments grew steadily, but so did
check usage, albeit at a declining rate. However, since 1995, electronic payments have displaced
check usage to an extent large enough to result in an absolute decline in the number of checks.

Increased use of ACH payments contributed to the overall growth of electronic payments (and,
by extension, the decline in check usage), but, as Figure 2 illustrates, the substantial and steady
growth of ACH payments was exceeded by the growth rate of credit card usage and, especially
since 1999, the surge in debit card use. Nevertheless, in dollar-value terms, ACH transactions
dwarf card transactions and have increased substantially both absolutely and, as Figure 3 illus-
trates, relative to all electronic and check retail transactions.

! Analysts and practitioners divide payments into “wholesale” and “retail” payments. Wholesale payments consist of
large-value electronic funds transfers such as wire transfers (Fedwire and CHIPS) used for time-critical payments, and
interbank settlement. Retail payments include the majority of domestic payments made by consumers, businesses, and
governments. The major components of retail payments in the United States include cash, checks, credit cards, debit
cards, and ACH transactions. Unlike the other forms of retail payments, reliable records for the number and value of
cash payments are not compiled, and hence exact data on cash usage is impossible to obtain. In this paper the term
“payments” covers noncash retail payments only.
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Figure 1. Electronic Payments Overtake Checks
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Source: Office of the Comptroller of the Currency using data from Statistics on payment systems in selected countries, Bank for
International Settlements (various issues); The Nilson Report (various issues); and ATM & Debit News (various issues). Check volume
for 2004 is an estimate.

Figure 2. Growth in Electronic Payments
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Source: Office of the Comptroller of the Currency using information from The Nilson Report (various issues); ATM & Debit News
(various issues); and NACHA.
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Figure 3. Relative Importance of ACH Grows in Value Terms
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Source: Office of the Comptroller of the Currency using data from Statistics on payment systems in selected countries, Bank for
International Settlements (various issues).

Il. ACH Benefits for Banks, Businesses, Government, and
Consumers

Growth in the use of ACH transactions can be explained by two basic factors. The first is the sig-
nificant benefits depository institutions (“banks”), businesses, government, and consumers derive
from this form of payment. This section describes the nature of these advantages. The second
impetus for growth in ACH transactions is the emergence of new ACH applications, a subject
discussed in the next section of the paper.

II.A. ACH Benefits for Banks

The Federal Reserve is a major processor of payments by check and by ACH, and payments pro-
cessing costs facing the Federal Reserve can be considered at least broadly illustrative of underly-
ing payments-processing costs for financial institutions.” Figure 4 illustrates the widening pro-

2 Check and ACH payments are also processed by private clearinghouses and “on us” (i.e., within a bank which is

the same for the payor and the payee). In 2003, the latest year for which comprehensive data is available, the Federal
Reserve processed 44 percent of all checks and 66 percent of all ACH transactions. See the Committee on Payment and
Settlement Systems (2005, Table 7, p. 159). In order that private sector payment processors not be faced with an “un-
fair” competitive disadvantage compared to the Federal Reserve, the Monetary Control Act of 1980 requires the Federal
Reserve to price its payments processing services such that it is able to cover the costs of providing these services.

There is some debate in the payments industry over Federal Reserve System ACH pricing policy. For example, in a
December 2002 whitepaper, The Electronic Payments Network (EPN), the only remaining private sector ACH
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cessing cost advantage for ACH transactions versus checks for the Fed. In 1995, per transaction
processing costs for each type of payment were equal, at 3.5 cents per item. Over the next decade,
processing costs for paper checks rose to 5.1 cents per item. Meanwhile, technological improve-
ments, deregulation of the communications industry, and increasing economies of scale in ACH
transactions processing resulted in a greater than two-thirds decline in per item processing costs,
to just under 1 cent, making it one-fifth as costly to process an ACH payment versus a payment
by paper check.?

Figure 4. Processing Cost Advantage for ACH Increases
(Costs for the Federal Reserve)
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Source: NACHA, using data from the Federal Reserve System.

operator, questioned whether the main goal of the Federal Reserve’s pricing policy was ACH processing costs recovery,
or preservation of market share, especially in light of the Federal Reserve’s rapid ACH price reductions in 2001 and
2002. The EPN whitepaper noted that the Reserve Banks did not expect to recover the full costs for all priced services
(and, indeed, the Federal Reserve has not recovered 100 percent of the cost of priced services since 2000). EPN also
notes that a few months after the first two Fed ACH price reductions, the American Clearing House announced that it
could no longer compete in the new price environment. Early in 2005, the Board of Governors requested comments on
possible changes to the private-sector adjustment factor (i.e., the method used to compute a target return-on-equity).
Periodically, the Board reviews its methodology for calculating this factor in order to determine if, in light of changing
business and regulatory conditions and practices, the methodology is still appropriate.

3 Federal Reserve System, Annual Report (various issues). The existence of large-scale economies in the processing of
electronic payments is well established. Bauer and Ferrier (1996) estimated scale economies in the Federal Reserve’s
ACH processing such that a 10 percent increase in ACH volume was associated with only a 4.8 percent increase in
processing expenses.
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Payment-processing cost changes have been passed along to banks. In recent congressional testi-
mony, a Federal Reserve payment system official noted that “Over the past decade, the reductions
in the processing costs for ACH have allowed Reserve Banks to cut approximately in half the fees
they charge depository institutions for providing ACH services. Over the same period, the Re-
serve Banks have increased the price of their more labor-intensive paper check service approxi-
mately 50 percent.” As a consequence, one large bank estimated that it cost about $0.08 to $0.10
to process a check, compared to $0.02 to $0.04 to process an ACH payment.’

11.B. ACH Benefits for Business and Government

Cost advantages also accrue to businesses and government from using ACH payments. First,
there is a long-standing awareness in the business and government communities of the benefits of
ACH direct deposit of payroll. The National Automated Clearing House Association (NACHA),
an industry group of ACH network participants, estimates that a typical large company switch-
ing from the cutting and distribution of paper paychecks to ACH direct deposit of payroll might
realize per transaction savings of $0.187. With a payroll of, for example, 100,000 transactions

per month, annual cost savings would amount to $224,400. Even a small business with, say, 500
payroll transactions per month, could cut costs by $0.352 per payroll transaction, saving perhaps
a few thousand dollars per year by switching to ACH direct deposit of payroll.®

A second advantage businesses have increasingly pursued is the use of ACH transactions for cus-
tomers’ bill payments. As an example, BellSouth Corp reports ACH as the least expensive form
of electronic payment for bills. It costs the utility around $2.00 when a customer pays a phone bill
with a credit card, and $0.50 to $0.60 for PIN debit, compared to only $0.10 to $0.15 for an ACH
payment.’

A third, relatively recent source of ACH benefits is in check conversion at a lockbox using the
ACH system.® Illustrative of the magnitude of savings in this respect are credit card issuers’ check
conversion savings. In particular, credit card issuers have reported that checks converted to ACH
transactions at a lockbox resulted in operational cost savings of $0.057 per consumer check con-

4 Testimony of Louise L. Roseman, Director, Division of Reserve Bank Operations and Payment System on Recent
developments in the payments system, before the Subcommittee on Financial Institutions and Consumer Credit, Com-
mittee on Financial Services, U.S. House of Representatives, (April 20, 2005).

5 Schneider, Ivan, “JPMC Prepares for Check Conversion Growth,” Bank Systems & Technology (May 11, 2004).

¢ There is a difference in the per item savings between the hypothetical large and small companies because the NACHA
estimates include some differences in account services and significant differences in the pricing structure for banking
services for the two businesses.

" Kuykendall, Lavonne, “Chase Offers Payments Consulting to Billers,” American Banker, June 3, 2005.

8 Such an ACH transaction is called an “accounts receivable conversion” or “ARC” transaction. See Box 1 for a de-
tailed description of ARC transactions.
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verted. Based on this per item savings, credit card issuers collectively saved an estimated $99.6
million in 2004.° Additionally, converting a check to an ACH transaction can reduce card issuers’
losses, owing to the shorter return time frames for ACH items compared to checks. !

Governmental entities disperse millions of payments annually, and ACH transactions convey
significant advantages. For example, in its 2004 Annual Report, the Federal Reserve reported
figures for check and ACH processing costs for services provided to the federal government:
$24.25 million to process 234 million government checks at 10.4 cents apiece, and $5.35 million
to process 940 million government ACH payments at 0.57 cents per item. Hence, for the federal
government, paying by check was almost 20 times more costly than paying by ACH.!

I1.C. ACH Benefits for Consumers

Consumers have also found substantial savings of time and effort, as well as added security, by
choosing direct deposit of paychecks compared to receiving a paper paycheck. The popularity
of this form of ACH payment is reflected in the fact that 75 percent of Social Security recipients
sign up for direct deposit when they register for benefits. '

Consumers’ familiarity with direct payroll deposit likely increases their penchant for adopting
other forms of ACH payments. For example, using sample results from two surveys, Klee and
Hayachi (2003) constructed a model to predict the probability that a user of direct deposit would
use direct bill payment.'* They found that the use of direct deposit by a person represents a 21 to
24-percentage point increase in the predicted likelihood of that person adopting direct bill pay-
ment. In a related vein, Klee and Hayachi found that consumers who use new technology prod-
ucts (e.g., the Internet) are more likely to use electronic forms of payment than those who do not.
Others have observed the emergence of a strong correlation between growth in the adoption of

° Nelson, Bill, “Inside the Numbers—How Costs/Benefits Impact the Growth of ACH Payments, “ Electronic
Payments Journal, Volume 3, Issue 7 (November/December 2004) estimates that the credit card industry ac-
counted for 78 percent of the 2.24 billion commercial ARC and WEB originations. ARC and WEB are ACH trans-
actions used as substitutes for check payments; they are described in detail in Box 1.

10 Converting checks to ACH has a greater impact on the processing of returned deposited checks than on the
forward collection of checks. This is because, for example, the largest banks (the banks most likely to be handling
lockbox processing for a credit card issuer) receive funds on the majority of checks deposited (90 percent of local
checks and 63 percent of non-local checks) within one business day. However, the average time for the return of
deposited checks is often longer than the return time for ACH items. See the ABA Deposit Account Survey Report
(2004) for information on average check processing and return cycle times.

1 91st Annual Report, Board of Governors of the Federal Reserve System (2004), pp. 125-126.
12 Jackson, Ben, “Treasury to Tout Direct Deposit of Social Security,” American Banker, August 2, 2005.

13 Hayashi, Fumiko, and Elizabeth Klee, “Technology Adoption and Consumer Payments: Evidence from Survey
Data,” Review of Network Economics, Vol. 2, Issue 2 (June 2003).
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broadband (high-speed) Internet connectivity and growth in online banking, and some expect the
growth of broadband access and online banking to propel online bill payment. '

As of December 2004, there were approximately 36 million U.S. households using online bank-
ing—more than a fivefold increase from the 7 million online banking households in December of
1998.'5 Although growth in the number of net new households adopting online banking slowed to
9 percent in 2004, the increase in Internet banking customers at one large bank was considerably
higher.!® Bank of America has the largest online banking customer base with a reported 13.8 mil-
lion active online banking customers—an increase of 38 percent for the 16 months ending in Au-
gust 2004.!7 During the same time period, the number of Bank of America customers using online
bill payment increased by 68 percent. Consistent with the broadband-online banking correlation
noted above, Bank of America found that more than 60 percent of its customers used high-speed
Internet connections for online banking. The rapid growth in the adoption of online bill payment
at Bank of America and other banks may, in part, account for the recent increase in the rate of
growth for “customer initiated entries” (CIE), a type of ACH credit transaction. Based on second
quarter 2005 volume, CIE entries will increase an estimated 40 percent for all of 2005, compared
to an increase of 14 percent in 2004.

lll. The Changing Nature of ACH Transactions: New Applications

In addition to strong growth for traditional ACH transactions such as those for recurring con-
sumer payments, a new set of ACH debit transactions, termed by some as “electronic checks” or
“e-checks,” have spurred overall ACH growth. (See Box 1.) E-checks differ in important respects
from preauthorized and recurring ACH payments.'® With traditional, recurring ACH transactions,
after an initial set of payment instructions is successfully processed, payments are repeated using
the same routing and account number details, thus limiting the likelihood of errors."”

4 On the first point see “Big Broadband Buy-In Feeds On-Line Banking,” Bank Technology News, Vol.18, No.7, page
17, (July 2005), and McGrath, James C., “Will Online Bill Payment Spell the Demise of Paper Checks?” Payment
Cards Center Discussion Paper, Federal Reserve Bank of Philadelphia (July 2005). McGrath also comments on the
second point.

15 Online Banking Report, Number 114 (January 17, 2005).
16 Ibid.

17 Press release (August 16, 2005) “Bank of America wins awards for best consumer Internet bank and best informa-
tion security initiatives,” and Press release (April 21, 2004) “Growth propels Bank of America to 10 million subscriber
milestone.”

18 Tt is important to distinguish e-checks from “check electronification.” Check electronification refers to a process to
speed up check processing, most commonly by “check truncation,” which essentially means to stop, or hold, the paper,
and subsequently process electronically the information contained on the check.

1 If there is a change in the bank’s routing number, or in the consumer’s account number, the bank will send a “notifi-
cation of change” ACH entry.
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E-checks are a recent advance in ACH payments. Point-of-purchase (POP) transactions came into
use in September 2000, while the other three applications began in 2001 or 2002. Adoption of
e-checks grew rapidly however, and e-checks now account for over 40 percent of all ACH debits,
compared to 6 percent in 2001. Figure 5 shows the changing composition, both absolute and
relative, of the four components of e-checks over the recent past. Accounts-receivable-conversion
(ARC) trasactions, which did not exist until 2002, had by the end of 2004 become the dominant
form of e-checks, with 941.7 million transactions accounting for 47 percent of all e-checks.?
Internet-initiated (WEB) usage also grew steeply over this period, from 54 million transactions in
2001, to 715 million in 2004. Telephone-initiated (TEL) transactions, though less in total volume
than either ARC or WEB, nevertheless grew from 6.3 million to 187.7 million, a 30-fold increase
over the four-year period. Even POP almost tripled between 2001 and 2004, from 64.2 million to
162.3 million transactions (although POP was the only e-check application to experience single
digit growth in 2004).?' Of note, although ARC has come to dominate e-check payments, most
industry observers believe that its dominance will be transitory because as the decline in check-
writing gains further momentum, conversion of checks via ARC will taper off correspondingly. 2

Box 1. Descriptions of ACH “E-Checks”

A point-of-purchase (standard entry class code “POP”) entry is created for an in-person
purchase of goods or services when, for example, a merchant receiving a paper check from
a consumer uses it as a source document to electronically enter its routing number, account
number, serial number, and dollar amount of the transaction into a point-of-sale terminal or
other electronic system to generate a debit entry to the consumer’s demand deposit account.
The merchant obtains a written authorization from the consumer, and the paper check is
voided and returned to the consumer at the point-of-purchase. POP payments are “nonrecur-
ring” or “single-entry” (one-time) in the sense that even if, for example, a consumer’s gro-
cery store always uses this method when the consumer presents a check to pay for weekly
grocery purchases, each transaction must be authorized anew by the consumer at the point-
of-sale. POP is an example of “check conversion.”

2 The figures used here are for network volume and exclude on-us items. Including on-us items, 2004 ARC volume
was 1.3 billion. A few originators could account for a large portion of ARC transactions, which may help to explain
ARC’s rapid growth. For example, if a single credit card issuer such as Citibank adopted ARC and converted around 60
percent of all monthly payments received for active accounts, this one “adopter” of ARC could generate over one third
of all ARC transactions originated in 2004. Citibank has more active accounts than other card issuers, but a handful

of large credit card issuers could account for most of the ARC transactions. Credit card issuers account for around 78
percent of ARC and WEB transactions.

2 These figures exclude on-us transactions.

22 Some payments research firms expect ARC to top out at about 3.5 or 4 billion transactions around 2007 or 2008, and
decline substantially thereafter. Others expect ARC to level off and decline slowly as fewer paper checks are used to
pay bills. See American Banker (July 1, 2005), and Hoffman, Karen Epper, “Payment’s Mass Conversion,” Banking
Strategies, Volume LXXXI, Number II, (March/April 2005).
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An accounts-receivable-conversion (“ARC”) entry also uses the consumer’s check as a
source document, but not at the point-of-sale. Rather, the routing number, account number,
check serial number, and dollar amount of the transaction are captured using a scanning
device and converted to an electronic ACH entry after a biller receives the consumer’s
check in the mail, or at a lockbox location for payment of goods and services. ARC trans-
actions can be “recurring” in the everyday sense of the word, in that a consumer’s monthly
paper check payment to a credit card company may routinely be processed as an ARC
transaction. However, such payments are not recurring and pre-authorized in the same
sense as would be the case if a consumer arranged for his credit card company to automati-
cally debit his bank account in order to pay the bill every month.

A telephone-initiated (“TEL ") entry is created when a consumer gives authorization via
the telephone for her account to be debited electronically by the party the she wishes to
pay. This type of entry may only be originated when there is either an existing relationship
between the consumer and the payee or, if there is no pre-existing relationship, only when
the consumer has initiated the telephone call. TEL transactions are single-entry; that is, a
separate oral authorization must be obtained for each debit.

An Internet-initiated (“WEB”) entry is created when a consumer authorizes a merchant or
other payee, via the Internet, to debit the consumer’s account. In contrast to other forms of
e-checks, WEB payments can be used for pre-authorized transactions, as for example when
a consumer “signs” with an electronic signature via the Internet an agreement for recurring
automatic debits to his account for repayment of a loan. However, many WEB transactions
are single-entry. These single-entry WEB transactions may be with a merchant or other
originator new to the consumer, or the consumer may have an established relationship with
an originator, as for example when a consumer authorizes the payment of his credit card
bill online at the credit card issuer’s Web site.
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Figure 5. ACH: Growth and Changing Composition of E-Checks
(Millions of Transactions)
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Source: Office of the Comptroller of the Currency, using data from the Federal Reserve System and NACHA. Excludes on-us transactions.

IV. ACH Transactions: Susceptibility to Fraud

The growing use of new ACH applications is a clear indication that ACH network participants are
finding increasing value in them. Nevertheless, some of these new applications have increased
the susceptibility of the ACH system to fraudulent transactions. This section deals first with
certain characteristics of ACH e-checks that may raise their susceptibility to fraudulent use. No
ACH payments, including e-checks, are subject to real-time authorization of “good funds.” Until
recently, that potential vulnerability was of limited concern because ACH payor and payee gener-
ally enjoyed an ongoing payment relationship. However, with the emergence of e-checks, the lack
of a recurring payment relationship between the payor and payee, coupled in some cases with the
lack of a physical “source” document, have raised fraud vulnerability.

The second part of this section points out that there are also long-standing characteristics of the
ACH system that make it vulnerable to fraud. These include weak fraud detection and prevention
mechanisms, weaknesses in the incentive structure for return items, and weak system governance
mechanisms. In general, when ACH transactions are pre-authorized and recurring between a con-
sumer and an originator who are known to each other, these ACH system vulnerabilities present
a low risk of fraud; but, as the last part of this section explains, the addition of new ACH applica-
tions has attracted new participants, creating new opportunities for fraudsters. These fraudsters
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have exploited some of the new ACH applications for which an established customer-originator
relationship is not necessarily a requirement.

Ahead of a more detailed discussion of the ACH system’s susceptibility to fraud, it is important to
bear in mind that banks experience relatively fewer ACH fraud losses versus check fraud losses,
a point Table 1 helps to illustrate. Smaller size banks in particular are less likely to have experi-
enced ACH fraud losses compared to check fraud losses. However, large banks, which are more
intensely involved in ACH transactions than small banks, also experience lower ACH fraud loss
than check fraud loss. In this respect, ACH transactions have had a relatively good track record.

Table 1. Bank Fraud Losses: Checks vs. ACH

(2003)
Bank Size Groups
(in assets)
Under $500 million to $4.99 | 85 billion to $49.99
$500 million billion billion $50 billion or more

Percent of Banks with Fraud Losses:

Check-related 72 97 100 100

ACH-related 23 40 61 72
Median Dollar Value of Fraud Loss:

Check-related $5,042 $51,353 $977,508 $8,716,014

ACH-related $250 $3,543 not available not available

Source: ABA Deposit Account Fraud Survey Report (2004).

IV.A. Susceptibility to Fraud: New ACH Applications

Fraudulent (i.e., “unauthorized”) payments within the ACH system have always been costly

to deal with as “return” items, but because of ongoing payment relationships that characterize
traditional ACH transactions, incidence of fraud was historically very low.?> Most e-checks, on
the other hand, do not involve preauthorization for a series of recurring payments. In addition,
some e-checks are “spontaneous” in nature-that is, there is no pre-existing payment relationship
between consumer and payee.* Because consumer and payee may have little or no knowledge of

3 A “return” item is returned to the originating bank because the originating bank warrants that all transactions it
originates into the network are authorized. If a debit is returned as “unauthorized” this means that a consumer has noti-
fied his bank (the payor’s bank) that the transaction was not authorized. Another reason for return items is error (i.e.,
incorrect information). Two primary sources of incorrect information are 1) the consumer gives inaccurate information
during the enrollment process, or 2) the information related to the consumer or the consumer’s account at the payor’s
bank changes, such as when a once-valid routing number changes after a bank merger, or a once-valid account number
changes because a consumer closes an account but opens another account at the same bank.

24 The four e-check transactions (ARC, POP, TEL, and WEB—described in Box 1) are consumer applications (i.e., they
are meant to be used to originate debit entries to a consumer’s account).
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each other’s veracity, the probability of payment fraud is higher, and therefore the risk of costly
return items is higher. However, the different types of e-checks differ in their relative vulnerabil-
ity to fraud.

In general (and in the absence of counterfeit checks), ARC and POP payments, e-check applica-
tions that use a paper check as a source document, are less vulnerable to fraud than TEL and
WEB payments, which are conducted remotely and do not use a paper check as a source docu-
ment. Although numerous variables affect riskiness, ARC, which is currently the least risky
ACH debit application, is likely to remain a low-risk application because of the way it is used
(i.e., to pay recurring bills such as loan payments and utility bills). Under current conditions, the
unauthorized payments rate for POP transactions is similar to that for traditional preauthorized
debits (i.e., PPD payments).” However, the risks associated with POP mirror the risks associated
with accepting paper checks in a retail environment.?® As more “good” payments migrate away
from checks to electronic payment instruments such as credit and debit cards, and as fraudsters
continue to concentrate on payment instruments that do not provide real-time transaction au-
thorization—such as checks—the rate of check fraud is likely to increase. In tandem with this
development, there could be an increase in the proportion of fraudulent checks presented at the
point-of-sale that are then converted to ACH transactions. WEB transactions, executed via the
Internet, are subject to that medium’s fraud vulnerabilities, but NACHA requirements for WEB
transactions, and the fact that the majority of WEB transactions are being used for bill payment
transactions between a consumer and an originator who are known to each other tend to reduce
the risk profile of this e-check application.”” Because TEL shares the weaknesses of WEB but
lacks the features that tend to mitigate fraud vulnerability, it is likely to remain a higher risk ACH
application.

IV.B. Susceptibility to Fraud: ACH System Characteristics

Fraud Detection and Prevention Mechanisms. Vulnerabilities in ACH fraud detection and preven-
tion mechanisms can best be understood in comparison with contrasting features of credit and/or

2> NACHA data for 2004 show that the unauthorized return rate for POP was 0.05 percent, slightly lower than the 0.07
percent rate for PPD.

26 Note that the allocation of liability among the parties to a transaction is different between checks and ACH payments,
because different laws and regulations cover these two forms of payment. This in turn may change the degree of risk
assumed by the payee and/or the payee’s bank in an ACH transaction compared to a check transaction.

2" The NACHA Rules impose heightened security requirements for WEB transactions and direct originating banks to
establish procedures to monitor the creditworthiness of originators of WEB transactions on an on-going basis, thus
requiring banks to investigate merchants and to have an understanding of their business and financial condition.
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debit card systems.?® First, unlike in the case of credit card transactions, the ACH system has no
system-wide method to link a payor’s name, address, and deposit account number. Second, the
ACH system has no mechanism for real-time authorization of transactions, as is the case with, for
example, credit cards. Third, the ACH system lacks the kind of measures credit card systems have
for fraud detection.?’ In particular, credit card issuers have long incorporated procedures for “ver-
tical” fraud detection—identifying a pattern of seemingly anomalous transactions for a particular
account. In addition, and more importantly from a systemic perspective, card systems employ
procedures for “horizontal” fraud detection. Such measures can identify cases when, for example,
there is a large volume of payments for the identical amount across the system, as might occur if
criminals were attempting large-scale fraudulent debit transactions after stealing customer ac-
count numbers from a merchant. The absence of these measures makes it easier for fraudsters to
exploit the ACH system and to avoid detection.

Incentive Structure for Return Items. Maintaining the traditionally low incidence of return items
associated with the ACH network is important in order to maintain confidence in the system.

In addition, return items place a relatively high burden on some system participants. First, on a
per-item basis, ACH returns are costly. Based on a survey of banks, NACHA estimated that the
cost to the payor’s bank for handling an ACH return is between $12 and $17 per item.*° Second,
procedures for dealing with return items greatly disadvantage banks receiving unauthorized or
fraudulent ACH debits to consumer accounts.’! In particular, the payor’s bank earns no direct fee
or income to offset the receipt of consumer ACH debits, and it has to bear the cost of the return
process, including the cost of obtaining a written statement from its account holder victimized by

2 1t is of course important to keep in mind that per item costs for processing credit and debit card transactions are con-
siderably higher than for ACH transactions in part because of these differences. Credit card networks provide services
that are valued by merchants, including card authorization, verification, and payment guarantees. Among other things,
these services reduce the risk of fraud and facilitate risk management. For an analysis and empirical evaluation of the
benefits to merchants provided by credit and debit card networks, and the related network investments, see Guerin-
Calvert, Margaret, and Janusz A. Ordover, “Merchant Benefits and Public Policy Towards Interchange: An Economic
Assessment,” presented at Federal Reserve Bank of New York conference on Antitrust Activity in Card-Based Payment
Systems: Causes and Consequences (September 2005).

¥ Although no ACH network-wide solutions currently exist, payments industry participants are aware of these prob-
lems and some partial solutions exist. For example, using the data in debit bureau files, providers of databases used

for opening bank accounts and for check verification and guarantee services can help validate some ACH transactions.
Merchants are most likely to use this type of service when converting checks to ACH payments at the point of sale (i.e.,
POP). Section V further discusses industry responses.

30 “Network Return Entry Fees Questions and Answers,” Electronic Payments Journal, Volume 3, Issue 7 (November/
December 2004). As the article points out, this cost does not include potential indirect costs such as closed accounts
and reputation damage.

31 Note that NACHA Rules require the payor’s bank to accept all ACH entries it receives.
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the unauthorized transaction.* Under such circumstances, the continued growth of both traditional
and new ACH payments is likely to increase the return-item processing costs for some banks.

In addition to the high per-incident costs for return items, growth in return items is likely to
exacerbate potentially unsafe and unsound incentives embedded in the ACH returns system. In
particular, fee income from return items can become an important source of non-interest income
for an originating bank. Even if an ACH transaction originator (i.e., the payee) has an unusually
high level of returns, from a fee perspective the bank for whom that originator is a client has a
disincentive to deny or even limit ACH origination services, because the bank earns a fee from
the originator on both the initial presentment of the (faulty) debit entry, as well as the return. Ad-
ditionally, and unlike in the case of check-processing, a bank originating ACH debit transactions
is not constrained by the necessity of having to maintain demand deposit accounts with every
originator. Under these circumstances, some banks may not scrutinize returns at the originator
level, increasing the likelihood that they will continue to process transactions for acquired mer-
chants with high return rates operating through one or more third-party processors.

ACH System Governance Mechanisms. Vulnerabilities in the ACH system’s fraud detection and
prevention mechanisms, and incentives in the return-items pricing structure that may (uninten-
tionally) reward some originating banks for practicing inadequate due diligence on questionable
originators could be counter-balanced by an effective governance system. A key element to such
a system is the existence of a central authority with power to effectively monitor and, if neces-
sary, expel participants whose actions undermine the ACH system’s integrity.** In the Visa and
American Express card systems for example, Visa and American Express function both as system
operators and as governing bodies for their respective networks. This arrangement enhances their
ability to monitor system participants. In addition, the major credit card and debit card systems
have the ability to ban merchants who have excessive charge-backs.’* For most merchants, the

32 In an effort to address problems with the current price structure, NACHA and its board of directors proposed a
network return entry fee (“NREF”) to provide an incentive to originating banks to prevent unauthorized payments from
entering the ACH network, and to compensate the payor’s bank for the costs associated with processing ACH items
returned as unauthorized. The NREF would shift the financial responsibility from the payor’s bank to the payee’s bank
(i.e., the originating bank). Though a majority of NACHA members voted for the May 2005 ballot initiative, the pro-
posed change did not achieve the necessary two-thirds vote to become effective. On September 29, 2005, NACHA’s
voting membership approved an amendment to the section of the rules related to telephone-initiated (TEL) entries that
may make it easier for a payor bank to recover damages from an originating bank for breach of warranty. The new
subsection specifically addresses an originating bank’s liability for breach of warranty, and includes an indemnification
from costs and losses that are a direct or indirect result of the originating bank’s failure to comply with the rules.

33 While this type of central authority can facilitate risk management, it does not eliminate risk. Recent security breach-
es at several major merchants (e.g., B.J.’s Wholesale Club, DSW Shoe Warehouse, etc.) and the processor CardSystems
have led some industry observers to question how many processors and merchants are not complying with the payment
card industry’s data security protocol.

3% Generally, before a merchant account is shut down, penalties are imposed and, depending on the severity of the
chargeback levels, a correction plan may be agreed to between the merchant, the acquiring bank, and the card associa-
tion. Card networks, like the ACH system, are faced with an increase in the number and types of merchants participat-
ing in their networks. Representatives from Visa and MasterCard met in September of 2005 to discuss requiring more
rigorous security audits to address these changes.
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threat of being expelled from participation in the card networks appears to serve as an effective
deterrent. By contrast, for the ACH system, NACHA is primarily a rules-setting body without the
same operational control and ability to monitor members’ compliance, or to expel members who
consistently participate in the origination of a high rate of return items.

IV.C. Susceptibility to Fraud: New System Participants

As pointed out, the level of ACH fraud traditionally has been relatively low, especially in com-
parison to check fraud rates, even in the presence of the vulnerabilities just discussed. However,
with the proliferation of new participants in the ACH system, especially in combination with
the increase in the volume of ACH payments, industry observers have begun to worry about the
rising number of unauthorized returns and opportunities for fraudulent exploitation of system
vulnerabilities.®

Technological advancements have reduced scale and information-processing barriers to entry
into the payments system for third-party service providers, including third-party processors.>® As
a result, the number and relative importance of third-party processors has increased along with
the growth of the ACH network. A third-party processor is an entity that acts in an intermediary,
ACH-transaction-processing capacity between an originator and an originating bank.’” For exam-
ple, a third-party processor could be a traditional data-processing service bureau, or an indepen-
dent sales organization that specializes in acquiring merchants engaged in high-risk transactions
(e.g., mail order and telephone merchants).

In the course of providing services to ACH originators, these third-party processors become both
customers of originating banks and intermediaries between banks and originators. It is pos-

sible that such “layering” between a bank and an originator might diminish or eliminate the due
diligence a bank would otherwise perform were it to have a direct customer relationship with the
originator. When third-party processors contract with independent sales organizations or other
third-party processors, there may be two or more layers between banks and originators. Problems
tend to arise when neither the third-party processor nor the originating bank performs due dili-
gence on the companies for whom they are originating payments.*® This becomes increasingly

35 See for example News firom FedACH, Vol. 1, No. 1, Retail Payments Office, Federal Reserve Bank of Atlanta (Q4
2003), and Vol. 1, No. 5 (Q4 2004).

3¢ We use the term “third-party processor” for a subset of third-party service providers referred to in the NACHA Rules
as “third-party senders.” The fraud risk issues raised in this paper are related to this subset of third-party processors.
Other third parties perform tasks outsourced to them by originating or receiving banks and/or have direct access to an
ACH operator. Risk issues related to such third-party service providers are beyond the scope of this paper.

37 For ACH debits, an originator is the payee, i.e., the entity to whom funds are paid.

#Fox, Jeannette, “NACHA on mitigating risk in the ACH network,” Fedfocus: News from the Federal Reserve Banks,
Volume 3, Issue 2, Federal Reserve Financial Services (April 2005); and News from FedACH, Vol. 1, No. 1, Retail Pay-
ments Office, Federal Reserve Bank of Atlanta (Q4 2003).
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important as new third-party processors specializing in lower volume, but higher margin transac-
tions, enter the ACH network; such participants are more likely to violate the rules of the ACH
network (i.e., the NACHA Rules) or generate illegal transactions. Without adequate monitoring at
the originator level, layering makes it easier for illicit originators to operate undetected.

An originating bank is responsible for all the entries it submits into the ACH network regardless
of the extent to which one or more third-party processors may have been involved. Third-party
processors are, in general, not subject to the same level of regulation and supervision as banks;
under similar circumstances, payment card networks have devised procedures to help identify the
third parties involved in the system, promoting a measure of industry-imposed governance over
the operations of third-party participants.*® The ACH network lacks a comparable system-wide
identification process. As the ranks of nonbank third-party participants in the ACH system swell,
especially in response to opportunities arising from new payment applications, the lack of such
industry-imposed governance procedures increases the risk of fraud.

Given these circumstances, ACH industry observers have expressed concerns about fraud, espe-
cially for two of the newer ACH transaction types, TEL and WEB.* There is evidence to justify

Table 2. Unauthorized TEL and WEB Returns
(percent of total transactions, by type of ACH payment)

2002 2003 2004
TEL 0.86 % 0.19 % 0.21 %
WEB 0.68 % 0.47 % 0.08 %
Prearranged payment (PPD) 0.10 % 0.09 % 0.07 %

Source: NACHA.

TEL: Telephone-initiated transactions.

WEB: Internet-initiated transactions.

PPD: Prearranged payment and deposit transactions.

¥ For example, in addition to bank sponsorship, third parties must also be registered with Visa. Although registration is
required, John Shaughnessy, Visa USA’s senior vice president, Fraud Prevention, recently noted that they are “seeing a
lot of unregistered agents in the system.” Forward Financial Bank Card Conference, Memphis, Tennessee (September
2005).

40 See in particular the interview with Richard Oliver, senior vice president, Retail Payments Office of the Federal Re-
serve Bank of Atlanta, in News from Fed ACH, Vol. 1, No. 5, Retail Payments Office, Federal Reserve Bank of Atlanta
(December 2004).
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these concerns, as Table 2 illustrates. In particular, Table 2 shows that in 2002 nearly 1 percent
of TEL transactions, and significantly more than half a percent of WEB transactions were “un-
authorized”—i.e., cases where a consumer’s account was debited but the consumer asserts that
he did not authorize the transaction. Those rates were substantially higher than traditional pre-
authorized ACH debits. Indeed, though both unauthorized transactions rates for TEL and WEB
declined after 2002, unauthorized TEL transactions rates were still three times the rate for tradi-
tional preauthorized, (or prearranged payment and deposit [“PPD’]), debits. As explained in the
next section, industry efforts to avert fraudulent ACH efforts have played a role in the decline in
unauthorized payments rates for TEL and WEB. Nevertheless, fraudsters still appear to be taking
advantage of TEL transactions.

V. Susceptibility to Fraud: Industry and Government Responses

Amid a growing recognition that new ACH users and uses have heightened fraud vulnerabilities,
industry participants and government authorities have introduced measures to combat rising fraud
rates. Industry and government responses have focused primarily on measures to stop “bad ac-
tors” from entering the system to begin with, and on measures to monitor ACH activities in order
to make it more difficult for illicit parties to continue processing ACH payments if they neverthe-
less manage to enter the system. The common theme for most recent industry and government
measures is better due diligence by participants with respect to their direct customers, as well as
the “customers of their customers.” In effect, these measures counteract existing vulnerabilities
in the system’s fraud detection and prevention mechanisms. Indirectly, they also address system
governance issues by encouraging each participant to take more individual responsibility for
policing bad actors.

V.A. Industry Responses

As Table 2 illustrated, there is a significantly higher unauthorized transactions rate for TEL than
for other types of ACH debits, and as a consequence recent industry (and government) responses
have focused on this form of ACH payment in particular. Industry participants have observed that
the return problem is a result of several factors, most notably banks originating payments without
performing adequate due diligence on companies for whom they originate payments, and telemar-
keters skirting the NACHA Rules or engaging in deceptive or in some cases illegal practices.

NACHA has observed a strong correlation between high unauthorized return rates and originators
(i.e., merchants) who are violating the NACHA Operating Rules, and who are engaged in fraudu-
lent or deceptive marketing practices. In order to help identify potential fraud within the ACH
network, NACHA receives data from the two ACH operators: the Federal Reserve and the EPN
(Electronics Payment Network, the ACH business of the Clearing House Payments Company)

on the volume of return entries sent back to originating banks. NACHA uses this data to identify
originating banks with unusually high returns volume, and alerts the originating bank if it believes
that bank should review an originator’s activity and compliance with the NACHA Rules. Because
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merchants involved in fraudulent or deceptive practices typically experience higher than average
rates of unauthorized returns, NACHA has adopted a rule requiring originating banks to provide
it with information about the merchant, the nature of the merchant’s business, and the merchant’s
explanation for the excessive unauthorized TEL return rates above 2.5 percent. The monitoring of
excessive returns by NACHA and EPN has led to a significant reduction in the rate of unauthor-
ized returns. As shown previously in Table 2, the rate of unauthorized TEL returns in 2004 (0.21
percent) was less than one-fourth the rate of returns in 2002 (0.86 percent).

NACHA has also implemented rule changes and worked with industry participants to improve
the quality of WEB transactions. Partly as a consequence, the 2004 rate for unauthorized WEB
returns was one-eighth the 2002 rate.*! More generally, payees are using bank debit less often
than in prior years as a method of payment for transactions associated with telemarketing fraud.
Twenty-six percent of fraudulent telemarketing transactions in 2004 were funded with bank debit,
down from 37 percent in 2003.4?

The two ACH operators are also responding to changes in the ACH network. In response to the
growing threat of fraud, several years ago EPN developed EPNWatch(r), a service that offers
reports to originating banks when unauthorized payments exceed established thresholds. The
reports are designed to alert originating banks to customers with excessive unauthorized returns.
The Federal Reserve is pilot-testing a similar service for originating banks, and plans to offer
reports as a priced service (in the form of a per-originator fee) starting early in 2006. In addi-
tion to its reporting service for originating banks, EPN has announced that it is in the process of
developing a report for receiving banks to help them identify fraudulent payments before they are
settled.”

V.B. Government Responses

Governmental agencies have also responded to fraudulent ACH activities stemming from changes
in payments applications and the nature of industry participants. In particular, federal and state
government actions have targeted deceptive and fraudulent telemarketing activities in part by tak-
ing action against third-party processors and banks that have facilitated such activities by provid-
ing access to the ACH system.

41 As mentioned in the previous section, the current lower return rates for WEB are also likely due to how the major-
ity of WEB transactions are being used—for bill payment transactions between a consumer and an originator who are
known to each other. A three-day random sampling of WEB transactions revealed that 80 percent of these transactions
are being used for bill payments, 19 percent for funds transfers, and only 1 percent for spontaneous purchases. Presen-
tation given by Jane Larimer of NACHA at the FFIEC Payments System Risk Conference, May 10-13, 2005.

42 “Bank debit” is comprised of demand drafts—paper checks that are produced without a payor signature but which are
presumed to have been authorized by the payor—as well as ACH. Information on the use of debits is from the National
Consumers League’s National Fraud Information Center report, Telemarketing Scams. January—December 2004.

4 Wade, Will, “Fed, EPN Develop Tools to Detect, Report ACH Fraud,” American Banker, April 15, 2005.
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An example at the federal level is the complaint filed in January 2004 by the Federal Trade Com-
mission (FTC) charging a third-party ACH processor, First American Payment Processing, Inc.
(“First American”) with violating the Telemarketing Sales Rule (TSR).* Specifically, the FTC
alleged that First American processed ACH payments for telemarketers who they knew or should
have known were deceptively selling advance-fee credit cards and engaging in other deceptive

or abusive telemarketing practices.** Additionally, the FTC alleged that First American engaged
in an unfair practice by systematically breaching its contractual promise to banks to adhere to the
NACHA Rules governing the ACH network. The NACHA Rules specifically prohibit the process-
ing of ACH transactions on behalf of merchants engaged in “cold-call” outbound telemarketing.*
The final order issued by the FTC prohibits First American from processing payments if it has
information indicating that the business practices of a merchant violate the TSR, NACHA Rules,
or the FTC Act.”” Such information would include when unauthorized return rates exceed the 2.5
percent threshold for return entry monitoring under NACHA Rules, or when there are significant
numbers of consumer complaints in any given month regarding unauthorized charges. In addition,
the order requires First American to investigate the business practices of each of the companies
for which it processes transactions.

At the state level, a number of actions have similarly targeted third-party processors that were
providing ACH payment services to businesses involved in fraudulent telemarketing schemes.*®
In addition, and very recently, state government officials have underlined banks’ responsibilities
in thwarting fraudulent ACH activities. For example, in July 2005, the lowa Attorney General’s
office entered into an agreement with a community bank in South Dakota that was used by third-
party processors to gain access to the ACH network.*’ In the Towa Attorney General’s view, the

4 See FTC Press Release, February 11, 2004, “FTC Sues Electronic Payment Processor for Facilitating Fraudulent
Telemarketing Schemes.” In this case the FTC took action against a third-party processor that aided telemarketers
engaged in illegal practices. Under the TSR, a company can be held liable not only if its own activities are in violation
of the TSR, but also if it provides substantial assistance or facilitates a violation of the rule.

4 The TSR defines an advance-fee loan as an abusive telemarketing practice “requesting or receiving payment of any
fee or consideration in advance of obtaining a loan or other extension of credit when the seller or telemarketer has guar-
anteed or represented a high likelihood of success in obtaining or arranging a loan or other extension of credit.” See 16
CFR 310.3(a)(4).

46 Telemarketing also includes calls generated from advertisements or other solicitations to purchase products or ser-
vices (i.e., in-bound calls).

47 Section 5 of the Federal Trade Commission Act (FTC Act), 15 USC 45(a)(1), prohibits “unfair or deceptive acts or
practices in or affecting commerce,” a model followed by most states. For additional information, see OCC Advisory
Letter 2002-3.

“See, for example, Iowa Attorney General press release (February 15, 2005), “Electracash, Inc. Agrees to Stop Pro-
cessing Withdrawals for Telemarketing Scams.”

4 The Iowa Attorney General worked with the offices of the Minnesota and South Dakota attorneys general. These
attorneys general initially contacted the bank in 2002 in the course of investigating the complaints of telemarketing
fraud victims. See lowa Attorney General press release (July 6, 2005), “First Premier Bank Agrees to Deny Automatic
Withdrawal Services to Telemarketing Scams.”
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law requires banks not to assist any telemarketer that the bank knows or should have known is
engaged in fraudulent conduct.’ This approach enables the Attorney General’s office to combat
telemarketing fraud by looking at the businesses providing support to telemarketing schemes, not
just the telemarketers directly engaged in fraudulent activity.

Very recent action by the state of Vermont provides additional definition to the scope of ACH
system participants’ anti-fraud responsibilities. A new law in Vermont, which became effective on
July 1, 2005, and which is reported to be the first of its kind in the country, prohibits telemarket-
ers from using the ACH network to transfer funds from a consumer’s bank account in connec-
tion with any outbound telemarketing, unless the consumer has purchased something from that
telemarketer in the past year, or currently has a written agreement with the telemarketer.>! Addi-
tionally, third-party processors will be held liable for processing ACH debits or demand drafts for
telemarketers that would be illegal if the telemarketers themselves initiated the debit. In the event
the telemarketer is “out of reach” (e.g., in another country) or has disappeared, the third-party
processor will be responsible for compensating victims of the telemarketer. The Vermont law also
addresses the telemarketer’s bank, which is deemed to be aiding and abetting a fraudulent tele-
marketer when the bank knows, or consciously avoids knowing that, the telemarketer is engaging
in an unfair or deceptive act or practice.

Finally, amid changes in payment applications and participants, the bank regulatory agencies have
heightened their attention to ACH risk issues. The March 2004 Federal Financial Institutions Ex-
aminations Council handbook on retail payment systems specifically cautions banks offering TEL
origination services on behalf of their customers to adopt appropriate risk management practices,
and warns them that they are exposing themselves to substantial risk if they originate payments
for merchants engaged in fraudulent or deceptive business practices.>? In the same vein, in its De-
cember 2004 “Automated Clearing House” bulletin, the OCC encourages banks to focus adequate
due diligence efforts on ACH payments originators that are not direct customers of the bank, but
are rather customers of third-party processors with which the bank deals.*®* The guidance instructs
banks to have controls in place to restrict or refuse ACH services to potential originators engaged
in questionable or deceptive business practices.

50 Most of the telemarketers involved in the advance-fee credit card scams in the Iowa case processed payments through
an intermediary third party, and many of the fraudulent telemarketers used the same third-party processor.

51 See press release, Office of the Vermont Attorney General (April 5, 2005), “Telemarketing Bill Signed into Law.”
S2 FFIEC IT Handbook, “Retail Payment Systems,” March 2004.

53 Office of the Comptroller of the Currency, “Automated Clearing House: NACHA Rule Changes,” OCC Bulletin
2004-58, December 20, 2004.
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Additionally, the Comptroller s Handbook booklet on merchant processing informs banks of the
need for a formal merchant underwriting and approval policy. This policy should designate the
types of merchants with which the bank is willing to do business and the types of merchants with
which the bank should refuse to do business (i.e., “prohibited merchants”).>* The booklet also
outlines some of the essential elements of an underwriting policy, such as a background check on
merchants to verify the validity of the business.

V1. Summary and Conclusions

This paper began by describing overall trends in ACH payments, and factors underlying the
growing demand for ACH payments by banks, businesses, government, and consumers. Its focus
then turned to the emergence and rapid, recent growth of new ACH payment applications that,
unlike traditional ACH debits, do not rely on established customer—originator relationships. Some
of these new ACH debit payments in particular have drawn more third-party processors into the
ACH system, as well as new merchants eager to use (i.e., originate) the new ACH debits. Most
new participants are of course drawn by the opportunities for greater (legitimate) economic ben-
efits, but certain characteristics of the ACH system, especially in tandem with some of the new
ACH debit applications, have presented opportunities for fraudsters.

Three long-standing characteristics of the ACH system make it somewhat vulnerable to fraud,
although historically fraud rates have been quite low. These vulnerabilities include weak fraud
detection and prevention mechanisms, weaknesses in the incentive structure for return items, and
weak system governance. Recently, entrance of a new set of ACH system participants—third-
party service providers—have increased the complexity of the ACH system by adding one or
more layers of participants between originating banks and the entities for whom those banks ulti-
mately are originating ACH payments. This layering heightens the challenge for banks to perform
adequate due diligence on originators (i.e., performing adequate “merchant underwriting”)—es-
pecially those originators who are not direct customers of the bank. Such due diligence is increas-
ingly important because of the opportunities for unscrupulous merchants to engage in deceptive
and fraudulent practices, subsequently generating fraudulent payments. Telemarketing has proven
to be an especially attractive avenue for such merchants to originate fraudulent debits.

In response to heightened fraud vulnerabilities, industry and government authorities have intro-
duced measures designed to prevent “bad actors” from entering the system, and to make it more
difficult for those who do slip through the cracks to continue to exploit the ACH network. The
common theme is better due diligence by participants with respect to their direct customers, as
well as the “customers of their customers,” measures aimed specifically at counteracting existing
vulnerabilities in the system’s fraud detection and prevention mechanisms.

5% “Merchant Processing,” booklet, Comptroller s Handbook (December 2001).
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As the ACH system continues to adapt to the changing needs of its users, banks in particular
will be subject to increased risk management challenges, including the misuse and fraud that
has followed an increase in the volume and changes in the production of ACH payments. Bank
supervisors need to ensure that banks choosing to be in the business of originating ACH entries
understand the new challenges and have an adequate risk management program and board and
management oversight.
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Payment Option Mortgages: Analyzing Scenarios
for Future Risks

by Richard Nisenson, Senior Financial Economist, OCC Global Banking and Financial Analysis
Department*

Executive Summary: Initially designed as an innovative financial management tool for sophisticated
borrowers, payment option adjustable rate mortgages (PO ARMs) are increasingly being marketed
and chosen for their ability to lower a borrower’s initial monthly payment. However, by delaying
principal repayment and deferring the payment of interest due, payment option borrowers could face
significantly higher monthly payments in the future. This paper demonstrates how the impact of the
potential payment shock associated with payment option mortgages depends on the type of payment
made each period and the uncertain future paths of interest rates and other economic conditions.
After discussing the key features of these loans and the behavior of key economic factors over the
last 23 years, the payment stream of an example payment option mortgage is analyzed under three
alternative economic scenarios.

Rather than just focusing on the potential dollar change in monthly payments, this paper also ana-
lyzes changes in the debt-service-to-income ratio and the loan-to-value ratio. These ratios measure
the borrower’s payment capacity and financial leverage, respectively, and are key predictive indica-
tors of loan performance over time. Although the payment shock may be large in terms of dollars

or percentage change—even if interest rates are stable, the borrower’s payment capacity need not
necessarily be stressed if the loan is underwritten and structured conservatively. Rising interest rates
will stress borrower payment capacity, but a significant interest rate shock that is accompanied by
rising income and home values leads to a more moderate stretching of payment capacity. Over the
last 23 years, periods of rising interest rates were relatively short-lived and were accompanied at the
national level by rising incomes and home values. While a decline in home values during a period
of rising interest rates would significantly stress payment capacity and increase leverage, past co-
movements in these variables indicate a period of period of falling home values at the national level
is more likely to be accompanied by falling interest rates. A decline in home values accompanied by
a decline in interest rates leads to countervailing changes in payment capacity and leverage.

The scenarios discussed in this paper demonstrate the complexity of payment option adjustable rate
mortgages and the wide variation in the potential payment shocks associated with these mortgages.
Lenders need to factor the additional complexity and risk from PO ARMs into their underwriting
and qualifying standards, disclosure policies, management information systems, and their risk man-
agement process. Borrowers need to fully understand that making the monthly minimum or interest
only payment only temporarily defers the repayment of principal and interest, and thus they could
face a significant payment shock in the future, depending on uncertain economic conditions.

* k% k%

" The views expressed in this paper are those of the author, and do not necessarily reflect those of the Office of the
Comptroller of the Currency or the Department of the Treasury. The author wishes to thank David Nebhut for helpful
comments and Rebecca Miller for editorial assistance.
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Introduction

A prolonged period of rapidly rising home prices has spurred consumer demand for residential
mortgage products that lower monthly mortgage payments. One such product, the payment option
(PO) mortgage, gives borrowers the option to choose among four types of monthly payments,
including a minimum payment that may be less than the interest due. If the monthly minimum is
made and is less than the interest due, the amount of deferred interest is added to the outstanding
loan balance, which is known as negative amortization (neg am). This potential for neg am from
making the minimum monthly payment (MMP) combined with the fact that these are adjustable
rate mortgages (ARMs), means PO borrowers could face significantly higher monthly payments
in the future. The impact of this potential payment shock depends on the payment type borrowers
make each period and the future paths of interest rates and other economic conditions.

Payment option mortgages were initially designed as an innovative financial management tool for
sophisticated borrowers. The different monthly mortgage payment options provide greater flex-
ibility for borrowers who do not receive all of their income in smooth monthly salary payments
or who suffer temporary cashflow problems. Additionally, the interest only and neg am options
allow borrowers to manage the amount of their net worth held in untapped home equity. Pay-
ment option mortgages are increasingly being marketed and chosen for their ability to lower the
initial monthly payment compared to a fully amortizing mortgage. Depending on underwriting
and qualification standards, a marginal or stretched borrower could potentially use a PO ARM to
purchase a more expensive home than with a traditional mortgage because of the option to make
lower payments over an initial period. Financial analysts and regulators have raised concern that
both borrowers and mortgage lenders may be overly focused on the initial lower payment associ-
ated with PO ARMs, and not fully accounting for the risk that payments could rise significantly in
the future-potentially even as home values fall.

Focus and Organization of Analysis

This paper focuses on analyzing the payment stream implications for PO ARMs of the borrower’s
choice of payment type and changes in future economic conditions. It differs from analyses
conducted previously in two respects. First, rather than highlighting the potential dollar change
in monthly payments, this paper extends the analysis to look at changes in the debt-service-to-
income ratio and the loan-to-value ratio. These ratios are used in the initial qualification and
underwriting decision as measures of the borrower’s payment capacity and financial leverage,
respectively. They are key predictive indicators of loan performance over time and will also
influence the borrower’s ability to refinance into another type of mortgage in the future. Second,
rather than just focusing on changes in interest rates, this paper also includes the potential impact
of changes in income and home prices. Payment capacity and financial leverage are affected by
these economic factors as well as by interest rate changes.

The paper begins with a discussion of the key features of payment option adjustable rate mort-
gages and we introduce an example loan to demonstrate those features. In the second section,
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historical trends in three key economic variables—interest rates, income and home prices—are
examined. The potential risks associated with payment option ARMs from future changes in eco-
nomic conditions are demonstrated in the third section. The impacts of three different economic
scenarios on the example loan introduced previously are analyzed. The paper concludes with a
discussion of major implications for lenders and borrowers in considering the use of payment op-
tion ARMs in light of the uncertainty of future economic conditions.

Key Features of Payment Option ARMs

Payment Option ARMs provide borrowers the flexibility to choose among four payment options
and the potential to increase their loan balance each month. The monthly payment options in-
clude:

1. 30-year amortizing payment of principal and interest (P&I);
2. 15-year amortizing payment of P&I;

3. Interest only payment (10); or

4. Minimum monthly payment (MMP).

The MMP sets the floor amount that must be made by borrowers each month. The other payment
options are available only if they exceed the minimum monthly payment. The initial MMP is
calculated to amortize the loan at a rate referred to as the teaser rate, which is lower than the fully
indexed rate (the current value of the particular interest rate index tied to the loan plus a fixed
margin). The other three payments, and the actual interest due each month, are calculated using
the fully indexed rate. The minimum monthly payment resets annually at a level sufficient to am-
ortize the outstanding balance at the prevailing fully indexed interest rate, but its annual increase
is capped. Typically the MMP can rise no more than 7.5 percent. Whether that cap is binding in
the early years of the loan depends on the payment option the borrower chooses and changes in
the interest rate index.

The amount of deferred interest from making a MMP that is less than the interest due that month
is added back to the loan balance. This is referred to as negative amortization (neg am), and the
next month’s interest due reflects that increase in the loan balance. To ensure the principal repay-
ment built into the MMP is large enough to pay off the loan over the remaining term, the MMP is
allowed to recast to the fully indexed interest rate every five years, with no cap on the increase.
Additionally, the minimum payment will recast earlier than every fifth year if the loan’s neg am
cap is reached, which generally is set between 10 to 25 percent of the original loan amount. As

a marketing inducement, some lenders accrue interest on their PO ARMs at the teaser rate rather
than the fully indexed rate for the first one to six months of the loan. This means the MMP will
be greater than the interest due and the loan will not negatively amortize over that short initial
period.
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In addition to the special features associated with the minimum monthly payment option, the tim-
ing and caps on the interest rate reset is different for PO ARMs than for other types of ARMs. For
PO ARMs the interest rate, and hence the interest due and P&I payments, adjusts monthly rather
than annually as for traditional one-year ARMs. Moreover, the only cap on the monthly rate reset
for PO ARMs is the lifetime maximum interest rate, which is generally set in the neighborhood
of 10 to 12 percent. Other types of ARMs generally have caps on both the annual and lifetime
change in the interest rate.

A Payment Option ARM Example Loan

To demonstrate these features, consider the example loan shown in Table 1. First we focus on

the conditions of the loan at origination. This example approximates the terms available on a PO
mortgage that were prevalent in mid 2004, which is both when these mortgages began to quickly
grow in popularity and the current rising rate cycle began. Given the interest rate index and mar-
gin, the fully indexed rate is 4.25 percent, compared to a teaser rate of 1 percent. On a $400,000
loan the borrower can lower his monthly payment by over $500 by making the 10 payment rather
than the 30-year P&I payment.' The monthly payment can be lowered by another $130 if the
MMP is made, with the loan balance rising by that amount.

Table 1: Payment option ARM example loan

Initial terms of loan
Loan amount $400,000
Interest rate index 1.50%
Margin 2.75%
Fully-indexed rate 4.25%
Teaser rate 1.00%
Minimum payment reset cap 7.50%
Negative amortization cap 10%
Home value $500,000
Origination LTV 80%
Annual borrower income $95,000
Initial payment if interest due at fully indexed rate
30-year principal & interest (P&l) $1,968
Debt-service-to-income (DTI) ratio 25%
Interest only payment $1,417
DTl ratio 18%
Minimum monthly payment (MMP) $1,287
DTl ratio 16%
Negative amortization from MMP $130
Payment if interest due at teaser rate
Interest only $333
30-yr P&l = MMP $1,287
Negative amortization from MMP -$953

' The 15-year principal and interest payment would be $3,009. In order to focus on the difference between the minimum
payment option and the standard 30-year amortizing payment, the 15-year amortizing payment is not discussed in the
rest of this paper.
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The initial potential amount of neg am by making the MMP is determined by the difference
between fully indexed and teaser rates, which is 325 basis points in our example. If the gap was
500 basis points, implying a fully indexed rate of 6 percent, the neg am by making the monthly
minimum payment would climb from $333 to $713. Lenders can thus slow down the potential
speed at which borrowers could negatively amortize on their loans by increasing the teaser rate.
Lenders can also accomplish this if interest is accrued at the teaser rate for a short period of time.
When this is done, the interest due decreases considerably for that period, the IO payment is not
available because it is less than the minimum payment, and the MMP and 30-year P&I payment
are equivalent and reduce the loan balance by almost $950 (the amount of neg am is negative).

Underwriting and Qualification Issues

Two primary issues with regards to lenders’ underwriting and qualification decisions arise from
how PO ARMs are structured. Lenders base these decisions on the borrower’s payment capacity
and financial leverage, which are traditionally measured primarily by the debt-service-to-income
(DTI) ratio and the loan-to-value (LTV) ratio, respectively.

The first issue for the lender is which payment type to consider when determining the borrower’s
capacity to handle the payment out of current income. For our example loan in Table 1, the DTI
ranges from 25 percent based on the 30-year P&I payment to 16 percent for the monthly mini-
mum payment.® If the lender used the minimum-monthly-payment-based DTI in the qualification
process, and had a DTI limit of 25 percent, this suggests the borrower has the capacity to maintain
a loan substantially over the $400,000 calculated using the traditional P&I-payment-based DTI.

The second issue facing the lender is whether to consider the neg am potential of PO ARMs
when setting initial limits on the amount the borrower leverages his or her home. Traditional
LTV calculations and limits are based on the initial loan amount. But as previously noted, the neg
am feature of PO ARMs allows borrowers to increase the amount they leverage their homes. In
our example, if the borrower accumulates neg am on the loan up to the 10 percent cap, the LTV
would increase to 88 percent (assuming a constant home value). However, the borrower may not
have initially qualified for a loan with an LTV over 80 percent.

Comparison of PO ARMs with Home Equity Loans

With the capability to accumulate negative amortization, PO ARMs can serve the same basic
function as home equity loans, but some differences are also worth noting. Both products can be
used to receive additional principal and increase how much borrowers are leveraging their home.

2 The interest due rises to [0.06 x ($400,000/12)] which equals $2,000, compared to the minimum payment, which
remains at $1,287.

3 Lenders usually consider both the front-end DTI ratio—monthly housing expenses relative to pre-tax income—and
back-end ratio, which adds other monthly consumer debt payments (such as on auto or home equity loans) to the nu-
merator. For simplicity, this paper only considers the front-end ratio and does not include taxes and insurance.
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For example, accumulating 10 percent neg am is equivalent to taking out a $40,000 home equity
loan on a $500,000 home (for an LTV of 8 percent) that has a first mortgage with an 80 percent
LTV. Rather than increasing outstanding principal over time by deferring interest to decrease
monthly payments, the home equity borrower can receive additional principal all at once. With a
home equity loan, however, the borrower may pay additional transaction costs for the second loan
and may pay a higher interest rate because it is a second lien.

Payment Stream of Example Loan under Stable Economic Conditions

We now return to our example loan to analyze how the mechanics of PO ARMs affect how re-
quired payments evolve over time, even if interest rates and other economic conditions are stable.
Even though the fully indexed rate is unchanged, the monthly minimum payment on PO ARMs
rise on a yearly basis, subject to the annual reset cap until the payment recasts after the fifth year.
Assuming the borrower chooses to make the minimum payment each month and that interest due
is calculated using the teaser rate for the first month, the payments for selected months for our
example loan are shown in Table 2. Note that while the loan begins to negatively amortize once
interest due is calculated at the fully indexed rate starting in month two, it takes until after the
ninth month before the loan balance rises above the initial amount.

When the first annual reset occurs in month 13, the MMP rises in order to amortize the higher
outstanding balance over the remaining 29 years of the loan, but the increase is constrained by
the reset cap to 7.5 percent. Although higher, the month 13 MMP is still less than the interest due
that month, so the loan continues to negatively amortize. It isn’t until the next annual reset in the
25th month that the loan balance peaks and the MMP rises to be greater than the interest due and
principal reduction begins to occur. However, the speed of principal repayment is not fast enough

Table 2: Payment option ARM example:
Minimum monthly payments if interest rate stable

Beginning Interest Minimum
Payment Activity Month Balance ($) Due ($) Monthly Payment ($)
Teaser-rate interest due 1 400,000 333 1,287
Fully indexed interest due 2 399,047 1,413 1,287
Fully indexed interest due 10 400,073 1,417 1,287
Annual MMP reset 13 400,466 1,418 1,383
Annual MMP reset 25 400,897 1,420 1,487
Annual MMP reset 37 400,078 1,417 1,598
Annual MMP reset 49 397,859 1,409 1,718
5-year recast (4.25% rate) 61 394,077 1,396 2,135

Notes: See Table 1 for the initial conditions associated with this loan.
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to ensure the loan is paid off over the remaining term of the loan. To ensure the principal repay-
ment built into the MMP is large enough to pay off the loan over the remaining term, the MMP
is allowed to recast to the fully indexed interest rate every five years. In this example, the MMP
rises by more than $400 or nearly 25 percent in the 61st month.

The relatively small amount of neg am that occurs in this example results from the narrow gap
between the teaser rate and initial fully indexed rate. Consider the alternative case discussed
above where the fully indexed rate is 6 percent and the teaser rate is 1 percent. Because of the 500
basis point gap, the MMP would be less than interest due after each of the annual resets prior to
year five, and the neg am would climb to 8.5 percent of the initial loan amount in the 60th month.
When the loan recasts to the fully indexed rate in the 61st month, the MMP would rise over
$1,000 or 63 percent in order to amortize the outstanding balance at the fully indexed rate over
the remaining 25 years of the loan.

The payment shock when the MMP recasts after five years appears dramatic in dollars or percent-
age point change, but it’s the borrower capacity to handle those payments that really matters. In
the middle panel of Figure 1, the DTI ratio in our example for a borrower who consistently makes
the 30-year P&I payment is compared to that of a borrower who consistently makes the MMP.
Because interest rates and income (along with home prices) are assumed to be stable, the only
change in the P&I-payment-based DTI occurs in the second month when interest due begins to be
calculated at the fully indexed rate. The MMP-based DTI steps up each year, rising from 16 per-
cent at origination to 22 percent in year four, and then rising to 27 percent when the loan recasts
after five years. hus the payment shock at the five-year recast from making the MMP throughout
the life of the PO ARM need not necessarily stress the borrower’s payment capacity.
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Figure 1: Payment option ARM example:
Key ratios if interest rates stahle
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Notes: See Table 1 for the initial conditions associated with this loan. In addition to interest rates, income and home
prices also held stable in this example.
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Historical Trends in Key Economic Variables

Before studying the impact of changing economic conditions on our example payment option
mortgage, this section looks at the behavior of three key economic drivers—interest rates, in-
come, and home prices—over the last 23 years.

Interest Rate Behavior

Similar to other ARMs, PO mortgages are indexed to short-term rather than longer-term interest
rates, to which fixed rate mortgages are tied. The most common index for POs is the Monthly
Treasury Average, or MTA, which is the 12-month average of the monthly average yields on one-
year constant maturity Treasury securities. The use of a 12-month average rather than just the cur-
rent one-year Treasury rate—as is used for many one-year or hybrid ARMs—slows and dampens
changes in the fully indexed rate applied to PO mortgages. This partially offsets the potential for
sudden and quick changes that arise from PO mortgages not having annual caps on movements

in the fully indexed rate like other ARMs. This is demonstrated in Figure 2, which shows the
monthly levels of the one-year Treasury and MTA rates since 1983.

Figure 2: Use of MTA index slows and dampens interest rate changes

Percent
14
Max. basis point change: 12 24 36
83:01 - 05:10 months months months -
1
\ 1-year MTA 245 282 218
| 4
Y /m k‘a 1-year Treasury 353 355 292 L 10
\w‘a;‘ \
N s 1 -year
8, A R MTA L g
. N : ate
.\% »ﬁ“;‘} \ ra
\\*{Pm’-{ﬂ \ ,ﬂ»‘“’h“ . / 1 -ycar
o W /,;f ":\ Treasury 6
} -A,b_“ o>, \ yiﬁ
N, ! - 4
‘a”\m;mj \
N, A,
"y A B
%PQ‘:AWIPJ
B B B I B I o o o i i B o e o i B i o B o i i i i e o )

83 84 8 8 8 8 89 90 91 92 9 94 9 96 97 98 99 00 01 02 03 04 05

Source: Federal Reserve Board from Haver Analytics. Notes: The Monthly Treasury Average, or MTA, is the
12-month average of the monthly average yields on one-year constant maturity Treasury securities.
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Figure 2 also shows that rate shocks have been short-lived over the last 23 years. The largest 12-
month change in the MTA since 1983 was 245 basis points (in early 1995), over 100 basis points
less than the largest change in the one-year Treasury rate. The largest 24-month change in the
MTA was less than 40 basis points higher than the 12-month change. A rate stress outside these
historical ranges would likely necessitate a significant change in the economic environment, such
as a return to the high and volatile inflation levels of the 1970s and early 1980s.

Income Behavior

While the potential payment shock PO mortgage borrowers may face are driven by changes in
interest rates, the capacity to manage those payments is driven by changes in household income.
Over the last 22 years, median income growth has averaged 4.1 percent, as shown in Figure 3.
Failure to account for income growth can lead to underestimating the ability of borrowers to with-
stand payment shocks. In the previous section, we demonstrated that even if interest rates were
stable, the DTI ratio for making the minimum monthly payments on our example loan would

rise from 16 percent to 27 percent when the loan recasts after five years. Factoring in 4 percent
income growth on average over five years, the DTI would rise to only 22 percent when the MMP
recasts in the 61st month.

Figure 3: Median income growth has rebounded and is now back
above long-run average
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Source: National Association of Realtors from Haver Analytics.
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Another important reason to include income growth in the analysis of a borrower’s capacity to
withstand interest rate shocks is that income and interest rate movements are positively correlat-
ed. For the United States as whole, rising interest rates have usually been accompanied by faster
income growth.* For example, the nearly 200 basis point rise in the MTA over the last 16 months
that has pushed it above 3 percent has been offset to some extent by acceleration in income
growth, which is once again back above its long-run average. The largest one-year movement in
the MTA occurred in the first quarter of 1995 and was accompanied by income growth of more
than twice its long-run average.

Home Prices Behavior

The final key economic driver to examine is movement in home values. If home prices were to
fall, the concern is that borrowers who accumulated a lot of neg am by consistently making the
minimum payment could find themselves owing more on the loan than their house is currently
worth, which creates an incentive for borrowers to default on the loan. Mortgage defaults would

Figure 4: Home prices more volatile and have fallen at regional or local level

Year-to-year percent change

16:0
. Price index of new one-family houses sold, quality adjusted
N
/N
/ \ [12.0
/ \
/ \‘ Northeast - 80
/ - K2
/ \ I“ AL /
| I\ —~ / \V/ AllUS.
\ | \ i~ /” 4.0
-\ I A Y=,
\ T 7
X f \ 7 0.0
\\ ’ | /
N /
T T T T T T T T T T T T T T T T T T T T T T -4.0

83 84 8 8 8 8 8 9 91 92 93 94 9 96 97 98 99 00 01 02 03 04 0503

Source: Census Bureau from Haver Analytics. Notes: 2005 data for “All U.S.” is through the third quarter, re-
gional data are reported annually.
4 The correlation coefficient between median the one-year Treasury rate and income growth series shown in Figures 2

and 3 over the last 23 years is 0.67.
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rise even further if the drop in home prices occurred at the same time that their mortgage pay-
ments rose, either due to the loan recasting to fully amortize the outstanding balance or interest
rates rising.

Nominal home prices have not declined year over year on a national basis since the Great De-
pression. However, at the regional or local level home values are much more volatile and have
declined in the past, as shown in Figure 4. Many cities in the Northeast experienced falling

home prices in the early 1990s from a deep regional recession set off by problems in the defense,
technology, and commercial real estate industries. Because they were driven by downturns in the
regional economy, declines in local home prices have occurred as income growth slowed or fell in
response to job loss.

Since interest rates generally rise when the national economy is strong, a key issue for whether
borrowers could face the double whammy of declining local prices and rising interest rates is how
correlated the regional economy is with the national economy. In the 1980s and early 1990s there
were a series of severe rolling regional recessions set off by localized shocks. From the agri-
cultural heartland, to the oil patch, to defense and tech-driven New England and California, the
downturns were deep enough to drive down local home prices regardless of national conditions
and movements in interest rates. Over the last 15 years, regional economies have become more
diversified and move much more in synch with the national economy. In this type of economic
environment, it is much less likely that a region could experience declining home prices in a
period of rising interest rates. This type of movement would need to be driven by a national eco-
nomic downturn with rising interest rates, which while not out of the question, would necessitate
a significant change in the future economic environment from the last 15 years.

Mortgage Payments under Three Alternative Economic
Scenarios

To study the impact of different economic conditions and payment choices on PO ARM borrow-
ers, the payment streams of our example loan for three alternative economic scenarios are ana-
lyzed:

» Scenario 1: Rising interest rates, with incomes and home values stable
» Scenario 2: Rising rates, incomes, and home values

* Scenario 3: Rising interest rates followed by declining home values and a modest rate cut

The starting point is once again the set of initial conditions of our example loan summarized

in Table 1 above, which reflects the borrowing environment in mid 20004 when PO mortgages
began to grow rapidly and interest rates began to rise. Underwriting and qualification standards
are assumed to be conservative: a 25 percent DTI based on the fully indexed P&I payment and
an 80 percent LTV at origination. Also assume that the neg am cap is also conservatively set at
10 percent of the initial balance. The assumed path for interest rates, income, and home prices
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over the first year of the scenarios are layered on to match developments over the last year. The
assumptions for years two through five are layered on, based on the behavior of interest rates over
the last 23 years and the expectation that housing markets will slow markedly.

Payment Stream of Example Loan under Alternative Scenario 1

A significant interest rate shock with no countervailing growth in income or home prices creates
significant accumulation of negative amortization and stretching of payment capacity for bor-
rowers who consistently make only the minimum monthly payment. Scenario 1 is outlined in the
bottom panel of Table 3, where the fully indexed rate increases by 150 basis points for two years.
The interest due and P&I and minimum payments at each annual reset and the five-year recast are
shown in the top right-hand table. The impacts of consistently making the P&I payment versus
MMP on the outstanding balance, the debt-service-to-income ratio, and the loan-to-value ratio

for Scenario 1 are depicted in Figure 5. While this loan accumulated very little neg am if rates
were stable, a 300 basis point increase would see a relatively quick accumulation of neg am. The
10 percent neg am cap would be hit in the 51st month and the LTV rises to 88 percent. When the
MMP recasts the next month, the DTI would rise to 40 percent, compared to 27 percent in a stable
rate environment as was shown in Figure 1. The significant increase in leveraging and deteriora-
tion in payment capacity increases the likelihood of default for this borrower.

Tahle 3: Payment option ARM example for Scenario 1: Minimum monthly payments with
rising interest rate, stable income, and stabhle home values

Minimum

Interest Monthly

Payment Activity Month __ Beginning Balance ($) Due ($) Payment ($)
Annual MMP reset 13 403,256 1,932 1,383
Annual MMP reset 25 412,879 2,494 1,487
Annual MMP reset 37 425,381 2,570 1,598
Annual MMP reset 49 437,438 2,643 1,718
Recast at neg am cap 52 440,228 2,660 3,149

Assumed path of key drivers

Home price Interest rate Income
Year growth hasis point change growth
1 0% 150 0%
2 0% 150 0%
3 0% 0 0%
4 0% 0 0%
5 0% 0 0%
5+ 0% 0 0%

Notes: See Table 1 for the initial conditions associated with this loan. In the lower panel, the highlighted cells show
the new assumptions about the key drivers introduced in Scenario 1. In the upper panel, the highlighted cells show the
resulting changes in payment stream and the month when the loan recasts.
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Figure 5: Payment option ARM example for Scenario 1:
Key ratios with rising interest rate, stable income, and
stable home values
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Notes: See Table 1 for the initial conditions associated with this loan. See Table 3 for the assumed changes in interest
rates, income, and home prices.
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Payment Stream of Example Loan under Alternative Scenario 2

A significant interest rate shock that is accompanied by rising income and home values leads to
a more moderate stretching of payment capacity. Table 4 and Figure 6 demonstrate the impact
even modest income growth of 3 percent per year (recall that 23 year average growth in median
income is over 4 percent). This scenario also assumes that home prices appreciate rapidly in the
first year (as has occurred over the last year) and then they slow quickly the following year (as is
expected to occur over the next year).

The neg am cap is still hit in the 51st month (same change in interest rate as in previous scenar-
10), but at recast the DTI rises to 35 percent rather than 40 percent. Also, the robust house price
growth of the first year provides a buffer to absorb the neg am of making the minimum payment,
so that the LTV of the loan is still below the origination level of 80 percent at recast. Thus the
impact on payment capacity and leverage, and hence the likelihood of loan repayment, can be sig-
nificantly overestimated by not considering the normal historical relationship that rising interest
rates are usually accompanied by faster income growth and home appreciation.

Table 4: Payment option ARM example for Scenario 2:
Minimum monthly payments with rising interest rate, income, and home values

Interest Minimum Monthly
Payment Activity Month Beginning Balance ($) Due ($) Payment ($)
Annual MMP reset 13 403,256 1,932 1,383
Annual MMP reset 25 412,879 2,494 1,487
Annual MMP reset 37 425,381 2,570 1,598
Annual MMP reset 49 437,438 2,643 1,718
Recast at neg am cap 52 440,228 2,660 3,149

Assumed path of key drivers

Home price Interest rate
Year growth basis point change Income growth
1 10% 150 3%
2 2% 150 3%
3 0% 0 3%
4 0% 0 3%
5 0% 0 3%
5+ 3% 0 3%

Notes: See Table 1 for the initial conditions associated with this loan. In the lower panel, the highlighted cells show the
new assumptions about the key drivers introduced in Scenario 2.
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Figure 6: Payment option ARM example for Scenario 2:

Key ratios with rising interest rate, income, and home
value
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Notes: See Table 1 for the initial conditions associated with this loan. See Table 4 for the assumed changes in interest
rates, income, and home prices.
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Payment Stream of Example Loan under Alternative Scenario 3

Declining home prices in a period of moderately falling interest rates leads to countervailing
movements in payment capacity and leverage. This is demonstrated in Table 5 and Figure 7,
which starts with the prior scenario and then assumes that in year four a 10 percent decline in
home values is accompanied by a 50 basis point drop in interest rates. Neg am accumulates more
slowly in this scenario because of the drop in interest rates, with the 10 percent cap being hit in
the 53rd rather than the 51st month. The smaller jump in payments also dampens the rise in the
DTI when the loan recasts: it peaks at 33 percent rather than 35 percent in the previous example.
The drop in home prices pushes the LTV ratio above 80 percent, but the net increase is lessened
by the robust appreciation of the first year. Thus a period of declining home prices with rising
interest rates would see borrowers experience less payment stress but increased leverage. The
net impact on credit quality would depend on the relative movements in home prices and interest
rates.

Table 5: Payment option ARM example for Scenario 3: Minimum monthly payments with
rising interest rate, followed by declining home values and a modest rate cut

Interest  Minimum Monthly
Payment Activity Month Beginning Balance ($) Due ($) Payment (§)
Annual MMP reset 13 403,256 1,932 1,383
Annual MMP reset 25 412,879 2,494 1,487
Annual MMP reset 37 425,381 2,570 1,598
Annual MMP reset 49 436,426 2,455 1,718
Recast at neg am cap 54 440,152 2,476 3,015

Assumed path of key drivers

Interest rate
Year Home price growth basis point change Income growth
1 10% 150 3%
2 2% 150 3%
3 0% 0 3%
4 -10% -50 3%
5 0% 0 3%
5+ 3% 0 3%

Notes: See Table 1 for the initial conditions associated with this loan. In the lower panel, the highlighted cells show
the new assumptions about the key drivers introduced in Scenario 3. In the upper panel, the highlighted cells show the
resulting changes in payment stream and the month when the loan recasts.
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Figure 7: Payment option ARM example for Scenario 3:

Minimum monthly payments with rising interest rate,
followed by declining home values and a modest rate cut
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Notes: See Table 1 for the initial conditions associated with this loan. See Table 5 for the assumed changes in interest
rates, income, and home prices.
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Conclusions

The scenarios discussed in this paper demonstrate the complexity of payment option adjustable
rate mortgages and the wide variation in the potential payment shocks associated with these
mortgages. The impact of the payment shock depends on how often the borrower does not make
the full P&I payment and the uncertain path of future economic conditions such as interest rates,
income, and home prices.

Lenders need to factor the additional complexity and risk from PO ARMs into their underwriting
and qualifying standards, disclosure policies, management information systems, and their risk
management process. For example, lenders can adjust a number of underwriting and qualification
standards or initial loan conditions to lessen the potential impact of changing economic condi-
tions on borrowers ability to repay, such as:

*  Underwriting the loan to the fully indexed P&I debt to income rate provides some cushion
against the potential payment shock at the five-year recast;

» Resetting the initial LTV requirement, the gap between the teaser rate and fully indexed rate,
and the neg am cap as economic conditions change to manage the potential impact of nega-
tive amortization over time; and

» Using an interest rate index based on a moving average slows and dampens the transmission
of interest rate shocks into payment changes.

Borrowers need to fully understand that making the monthly minimum or interest only payment
only temporarily defers the repayment of principal and interest, and thus they could face a signifi-
cant payment shock in the future. Assessing the impact of the future payment shock is conditional
on an expectation of future economic conditions such as interest rates, income, and home prices.
It is critical that borrowers consider more than just the most recent past in forming their expecta-
tions of future economic conditions. This is particular important since the U.S. housing market

is coming off an exceptional five-year period of low interest rates and rapidly appreciating home
values.
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