Retrieve a TSP/VeriSign-lssued User Certificate
for Data Entry

1. Access the following URL from your Microsoft Internet Explorer Browser.

https://onsite.verisign.com/services/FederalRetirementThriftlnvestmentBoardOfficeof Aut
omatedSystems/digitalidCenter.htm
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Center

@ ENROLL

Choase ths option to enroll for & client Digaal 10

(W PICK UP ID

Cheose thes oplen of you enroled for a Digital 1D bl did nol pick 1 up

@ SEARCH

Choose this option to search for 8 Digaal ID. This function is usetul for
detarmining whether a Digital 1D is valid, expired, or revoked. You may
atso download IDs from this oplon

@ RENEW

Choosa this opbion to renew a Digital I0 which is expiring or which has
already expired. You should generally start renawing your Digital 1D at
learst one month before your Digital 1D is dus o expire

@ REVOKE

Cheose hes opbon ko revoke your Degital 10. Digital 105 should be
revoked for any . Including lost o
stolan private keys, cormupled key pairs, change i site ownership, or
suspecled fraud.
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2. Select ENROLL.


https://onsite.verisign.com/services/FederalRetirementThriftInvestmentBoardOfficeofAutomatedSystems/digitalidCenter.htm
https://onsite.verisign.com/services/FederalRetirementThriftInvestmentBoardOfficeofAutomatedSystems/digitalidCenter.htm

A Microsoft end-user Enrollment - Microsoft Internet Explorer

Fle Edt Yew Favortes Jook Hep

Qeac + ) [x] [B) dn 0 search iy Favortes @ medn @ (v L B ¢,
o e —————a—— e w— o
‘é'.'iﬁib'}[“_ Enrollment

Complete Enrollment Form

Enter yaur Digital ID infarmation

Fill m all required fiekis. Freids marked with an asterisk (*) are included with
your I'J'»gﬂﬂl 10 and are wewabile in the certificata’s datais

First Name: * (coqueed)
Nickname or middle initial alowad
(Example: Jack B.)

Last Name: *  (roquired)
(axampla - Dog)

Your E-mail Address: *
(required)

(emampls — jbdoe@verisign.com)

Payroll Office: *  (roquird)

User Type: * (requred)

Challenge Phrase

The: Challenge Phrase is a unique phrase thal prolects you against
unauthorizad action on yvour Digital 1D. Do not share it with anyons, Do nof
Joge it You wil need it when you want fo revoke or renew your Digital 1D

Enter Challenge Phrase:

{requiresd)
Do not use any puncluation.

Optional: Enter Comments

In some cases, your adminstrator wil instruet you o ener Shared Secral
mformatson (known only to you and the adminestrator) i this feid. The
administrator uses this shared sacrel o verify that i really is you submitting the
apphcation. This cemment wil nol be ncluded in your Digral 10

] bone & S P ntemet

3. Enter the information required on the Enrollment form.

First and Last Name: Enter your name exactly as you did on the Certificate Action
Request for Data Entry (Form OCO06-6) you submitted to the TSP.

Your E-mail Address: Enter your office email address.

Payroll Office: Please enter your eight digit Payroll Office number. You must include
the leading zeros (e.g., 00012345).

User Type: Datakntry
(Enter this exactly)

Challenge Phrase: Enter something you will remember. You will be required to enter
this again when you renew your certificate.



Scroll to the bottom of the page and click on the button.

The following window will pop up after you click submit.

Microsoft Internet Explorer g‘

\:_;:) Confirm your e-mail address:

jdoe@mygov.gov

If your e-mail address is correct, click OK. If not, click CANCEL and
correct it in the enrolment form.

If the e-mail address is not correct, you wil not be able to use your Digital ID.

oK | [ Cancel

4. Verify that your e-mail address is correct. If so, click the OK button. Otherwise, click
Cancel and correct your e-mail address.

Potential Scripting Violation

'E This Web site is requesting a new certificate on your behalf. You should allow only trusted Web sites to request a certificate for you.
L) Do you want to request a certificate now?

5. Click Yes to request the certificate.



X

Creating a new RSA exchange key

An application is creating a Protected item.

CryptoAPI Private Key

Security level setto Medium | Set Security Level... |

QoK | Cancel || Details... |

6. Click Set Security Level... to change the security level to High.

X

Creating a new RS5A exchange key

Choose a security level appropriate for this item.

Request my permission with a password when this item
is to be used.

O Medium
Request my permission when this item is to be used.

Mext= l I Cancel

7. Select High then click the Next > button.



Creating a new RS5A exchange key

Create a password to protect this item.

Create a new password for this item.

Password for: | |

Password: || |

Confirm: | |

<Back || Fnsh | | cancel |

X

8. Enter a Password. This password should include uppercase and lowercase letters and
at least one number or special character. Make sure you enter something that you will
remember. You will be asked to enter this password every time you try to use the
certificate. It cannot be reset if you forget it. You will be required to request a new
certificate if you cannot remember your password.

Click the Finish button. Then Click Ok on the Creating a new RSA key pop up window.
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Vrisign Digital ID Services
| Digi 1D Conier |

Look in Your E-mail

Go to the inbox of the e-mail address you enterad in the enroliment
form. There you will find an e-mall message from your
administrator with instructions far installing your Digital 10.
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9. Watch your e-mail account. Within an hour, you will receive a confirmation e-mail
acknowledging your request from Lori Waterman. Once the information on the
Certificate Action Request form has been reviewed and approved by the Agency
Technical Services staff, your new certificate will be approved. You will receive another
e-mail with your PIN. Return to the Digital ID Center at the following address.

https://onsite.verisign.com/services/FederalRetirementThriftinvestmentBoardOfficeof Aut
omatedSystems/digitalidCenter.htm
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Federal Retirement Thrift
Investment Board Office of
Automated Systems Digital ID
Center

@ ENROLL

Choase thrs option ko enroll for & client Digaal 1D.

(W PICK UP ID

Choose thes opbon il you enrolied for & Digitel 10 bul did nol pick i up

Choose this option to search for a Digdal ID. This function is useful for
determining whether a Digital 1D is valid, expired, or revoked. You may
aitso download 1Ds from this opton

Choosa this opbion to renew a Digital I0 which is expiring or which has
already expired. You should generally start ranawing your Digital 1D at
least ona month before your Digital 1D is dus b sxpira

REVOKE

Choose thes opbon to revoke your Degital 10, Digital 105 should be
revoked for any . Including lost o
stolan private keys, cormupled key pairs, changs i sile ownership, or
suspecled fraud.
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10. Click on the PICK UP ID link.
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Pick Up Digital ID

Important: To complete this step, you must use the same

computer you used to submit the enrollment form.

You need the Parsonal Identification Number (PIN) 1o complate this stap. You

recened it n an e-mail massage that was sent immediatety afer you i

the enraliment form
This was sanl by the administrator 1o the e-mail sddress entered in the

enroliment form.

Copy (Cirl + ¢) the PIN number from the e-mail, paste (Cirl + v} it into the bax
below, and click SUBMIT.
After you submit the PIN, it wil take up to three minutes to generate the Digial
1D, Do not interrpt the browser until thera is & esponse

Enter the Parzonal

Identification Number (PIN):

Submit |
il repsrmd VenSign, Ins A0l nghte resened ﬁ E_“!!?E!\
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11. Enter the PIN you received in the e-mail. Click the button.

Potential Scripting Violation 4

' This Web site is adding one or more certificates to this computer. Alowing an untrusted Web site to update your certificates is a security risk. The
Y

Web site could instal certificates you do not trust, which could allow programs that you do not trust to run on this computer and gain access to your
data.

Do you want this program to add the certificates now? Click Yes if you trust this Web site. Otherwise, dlick No.

Yes

12. Click Yes to download your certificate. Your browser will display your Digital ID
Information.

Your certificate is now available for use. Follow the instructions on the Data Submission

Application web site at http://agency.tsp.gov; choose the appropriate Payroll Information
link.



