Renewing a TSP/VeriSign-Issued User Certificate
For Data Entry

1. You will receive an e-mail like the one below. Click on the link to begin the
renewal process.

Your Digital ID is about to expire - Microsoft Internet Explorer

4 Reply| 4 Reply toal X+ # | @Hep
From: certffic p.gov [certific p.gov] Sent: Tue 6/6/2006 4:53 AM
To: Bannon, Tom
Ca:
Subject: Your Digital ID is about to expire
Attachments:

Dear CIVILIAN DATAENTRY,

Our record indicates that your Digital ID will
expire on 06/20/2006. If you have already renewed your Digital ID, please ignore this notice.

Please visit
https://onsite.verisign.com/services/FederalRetirementThriftInvestmentBoardOfficeofAutomatedSystems/client/userRencewal.htm
to renew your Digital ID.

Note to Netscape users: To complete the renewal process,
you may need the Challenge Phrase you used to enroll for
your original Digital ID, and the following Renewal ID
Number:

Your Renewal ID number is : 9836130788

If you have any questions or problems, please contact your
Administrator by replying to this e-mail message.
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2. Your browser window will open and display the page seen below. Please ensure
you are using Microsoft Internet Explorer. Click on “For Microsoft Internet

”

Explorer”.
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Fe Edr Yiew Fgvortes Jook Help .
Quexk - © - [¥] @ €| Psearch Jrrvoness @ 3~ 5 # -LJKH B
Agbeesis | g et verisign, g/ i htm v Boo ke *
Coogles w| (Gl search - & @8 D24 biocked ¥ Check - o i opons. &

\(._[i!i'q.,r:r _ Enrollment

Digital ID Renewal

Walt a moment while we take you to the correct renewal page.

For Microsoft Internet Explorer

B o etscap
For Netscape
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3. Click on the Renew button.
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If information above is correct,
@ click Renew to continue.
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4. The VeriSign Personal Trust Agent pop-up will appear. Select the certificate
from the list that you are attempting to renew. Click the Renew button.

VeriSign Personal Trust Agent R|

Select Digital 1D

Flease select digital ID

. ™y
Thrift TSP Dﬂtﬂ
Plan
WALID DATES
62072005 - 67207200860
CIVILIAN DATAENTRY
M ,
MName Friendly MName | Expires | 4
UniSers DataEntry TSF Data Submigsion /2072006 =
Civilian DataEntry TSF Data Submigsion  B/20/2006 =

| Always use this Digital ID to login to this YWehb site
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5. Enter your password for your certificate. Click the OK button.

Signing data with your private exchange key

An application is requesting access to a Protected item.

CryptoAPI Private Key

[1Remember password

QoK | | Cancel | | Details...

6. The following pop-up will appear. Click on the Yes button.

Potential Scripting Violation

'E This Web site is requesting a new certificate on your behalf. You should allow only trusted Web sites to request a certificate for you.
L) Do you want to request a certificate now?




7. Click on the Set Security Level button.

X

Creating a new RSA exchange key

An application is creating a Protected item.

CryptoAPI Private Key

Security level setto Medium | Set Security Level... |

QoK | Cancel || Details... |

8. Select a security level of High and click the Next button.

X

Creating a new RSA exchange key

Choose a security level appropriate for this item.

Request my permission with a password when this item
is to be used.

O Medium
Request my permission when this item is to be used.

Mext = l l Cancel




9. Enter your password to protect your renewed certificate. Note: You may use the
same password for your renewed certificate as your current one. Click the Finish
button after you enter and confirm your password.

Creating a new RSA exchange key R|

Create a password to protect this item.

Create a new password for this item.

Password for: | |

Password: |||||||| |
Confirm: |""|" |
= Back ” Einish l l Cancel ]
10. Click the OK button.
Creating a new RSA exchange key B|

An application is creating a Protected item.

CryptoAPI Private Key

Security level setto High | Set Security Level.. |

QK | Cancel || Details... |




11. When this page is displayed, your renewal request has been successfully entered.
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Verisigr Digital ID Services

Look in Your E-mail

Go to the Inbox of the e-mail address you entered In the enroliment
form. There you will find an e-mail message from your
administrator with instructions for installing your Digital 1D.
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12. After you complete your renewal request, you will receive an e-mail similar to the
one below.

: Digital ID request confirmation - Microsoft Internet Explorer |_ ||D|R|
4 Reply| =& Reply to all|= Forward & = (55 |2} X |« @ | @ Hep

From: certificates@tsp.gov [certificates@tsp.gov] Sent: Tue 6/6/2006 3:05 PM
To: Bannon, Tom

Cec:

Subject: Digital ID request confirmation

Attachments:

Dear CIVILIAN DATAENTRY,

Thank you for reguesting a Digital ID. Your administrator
is processing your reguest, and will notify vou when your
Digital ID is ready.

If you have questions about your application, please contact
your Rdministrator by replying to this email message.

@ Done l% Unknown Zone (Mixed)




13. Once the Certificate Administrator has approved your request, you will receive an
e-mail similar to the one below. Click on the link to begin the Pick Up ID process.

: Your Digital ID is ready - Microsoft Internet Explorer
“ Reply| i Reply toall 5 Forward| 4 ), (5[ X [« + [ @Hep

From: certific p.gov [certific p.gov] Sent: Tue 6/6/2006 3:06 PM
To: Bannon, Tom

(Gon

Subject: Your Digital ID is ready

Attachments:

Dear CIVILIAN DATAENTRY,

Your Administrator has approved your Digital ID reguest.

To assure that someone else cannot obtain a Digital ID that
contains your perscnal information, you must retrieve your
Digital ID from a secure web site using a unique

Personal Identification Number (PIN). You can retrieve your
Digital ID by following these simple steps:

Step 1: Visit the Digital ID retrieval web page. If your
Administrator has set up a customized location for retrieving
your Digital ID, you should wisit the URL specified by your
Administrator. Otherwise, you can retrieve your ID at

https://onsite.verisign.com/services/FederalRetirementThriftInvestmentBoardOfficeoffutomatedSystems/digitalidCenter. htm

Step 2: In the form, enter your Personal Identification
Number (PIN):

Your PIN is: 9051220183
Step 3: Follow the instructions on the page to complete the
installation of your Digital ID.

If you have any questions or problems, please contact your
Administrator by replying to this email message.
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14. Click on the PICK UP ID link.

2 pigital ID Center - Microsoft Internet Explorer | Z
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Wrisign Digital ID Center
[ vione |
Federal Retirement Thrift
Investment Board Office of

Automated Systems Digital ID
Center

@ ENROLL

Chonsa this aption to enroll for & client Digital 1D

@ PICK UP ID

Choose this option if you enrobed for a Digital 1D but did not pick it up

Choase this option to search for a Digital 1D, This function is useful for
datermining whother a Digital 1D is valid, aexpired, or revoked You may
also download 105 from this aption.

Choosa this aption to renew a Digital 1D which is expiring or which has
already exprred. You should generally start renewsng your Dhgdal 1D at
least ane month before your Digital 1D &5 dug to expine

(%9 REVOKE
Choose this aption to revoke your Digital ID. Digitad 1Ds should be
revoked for any ted , including lost ar
stolen private keys, cormupted key pairs, change in sile ownership, or
suspectad fraud
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15. Enter the PIN from the e-mail. Click on the Submit button.

A pigital ID Pick up - Microsoft Internet Explorer
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VeiSigr Digital ID Services

Pick Up Digital ID

Important: To complete this step, you must use the same
computer you used to submit the enroliment form.

You need the Personal Identification Number (PIN) lo complete this step. You
received it in an e-mail message that was sent immediately after you submitted
the anroliment form

This was sent by the administrator fo the e-mail address eniered in the
enrcment form.

Copy (Cirl+ ¢) the PIN numbar from th e-mail, paste (CHrt +v) it into the bax
betow, and click SUBMIT.

After you submit the PIN, it will lake up to three minutes to generati the Digital
1D. Do not interrupt the browser untl there is @ response.

Enter the Personal
Identification Number (PIN):
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16. Click the Yes button.

Potential Scripting Violation

!E This Web site is adding one or more certificates to this computer. Alowing an untrusted Web site to update your certificates is a security risk. The
L] Web site could instal certificates you do not trust, which could allow programs that you do not trust to run on this computer and gain access to your
data.

Do you want this program to add the certificates now? Click Yes if you trust this Web site. Otherwise, dlick No.

Yes No




17. Your renewal is now completed. Note: Your expiring certificate will still appear
in your Internet Explorer certificate list. You can remove the expiring certificate
by selecting Internet Options from the Tools menu. Go to the “Content” tab and

click on the Certificates button. Select the older certificate, based on the
Expiration Date, and click the Remove button.

2 10 Download - Microsoft Internet Explorer

X
Be Edr Vew Favortes Toos Hep *
Qexk - © - ¥ & € - Search S Favortes ) (G- g @ Fo i §
Agdtresss | @) hip versian, it - biny'sophi v Boo ke *
Googler w| [ search - & @ B2abiocked ¥ Check - I oprons
Vrisign Digital ID Services
Congratulations!
Your Digital ID has been successfully generated and
installed.
Your Digital ID Information.

Organization = Federal Retirement Thrift Investment Board
Organizational Unit = Office of Automated Systems

Organizational Unit = www.verisign.com/repasitory/CPS Incorp.
by Ref,,LIAB.LTD(c)99

Organizational Unit = Payroll Office - S88888888
Organizational Unit = User Type - DataEntry
Common Name = Civilian DataEntry

Email Address = tom.bannong@si-intl.corm

Serial Number = 475d57b720e6f7337306d21eb3dfod50a

Consult our Help Desk and Tutorials:

1. Go to the Help Desk 1o view our mtorials and other useful
information.

1. Goto the Digmtal ID Center to find out more about Digital IDs and
Digital ID services.
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