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What is the purpose of the FY 2008 Citizen Corps NET GUARD Pilot Program?

Following authorization in the Homeland Security Act of 2002, the NET Guard program concept
was developed through a DHS scoping initiative and work group involving stakeholders and
potential partners including state and local government representatives, emergency managers,
potential private sector partners and DHS Divisions. DHS/FEMA will use the NET Guard Pilot
Program to test and further evaluate and develop the NET Guard program concept as a potential
Citizen Corps Program.

Through the NET Guard Pilot Program, FEMA will further develop the program concept and
tools for local communities and private sector entities to build NET Guard teams of volunteers
with information technology (IT) and communications expertise to assist States and localities in
responding to and recovering from incidents that cause significant damage or destruction to IT
and communications infrastructure. The teams will be a local asset, managed at the local level,
and deployed in response to a request from local or State authorities. As envisioned, NET Guard
teams will be established and maintained by governmental or private-sector sponsors, or both,
under the overall umbrella of the local FEMA registered Citizen Corps program.

Developing and documenting the partnerships and models to implement NET Guard is a key
aspect of the Pilot Program. Pilots will be expected to identify and recruit partners in the
community to participate in NET Guard team development, to document successful outreach and
partnership agreements and to recommend national NET Guard program governance and
partnership models. Pilots will recruit partners including public sector, private sector, higher
educational and other non-governmental organizations that will contribute information
technology (IT) and communications expertise, volunteer personnel, donated equipment, or other
goods and services.

What is the concept of the NET GUARD program?

The NET Guard Program concept is to assist local communities in preparing for, responding to
and recovering from incidents that cause damage or destruction to information systems and



communications infrastructure through the use of local teams of volunteers with relevant
expertise. The NET Guard Program is envisioned as a means to provide emergency, temporary
reconstitution of IT and communications systems, or installation of emergency, temporary IT and
communications systems, primarily for governmental entities and private non-profit entities
performing essential services. NET Guard is envisioned as part of the Citizen Corps grassroots
network of local volunteer teams, organized in partnership among local emergency management
and government responders, non-profit, for profit, and other non-governmental entities, and
affiliated with local Citizen Corps Councils. The teams will be a local asset, managed at the local
level, and deployed in response to a request from local or State authorities. Since the program
concept also views the NET Guard Program as a means to surge additional IT and
communications resources into impacted areas, teams could be incorporated into regional mutual
aid and assistance agreements.

NET Guard teams will not respond to cyber incidents that require real-time network response,
nor engage in full repair or reconstruction of public and private sector proprietary information
management systems or other IT and communications systems. NET Guard team activities also
will not substitute for advance planning for contingencies, risk management and disaster
recovery activities by local governments or non-governmental entities.

What are some examples of what NET GUARD Volunteer Teams would do?

Examples of the functions that would be performed by NET Guard Teams are included in the
solicitation Program Description. Identification of functions and capabilities for the Pilot Teams
is one of the key program requirements for the Pilots.

NET Guard teams may assist local communities in temporarily reconstituting voice, data, and
other IT and communications systems for governmental entities, private non-profit entities
performing governmental functions, and private sector entities providing essential services. NET
Guard teams may also assist local communities in establishing basic voice, data, and other IT
and communications systems for use by individuals affected by significant incidents who
temporarily come under the care of government.

NET Guard teams will not respond to cyber incidents that require real-time network response,
nor engage in full repair or reconstruction of public and private sector proprietary information
management systems or other IT and communications systems. NET Guard team activities also
will not substitute for advance planning for contingencies, risk management and disaster
recovery activities by local governments or non-governmental entities.

Who is eligible to apply for and receive funds from the FY 2008 Citizen Corps NET
GUARD Pilot Program?

As the basis for determining that applicants have demonstrated the knowledge, skills and abilities
required to conduct this pilot testing and to be eligible to apply under this solicitation, applicants
must meet all of the following criteria:



Applicants must be the local government entity responsible for emergency management
including development of the Emergency Operations Plan, e.g. the Office of Emergency
Management and/or Emergency Management and Homeland Security.

Applicants must be a jurisdiction located in one of the urban areas designated by the 2008 DHS
Urban Area Security Initiatives (UASI).

Applicants must have a Citizen Corps Council and program activity managed through the
jurisdiction’s Office of Emergency Management or local elected leadership.

Applicants must have three or more Citizen Corps Partner Programs sponsored by their
government jurisdiction (e.g., Community Emergency Response Teams (CERT), Medical
Reserve Corps (MRC), Fire Corps, Neighborhood Watch/USAonWatch, and Volunteers in
Police Service).

Applicants must have deployed jurisdiction resources through the Emergency Management
Assistance Compact (EMAC).

Applicants must have used private for profit entity resources provided on a voluntary basis in a
disaster response or recovery activity.

Applicants must have the signed agreement of participation by the jurisdiction’s office
responsible for disaster-related communications and IT functions i.e. lead office for ESF #2

How much funding is available?
Funding is available for four pilots each receiving $80,000.

When are applications due to WWW.GRANTS.GOV?

Completed applications must be submitted to DHS/FEMA no later than 11:59 PM EST, July 2,
2008.

What is the FY 2008 Citizen Corps NET Guard Pilot Program period of performance?
The period of performance will be for twelve (12) months.
How will applications be evaluated?

FEMA in conjunction with subject matter experts from appropriate DHS components will
evaluate all acceptable applications within 90 days of the close of the application period. The
following process will be used to make awards under the program:

FEMA will verify compliance with all administrative and eligibility criteria identified in the
application kit, to include the required submission by the established due date.

The review panel of FEMA and DHS subject matter experts will assess all eligible and
acceptable applications and make selections based on 1) the quality of the Program Narrative and
Budget proposals; 2) the anticipated quality of the pilot program as a basis for national
promulgation; and 3) geographic distribution to include highly qualified applicants from the
Western, Central, and Eastern regions of the United States.

Applications will be reviewed for adherence to applicant eligibility criteria, content and format
requirements established in the guidance, and narrative and budget proposals.



All applications must be approved via signature by the jurisdiction’s Emergency Manager,
Citizen Corps Council Chair, and the Office responsible for the jurisdiction’s communications
and IT functions of Emergency Support Function #2.

The proposal must clearly demonstrate the ability to address the requirements described in the
solicitation for developing and pilot testing a NET Guard Program and NET Guard Team/s
including requirements in the following areas:

Program Establishment and Partnerships
Functions and Capabilities
Training and Other Requirements
Credentialing

Organization

Deployment and Integration
Communications

Exercises

Equipment

National Program Development
Budget

How will the results of the 12 month pilots be used?

DHS/FEMA will use the NET Guard Pilot Program to test and further evaluate and develop the
NET Guard program concept as a potential Citizen Corps Program. Following this pilot phase,

FEMA intends to utilize funds in FY 2009 for further program development and administration
incorporating lessons learned.

Who is available to answer additional questions regarding the FY 2008 Citizen Corps NET
GUARD Pilot Program?

For more information, read the full Citizen Corps NET Guard solicitation on grants.gov under
Opportunity # DHS-08-NPD-053-1912 or contact the Centralized Scheduling and Information
Desk (CSID) at 1-800-368-6498 or askcsid@dhs.gov. Media and Congressional offices should
contact FEMA at (202) 646-4600.




