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Abstract

Economic tools are needed to help the owners and managers of buildings, industrial
facilities, and other critical infrastructure to select cost-effective combinations of
mitigation strategies that respond to natural and man-made hazards. Economic tools
include evaluation methods, standards that support and guide the application of those
methods, and software for implementing the evaluation methods. This document focuses
on Version 3.0 of the Cost-Effectiveness Tool (CET 3.0); it describes: the input data
requirements for the software, the hierarchy of software screens, the evaluation methods
employed and their associated standards, the strategy for analyzing complex decision
problems, the types of reports produced, and on-line help features. Decision makers
typically experience uncertainty about the correct values to use in establishing basic
assumptions and in estimating future costs. When projects are evaluated without regard
to uncertainty of inputs to the analysis, decision makers may have insufficient
information to measure and evaluate the financial risk associated with the alternative
combinations of mitigation strategies. CET 3.0 addresses uncertainty and financial risk
in a structured, three-part manner. First, best-guess estimates are used to establish a
baseline analysis. Second, a sensitivity analysis is performed in which selected inputs are
varied about their baseline values. Third, a Monte Carlo simulation is performed to
obtain an explicit measure of financial risk associated with the alternative combinations
of mitigation strategies. Guidance is also given on how to choose the most cost-effective
risk mitigation plan from a set of alternative combinations of mitigation strategies.
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Preface

This study was conducted by the Office of Applied Economics in the Building and Fire
Research Laboratory at the National Institute of Standards and Technology. The study
develops a software tool for evaluating security-related investments and expenditures in
constructed facilities. The intended audience is the National Institute of Standards and
Technology as well as other government and private sector organizations that are
concerned with evaluating how to efficiently allocate scarce financial resources among
security-related investment alternatives.

Disclaimer

Certain trade names and company products are mentioned in the text in order to
adequately specify the technical procedures and equipment used. In no case does such
identification imply recommendation or endorsement by the National Institute of
Standards and Technology, nor does it imply that the products are necessarily the best
available for the purpose.
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1 Introduction
1.1 Background

The National Institute of Standards and Technology (NIST) is a non-regulatory federal
agency within the U.S. Commerce Department. NIST develops and promotes
measurement, standards, and technology to enhance productivity, facilitate trade, and
improve quality of life. In the aftermath of the attacks of September 11, 2001, NIST has
taken a key role in enhancing the nation’s homeland security.

NIST’s Building and Fire Research Laboratory (BFRL) has as its mission to meet the
measurement and standards needs of the building and fire safety communities. A key
element of that mission is BFRL’s commitment to homeland security. Specifically, the
goal of BFRL’s homeland security effort is to develop and implement the standards,
technology, and practices needed for cost-effective improvements to the safety and
security of buildings and building occupants, including evacuation, emergency response
procedures, and threat mitigation.

The September 11, 2001 attacks on the World Trade Center and the Pentagon, and the
subsequent dispersion of anthrax through the postal system, changed the way many in the
United States approach security and safety. The devastation to the Gulf Coast caused by
Hurricanes Katrina and Rita, and their impact on the national economy, underscored the
need to plan for natural and man-made disasters as well as terrorist threats. These events
have prompted the owners and managers of constructed facilities—buildings, industrial
facilities, and other physical infrastructure—to address natural and man-made hazards
and protect the occupants, property, and functions of their facilities.

These events have led to changes in the way key decision makers respond to natural and
man-made hazards. Among these changes are the way owners and managers think about
the design, location, construction, operation, and renovation of constructed facilities. The
range of responses available to decision makers is extensive, as is the potential expense.
Parallel to the reality of the risks posed by natural and man-made hazards is the reality of
budget constraints. Owners and managers of constructed facilities are confronted with
the challenge of planning for and responding to natural and man-made hazards in a
financially responsible manner. The two objectives—safeguarding personnel and
physical assets and satisfying financial constraints—must be balanced through a cost-
effective risk mitigation plan.

Emerging from this new focus on planning is the realization that it makes sense to
evaluate all kinds of natural and man-made hazards as a group. Costs for protection
against multiple hazards can be shared among the hazards protected against, thereby
reducing the cost of any single form of protection. Or, looked at in another way, a given
cost of protection can yield extra benefits when considering multiple hazards. This
spillover of benefits from one kind of protection to another highlights the need for a
holistic approach to planning protection against multiple hazards.



The Cost-Effectiveness Tool (CET) incorporates and integrates research being conducted
by the Office of Applied Economics (OAE) under BFRL’s homeland security effort.
OAE’s research focuses on developing economic tools to aid facility owners and
managers in the selection of cost-effective strategies that respond to natural and man-
made hazards. Economic tools include evaluation methods, standards that support and
guide the application of those methods, and software for implementing the evaluation
methods. OAE’s research has produced a three-step protocol for developing a risk
mitigation plan for cost-effective protection of constructed facilities.! The three-step
protocol has the following essential components: risk assessment, identification of
potential mitigation strategies, and economic evaluation.

Risk assessment is used to identify the risks confronting a facility. It includes
development of possible damage scenarios, probability assessments for these scenarios,
and identification of the facility’s vulnerabilities and critical areas. Identification of
mitigation strategies—Engineering Alternatives, Management Practices, and Financial
Mechanisms—provides performance and cost data for the possible combinations of risk
mitigation strategies. Combinations of risk mitigation strategies are used to create a
candidate set of alternatives for in-depth economic evaluation. The third component,
economic evaluation, enables facility owners and managers to evaluate each alternative
combination of risk mitigation strategies and the sequence of cash flows associated with
their implementation.

1.2 Purpose and Scope

The purpose of this report is to provide documentation for Version 3.0 of the Cost-
Effectiveness Tool (CET 3.0). The report serves two functions. First, as a printed copy,
it is designed as a stand-alone resource for users of CET 3.0. The authors recommend
users first browse through the printed copy to gain a basic understanding of the software
tool. Second, this report is designed as an integral part of the software itself.
Specifically, this report is integrated into the online Help feature of CET 3.0. This “Help
feature” allows users to open this document while working within the software tool,
enabling them to explore software-related features/capabilities, which should make the
use of the software tool more transparent.

The scope of the document is limited to CET 3.0. Three earlier versions of the Cost
Effectiveness Tool have been released by NIST. These earlier versions—CET 1.0, CET
1.1, and CET 2.0—had different analysis and reporting capabilities. The current
version—CET 3.0—represents a major upgrade in analysis and reporting capabilities.
Thus, users of previous versions will experience some changes in the way they construct
and analyze project files. However, the developers of CET 3.0 have designed it so that
any project files saved in previous versions can be opened and saved in Version 3.0.
Please note that once you save a project file in Version 3.0, it cannot be opened with an
earlier version of the software.

' Chapman, Robert E., Leng, Chi J. Cost-Effective Responses to Terrorist Risks in Constructed Facilities.
NISTIR 7073 (Gaithersburg, MD: National Institute of Standards and Technology, 2004).



Similarly, a detailed discussion of the three-step protocol is beyond the scope of this
document. Readers interested in learning more about the three-step protocol, including
references to risk assessment and risk management documents and software, are referred
to NISTIR 7390.”

1.3 Organization of this Manual

This report contains five chapters and two appendices in addition to the Introduction; it is
designed to walk you through the features of CET 3.0 in a step-by-step fashion.
Background material is first presented to insure you have a firm grounding in the
concepts that underlie the software tool. Specialized analysis features are then introduced
that build on and reinforce each other. Throughout this Users Manual our objective is to
teach you how to use CET 3.0 to gain a deeper understanding of OAE’s structured
approach to the selection of cost-effective risk mitigation strategies for dealing with
natural and man-made hazards.

Chapter 2 covers the key concepts underlying the CET 3.0 software tool. Topics covered
include an overview of the three-step protocol and the types of economic decisions and
economic evaluation methods available to decision makers. Chapter 2 shows that more
than one evaluation method may be appropriate for a given type of decision. The
recommended analysis strategy is then outlined. This strategy lays the groundwork for
using CET 3.0 to produce a cost-effective risk mitigation plan. The cost-accounting
framework is then introduced. It provides a methodology for tracking how costs affect
stakeholders in different ways, and promotes a detailed, consistent breakdown of costs.
The chapter concludes with a discussion of the role of case studies and a fairly detailed
introduction to the data center case study, which is used throughout this report to
illustrate various software features/capabilities.

Chapter 3 lays out the process by which the baseline analysis is constructed. The
baseline analysis is the starting point for conducting an economic evaluation. In the
baseline analysis, all data elements entering into the calculations are fixed. The term
baseline analysis is used to denote a complete analysis in all respects but one; it does not
address the effects of uncertainty. Constructing the baseline analysis is illustrated via a
“guided tour” of the software tool’s basic features. These features include entering data,
editing data, and viewing preliminary results. Special emphasis is placed on how to use
two key reports to verify data inputs and interpret the results of the baseline analysis.
Emphasis is also placed on the Project Notebook software feature. The Project Notebook
is an important resource for documenting the sources of key data elements.

Chapter 4 covers the treatment of uncertainty and risk. The concept of financial risk—
the probability of investing in a project whose economic outcome is different from what
is desired or expected—plays an important role throughout Chapter 4. The importance of
conducting a structured sensitivity analysis is first discussed. Special emphasis is placed

? Chapman, Robert E., and Thomas, Douglas S. 4 Guide to Printed and Electronic Resources for
Developing a Cost-Effective Risk Mitigation Plan for New and Existing Constructed Facilities. NISTIR
7390 (Gaithersburg, MD: National Institute of Standards and Technology, 2007).



on how CET 3.0 provides a framework for analyzing both the impacts of single factors
and combinations of factors on project costs. Monte Carlo simulation is then discussed
with particular emphasis on how it leads to quantitative measures of financial risk. Both
methods—sensitivity analysis and Monte Carlo simulation—include discussions of how
to input the required data and save calculated results. The chapter concludes with a
discussion of the Uncertainty Report, a key resource document for analyzing how
uncertainty impacts the choice of the most cost-effective risk mitigation plan.

Chapter 5 summarizes why choosing among alternatives designed to reduce the impacts
of natural and man-made hazards is more complicated than most building investment
decisions. The focus of Chapter 5 is on providing guidance to help identify key
characteristics (e.g., dollar-denominated impacts as well as any significant effects that
remain unquantified) and the level of effort that will promote a better-informed decision.
The chapter describes two methods for summarizing results for presentation to senior
management and other decision makers. First, a generic format for summarizing results
is presented; the generic format is based on ASTM Standard E 2204.° Second, the CET
Executive Summary Report is described—both how to create it and how to use it to
communicate results. Results from the data center case study are used to highlight key
features of each method.

Chapter 6 concludes with a discussion of suggested next steps for making more effective
use of the CET 3.0 software tool.

Appendix A outlines the life-cycle cost methodology and provides formulas for each of
the key measures of economic performance.

Appendix B is a glossary of terms. Appendix B includes definitions of all of the key
terms used throughout this Users Manual. It also includes a Notes section linking the
term to software inputs and outputs as well as links to specific sections of this Users
Manual. The links are designed as part of the online Help feature. Where appropriate, an
Examples section is also provided. The Examples section is used to refer you to specific
topics covered in the data center case study.

* ASTM International. “Standard Guide for Summarizing the Economic Impacts of Building-Related
Projects,” E 2204, Annual Book of ASTM Standards: 2006. Vol. 04.12. West Conshohocken, PA: ASTM
International.



2 Key Concepts
2.1 Overview of the Three-Step Protocol

Protecting constructed facilities from extreme events—fires, floods, earthquakes, and
other natural and man-made hazards—is a constant challenge for facility owners and
managers. Choosing among alternative protection strategies is complicated by the fact
that such strategies frequently have significant up-front investment costs, result in
operations and maintenance costs that are spread over many years, and impact key
stakeholders in different ways. A methodology is needed to insure that all relevant costs
are captured and analyzed via well-defined metrics.

To address this need, NIST developed a three-step protocol that establishes a
methodology for dealing with extreme events. The methodology is documented in
ASTM Standard Guide E 2506.*

CET 3.0 is designed as an integral part of the economic evaluation—step three of the
three-step protocol. As such, it is dependent upon the data and information produced in
the first two steps of the protocol. It is important to point out that the quality of the
economic evaluation is only as good as the data and assumptions going into it. Thus, a
brief overview of the three-step protocol is useful in establishing the foundations for a
rigorous economic evaluation of risk mitigation strategies for dealing with natural and
man-made hazards.

Implementing the three-step protocol requires both guidance and data. Guidance is
needed to help owners and managers to assess the risks facing their facility. Data about
the frequency and consequences of natural and man-made hazards are needed when
assessing the risks that a particular facility faces from these hazards. Estimates of the
costs of protection are needed to insure that safeguarding personnel and physical assets
and satisfying financial constraints are kept in balance. Finally, guidance on the use of
economic evaluation methods is needed to insure that the correct method, or combination
of methods, 1s used. Although there is a great deal of high-quality information available
on risk assessment and risk management, natural and man-made hazards, and economic
tools, there is no central source of data and tools to which the owners and managers of
constructed facilities and other key decision makers can turn for help in developing a
cost-effective risk mitigation plan. NISTIR 7390 serves as such a central source.’

The first step in creating a cost-effective risk mitigation plan is a risk assessment for the
facility or group of facilities to be protected. This step includes specification of the
decision-maker’s objectives, the facilities to be protected, the natural and man-made

* ASTM International. “Standard Guide for Developing a Cost-Effective Risk Mitigation Plan for New and
Existing Constructed Facilities,” E 2506, Annual Book of ASTM Standards: 2006. Vol. 04.12. West
Conshohocken, PA: ASTM International.

> Chapman, Robert E., and Thomas, Douglas S. A4 Guide to Printed and Electronic Resources for
Developing a Cost-Effective Risk Mitigation Plan for New and Existing Constructed Facilities. NISTIR
7390 (Gaithersburg, MD: National Institute of Standards and Technology, 2007).



hazards to be considered, the composition of the risk assessment team, and
documentation procedures. The risk assessment involves data collection to establish the
likelihood of natural and man-made hazards as well as the on-site collection and
documentation of facility vulnerabilities to those hazards. Estimates of the value of the
facility’s assets and the consequences of an event occurring are also produced as part of
the risk assessment.

The second step of the protocol focuses on identification of risk mitigation strategies.
This step uses information from the risk assessment (e.g., estimates of the value of the
facility’s assets and the consequences of an event occurring) to identify engineering,
management and financial strategies to mitigate those consequences. The costs of
implementing the alternative risk mitigation strategies and the associated reductions in
consequences are also produced as part of this step in the protocol.

The third step in the protocol, economic evaluation, is the means through which
competing alternatives are analyzed and a cost-effective risk mitigation plan is identified.
The two previous steps, concerned with risk assessment and risk mitigation, formulate the
alternative risk mitigation strategies and provide the associated cost and hazard data
needed to compare the competing alternatives. The economic evaluation step includes
the selection of the appropriate measures of economic performance, a rigorous analysis of
the alternative risk mitigation strategies, the identification of the cost-effective risk
mitigation plan, and the documentation necessary to support the recommendation of that
plan. The economic evaluation step places special emphasis on the treatment of
uncertainty and risk on the selection of a cost-effective risk mitigation plan.

CET 3.0 promotes a rigorous economic evaluation in three interrelated ways. First, its
economic evaluation methods are based on standardized practices promulgated by ASTM
International. Second, the graphical user interface facilitates the entry and editing of data
required to support a rigorous economic evaluation. Finally, four specialized reports are
available that enable verification of input data, an iterative approach to analyzing key cost
drivers, a structured approach to the treatment of uncertainty, and an Executive Summary
Report for use in presenting results to senior management and other decision makers.

2.2 Types of Economic Decisions

Investment decisions associated with alternative building designs or systems are
frequently project-related, where a project could be the construction of a new building,
the renovation of an existing constructed facility (e.g., a bridge), or the modernization of
an existing system (e.g., a heating, ventilation, air-conditioning system (HVAC)
upgrade). For a given project, the decision maker has to choose among a number of
competing alternatives, all of which satisfy the same functional requirements. If the
project is to upgrade a building’s HVAC system and to address a number of generic
security concerns, then each of the alternatives being considered will satisfy the
functional requirements specified by the building’s owner/manager or some other
designated decision maker. At a higher level of aggregation, construction-related
investment decisions often involve collections of projects.



There are four basic types of investment decisions for which an economic analysis is
appropriate:

(1) Deciding whether to accept or reject a given alternative/project;
(2) Identifying the most efficient alternative/project size/level, system, or design;

(3) Identifying the optimal combination of interdependent projects (i.e., the right mix of
sizes/levels, systems, and designs for a group of interdependent projects); and

(4) Deciding how to prioritize or rank independent projects when the available budget
cannot fund them all.

Each type of investment decision is important. First and foremost, decision makers need
to know whether or not a particular alternative/project or program should be undertaken
in the first place. Second, how should a particular project/program be configured? The
third type of decision builds on the second and introduces an important concept,
interdependence. Consequently, for a given set of candidate projects and implied
interdependencies, the problem becomes how to choose the best combination of projects.
The fourth type of decision introduces a budget constraint. The aim is how to get the
most impact for the given budget.

2.3 Economic Evaluation Methods

Numerous methods are available for measuring the economic performance of investments
in buildings and building systems. Use ASTM Standard Guide E 1185° to identify types
of building design and system decisions that require economic evaluation and to match
the technically appropriate economic methods with the decisions.

Four economic evaluation methods addressed in ASTM Standard Guide E 1185 apply to
the development of a cost-effective risk mitigation plan for dealing with natural and man-
made hazards: (1) life-cycle costs (ASTM Standard Practice E 917); (2) present value
net savings (ASTM Standard Practice E 1074%; (3) savings-to-investment ratio (ASTM
Standard Practice E 964°); and (4) adjusted internal rate of return (ASTM Standard

® ASTM International. “Standard Guide for Selecting Economic Methods for Evaluating Investments in
Buildings and Building Systems,” E 1185, Annual Book of ASTM Standards: 2006. Vol. 04.11. West
Conshohocken, PA: ASTM International.

7 For a detailed description of the ASTM life-cycle cost standard, see ASTM International. “Standard
Practice for Measuring Life-Cycle Costs of Buildings and Building Systems,” E 917, Annual Book of
ASTM Standards: 2006. Vol. 04.11. West Conshohocken, PA: ASTM International.

¥ For a detailed description of the ASTM present value of net savings standard, see ASTM International.
“Standard Practice for Measuring Net Benefits and Net Savings for Investments in Buildings and Building
Systems,” E 1074, Annual Book of ASTM Standards: 2006. Vol. 04.11. West Conshohocken, PA: ASTM
International.

? For a detailed description of the ASTM savings-to-investment ratio standard, see ASTM International.
“Standard Practice for Measuring Benefit-to-Cost and Savings-to-Investment Ratios for Investments in



Practice E 1057'%). Readers interested in mathematical derivations of the economic
evaluation methods are referred to Appendix A.

More than one method can be technically appropriate for many design and system
decisions. If more than one method is technically appropriate, use all that apply, since
many decision makers need information on measures of magnitude (life-cycle costs and
present value net savings) and of return (savings-to-investment ratio and adjusted internal
rate of return) to assess economic performance.

2.3.1 Life-Cycle Cost Method

The life-cycle cost (LCC) method measures, in present-value or annual-value terms, the
sum of all relevant costs associated with owning and operating a constructed facility over
a specified period of time. The basic premise of the LCC method is that to an investor or
decision maker all costs arising from that investment decision are potentially important to
that decision, including future as well as present costs. Applied to constructed facilities,
the LCC method encompasses all relevant costs over a designated study period, including
the costs of designing, purchasing/leasing, constructing/installing, operating, maintaining,
repairing, replacing, and disposing of a particular design or system. Should any pure
benefits result (e.g., increased rental income due to improvements), include them in the
calculation of LCC.

The LCC method is particularly suitable for determining whether the higher initial cost of
a constructed facility or system specification is economically justified by lower future
costs (e.g., losses due to natural or manmade hazards) when compared to an alternative
with a lower initial cost but higher future costs. If a design or system specification has
both a lower initial cost and lower future costs relative to an alternative, an LCC analysis
is not needed to show that the former is economically preferable.

Denote the alternative with the lowest initial investment cost (i.e., first cost) as the base
case. The LCC method compares alternative, mutually exclusive, designs or system
specifications that satisfy a given functional requirement on the basis of their life-cycle
costs to determine which is the least-cost means (i.e., minimizes life-cycle cost) of
satisfying that requirement over a specified study period. With respect to the base case,
an alternative is economically preferred if, and only if, it results in lower life-cycle costs.

In the context of CET 3.0, the alternative (i.e., a given combination of risk mitigation
strategies) that results in the lowest life-cycle cost is designated as the most cost-
effective risk mitigation plan.

Buildings and Building Systems,” E 964, Annual Book of ASTM Standards: 2006. Vol. 04.11. West
Conshohocken, PA: ASTM International.

' For a detailed description of the ASTM adjusted internal rate of return standard, see ASTM International.
“Standard Practice for Measuring Internal Rate of Return and Adjusted Internal Rate of Return for
Investments in Buildings and Building Systems,” E 1057, Annual Book of ASTM Standards: 2006. Vol.
04.11. West Conshohocken, PA: ASTM International.



2.3.2 Present Value of Net Savings

The present value of net savings (PVNS) method is reliable, straightforward, and widely
applicable for finding the economically efficient choice among investment alternatives.
It measures the net savings from investing in a given alternative instead of investing in
the foregone opportunity (e.g., some other alternative or the base case).

The PVNS for a given alternative, vis-a-vis the base case, equals their difference in life-
cycle costs. Any pure benefits that result (e.g., increased rental income due to
improvements) are included in the calculation of PVNS, since they are included in the
LCC calculation.

With respect to the base case, if PVNS is positive for a given alternative the investment is
economic; if it is zero, the investment is as good as the base case; if it is negative, the
investment is uneconomical.

In the context of CET 3.0, any alternative that results in a PVNS greater than zero is
designated as cost effective.

2.3.3 Savings-to-Investment Ratio

The savings-to-investment ratio (SIR) is a numerical ratio whose value indicates the
economic performance of a given alternative instead of investing in the foregone
opportunity. The SIR is savings divided by investment costs. The LCC method provides
all of the necessary information to calculate the SIR. The SIR for a given alternative is
calculated vis-a-vis the base case.

The numerator equals the difference in the present value of non-investment costs between
the base case and the given alternative. The denominator equals the difference in the
present value of investment costs for the given alternative and the base case. A ratio less
than 1.0 indicates that the given alternative is an uneconomic investment relative to the
base case; a ratio of 1.0 indicates an investment whose benefits or savings just equal its
costs; and a ratio greater than 1.0 indicates an economic project.

In the context of CET 3.0, any alternative that results in an SIR greater than 1.0 is
designated as cost effective.

2.3.4 Adjusted Internal Rate of Return

The adjusted internal rate of return (AIRR) is the average annual yield from a project
over the study period, taking into account reinvestment of interim receipts. The
reinvestment rate in the AIRR calculation is equal to the minimum acceptable rate of
return (MARR), which is assumed to equal the discount rate. When the reinvestment rate
is made explicit, all investment costs are easily expressible as a time equivalent initial
outlay (i.e., a value at the beginning of the study period) and all non-investment cash
flows as a time equivalent terminal amount. This allows a straightforward comparison of



the amount of money that comes out of the investment (i.e., the terminal value) with the
amount of money put into the investment (i.e., the time equivalent initial outlay).

The AIRR is defined as the interest rate applied to the terminal value, which equates (i.e.,
discounts) it to the time equivalent value of the initial outlay of investment costs. It is
important to note that all investment costs are discounted to a time equivalent initial
outlay using the discount rate.

With regard to the base case, if the AIRR is greater than the discount rate (also referred to
as the hurdle rate), then investment in the given alternative is economic; if the AIRR
equals the discount rate, the investment is as good as the base case; if AIRR is less than
the discount rate, the investment is uneconomical.

In the context of CET 3.0, any alternative that results in an AIRR greater than the
discount rate is designated as cost effective.

2.3.5 Appropriate Application of the Evaluation Methods

The four evaluation methods presented in the previous sections provide the basis for
evaluating the economic performance of homeland security-related investments in
constructed facilities. The equations underlying the methods presented in Appendix A
are all consistent with ASTM standard practices. All of the methods are appropriate for
evaluating accept or reject type decisions. But among the methods are several
distinctions that relate to the type of investment decision that the decision maker is
facing.

Table 2-1 provides a summary of when it is appropriate to use each of the evaluation
methods described earlier. Note that the LCC and PVNS methods are appropriate in
three of the four cases. Only in the presence of a budget constraint is the use of either
LCC or PVNS inappropriate and even in that case it plays an important role in computing
the aggregate measure of performance.

In summary, no single evaluation method works for every decision type. First and
foremost, managers want to know if a particular project is economic. Reference to Table
2-1 shows that all of the evaluation methods address this type of decision. Second, as
issues of design, sizing, and packaging combinations of projects become the focus of
attention—as often occurs in conjunction with budget reviews—the LCC and PVNS
methods emerge as the principle means for evaluating a project’s or program’s merits."'
Finally, the tightening budget picture involves setting priorities. Consequently, decision
makers need both measures of magnitude, provided by LCC and PVNS, and of return,
provided by either the SIR or the AIRR, to assess economic performance. Multiple
measures, when used appropriately, ensure consistency in both setting priorities and
selecting projects for funding.

" If incremental values of the SIR or AIRR are computed, they can be used to make design/size and
packaging decisions.
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Table 2-1 Summary of Appropriateness of Each Standardized Evaluation
Method for Each Decision Type
Decision Type
Lcc PVNS SIR AIRR
Accept/Reject Yes Yes Yes Yes
Design/Size Yes Yes No No
Combination (Interdependent) Yes Yes No No
Priority/Ranking (Independent) No No Yes Yes

Source: “Standard Guide for Selecting Economic Methods for Evaluating Investments in Buildings and
Building Systems.” E1185. ASTM International, 2005.

2.4  Analysis Strategy

Developing a cost-effective risk mitigation plan is a complicated process, entailing three
distinct levels of analysis. This “analysis strategy” systematically adds increased detail to
the decision-making process. The first level is referred to as the baseline analysis. Here
we are working with our best-guess estimates. The baseline analysis provides a frame of
reference for the treatment of uncertainty, which is the focus of the second and third
levels—sensitivity analysis and Monte Carlo simulation—which systematically vary
selected sets of data elements to measure their economic impacts on project outcomes,
such as the life-cycle costs of competing alternatives.

2.4.1 Baseline Analysis

The starting point for conducting an economic evaluation is to do a baseline analysis. In
the baseline analysis, all data elements entering into the calculations are fixed. For some
data, the input values are considered to be known with certainty. Other data are
considered uncertain and their values are based on some measure of central tendency,
such as the mean or the median, or input from subject matter experts. Baseline data
represent a fixed state of analysis. For this reason, the analysis results are referred to as
the baseline analysis. The term baseline analysis is used to denote a complete analysis in
all respects but one; it does not address the effects of uncertainty.

2.4.2 Sensitivity Analysis

Sensitivity analysis measures the impact on project outcomes of changing the values of
one or more key data elements about which there is uncertainty. Sensitivity analysis can
be performed for any measure of economic performance (e.g., life-cycle cost or present
value of net savings). Therefore, a sensitivity analysis complements the baseline analysis
by evaluating the changes in output measures when selected data inputs are allowed to
vary about their baseline values.
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The key advantage of sensitivity analyses is that they are easily constructed and
computed and the results are easy to explain and understand. Their disadvantage is that
they do not produce results that can be tied to probabilistic levels of significance (e.g., the
probability that the savings-to-investment ratio is less than 1.0).

2.4.3 Monte Carlo Simulation

Monte Carlo simulation varies a small set of key parameters either singly or in
combination according to an experimental design. Associated with each key parameter is
a probability distribution function from which values are randomly sampled. The major
advantage of the Monte Carlo simulation technique is that it permits the effects of
uncertainty to be rigorously analyzed through reference to a derived distribution of
project outcome values. CET 3.0 includes a means for automatically running Monte
Carlo Simulations and displaying the results.

2.5 Cost-Accounting Framework

The flexibility of the life-cycle cost method enables us to classify and analyze costs in a
variety of ways. The result is a more focused representation of costs, referred to as the
cost-accounting framework. The objective of producing this framework is to promote
better decision making by identifying unambiguously who bears which costs, how costs
are allocated among several widely-accepted budget categories, how costs are allocated
among key building components, and how costs are allocated among the three mitigation
strategies. A cost-accounting framework is needed because costs affect stakeholders in
different ways. Thus, knowing who bears which costs leads to a better understanding of
stakeholder perspectives and helps create mutually beneficial solutions. Finally, the cost-
accounting framework promotes a detailed, consistent breakdown of life-cycle costs so
that a clear picture emerges of the cost differences between competing alternatives.

Costs are classified along four dimensions within the cost-accounting framework: (1)
Bearer of Costs; (2) Budget Category; (3) Building/Facility Component; and (4)
Mitigation Strategy. To differentiate these costs, they are referred to as cost types and
cost items. Each dimension contains a collection of cost types. The cost types are used
as placeholders for summarizing and reporting aggregated cost information. Each cost
type is a collection of cost items. Each cost item has a unique set of identifiers that
places it within the cost-accounting framework. Examples linking cost items and cost
types are given at the end of each of the four “cost dimension” paragraphs. Each
dimension captures the full spectrum of costs (i.e., all costs summed across each
dimension add up to the same total). A schematic representation of the cost-accounting
framework is given in Figure 2-1. Within Figure 2-1, each of the four dimensions of
costs is listed within a box. The cost types associated with that cost dimension are listed
beneath each box.
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Bearer of Budget Building/ Mitigation
Costs —— Category |—— Facility |——— Strategy
Component
—— Owner/Manager Capital —— Building/Facility L Engineering
Investment Elements Alternatives
—— Occupant/User Oo&M — Building/Facility —— Management
Site Work Practices
—— Third Party Other —— Non-Elemental —— Financial
Mechanisms

Figure 2-1  Overview of the Cost-Accounting Framework: Dimensions and Cost
Types

The first dimension, Bearer of Costs, covers all stakeholder groups. A stakeholder group
is defined as any collection of organizations or individuals directly affected by the project
(e.g., by construction or risk mitigation activities or by disaster-related losses). The first
dimension has three cost types based on who bears the costs. The three cost types are: (1)
Owner/Manager; (2) Occupant/User; and (3) Third Party. Owner/Manager costs are all
costs incurred by the project’s owner or agent. These costs include but are not limited to
design costs, capital investment costs, and selected types of repairs to the constructed
facility. Occupant/User costs accrue to the direct users of the project. Occupant/User
costs frequently include operations and maintenance costs and selected types of repairs
not covered by the project’s owner or agent. Occupant/User costs can also include delay
costs and business interruption costs due to temporary closures for repair and
reconstruction activities. Third-Party costs are all costs incurred by entities who are
neither the project’s owner or agent nor direct users of the project. One example of a
Third-Party cost is the lost sales for a business establishment whose customer access has
been impeded (e.g., due to a road closure during construction/reconstruction). Another
example is damage to the environment from a construction process that pollutes the
water, land, or atmosphere.

The second dimension, Budget Category, has three cost types based on which category of
the budget the funds come from. These cost types are: (1) Capital Investment; (2) O&M
(Operations and Maintenance); and (3) Other. These cost types correspond to widely
used budget categories for private and public sector cost accounting. It is important to
note that the dollar amounts accruing to all three cost types are inclusive of any expected
losses. In the context of the previous section, Capital Investment costs accrue to the
investment cost category and O&M and Other costs accrue to the non-investment cost
category. All acquisition costs, including costs related to planning, design, purchase, and
construction, are investment-related costs and fall under the Capital Investment cost type.
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Residual values (resale, salvage, or disposal costs) and capital replacement costs are also
investment-related costs. Capital replacement costs are usually incurred when replacing
major systems or components and are paid from capital funds. Cost items falling under
the O&M cost type include energy and water costs, maintenance and repair costs, minor
replacements related to maintenance and repair, and insurance premiums paid by owners
and/or occupants to reduce their risk exposure. O&M costs are usually paid from an
annual operating budget, not from capital funds. Other costs are non-capital costs that
cannot be attributed to the O&M cost type. An example of an Other/Third-Party cost is
damage to the environment stemming from the project.

The third dimension, Building/Facility Component, has three cost types. These cost
types are: (1) Building/Facility Elements; (2) Building/Facility Site work; and (3) Non-
Elemental. The first two cost types are associated with the elemental classification
UNIFORMAT IL."? Elements are an integral part of any construction project; they are
often referred to as component systems or assemblies. Each element performs a given
function regardless of the materials used, design specified, or method of construction
employed. Non-Elemental costs are all costs that cannot be attributed to specific
functional elements of the project. An example of a Non-Elemental/Capital/Owner cost
is the purchase of a right-of-way, or easement.

The fourth dimension, Mitigation Strategy, has three cost types. The three cost types
correspond to the three risk mitigation strategies; they are: (1) Engineering Alternatives;
(2) Management Practices; and (3) Financial Mechanisms. An example of an
Engineering Alternatives/Elemental/Capital/Owner cost is tightening the building
envelope. An example of a Management Practice/Non-Elemental/O&M/Owner cost is
site security.

2.6 Use of Case Studies

The software includes a case study file, Data Center Case Study.lcc. The case study file
provides a convenient frame of reference through which you can learn about the
capabilities of the software and experiment with the various means of editing, creating,
and deleting data elements. The case study file is designed to illustrate a wide variety of
software features through a simplified, yet fairly realistic building-related example.

2.6.1 Overview of the Data Center Case Study

The case study describes a renovation project for the data center of a financial institution.
The renovation is to upgrade the data center’s heating, ventilation and air-conditioning
(HVAC); telecommunications and data processing systems; and several security-related
functions. Note that the cost estimates are for purposes of illustration only—actual
renovations of different building types will face different costs and different risk profiles.

12 ASTM International. “Standard Classification for Building Elements and Related Site Work—
UNIFORMAT 11,” E 1557, Annual Book of ASTM Standards: 2006. Vol. 04.11. West Conshohocken, PA:
ASTM International.
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The data center undergoing renovation is a single-story structure located in a suburban
community. The floor area of the data center is 3 716 m” (40 000 ft*). The replacement
value of the data center is $20 million for the structure plus its contents. The data center
corresponds to the type of structure that would be used by a major bank, credit card
company, or insurance company as its primary data repository. It contains financial
records that are in constant use by the firm and its customers. Thus, any interruption of
service will result in both lost revenues to the firm and potential financial hardship for the
firm’s customers.

The site upon which the data center is located is traversed by a thoroughfare that has been
used by local residents since the data center was constructed. Alternative routes are
available and convenient to local residents, subject to a short detour. Plans have been
made by the community to put in a new street which better links the affected
neighborhoods and does not traverse the data center’s site. The new street will be
available for use within two years of the renovation.

2.6.2 Alternatives

The building owners wish to employ the most cost-effective risk mitigation plan (i.e., the
plan that results in the lowest life-cycle cost) that will meet their objectives. Four
alternative combinations of mitigation strategies are available to the building owners. All
of the alternatives recognize that in the post-9/11 environment the data center faces
heightened risks in two areas. These risks are associated with the vulnerability of
information technology resources and the potential for damage to the facility and its
contents from chemical, biological, radiological, and explosive (CBRE) hazards. Two
scenarios—the potential for a cyber attack and the potential for a CBRE attack—are used
to highlight these risks.

The first alternative, referred to as the Base Case, employs upgrades that meet the
minimum building performance and security requirements; it is the alternative with the
lowest initial investment cost (i.e., lowest first cost). The second alternative, referred to
as Enhanced Security, results in enhanced security as well as selected improvements in
building performance; it also provides a low level of particle filtration capability against
biological agents but no gaseous capability against chemical agents. The third
alternative, referred to as Enhanced Bio Protection, provides a high level of protection
against particles but no gaseous protection. The fourth alternative, referred to as
Enhanced Chem/Bio Protection, provides a high level of protection against particles and
gaseous agents.

The three non-Base Case alternatives are referred to throughout the remainder of this
report as the Proposed Alternatives. Each of the three Proposed Alternatives augments
the Base Case by strengthening portions of the exterior envelope, limiting vehicle access
to the data center site, improving the building’s HVAC, telecommunications and data
processing systems, and providing better linkage of security personnel to the
telecommunications network. The main difference in the three Proposed Alternatives is
their treatment of biological and chemical agents. The Enhanced Security alternative
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augments the Base Case by replacing existing Minimum Efficiency Reporting Value
(MERV) 6 filters with MERV 11 high capacity filters and modifying the electrical
feeders to accommodate higher motor horsepower. The Enhanced Bio Protection
alternative augments the Enhanced Security alternative by sealing the exterior windows
to make the building more airtight, replacing the MERV 11 filters with a three-stage filter
consisting of a MERV 8§ pre-filter, an 85 % efficient MERV 13 intermediate filter, and a
99.97 % High Efficiency Particulate Air (HEPA) filter, and modifying the electrical
feeders to accommodate higher motor horsepower. The Enhanced Chem/Bio Protection
alternative augments the Enhanced Security alternative by sealing the exterior windows
to make the building more airtight, replacing the MERV 11 filters with a five-stage filter
consisting of a MERYV 8§ pre-filter, an 85 % efficient MERV 13 intermediate filter, a
99.97 % HEPA filter, a 99.9 % gas phase filter, and a MERV 11 post filter, and
modifying the electrical feeders to accommodate higher motor horsepower.

2.6.3 Assumptions and Cost Data

The case study covers a 25-year period beginning in 2006. Life-cycle costs are
calculated using a 7 % real discount rate for the baseline analysis. Information on cost
items is needed in order to calculate life-cycle costs. Cost items are classified under two
broad headings: (1) input costs and (2) event-related costs.

Input costs represent all costs tied to the building or facility under analysis that are not
associated with an event. Input costs include the initial capital investment outlays for
facilities and site work, future costs for electricity for lighting and space heating and
cooling, future renovations, and any salvage value for plant and equipment remaining at
the end of the study period. Input costs are classified as either investment costs or non-
investment costs.

Input costs serve to differentiate the Base Case and the Proposed Alternatives. The
additional costs of the Proposed Alternatives result not only in expected reductions in
event-related costs, they also reduce the annual costs for telecommunications and
electricity and increase staff productivity due to improved indoor air quality. Finally, the
change in the traffic pattern resulting from the enhanced renovation generates an increase
in commuting costs for local residents until a new road is opened in two years.

Event-related costs are based on annual outcomes, each of which has a specified
probability of occurrence. Each outcome has a non-negative number of cost items
associated with it (i.e., an outcome may have no cost items associated with it if it results
in zero costs). The data center case study models the risks associated with cyber attacks
and CBRE attacks exclusively. The event modeling methodology, however, can also be
used to model multiple hazards, such as those associated with earthquakes, high winds, or
an accident resulting in widespread damage due to fire or chemical spills. Annual
probabilities for the outcomes associated with each attack scenario are postulated along
with associated outcome costs. The annual probabilities and outcome costs differ by
renovation strategy. However, both the Base Case and the Proposed Alternatives have
similar types of outcome costs. Should a cyber attack occur, it results in damage to
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financial records and identity theft for a small set of corporate customers. Should a
CBRE attack occur, it results in several non-fatal injuries, physical damage to the data
center, interruption of business services at the data center, and denial of service to
corporate customers during recovery.
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3 Basic Features: Constructing the Baseline Analysis

This section gives you a guided tour of the basic features of Version 3.0 of the Cost-
Effectiveness Tool (CET 3.0). The guided tour takes you through all of the steps
required to construct the baseline analysis. Software features associated with the
treatment of uncertainty and risk are covered in Chapter 4. The goal of the guided tour is
for you to work systematically through the hierarchy of screens used to input, analyze,
and display project-related data.

3.1 Getting Started
3.1.1 Opening/Creating a Project File

Launch the software by clicking on the CET 3.0 icon found on your desktop or by
clicking CET 3.0 in the Start menu in Programs/Cost-Effectiveness Tool. The first
screen to appear prompts you to create a new project file or open an existing or example
project file. Figure 3-1 is a reproduction of the Prompt window. Recall that the software
comes with an example file, the Data Center Case Study.lcc file. Thus, even when you
launch the software for the first time, there is already an example project file, which you
may choose to open. If you select the Open an Existing Project or Open an Example
Project button, then you will be taken to the Open Project window. (Throughout this
section, software features (e.g., buttons) are highlighted through the use of italics font.)

Cost-Effectiveness Tool
Yersion 3.0

<«

* Open an Existing Project
" Open a Mew Project

" Open an Example Project

Start |

Office of Applied Economics
Building and Fire Research Laboraton
Mational Inztitute of Standardz and Technology

September 2007

Figure 3-1  Cost-Effectiveness Tool Prompt Window
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As a first step, open the Data Center Case Study.lcc file and use the File Save As feature
to make additional copies with lcc extensions. Suggested file names are fest01.lcc and
test02.lcc. Use the test files to gain familiarity with the software. This way, if you
inadvertently change or delete a data element, or create a new data element, you can go
back to the Data Center Case Study.lcc file for the reference solution. When you use the
File Save As feature with the case study file, the new file (e.g., testO1.1cc) will be saved in
the “examples” directory unless you specify otherwise. If you exit the software and later
wish to open a user-created “test” file, you will need to select Open an Example Project
from the Prompt window.

Figure 3-2 is a sample Open Project window showing the files in the “examples”
directory. Note that in addition to the Data Center Case Study.lcc file there are two user-
created “test” files: fest01.lcc and test02.lcc. Highlighting the desired file and clicking
the Open button, opens that file. Double clicking on the highlighted file opens the file as
well. The Open Project window includes a Cancel button. If you click on the Cancel
button, you will return to the Prompt window.

Open Project

Look ir: |_} eramples ﬂ £ ER-
[ 4Data Center Case Study. lcc
& testnl. loc

& testnz. Ioc

File name: |Data Center Caze Study loc
Files of type: |"_||:|: ﬂ Cancel

Figure 3-2  Open Project Window

3.1.2 Cost Summary Window and Main Menu

The Cost Summary window is displayed whenever a new project is created or an existing
or example project file is opened. When a project is created, the Cost Summary window
is blank. Figure 3-3 is an example of the Cost Summary window display when starting a
new project. As you enter data into the software, the Cost Summary window displays the
current value of life-cycle costs for each cost type and alternative being analyzed. It is
recommended that you keep the Cost Summary window open while working in the
software. If you wish to close the window, it can be reopened at any time.
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The software is designed to analyze up to four alternatives (see Figure 3-3). The Cost
Summary window allows you to select both the cost types and the alternatives to be
included in the economic evaluation. These “choices” are represented in Figure 3-3 by
the “cost type” check boxes under each dimension of the cost-accounting framework and
the “alternative” check boxes in the Select Alternatives group box located in the lower
left-hand corner.

A tree on the left-hand side of the Cost Summary window serves as the Main Menu to the
software. The tree contains three top-level nodes: Project, Uncertainty, and Reports.
Recall that software features discussed in this section are highlighted through the use of
italics font.

M Cost Summary Window - g@gl

Measure of Economic Performance
-I- Project | | | |

Diescription
Alternatives Evaluation Methad: -
Costs/Events
- Uncertainty Cost Types by Bearer:
Sensitivity V¥ Owner/t anager
Monte Carlo v
2 Reports Occupant/User
Data Iv Third Party
Uncertainty
Eesults Cost Types by Budget Category:
Iv Capital Irvestment
v DM
v Other

a& Cost Types by Component:

v Building/F acility Elements
v Buiding/Facility Site Wwark
Select Alternatives V¥ MonElemental

r Coszt Types by Mitigation Strategy:

¥ Engineering Altematives

¥ Management Practices

=1 71 7

¥ Financial Mechanisms

Figure 3-3  Cost Summary Window When Starting a New Project

3.2 Entering Data
3.2.1 Project Information

The options listed under the Project node allow you to enter project information, define
alternatives, and manage cost-related information.

Clicking the Description option on the Main Menu opens the Project Description

window. Here you can enter project information such as the project’s name, a brief
description of the project, the base year selected for all present value calculations, the
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length of the study period, whether a constant dollar or current dollar analysis is to be
performed, and the discount rate. Note that when a constant dollar analysis is selected,
you must use a real discount rate. This is because constant dollars have uniform
purchasing power exclusive of general inflation. When a current dollar analysis is
selected, you must use a nominal discount rate. Within CET 3.0, the nominal discount
rate and the real discount rate are linked via a formula that includes a term for general
inflation. Figure 3-4 displays the Project Description window for the data center case
study. The descriptive material is designed to help decision makers differentiate among
multiple projects competing for limited investment funds.

The Project Description window contains a Notebook icon in the bottom right-hand
corner. Clicking the Notebook icon opens a text box, where you can enter pertinent
information about the project. The material entered in the text box is designed to help
you document the sources of key data elements; it becomes part of the Project Notebook
Report (see Section 3.4). Notebook material suitable for inclusion under the Project
Description window, includes general information associated with the risk assessment
and formulation of risk mitigation strategies (i.e., steps 1 and two of the three-step
protocol).

M Project Description - Data Center Renovation

Project Mame:

Project Description: The data center undergaing renavation iz a single-stary structure located in a
suburban commurnity [coresponding o a structure that may be uzed by a bank, credit
card company o insurance company as itz main data repozitam]. Any interption in
zervice would result in lost revenues ko the firm and potential financial hardship for the
firn's cuztomers because the records housed in the stucture are in constant uze. The
building owners recognize that in the pozt-3/17 environment the data center faces
heightened rizk.s in two areaz. These nsks are azzociated with the vulnerability of
information technology resources and the potential for damage to the facility and

itz contents from chemical, biological, radiological, and explozive [CBRE] hazards.

Analyzizs [nformation

Base Year. 2008 :I' * Constant Daollar Analysis Feal Dizcount Fate: 7.00%
Length of Study Period [years): 25 " Current Dollar &nalysis

Figure 3-4  Project Description Window for the Data Center Case Study

Clicking the Alternatives option opens the Project Alternatives window, which allows
you to add and delete project alternatives as well as enter information about the
alternatives. Figure 3-5 displays the Project Alternatives window for the data center case
study. The Base Case tab is selected. The window is constructed so you can switch from
one alternative to another. The text box in the middle of the window allows you to enter
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a brief description of the alternative. The brief descriptions of each alternative serve to
differentiate one alternative from another. The Project Alternatives window also contains
a Notebook icon in the bottom right-hand corner. Notebook material suitable for
inclusion under the Project Alternatives window, includes information on how the results
of the risk assessment were used to formulate the risk mitigation strategies for the given
alternative.

H Project Alternatives - Data Center Renova... EI@I@

Base Caze l.ﬁ.lternativﬂ ] Altermnative 2] Alternative 3]

Alternative Name: |Base Caze - Baszic Renowation

Drescription: Thiz alternative employs upgrades that meet the minimunm
building performance and securnty requirements. |t
gemves as the Base Caze for all companzons.

i Delete Alternative | ﬂ

Figure 3-5  Project Alternatives Window for the Data Center Case Study

Cost-related input screens for the software product are of two basic types: (1) input costs
and (2) event-related costs. You access these screens by selecting the Costs/Events
option on the Main Menu.

3.2.1.1 Input Costs
Clicking the Costs/Events option opens the Edit Costs/Events window. This screen
manages the creation, deletion, and editing of input costs and event-related costs. Upon

entering the Edit Costs/Events window, you must select the alternative for which
information is to be reviewed or input. Both the costs and events portions of the window
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are active for the selected alternative. Since our focus is on input costs, however, we will
address only the cost portion of the window here. The following subsection deals with
event-related costs. Once the alternative is selected, the Edit Costs/Events window
displays all cost items associated with that alternative. Figure 3-6 is an example of the
Edit Costs/Events window for the Base Case. Notice that the input costs are listed in
alphabetical order according to their Budget Category—Investment, O&M, and Other. If
a large number of cost items have been entered, some costs will be hidden, but can be
viewed by scrolling down the list. In this example, no costs are hidden.

Bl Edit Costs/Events - Data Center Renovation EI[E|E|

Alternative:

BC: Basic Renovation -

Costs

[rwvestment: Bazic Renovation
[rvestment: HYWAC Upagrade 2dd Ireestment Cost |
[rvestment: Salvage
[rwvestment: Site Protection

Q&bd: Duct Cleaning ot D Lot |
&M Electricity
O&M- HVAL Repairs Add Dther Cost_|
Q&bd: Site Lighting |

&M Site Securty
Q&b Telecom Services

Delete Al

Events

CBRE Attack

Cyber Attack [vearz 1-10] Add Evert

Cyber Attack [Years 11-25] ven I
Delete Al |

Figure 3-6  Edit Costs/Events Window for the Data Center Case Study: Input
Costs for the Base Case

Highlighting and clicking the selected cost item opens the appropriate Cost Information
window. This “edit” feature allows you to review and, if desired, modify any previously
recorded information for the cost item of interest. Figure 3-7 is an example of the Capital
Investment Cost Information window for the data center case study. Figure 3-7 displays
information on the Basic Renovation cost item, which is associated with the Base Case.
Figure 3-8 is an example of the O&M Cost Information window for the Site Security cost
item for the Base Case. Figure 3-9 is an example of the Other Cost Information window
for the Change in Traffic Pattern cost item for the Proposed Alternative. Note that
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Figures 3-7, 3-8, and 3-9 include a Classification Information group box which specifies
how each cost item fits into the cost-accounting framework.

The Edit Costs/Events window is the means through which new cost items are created.
The creation of a new cost item is accomplished by selecting the appropriate Budget
Category cost type button—Add Investment Cost, Add O&M Cost, or Add Other Cost—
from the list on the right of the Costs box. The software then opens the Cost Information
window associated with the selected cost type. The Cost Information windows allow you
to name the cost item, generate a cost estimate via separate entries for quantity and unit
cost, specify the timing of cash flows and any escalation rates that need to be applied, and
add information to the Project Notebook (see Figures 3-7, 3-8, and 3-9).

m Capital Investment Cost Information - Data Center Renovation M= 3
Alternative: BC: Base Case - Basic Renovation Capi‘tgﬂ Invesiment
Cost ltem:  [FEr =T -
E azic Renowvation & Iritial

Cuantity: 1.00 " Future

| . i
Urit Cost: % 1,000.000.00 Salvage =
Clazsification [nformation

Bearer; Component; Iitigation Strategy:

* DwnerfManager ' Building/Facility Elements ' Engineering Alterative

" DocupantUzer [ Default to Urnifarmat 11 J 7 Management Practice

" Third Party " Building/Facility Site “Woark " Financial Mechanism

" Mon-Elemental

8

Figure 3-7  Capital Investment Cost Information Window for the Data Center
Case Study: Basic Renovation
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B O&M Cost Information - Data Center Renovation

Altemnative: BC: Base Case -- Basic Renovation O&M
Escalation B ate: P
Cost Item: 0.50%
&+ Arnualy Recuring

Buatilly 1.00 " Periodic [other than annual)

Unit Cost $ 125.000.00 " Aperindic

Classification Infarmation
Bearer: Component: Mitigation Strateqy:
' Dwrer/Manager " Building/F acility Elemerts " Engitesring Altermative
" Dccupant/User r J + Management Practice
" Third Party ™ Building/Facility Site \Woark " Financial Mecharizm

+ Mon-Elemental

Figure 3-8  O&M Cost Information Window for the Data Center Case Study: Site

Security
B Other Cost Information - Data Center Renovation __Igl@
Altemative: Al 1: Proposed Alemative -- Enhanced Security Other
Ezcalation Rate: 0.00%
(24150 R g in Traffic Pattein .
™ Annually Recuring First D coumence: 1 w | [Tear = 2008)
Quantity: : =
Lty 1.00 oY e —— Last Ocoumence: m [vear = 2007)
Urit Cost: $  50,00000  Aperiodic Dieeyes Erep Tnyees 1.00
Classification Information
Bearer: Companent: Mitigation Strateqgy:
" OwnerManager " Building/Facility Elements " Engineering Alternative
" Deccupant/U ser - J + Management Practice
&+ Third Party " Building/Facility Site */ork " Financial Mecharnism

% MonElemental

B

Figure 3-9  Other Cost Information Window for the Data Center Case Study:
Change in Traffic Pattern

3.2.1.2 Event-Related Costs

As noted earlier, clicking the Costs/Events option opens the Edit Costs/Events window.
This screen manages the creation, deletion, and editing of input costs and event-related
costs. Upon entering the Edit Costs/Events window, you must select the alternative for
which information is to be reviewed or input. Both the costs and events portions of the
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window are active for the selected alternative. Since our focus is on event-related costs,
however, we will address only the event-related costs portion of the window here. Once
the alternative is selected, the screen displays all events associated with that alternative.

Highlighting and clicking the selected event opens the Event Information window. This
feature allows you to review and, if desired, modify any previously recorded information
for the event of interest. The Edit Costs/Events window is the means through which new
events are created. The creation of a new event is accomplished by selecting Add Event
from the list on the right if the Events box. The software then opens the Event
Information window. The Event Information window allows you to name the event,
provide a brief description of the event, enter the dates of first and last occurrence, and
edit event-related outcomes. Figure 3-10 is an example of the Event Information
window for the Cyber Attack scenario for the Base Case. Reference to Figure 3-10
shows that this Cyber Attack scenario covers the first 10 years of the study period. A
second Cyber Attack scenario covers years 11 through 25. Two time periods are used
because cyber crime is on the rise and although new countermeasures are being produced
regularly, hackers are becoming more adept at finding and exploiting weaknesses in
countermeasures software.

= Event Information - Data Ce... @@@

Alternative: BC: Baze Caze - Bazic Benovation

Ewent: Cyber Attack [Years 1-10]

Description: (4, cyber attack iz defined as the criminal use andd/or
deztruction of information technology resources.

I thiz scenario, a cyber attack would result in
damage to financial records and identify theft for a
zmall zet of corparate custamers. The event deals
with the probability of a cober attack during the first
10 years of the study perod given the baze caze.

Clazsification Infarmatian

First Ocounence: 1 - | [Tear = 2008]
Last Occurence: 10 - | [Tear=2015]

Edit Outcomes |

Figure 3-10 Event Information Window for the Data Center Case Study:
Description of the Cyber Attack Scenario for the Base Case
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Associated with each event is a set of outcomes. Information on event-related outcomes
is accessed via the Edit Outcomes/Outcome Costs window. This screen is reached by
clicking the Edit Outcomes option in the Event Information window (see Figure 3-10).
Figure 3-11 is an example of the Edit Outcomes/Outcome Costs window for the first
Cyber Attack scenario for the Base Case. This screen manages the creation, deletion, and
editing of outcomes. The Edit Outcomes/Outcome Costs window displays all outcomes
associated with the event of interest. The event/outcome costs portion of the Edit
Outcomes/Outcome Costs window is initially grayed out, indicating that it is inactive.
However, once an outcome is selected, the costs associated with that outcome become
active. In Figure 3-11, the Attack outcome has been selected. Consequently, the
outcome costs O&M: Record Reconstruction and Other: Identity Theft are active.

Highlighting and clicking the selected outcome opens the appropriate Outcome
Information window. This feature allows you to review and, if desired, modify any
previously recorded information for the outcome of interest. The Edit Outcomes/
Outcome Costs window is the means through which new outcomes are created. The
creation of a new outcome is accomplished by selecting Add Outcome from the list on the
right of the Event Outcomes box. The software then opens the Outcome Information
window. The Outcome Information window allows you to name the outcome, provide a
brief description of the outcome, assign a probability of occurrence for the outcome
(outcome probabilities are a byproduct of the risk assessment), update the sum of all
outcome probabilities for the event of interest, and edit outcome-related cost items.
Figure 3-12 is an example of the Outcome Information window; it provides a brief
description of the outcome and an outcome probability for the first Cyber Attack scenario
for the Base Case.
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B Edit OutcomesfOutcome Costs - Data Center Renovation E_|@|E|

Alternative: BC: Bazic Renovation

Ewent: Cyber Attack [vears 1-10] E dit Ewent

Event Outcomes

None Add Outcome

Delete

|
Copy |
|
Delete sl |

Event/Outcome Costs

0#b: Aecord Reconstruction

Other: Identity Theft 2dd Investment Cast

&dd O%M Cost

Add Other Cost

Delete Al

Figure 3-11 Edit Outcomes/Outcome Costs Window for the Data Center Case
Study: Base Case Cyber Attack Outcomes

The Outcome Information window is also the means through which non-monetary
information is input. Under certain circumstances, the effects of outcomes associated
with natural and/or man-made hazards can not be expressed in monetary terms. For
example, ceasing operations, staff and/or third party fatalities, and other extreme effects,
are not easily valued in monetary units. The Non-Monetary group box provides the
means for indicating which, if any, of these effects are associated with a given outcome.
If one or more of these effects is important, check the items for which you can not
estimate a dollar value. Once an item is checked, the Enter Narrative button is activated.
Clicking the Enter Narrative button opens a text box, where you can enter pertinent
information on that non-monetary effect. All items checked in the Non-Monetary group
box, whether a narrative is entered or not, are included in the Data Report.
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M Outcome Information - Data C... Q@@

Alternative: BC: Baze Caze - Bazic Renowvation

Event: Cyber Attack [Years 1-10] Wiew Event

Dutzaorme: lm

Descriphion: | This autcome assumes that a cyber attack does take
place during the first 10 years af the study penod.

Prabability [nfarmation

Outcome Probability: | A0.0000%
Sum of all Dutcome

Probabilites for this Event; | Update

Maon-tdonetary

Check itemsz far which pou can not estimate a dallar value.

| Cease Operations |

[ Fatalities |

[ Other |

Edit Outzome Costs

Figure 3-12 Outcome Information Window for the Data Center Case Study:
Probability Information for the Base Case Cyber Attack Scenario

Associated with each outcome is a set of event-related cost items. Information on event-
related cost items is accessed by clicking the Edit Outcome Costs option of the Outcome
Information window (see Figure 3-12), which opens the Edit Outcomes/Outcome Costs
window. This screen manages the creation, deletion, and editing of event-related cost
items. The Edit Outcomes/Outcome Costs window displays all event-related cost items
associated with the outcome of interest.

Highlighting and clicking the selected event-related cost item opens the appropriate
Event/Outcome Cost Information window. This feature allows you to review and, if
desired, modify any previously recorded information for the event-related cost item of
interest. The Edit Outcomes/Outcome Costs window is the means through which new
event-related cost items are created. The creation of a new event-related cost item is
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accomplished by selecting the appropriate Budget Category cost type button—Add
Investment Cost, Add O&M Cost, or Add Other Cost—from the list on the right of the
Event/Outcome Cost box. The software then opens the Event/Outcome Cost Information
window. The Event/Outcome Cost Information window allows you to name the event-
related cost item, generate a cost estimate via separate entries for quantity and unit cost,
specify any escalation rates that need to be applied, and add information to the Project
Notebook. Figure 3-13 is an example of the Event/Outcome Cost Information window
for the Base Case. Figure 3-13 records information on the Identity Theft cost item for the
first Cyber Attack scenario. Note that Figure 3-13 includes a Classification Information
group box which specifies how each event-related cost item fits into the cost-accounting
framework.

M Event/Outcome Cost Information - Data Center Renovation Ej@@

Event: Cyber dttack [vears 1-10] “iew Event Altermative: BC: Base Case - Basic Renowation

Olutcorme: dttack Wiew Outcome Cost Tepe: Other

it Coszt: $  75.000.00
Cuantity: l—‘|[||:| Ezcalation Fate: 0oz

Clazzification Information

Event/Outcome Cost [tem:

Bearer: Component; itigation Strategy:

" Owner/Manager ™ Building/F acility Elzments % Engineering Alternative
" Oececupant/ser I J " Management Practice
% Third Party ™ Building/Facility Site Wk " Financial Mechanism

¢ Mar-Elemental

=)

Figure 3-13 Event/Outcome Cost Information Window for the Data Center Case
Study: Identity Theft Cost Item for the Base Case Cyber Attack
Scenario

3.2.2 Output Window

Once all data have been input, the Cost Summary window displays the life-cycle costs for
each alternative. Costs are reported for each of the four dimensions of the cost-
accounting framework and for each cost type. Figure 3-14 reproduces the Cost Summary
window for the completed baseline analysis for the data center case study.

The Cost Summary window provides the option for you to view calculated values for

measures of economic performance other than life-cycle costs. The drop down menu in
the Evaluation Method box lets you select the PVNS (present value net savings), SIR
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(savings-to-investment ratio), or AIRR (adjusted internal rate of return) as an alternative
measure of economic performance. The PVNS, SIR, and AIRR values reported on the
Cost Summary window are calculated vis-a-vis the Base Case. PVNS measures net
savings of investing in the given alternative instead of investing in the Base Case. The
SIR equals the difference in non-investment costs—the savings stemming from investing
in the given alternative rather than the Base Case—divided by the increased capital cost
for the given alternative. The AIRR measures the annual return on the additional capital
investment associated with the given alternative. Thus when the PVNS, SIR, or AIRR
method is selected, the only meaningful values are the ones listed under the column
headings Alt. 1, Alt. 2, and Alt. 3.

= Cost Summary Window - Data Center Renovation E@@
Measure of Economic Performance
= Project
Desciption Base Case | Al | A2 | A3 |
Altematives Evaluation Methad: - $4.642 554 $4,358,912 $4,254 211 $4,858,660
Costs/Events
- Uncertainty Cost Types by Bearer:
Sensitivity W Owner/Manager $2,727,924 $3,025.703 $3,186.422 $2.412,135
i He::r;e Lo M Occupant/User 1,435,005 $1.113214 $850,772 1,232 480
Diata ¥ Third Party $478,625 $219,928 $217.017 $214,045
Muotebook,
Uncentairty Cost Types by Budget Category:
Results M Capital Investment $1,149.782 $1,765 452 $1.934.818 $2,152 8639
Execulive Summay v OiM $2.999 530 $2.359.101 $2,098 997 $2,489,357
¥ Other $493192 $224 358 $220 396 $216.434
el
d& Cost Types by Component:
v Building/Faciity Elements $2.361 445 $2.639. 436 $2.888 239 $2,809,675
¥ Building/Facilty Site \Wark $141 551 $234 626 $309,626 $234 626
Select Altematives ¥ Mon-Elemental $2139.555 $1.484.790 $1,056,345 $814,359
v Base Cas= Cost Types by Mitigation Strategy:
v Al 1 i Enliesing Alemsies $3,113.247 $3,045, 05 $2.940 364 $3.544.813
v Ah.2 W Management Practices 41,529,307 $1.313847 $1.313847 $1.313847
v ¥ Financial Mechanisms $0 30 $0 $0

Figure 3-14 Cost Summary Window for the Data Center Case Study
3.2.3 Alternative-Specific Feature

The software also enables you to access the Edit Costs/Events window by clicking one of
the alternative labeled edit buttons at the top of the Cost Summary window. In Figure 3-
14 all four alternatives—Base Case, Alt. 1, Alt. 2, and Alt. 3—have data entries.
Consequently, their edit buttons are active. Since each alternative has a specific edit
button, when that button is active and it is clicked the Edit Costs/Events window opens
with a display of all costs and all events associated with the alternative in the selected
column. This feature helps you edit cost and event information very efficiently when
your focus is on a single alternative.
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33 Use and Interpretation of the Data and Results Reports

The Cost-Effectiveness Tool produces five types of reports. Although the reports share a
number of similarities in terms of their content, their functions are very different. Each
report is accessed via the Reports node on the main menu. Clicking the Data, Notebook,
Uncertainty, Results, or Executive Summary option under the Reports node takes you to
the selected report.

The Data Report is intended as a means for checking the accuracy of the information that
you entered into the Cost-Effectiveness Tool. The Project Notebook Report is an
important resource for documenting the sources of key data elements; it is described in
Section 3.4. The Uncertainty Report contains information associated with the sensitivity
analysis and the Monte Carlo simulation; it is described in Section 4.3. The Results
Report is designed to help you “drill down” on how individual cost items are distributed
across Bearer, Budget Category, Building Component, and Mitigation Strategy. This
approach gives you a snapshot of all of the costs entering the analysis, expressed in
present value terms, which “roll up” into the life-cycle costs recorded in the Cost
Summary window. The Executive Summary Report is intended for submission to senior
management as part of the documentation supporting the specific project being
considered for funding; it is described in Section 5.2. The Results Report and the
Executive Summary Report are sufficiently detailed to provide a concise snapshot of the
underlying data, including the candidate set of alternatives evaluated, the types of
analyses performed, and the results of those analyses.

It is important to note that CET 3.0 will generate reports only if the computer you are
using has a default printer installed. It is not necessary for the computer to be connected
to the printer.

3.3.1 Data Report

Clicking on the Data option under the Reports node opens the Data Report. The Data
Report consists of these five sections: (1) a Cover Sheet; (2) Background Information on
the project (e.g., Project Name, Project Description, Study Period, and Analysis
Information); (3) Alternative Information — Descriptive Summary (e.g., Alternative
Name, Alternative Description, Event Name, Event Description, Outcome Name,
Outcome Description, and Key Parameters, Non-Monetary Items); (4) Alternative
Information — Input Cost Data Summary (e.g., Cost Item, First Year, Last Year, Occurs
Every, Bearer, Category, Component, Strategy, Escalation Rate, and Dollar Amount);
and (5) Alternative Information — Event/Outcome Cost Data Summary (e.g., Event,
Outcome, Event/Outcome Cost Item, First Year, Last Year, Bearer, Escalation Rate,
Dollar Amount).

Verifying the accuracy of input data is essential to insure that the results of the economic

evaluation are consistent with the underlying data. The Data Report is specifically
designed to verify the accuracy of the input data. Figure 3-15 reproduces the Cover Page
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of the Data Report for the case study. The cover page includes the report title—Data
Report, the project name — Data Center Renovation, and the date printed.

Data Center Renovation

Data Heport

083152007

Cost-Effectiveness Tool
Version 3.0

T e et

Figure 3-15 Cover Page of the Data Report for the Case Study

Figures 3-16 and 3-17 provide information on the input costs and event-related costs for
the Base Case. In both figures the columns record the name of the cost item, the first and
last years that cost occurs, classification information (i.e., each dimension and cost type
of the cost-accounting framework), the escalation rate, and the dollar amount. Note that
the dollar amount is equal to the product of the unit cost and the quantity (i.e., the number
of units). Figure 3-16, which presents input cost information, includes an additional
column that shows for O&M and Other costs the replacement cycle. Figure 3-17
includes additional information describing the event and the outcome to which the cost
items are attached
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Alternative Information

Last
Year

2006
2022
2030

Input Costs Summary: Basic Renovation
First
Cost ltem Year
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Duct Cleaning 2022
Elecricity 2008
HVAC Repairs 2008
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Salvage 2030
Site Lighting 2008
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Site Security 2008
Telecom Services 2008
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Every

1.00
100
1.00
4.00
1.00
1.00
1.00
1.00
1.00
1.00

Bearer

ChwnerManager
OooupantUser
DOccupant/User
DOeooupantiUser
CwneriManagsr
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- Input Cost Data Summary
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Capital Investmean:
D&M

Q&M

Q&M

Capital Investmant
Capital Investment
Q&EM

Capital Investmean
D&M
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Component
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Bu
Bu
Bu
Bu
Bu
Bu
Bu

ding/Facilty Elements
ding/Facility Elements
ding/Facility Elements
ding/Facility Elements
ding/Facility Elamants
ding/Facility Elements
ding/Facility Site Work
ding/Facility Site Work
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Bu

ding/Facility Elements

Strategy
Engin=ering
Enginsering
Engin=ering
Enginsering
Engin=ering
Enginsering
Engin=ering
Engineering
Management

Engineering

Escalation
Rate

0.00%
0.00%
-0.10%
0.00%
0.00%
0.00%
-0.10%
0.00%
0.50%
0.00%

Amount ($)

1,000,000.00

5,000.00
72,000,000
5,000.00
25,000.00
-10,000.00
2,600.00
100,000,000
125,000.00
40.000.00

Figure 3-16 Input Cost Data Summary Page of the Data Report for the Base Case
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Mon-Elemental
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Enginsaring
Enginsaring
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0.00%
1.00%
0.00%
0.00%
0.00%
0.00%

Escalation
Rate

0.00%
1.00%
0.00%
0.00%
0.00%
0.00%

Amount |$)
250,000.00
50,000.00
100,000.00
28,000.00
25,000.00
25,000.00

Amount ($)
5,000,000.00
3,000,000.00
2,000,000.00

500,000.00

500,000.00

500.000.00

Figure 3-17 Event/Outcome Cost Data Summary Page of the Data Report for the

Base Case
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3.3.2 Results Report

Clicking on the Results option under the Reports node opens the Results Report. The
Results Report consists of these seven sections: (1) a Cover Sheet; (2) Summary of
Economic Measures of Performance; (3) Summary of Life-Cycle Costs; (4) Summary of
Costs by Alternative sorted by Budget Category (e.g., Cost Item, Bearer, Component,
Strategy, and Present Value Dollar Amount); (5) Summary of Annual Costs by
Alternative and Budget Category (e.g., Present Value Dollar Amounts for each Year for
Capital Investment, O&M, Other, and in Total); (6) Summary of Annual Costs by
Alternative (e.g., Present Value Dollar Amounts for each Year for each Alternative); and
(7) Summary of Annual and Cumulative Net Savings by Alternative.

Figure 3-18 reproduces the Summary of Economic Measures of Performance page for the
case study. This page is included as a convenient summary of all four measures of
economic performance—LCC, PVNS, SIR, and AIRR. The measures of economic
performance correspond to the drop down menu on the Cost Summary window.

Summary of Economic Measures of Performance

Economic Measure
Alternative LCC {$) PVNS ($) SIR AIRR
Base Case 4 642 554 ] — —
Alternative 1 4,358,912 203,642 1.46 g.63%
Alternative 2 4,254 211 388,343 1.49 8.73%
Alternative 3 4 858,660 -216,106 0.78 5.897%

Figure 3-18 Summary of Economic Measures of Performance Page of the Results
Report for the Case Study

Figure 3-19 reproduces the Summary of Life-Cycle Costs Page of the Results Report for
the case study. When you examine Figure 3-19, you will note that it is a reproduction of
the Cost Summary window for the baseline analysis. Figure 3-19 includes the check
boxes to indicate clearly whether any data elements have been excluded from the life-
cycle cost totals. The table in Figure 3-19 is the starting point for the “drill down”
analysis of the computed values for life-cycle costs.
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Summary of Life-Cycle Costs
Bame Case §) Aleermative 1 (%) Alreamnative 2 {$H AlMeanative I (§)

Tatal Life-C yole 452 55 4358912 4,254 211 4 856 )

Hesrar Cremen™anager 2777 924 3025708 3,136 422 3412,1%
Decupantilasr 1,43 05 1113214 850,772 1,232,490

© Third Party a7B G 219388 17 o7 4045

-aegary Capital Investmen 1,148,782 1 765 452 1334813 2152@
&M 2330 53 263,101 17198 97 2,450,357

* Cther 433 192 224 358 120 3% HE 434

Componant BuildingF acilty 2361 448 2 59,496 7888 213 B9 ETS
BualdingFacibty Sie 141 551 LI GIE 0% B25 234 526

Mor-Eiemantal 2139 555 1 34,780 1156 386 814,355

Slrslegy Enginsering Allssnatives 313247 345058 2940 354 3544313
ki agement Pradices 1529307 1. 313347 1,313 847 1,3123847

*  Fnandal Mechanisms d D 1] o

Figure 3-19 Summary of Life-Cycle Costs Page of the Results Report for the Case
Study

Figure 3-20 is the first page of the two-page Summary of Costs by Alternative portion of
the Results Report. Figure 3-20 covers the Base Case. All costs are expressed in present
value dollar amounts and include designations for Bearer, Component, and Strategy. The
designations map individual cost items into the cost-accounting framework. If you wish
to examine how a particular cost item contributes to the amounts shown on the Summary
of Life-Cycle Costs page, choose the cost item, see where it fits in the cost-accounting
framework, and then trace it back to the Summary of Life-Cycle Costs page. For
example, two cost items—Electricity and Site Security—account for three quarters of
O&M life-cycle costs. Site Security accounts for all of Management Practices life-cycle
costs and slightly more than two thirds of Non-Elemental life-cycle costs.
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Summary of Costs by Alternative

Base Case:  Basic Renovation

Budget Category  Cost fem Bearer Component Strategy Present Value ($)

Capital Investment
Basic Renowvation OwnerManager Building/Faciity Elements  Engineering Altsrnative 1,000,000
Ciamage o Data Center OwnerManager Building/Faciity Elements  Engineering Aliernative £.142
Ciamage o Oata Center Crwner’Manager Building/Faciity Elemants  Engineering Aliernative 38,588
HVAC Upgrade OwnerManager Building/Faciity Elements  Engineering Altsrnative 7814
Salvage Crwner/Manager Building/Faciity Elemants  Engineering Altzrnative -1.842
Site Protection CwnerManager Building/Faciity Site Work  Engineering Aliernative 100,000

QB
Business Interruption Occupant’User Mon-Elemental Engineering Alizrnative 58,268
Business Interruption Occupant’User  Mon-Elemental Engineering Aliernative 14,587
Ciuct Cleaning Occupant/User  Building/Faciity Elements  Engineering Alternative 1,583
Electricity Occupant/User  Building/Facility Elements  Engineering Aliernative 531,024
HVALC Repairs Occupant’User  Building/Faciity Elemants  Engineering Aliernative 12,818
Record Reconstruction Occupant/User  Mon-Elemental Engineering Aliernative 23,180
Record Reconstruction Occupant’User Mon-Elemental Engineering Alizrnative 21,07
Site Lighting CwnerManager Building/Faciity Site Work  Engineering Aliernative 41,581
Site Security OwnerManager MNon-Elemental Managament Practice 1,528,307
Telecom Senvices Occupant/User  Building/Faciity Elements  Engineering Aliernative 488,143

Othes
Cienial of Service Third Party Mon-Elemental Engineering Alwzrnative 5827
Dienial of Service Third Party Mon-Elemental Engineering Alernative 23,307

Figure 3-20 Summary of Costs by Alternative Page of the Results Report for the
Base Case

In developing a cost-effective risk mitigation plan, it is useful to see how costs are
distributed over time. The Results Report provides two separate means for examining
and assessing annual costs. The Summary of Annual Costs by Alternative and Budget
Category provides a detailed disaggregated synopsis of annual costs. Thus, if you want
to examine how major equipment replacements affect annual costs, examine the entries
under the Capital Investment heading and look for years in which significant increases in
costs occur. The Summary of Annual Costs by Alternative provides aggregated side-by-
side comparisons of the alternatives being evaluated. Figure 3-21 reproduces the
Summary of Annual Costs by Alternative page for the data center case study. These side-
by-side comparisons are useful in determining when a particular alternative has a “bulge”
in costs—say at the beginning of the study period or associated with a major
replacement—or when one alternative’s annual costs begin to escalate at a significantly
higher rate. Both pieces of information are useful in understanding the pros and cons of
each alternative being evaluated. It is important to recognize that the goal of the analysis
is to gain insights into the decision-making process.
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Summary of Annual Costs by Alternative
Present Value {})

Year Base Case Alternative 1 Alternative 2 Alternative 3

2006 1,365,354 1,990,797 2135016 2,443,389
2007 252 245 225 431 201 335 198 B92
2008 236,225 170,232 148227 143351
2009 225039 159 437 145 B46 219 904
20310 207 178 149 328 130,092 126812
2011 194 025 143359 126 574 122 863
202 181,708 130,995 120629 181,359
20313 173,085 122 /32 108 972 103,450
2014 158 375 114 917 100,219 95 919
20315 149 262 107 B35 93 236 149 579
2016 150 243 104,212 91 364 85 467
207 142 911 100 267 88 920 85 206
2038 131,747 91,413 84 K10 126,343
20339 123,373 a5 R17 a7 72,734
2020 115532 80,189 70372 53,139
2021 109 534 75,106 B9 556 104,191
2022 1Moa13 82217 76,801 78,007
2023 94 879 E7 BE2 B0 053 53 246
2024 85 851 61,712 57 250 85 929
2025 &4 500 57,802 50,783 49 176
2026 77923 54,140 47 583 45 072
2027 72975 50,710 47 092 70872
2028 B3 341 47 493 41 766 40,440
2029 B4 953 45 673 40 610 39 367
2030 a3 097 39370 36 446 56,154

Figure 3-21 Summary of Annual Costs by Alternative Page of the Results Report
for the Data Center Case Study

In addition to seeing how costs are distributed over time, it is useful to see how net
savings accumulate over time. The Summary of Annual and Cumulative Net Savings by
Alternative provides net savings computations vis-a-vis the Base Case for each
Alternative analyzed. Figure 3-22 reproduces the Summary of Annual and Cumulative
Net Savings by Alternative page for the Enhanced Security alternative for the data center
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case study. This set of calculations provides a measure of how long it takes an alternative
to generate enough net savings to break even vis-a-vis the Base Case.

Summary of Annual and Cumulative Net Savings by Alternative

Alternative 1: Proposed Alternative -- Enhanced Security
Year Present Value {}} Annual Net Savings Cumulative Net Savings
2006 1,990 797 521 443 521 443
2007 225431 26,514 -594 529
2008 170 232 65,993 -528 536
2009 159 457 65 602 -463,034
2010 149 325 57 350 -405 185
20Mm 143,855 50,166 -355,019
202 130 995 50,713 -304 306
2013 122 B92 50,393 =253 913
2014 114 917 44 458 -209 455
2015 107 B35 41 527 -167 328
2016 104 212 45,032 -121 796
2017 100 267 42 545 79152
2018 21,413 40,334 -38.818
2019 85 617 37 756 -1,062
2020 80,189 35,343 34,281
2021 75,106 34778 63,059
2022 82,217 28 596 a7 Bas
2023 67 562 27216 124 871
2024 61,712 27139 152,010
2025 57 802 26 595 178,708
2026 54,140 23,783 202,492
2027 50,710 22,265 224 756
2028 47 498 20,843 245599
2029 45 573 19,315 264 915
2030 39,370 18,727 283 642

Figure 3-22 Summary of Annual and Cumulative Net Savings by Alternative Page
of the Results Report for the Data Center Case Study
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3.4  Project Notebook

Clicking the Notebook option under the Reports node opens the Project Notebook Report.
The Project Notebook Report consists of these five sections: (1) a Cover Sheet; (2)
Project-Related Notes; (3) Alternative-Related Notes; (4) Input Cost-Related Notes; and
(5) Event/Outcome Cost-Related Notes.

The purpose of the Project Notebook Report is to provide a means for documenting the
sources of key data elements. The sections of the Project Notebook Report are designed
promote documentation in-depth. At the highest level it provides project-related notes.
These notes are entered via the Notebook Icon in the Project Description window.
Clicking the Notebook Icon opens a dialog box that allows you to enter text, numerical
data, or other reference material. The type of material appearing in the Project-Related
Notes section includes but is not limited to information on how the risk assessment was
performed, key assets'> requiring protection, vulnerabilities'* documented, key contact
persons involved in the risk assessment, the title of the risk assessment document, and
how to obtain a printed or electronic copy of the document.

Material contained in the Alternative-Related Notes section describes how information
from the risk assessment was used to formulate the alternative. This includes how the
combinations of mitigation strategies—engineering, management, and financial—were
packaged and how that combination addresses vulnerabilities identified in the risk
assessment.

Material contained in the Input Cost-Related Notes section describes for each cost item
the sources of cost estimates. Material contained in this section on Capital Cost items
covers the timing of their occurrence and whether or not they will require replacement
and, if so, at what frequency. Material contained in this section on O&M and Other cost
items covers the timing and frequency of their occurrence.

Material contained in the Event/Outcome Cost-Related Notes section describes for an
event/outcome cost item how the consequence'” of it occurring was estimated. The
consequence of an event-outcome combination on an asset is generally estimated as the
amount of loss or damage that can be expected from that combination.

" An asset is any constructed facility, its contents (physical systems, information, and personnel), or
activities (functions) that have positive value to an owner or society as a whole.

'* A vulnerability is any weakness in an asset’s design, implementation, or operation that can result in
damage to the asset. Such weaknesses can occur in facility characteristics, equipment properties, personnel
behavior, locations of people and equipment, or operational and personnel practices.

5 A consequence is the immediate, short-, and long-term effects of an event-outcome combination. Some
examples of relevant consequences include: public or asset personnel (e.g., occupants, users, or third
parties) fatalities or injuries, property damage or loss, disruption of public or private operations,
environmental damage, and loss of critical data.
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3.5  Online Help

The Cost-Effectiveness Tool contains two on-line help features: (1) a Software Tips
screen that highlights important software attributes and (2) an on-line version of this
Users Manual. Open the Help window by clicking CET Help from the Help menu or by
pressing the F1 function key.

Figure 3-23 shows the basic Help tree and the Software Tips screen. The Help tree
appears on the left-hand side of the figure. It contains three nodes—Welcome, Software
Tips and Users Manual. Only the Users Manual node contains lower-level nodes. These
lower-level nodes correspond to the section and subsection headings of this report. The
right-hand side of Figure 3-23 lists six important software tips. The Software Tips screen
is designed as a handy reference for first-time users. It highlights material contained in
this report as well as several basic concepts for navigating within the software and for
saving results.

E? Cost-Effectiveness Tool Help E}@@
© H:

Hide Back Print Options

|£] welcome Software Tips
B} Softvare Tips
+ @ Users Manual

o View the Tsers Marmal, meluding a case study
example, and a glessary of terms by clicking on these
tterns m the Help tree.

o Use the Xlin the upper right hand comer to exit a
window.

o Save your data while working by clicking Save from

the File menu.

s Enter data followang the tree hierarchy in the Cost
Summary Window starting with the Description
section then add data for Alternatives and finally enter
the CostsiEvents mformation.

+ Tse Zensitivity Analysis and Monte Carle Simulation
to evaluate how changes i a single vaniable or a
combination of vanables wnpact the calculated values
of ife-cycle costs.

+ Tge the Data report to verify data inputs. Tze the
Tncertainty and Eesults reports to review results.

Figure 3-23  Cost-Effectiveness Tool Help Window, Help Tree, and Software Tips
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Clicking the lower-level Software Glossary node opens a glossary of terms. The glossary
of terms corresponds to Appendix B of this report. The terms are arranged in
alphabetical order. The glossary contains over 80 terms. Each term is listed in bold
followed by its definition. Associated with most terms are a Notes section and an
Example section. The Notes section lists the output windows, input windows, and reports
which contain that term. The Notes section also includes a link to key sections and
subsections of this report, where additional information on the term of interest is given.
Whenever appropriate, an example is given. The purpose of the Example section is to
link the term to the data center case study contained in the Data Center Case Study.lcc
file.

43



44



4 Treatment of Uncertainty and Risk

Decision makers typically experience uncertainty about the correct values to use in
establishing basic assumptions and in estimating future costs. Investments in long-lived
projects, such as the erection of new constructed facilities or additions and alterations to
existing constructed facilities, are characterized by uncertainties regarding project life,
operation and maintenance costs, revenues, and other factors that affect project
economics. Since future values of these variable factors are generally unknown, it is
difficult to make reliable economic evaluations.

The traditional approach to uncertainty in project investment analysis is to apply
economic methods of project evaluation to best-guess estimates of project input variables,
as if they were certain estimates, and then to present results in a single-value,
deterministic fashion. When projects are evaluated without regard to uncertainty of
inputs to the analysis, decision makers may have insufficient information to measure and
evaluate the financial risk of investing in a project having a different outcome from what
is expected. ASTM Standard Guide E 1369 surveys six widely used techniques for
treating uncertainty and financial risk in the economic evaluation of constructed
facilities.'® A subset of these techniques is implemented within CET 3.0.

CET 3.0 addresses uncertainty and financial risk in a structured, three-part manner. First,
best-guess estimates are used to establish a baseline analysis. The baseline analysis uses
fixed parameter values to calculate economic measures of performance. The results of
the baseline analysis allow the alternative combinations of risk mitigation strategies to be
ranked according to their economic measures of performance. The ranking of the
alternatives and the calculated measures of performance provide a frame of reference for
the treatment of uncertainty and financial risk. Second, a sensitivity analysis is
performed in which selected inputs are varied about their baseline values. The sensitivity
analysis is especially helpful in identifying shifts in the rank ordering of alternatives. The
sensitivity analysis, although it addresses uncertainty in input values, produces only a
crude measure of financial risk. Third, a Monte Carlo simulation is performed to obtain
an explicit measure of financial risk associated with the competing alternatives. Monte
Carlo simulation is especially useful in identifying shifts in the rank ordering of
alternatives and documenting the factors and circumstances associated with those shifts.
This section extends the guided tour by laying out a systematic approach to the treatment
of uncertainty and risk.

4.1 Perform Sensitivity Analysis

Recall that in the baseline analysis all data elements entering into the calculations are
fixed. The baseline analysis includes both input costs and event-related costs. Thus, the
baseline analysis is a complete analysis in all respects but one; it does not address the
effects of uncertainty. For example, although the baseline analysis includes event-related

' ASTM International. “Standard Guide for Selecting Techniques for Treating Uncertainty and Risk in the
Economic Evaluation of Buildings and Building Systems,” E 1369, Annual Book of ASTM Standards:
2006. Vol. 04.11. West Conshohocken, PA: ASTM International.
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information, the probabilities and costs of any event-related outcomes are fixed. Whereas
these probabilities and costs are estimated based on the best available data, there is
uncertainty associated with them.

Sensitivity analysis, as implemented in Version 3.0, addresses uncertainty by letting you
evaluate how changes in: (1) a single variable impact the calculated values of life-cycle
costs and (2) multiple variables impact the calculated values of life-cycle costs.
Depending on the variable (variables) selected, it (they) may impact a single alternative
or it (they) may impact all alternatives.

The Sensitivity Analysis window is entered by clicking the Sensitivity option under the
Uncertainty node. The window, as configured in Version 3.0, has three tabs: (1) Change
in a Single Factor; (2) Most Significant Factors; and (3) Change in Multiple Factors.

4.1.1 Change in a Single Factor Tab

The left-hand side of the Change in a Single Factor tab lists the hierarchy of factors
available for evaluation. Each factor is associated with a node in the hierarchy. Upon
entering the tab, the Project and Alternatives nodes appear at the left. All alternatives
evaluated in the baseline analysis are listed immediately below the Alternatives node.
The squares immediately to the left of each node in the hierarchy are marked with a +
(plus sign) or a — (minus sign). A plus sign means that additional nodes and/or factors
reside beneath that node. A minus sign means that a node has been opened. Since each
project has alternatives associated with it, upon entering the Change in a Single Factor
tab, you will note that the Alternatives node has a minus sign in its square on the left.

Nodes can be opened or closed. For example clicking the square by the Project node
opens the node and the single factor Discount Rate (7.00 %) appears beneath it. Note that
there is no square to the left of Discount Rate. This means that Discount Rate is a factor
which can be selected for evaluation. Note that the factor line in the hierarchy includes
both the factor name (Discount Rate) and its value (7.00 %). Highlighting the factor
Discount Rate (7.00 %) selects that factor. The right-hand side of the screen includes the
Results group box, a drop down menu for percent changes about the baseline value of the
selected factor, and a Compute button. Clicking on the Compute button causes three sets
of life-cycle cost values to be computed. Figure 4-1 shows the results of a 10 %
deviation about the baseline value of the discount rate. Note that the name of the factor
appears at the upper left-hand corner of the Results group box. Since the discount rate is
the same for each alternative, results for both the Base Case and the Proposed
Alternatives are reported. Note that the Minimum, Baseline, and Maximum values for
the factor, Discount Rate, are displayed. Reference to Figure 4-1 shows that the discount
rate has a fairly strong impact on the computed value of life-cycle costs for both the Base
Case and the Proposed Alternatives. While the range of values was fairly wide, in each
case Alternative 1 emerged as the cost-effective risk mitigation plan.
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M Sensitivity Analysis - Data Center Renovation

Change in a Single Factor l Most Significant Factors ] Change in Multiple Factars ]

= Project This tab allows you to evaluate how changes in a single factor impact the calculated values of
Discourt Rate [7.00%) life-cycle costs. The factors you can evaluate are the discount rate, unit cost, and escalation rate.
Flease highlight a factar in the tree on the left, select a percent change about the bazeline value

=I- Alternatives far the selected factor from the Range drop down menu, and then click the Compute buttan.

+-BC: Base Case -- Basic Renovation

+- Alt. 1: Prop a4 Al I - Enh d5 it

+- Alt. 2: Proposed Altemnative -- Enhanced Bio Pro Range:  [et0x | Compute_|

+- Alt. 3: Proposed Alternative -- Enhanced Chem/E
Results
Discount Rate

Baze Caze Alternative 1 Alternative 2 Alternative 3

Minimum [6.30%) $4.885,507 44,530,872 $4.408.705 $5.037.795
Baseline [7.00%) $4.642.554 $4.358.912 $4.254.211 $4.858 660
Maximum [7.70%) $4.423,166 $4.203.477 $4.114.589 44,696,860

Save Results for Reports

Clear Saved Results | Discount Rate

Clear Saved Results | EC: Base Case -- Basic Renovation: Site Security: Unit Cost ($125,000)

Save Results <ho results saved:
Refresh Tree

Figure 4-1  Sensitivity Analysis Window: Using the Change in a Single Factor
Tab to Evaluate the Impact of the Discount Rate on Life-Cycle Costs

Figure 4-2 uses the Base Case to illustrate how to open up the hierarchy within a given
alternative. The nodes immediately beneath the BC: Basic Renovation node are labeled
Costs and Events. Additional nodes are listed beneath the Costs and Events nodes.
Opening the Costs node, we see that 10 nodes are listed beneath it. These nodes
correspond to the cost items entered via the Capital Investment, O&M, and Other Cost
Information windows. Note that each of the 10 nodes indicates the budget category it
falls under. One of the 10 nodes has been opened—O&M: Site Security—to reveal its
factors. The factor selected for analysis is the Unit Cost of Site Security. Under the
Range drop down menu, we have selected a 10 % deviation about the baseline value of
the annually recurring Unit Cost of $125 000. Clicking the Compute button causes three
sets of values to be computed. Because this factor only affects the Base Case, only
values for the Base Case are displayed. Reference to the Results group box reveals that
this factor has a strong impact on life-cycle costs.

Event-related costs are evaluated by opening the Events node for the alternative of
interest. The nodes listed beneath the Events node are the individual events defined and
used in the case study: CBRE Attack, Cyber Attack (Years 1-10), and Cyber Attack
(Years 11-25). Beneath each event node are the outcomes. If an outcome had costs
associated with it, then the event/outcome cost items are listed as nodes beneath it. The
factors—unit cost and escalation rate—appear beneath each event/outcome cost item.
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M Sensitivity Analysis - Data Center Renovation

Change in a Single Factor l Most Significant Factors ] Change in Multiple Factars ]
+- Project This tab allows you to evaluate how changes in a single factor impact the calculated values of
= Alternatives life-cycle costs. The factors you can evaluate are the discount rate, unit cost, and escalation rate.
L. BC:-B C - Basic R ti Flease highlight a factar in the tree on the left, select a percent change about the bazeline value
-C a::e ase asic henavation far the selected factor from the Range drop down menw, and then click the Compute button.
-I- Costs
+- Imvestment: Basic Renowvation
+- O Duct ;Iganing Range: m Compute
+- O&M: Electricity
+- O&M: HYALC Repairs Results
+I- Investment: HVAC Upgrade BC: Base Case - Basic Renovation: Site Security: Unit Cost ($125,000)
+- Investment: Salvage
+- O&M: Site Lighting Baze Caze
+- [rvestment: Site Protection
—- O&M: Site Security inimurm [$112.500] $4.489,623
Uit Cost ($125,000)
E scalation Rate [0.50%) Baseline [$125.000) $4,642.554
+- O&M: Telecom Services
+- Events Mawirmurn ($137.500) 44,795,485
+|- Alt. 1: Proposed Alt ive -- Enh ds it
+-Alt. 2: Prop d Al -- Enh d Bio Pro
+-Alt. 3: Proposed Altemative -- Enhanced Chem/E| c..c Resyits for Reparts
Clear Saved Results | Discount Rate
Clear Saved Results | EC: Base Case -- Basic Renovation: Site Security: Unit Cost ($125,000)
< ¥
Save Results <ho results saved:
Refresh Tree

Figure 4-2  Sensitivity Analysis Window: Using the Change in a Single Factor Tab
to Evaluate the Impact of the Unit Cost of Site Security on Life-Cycle
Costs for the Base Case

The bottom right-hand portion of the window contains the Save Results for Reports
group box. As its name suggests, the Save Results buttons may be used to save up to
three sets of computed results. For example, both the discount rate and the annually
recurring costs for site security have a strong impact on life-cycle costs. Thus, saving
these results might be useful in supporting a recommendation for Alternative 1
(Enhanced Security) or Alternative 2 (Enhanced Bio Protection). Any results that you
choose to save will appear in the Uncertainty Report.

4.1.2 Most Significant Factors Tab

The Most Significant Factors tab allows you to identify those factors which have the
greatest impact on life-cycle costs. Clicking the Compute button causes the discount rate,
each unit cost, and each escalation rate to be varied by +10 % and —10 %, while holding
all other input variables at their baseline values. A table is then generated listing each
factor and the associated change in life-cycle cost. The factor having the greatest impact
on life-cycle cost is listed first. All other factors are listed in descending order of their
impact on life-cycle cost. Figure 4-3 illustrates the output from the Most Significant
Factors tab. It is important to note that a /0 % decrease in a factor may result in an
increase 1n life-cycle costs and a 10 % increase in a factor may result in a decrease in
life-cycle costs.
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M Sensitivity Analysis - Data Center Renovation

Change in a Single Factor - Most Significant Factors l Change in Multiple Factors ]
This tab allows you to identify those factors which have the greatest impact on life-cycle cost. Clicking the Compute button will cause the discount rate, unit cost, and
escalation rate to be varied singly by +/-10% while holding all other input wariables at their baseline value. A table iz then generated listing the factor and the change in
life-cycle cost with the factor having the greatest impact on life-cpcle cost listed first.
Factor Change in LCC: -10% Change in LCC: +10% [~
BC: Base Case - Bagic Renovation: Digcount Rate [7.00%) +$242 953 -$219,387
Al 3: Proposzed Altemative -- Enhanced Chem/Bio Protection: Discount Rate [7.00%) +$179.134 -$161.800
Al 1: Propozed Altemative -- Enhanced Security: Dizcount Rate [7.00%] +$171.960 156,435
Al 2: Propozed Alternative -- Enhanced Bio Protection: Discount Rate [7.00%) +§154 4595 139,622
BC: Base Case - Basic Renovation: Site Security: Unit Cost [$125,000] -$152.93 +$152.931
Alt 2 Propozsed Alternative - Enhanced Bio Pratection: Enhanced Renovation: Unit Cost ($1.500,000] -$150.000 +$150.000
Al 1: Proposed Altemative -- Enhanced Security: Enhanced Renovation: Unit Cost [$1,500,000] -$150,000 +$150,000
Al 3: Proposed Altemative - Enhanced Chem/Bio Protection: Enhanced Renovation: Unit Cost [$1.500 -$150,000 +$150.000
Al 2: Proposed Alternative - Enhanced Bio Protection: Site Security: Unit Cost [$100,000) -$122.345 +$122.345
Al 3: Propozed Altemative -- Enhanced Chem/Bio Pratection: Site Security: Unit Cozt [$100,000) -$122.345 +§122.345
Al 1: Proposed Alernative - Enhanced Security: Site Security: Unit Cost ($100,000) 4122345 +$122.345
BC: Base Case - Basic Renovation: Basic Renovation: Unit Cost [$1.000.000] -$100.000 +$100.000
Al 3: Proposed Alternative -- Enhanced Chem/Bio Pratection: Electricity: Unit Cost [$85,000] -$98,107 +$598,107
BC: Base Case - Basic Renovation: Electricity: Unit Cost [$72.000] -$83,102 +$83,102
Al 2: Proposed Altemative -- Enhanced Bio Pratection: Electicity: Unit Cost [$70,000] -$80,794 +$80,794
Al 3: Proposed Altemative -- Enhanced Chem/Bio Protection: Improved Productivity (148 Unit Cozt -$63.921 +$69,921 “

Figure 4-3  Sensitivity Analysis Window: Using the Most Significant Factors Tab
to Evaluate the Impact of +/-10 % Changes of Each Factor on Life-
Cycle Costs for the Case Study

4.1.3 Change in Multiple Factors Tab

The Change in Multiple Factors tab allows you to evaluate how combinations of factors
impact the calculated values of life-cycle costs. The Change in Multiple Factors tab is
designed to be used in conjunction with the Most Significant Factors tab. Use the Most
Significant Factors tab to identify candidates for inclusion in the Change in Multiple
Factors portion of the sensitivity analysis. For example, you might want to focus on
those factors that have the greatest impact on life-cycle costs. The Change in Multiple
Factors tab is designed to set ranges on how the combinations of factors affect life-cycle
costs by using a “best case” and “worst case” setting for each factor selected. The best
case and worst case settings are drawn from the minus signs (best case) and plus signs
(worst case) that appear in the Most Significant Factors tab. Recall that values appearing
on the Most Significant Factors tab are based on a 10 % deviation about the baseline
value. The Change in Multiple Factors tab allows users to specify a range of deviations
about the baseline value for the factor of interest. Thus, although a 10 % deviation is
permissible, other values for the deviation are also permissible.

The left-hand side of the Change in Multiple Factors tab lists the hierarchy of factors that
can be included in this portion of the sensitivity analysis. Each factor is associated with a
node in the hierarchy. Upon entering the tab, the Project and Alternatives nodes appear
at the left. All alternatives evaluated in the baseline analysis are listed immediately
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below the Alternatives node. The squares immediately to the left of each node in the
hierarchy are marked with a + (plus sign) or a — (minus sign). A plus sign means that
additional nodes and/or factors reside beneath that node. A minus sign means that a node
has been opened. Since each project has alternatives associated with it, upon entering the
Change in Multiple Factors tab, you will note that the Alternatives node has a minus sign
in its square on the left. Nodes can be opened or closed.

Figure 4-4 illustrates how to open up the hierarchy and select factors for analysis. The
discount rate node has been opened and a range of +/- 25 % about the baseline value has
been selected. The Discount Rate will be included in the analysis, since the /nclude
Factor box has been checked. The nodes immediately beneath the BC: Basic Renovation
node are labeled Costs and Events have also been opened. These nodes correspond to the
cost items entered via the Capital Investment, O&M, and Other Cost Information
windows. Note that each of the 10 nodes indicates the budget category it falls under.
One of the 10 nodes has been opened—O&M: Site Security—to reveal factors. The
factor to be selected for inclusion in the analysis is the Unit Cost of Site Security. Nine
other factors were also selected for inclusion in the analysis: (1) the Unit Cost of the
Basic Renovation; (2-4) the Unit Cost of the Enhanced Renovation for Alternatives 1, 2,
and 3; (5-7) the Unit Cost of Site Security for Alternatives 1, 2, and 3; and (8-9) the Unit
Cost of Improved Productivity (IAQ) for Alternatives 2 and 3.

M Sensitivity Analysis - Data Center Renovation

Change in a Single Factar ] Mast Significant Factors  Change in Multiple Factors l

This tab allows you to calculate how changes in multiple factors impact the calculated values of

T Pmiepl . e’ life-cycle costz. Please highlight a factar in the tree on the left, check Include Factor, and select a
Dizcount Rate [7.00%) percent change about the baseline walue for the selected factar from the Fange drap down menu,
—|- Alternatives Continue until all factors have been selected and included, then click the Compute buttan.
-I-BC: Base Case -- Basic Renovation Ihclude Factors
=1 Costs ¥ Include Factor Fange: m
+- Investment: B asic Renowation -
+- O&M: Duct Cleaning X ’67 .
5. 08 Elestiiciy Best Caze Value: 8.75% Yiew Included
+- D&M: HVAC Repais Wworst Case Yalue: 5.25% Compute
+- Investrment: HYAC Upgrade
+- Investment: Salvage
+1- 04 Site Lighting Rlesuls
) } . Base Case Alternative 1 Alternative 2 Alternative 3
+- Irvestment; Site Protection
= DEM: Site Security Best Case: $3851.247 3742291  $3473936  $3926.667
Unit Cost [$125,000]
E scalation R ate (0.50%) Baszeline: $4.642.554 $4.358.912 $4.254.,211 44,858 BED
+- O&M: Telecom Services
-I-Events “worst Case: $5.632,330 $5.119.641 $5.242 B37 $6.051 547
+- CBRE Attack
+- Cyber Attack [Years 1-10) Save Results for Reports
+- Cyber Attack [Years 11-28]
—I- Alt. 1: Proposed Alternative -- Enhanced Sec Clear Saved Fesult: | Saved Results #1
+- Costs
+- Events v Save Results <no results saveds
< ) — >
m <no results saved:
Refresh Tree

Figure 4-4  Sensitivity Analysis Window: Using the Change in Multiple Factors
Tab to Evaluate the Impact of Combinations of Factors on Life-Cycle
Costs for the Case Study
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Because the Change in Multiple Factors tab allows combinations of factors to be
analyzed, an Included Multiple Factors window was developed. Figure 4-5 lists the
eleven factors included in the analysis and their range of values, expressed as a +/- %
deviation from the baseline value.

M |[ncluded Multiple Factors - D... Q@@

-I- Project ~
Digoount A ate [Range = +/-25%]
-I- Alternatives
-- BC: Basze Casze -- Basic Henovation
-I- Costs
= Irvestment: Bagic Renovation
Init Cozt [Range = +/-15%)]
= O Site Security
[nit Cozt [Range = +/-10%)]
Events
-- Alt. 1: Propozed Alternative -- Enhanced Security
-I- Costs
-1 Irvesztment: Enhanced Renovation
[nit Cozt [Range = +/-10%)]
= O Site Security
[nit Cozt [Range = +/-10%)]
Events
- Alt. 2: Propozed Alternative -- Enhanced Bio Protec
-I- Costs
-1 Irvesztment: Enhanced Renovation
[nit Cozt [Range = +/-10%)]
=1 O Improved Productivity [1AG]
Init Cozt [Range = +/-60%)
= O Site Security
[nit Cozt [Range = +/-10%)]
Events
-- Alt. 3: Propozed Alternative -- Enhanced Chem/Bio
-I- Costs
-1 Irvesztment: Enhanced Renovation
[nit Cozt [Range = +/-10%)]
=1 O Improved Productivity [1AG] w

Figure 4-5  Sensitivity Analysis Window: Tree Structure Showing Combinations
of Factors Included in the Sensitivity Analysis

Returning to Figure 4-4, we see that clicking the Compute button causes three sets of
values to be computed. The calculated values for life-cycle costs correspond to each
factor being set at its best-case value, baseline value, and worst-case value. Reference to
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Figure 4-4 shows that this combination of factors has a strong impact on the computed
values of life-cycle costs for both the Base Case and the Proposed Alternatives. While
the range of values was fairly wide, in each case Alternative 2, Enhanced Bio Protection,
emerged as the cost-effective risk mitigation plan.

The bottom right-hand portion of the window contains the Save Results for Reports
group box. As its name suggests, the Save Results buttons may be used to save up to
three sets of computed results. Any results that you choose to save will appear in the
Uncertainty Report.

4.2 Perform Monte Carlo Simulation

Monte Carlo simulation, as implemented in Version 3.0, allows you to evaluate how
changes in a single variable or a combination of variables impact the calculated values of
life-cycle cost. The Monte Carlo simulation feature is designed to address two analysis
needs. First, it provides an explicit measure of financial risk—the probability of
investing in a project whose economic outcome is different from what is desired or
expected. Second, it is useful in identifying shifts in the rank ordering of alternatives and
documenting the factors and circumstances associated with these shifts. The Monte
Carlo Simulation window is entered by clicking the Monte Carlo option under the
Uncertainty node.

Setting up the Monte Carlo simulation involves the specification of an experimental
design. Use information provided in the Most Significant Factors tab and the Change in
Multiple Factors tab to help you formulate the experimental design. Those tabs help you
choose which variables you wish to select for in-depth analysis. Those tabs are useful
because specification of the experimental design is a two-step process: (1) defining which
variables are to be simulated and (2) selecting the number of simulations. Within
Version 3.0, the number of simulations is set at 1 000 to ensure that values in the tails of
the distribution for each variable of interest would be selected for inclusion in the
analysis.

In reality, the exact nature of the parent probability distribution for each variable is
unknown. Estimates of the parameters (e.g., mean and variance) of the parent probability
distribution can be made and uncertainty can be reduced by investigation and research.
However, uncertainty can never be eliminated completely. Therefore, in order to
implement the procedure without undue attention to the characterization of the parent
probability distribution, it was decided to focus on only two probability distributions: (1)
the triangular and (2) the uniform. One reason for using these probability distributions is
that they are both defined over a finite interval. They are also used frequently in cost-risk
analyses.'” Furthermore, the specification of each probability distribution is
accomplished with as few as two data points. The triangular distribution is widely used
in simulation modeling; its specification requires three data points, the minimum value,
the most likely value, and the maximum value. The triangular distribution is used

' ASTM International. “Standard Practice for Measuring Cost Risk of Buildings and Building Systems.” E
1946. Annual Book of ASTM Standards: 2006. Vol. 04.12. West Conshohocken, PA: ASTM International.
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whenever the range of input values is continuous and a clustering about some central
value is expected. The uniform distribution is also widely used in simulation modeling;
its specification requires only two data points, the minimum value and the maximum
value. In addition, all values between the minimum and maximum are equally likely.
The uniform distribution is used whenever the range of input values is continuous but no
a priori reason can be given for expecting clustering about some central value.

4.2.1 Setting up the Simulation and Saving the Results

The Monte Carlo Simulation window is designed to be used in conjunction with the Most
Significant Factors tab and the Change in Multiple Factors tab. Use the Most Significant
Factors tab to identify candidates for inclusion in the Change in Multiple Factors portion
of the sensitivity analysis. Use the Change in Multiple Factors tab to establish likely
values for the range of life-cycle cost for a combination of input variables. Once you
have established the range (e.g., “best case” and “worst case” values for the
combination), the Monte Carlo Simulation window allows you to “fill in” the
intermediate values and identify any cases where rank reversals occur.

The left-hand side of the Monte Carlo Simulation window lists the hierarchy of factors
that can be included in this portion of the sensitivity analysis. Each factor is associated
with a node in the hierarchy. Upon entering the Monte Carlo Simulation window, the
Project and Alternatives nodes appear at the left. All alternatives evaluated in the
baseline analysis are listed immediately below the Alternatives node. The squares
immediately to the left of each node in the hierarchy are marked with a + (plus sign) or a
— (minus sign). A plus sign means that additional nodes and/or factors reside beneath that
node. A minus sign means that a node has been opened. Since each project has
alternatives associated with it, upon entering the Monte Carlo Simulation window, you
will note that the Alternatives node has a minus sign in its square on the left. Nodes can
be opened or closed.

Because baseline values have already been entered for each factor, the specification of
the uniform distribution only requires one data point, while the specification of the
triangular distribution requires two data points. Specification of the uniform distribution
only requires one data point because it is symmetric about the baseline value. Thus, if a
lower bound of 4 % is entered (i.e., the baseline value minus 3 %), the upper bound is
calculated automatically as 10 % (i.e., the baseline value plus 3 %). The triangular
distribution requires two data points—the lower bound and the upper bound—because
the baseline value is used as the most likely value. Note that CET 3.0 imposes two
constraints in specifying the triangular distribution (1) the lower bound must be less than
the baseline value and (2) the upper bound must be greater than the baseline value.

Figure 4-6 illustrates how to open up the hierarchy and select factors for analysis. The
discount rate node has been opened and a probability distribution and a range of values
about the baseline value have been selected. In this case the uniform distribution has
been selected and a minimum value of 4.00 % has been entered. The maximum value of
10.00 % is calculated automatically based on the symmetric nature of the uniform
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distribution. The Discount Rate will be included in the analysis, since the Include Factor
box has been checked.

Ten other factors are included in the Monte Carlo simulation. Two are specific to the
Base Case (1) the Unit Cost of the Basic Renovation and (2) the Unit Cost of Site
Security; two are specific to Alternative 1 (1) the Unit Cost of the Enhanced Renovation
and (2) the Unit Cost of Site Security; three are specific to Alternative 2 (1) the Unit Cost
of the Enhanced Renovation, (2) the Unit Cost of Site Security, and (3) the Unit Cost of
Improved Productivity (IAQ); and three are specific to Alternative 3 (1) the Unit Cost of
the Enhanced Renovation, (2) the Unit Cost of Site Security, and (3) the Unit Cost of
Improved Productivity (IAQ). Variations in the values of all ten factors are modeled
using a triangular distribution. In each case, the distribution is positively skewed,
indicating that the upper tail is longer than the lower tail. This formulation is common in
construction and O&M cost estimating, reflecting the potential that cost can increase
rapidly. For example, the baseline value for the Unit Cost of Site Security for the Base
Case is $125 000 per year. In the Monte Carlo simulation, we have set the lower bound
at $110 000 (i.e., the baseline value minus $10 000) and the upper bound at $145 000
(i.e., the baseline value plus $20 000).

= Monte Carlo - Data Center Renovation @@@
= Project A _This windaw allows pou to evaluate haw changes in a si_nglg wariable ar a combination of variable:
Discount Rate (7. 00%) impact the calculated \-'alu_es_of I!fe-c_l,lcle cost. Please highlight a factor in the tree on the left, check
5 Include Factar, select a Distribution from the drop dovn menu, and specify the Lower and/ar Upper
=l Altematives Bounds. Continue until all factors have been selected and included. then click the Compute button.
-I-BC: Base Case -- Basic Aenovation Include Factors
-I- Costs
= Irvestment: Basic Renavation M Include Factor
Urit Cost ($1.000,000) Distribution: ’m View mcluded
+- O&M: Duct Cleaning
+- 0¥ Electicity Lower Bound: 4 00%] Compute
+- O&M: HVAC Repairs ’7
+- Investment: HYAC Uparade
+- Irvestment: Salvage Results

+- O&M: Site Lighting
+- Irevestment: Site Protection

—1- O&M: Site Security imirmum:
Urit Cost ($125,000)
Escalation Fiate [0.50%) Average:
+- OM: Telecom Services
+- Events M awirum:
= Alt. 1: Py d Alt tive -- Enh d 5
= Cost;opose emative nhanced sec Save Fesults ko Uncertainty Report and Raw Data to Extemal Files
+- Other: Change in Traffic Pattem
+- OM: Duct Cleaning Sevedzs Clear Saved Results | |
£ DEM: Electricly <no results saved:
= Investment: Enhanced A enovation 4 | |
< >
<no results saved: | |
Refresh Tree

Figure 4-6  Monte Carlo Simulation Window: Using the Monte Carlo Simulation
Window to Evaluate the Impact of Combinations of Factors on Life-
Cycle Costs for the Case Study

Because the Monte Carlo Simulation window allows combinations of factors to be
analyzed, an Included Monte Carlo Factors window was developed. Figure 4-7 lists the
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eleven factors included in the analysis. For each factor, the window records the
associated probability distribution.

M |ncluded Monte Carlo Facto... D@§|

-1 Project Y
Digoount A ate [Distribution = Lnifarmm)
-1- Alternatives
-- BC: Base Case -- Basic Henovation
-|- Costs
= Irvestment: Basic Renowvation
[Init Cozt [Distribution = Triangular]
= Ofkd: Site Security
[Init Cozt [Distribution = Triangular]
Events
-- Alt. 1: Propozed Alternative -- Enhanced Security
-|- Costs
- Irvvestment: Enhanced Renovation
[Init Cost [Distribution = Triangular]
= Ofkd: Site Security
[Init Cost [Distribution = Triangular]
Events
-I- Alt. 2 Propozed Alternative -- Enhanced Bio Protec
-|- Costs
- Irvvestment: Enhanced Renovation
[dnit Cost [Distribution = Triangular]
= Ok Improved Productivity [1AG]
[dnit Cost [Distribution = Triangular]
= Ofkd: Site Security
[dnit Cost [Distribution = Triangular]
Events
-1- Alt. 3: Propozed Alternative -- Enhanced Chem/Bio
-|- Costs
- Irwvestment: Enhanced Renovation
[dnit Cost [Distribution = Triangular]
= Ok Improved Productivity [1AG] bl

Figure 4-7 Monte Carlo Simulation Window: Tree Structure Showing
Combinations of Factors Included in the Monte Carlo Simulation

Returning to Figure 4-6, we see that clicking the Compute button causes three sets of
values to be computed. The calculated values for life-cycle costs correspond to
Minimum, Average, and Maximum values of life-cycle costs observed in the Monte
Carlo simulation. Reference to Figure 4-6 shows that this combination of factors has a
strong impact on the computed values of life-cycle costs for both the Base Case and the
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Proposed Alternatives. While the range of values was fairly wide, in each case
Alternative 2, Enhanced Bio Protection, emerged as the cost-effective risk mitigation
plan.

The bottom right-hand portion of the window contains the Save Results to Uncertainty
Report and Raw Data to External Files group box. As its name suggests, the Save Results
buttons may be used to save up to three sets of computed results. Any results that you
choose to save will appear in the Uncertainty Report. The bottom right-hand portion of
the window also contains an option to Save Raw Data to an external file. This option
allows you to save up to three sets of raw data. If this option is selected, a file for each
alternative analyzed (e.g., Base Case, Alternative 1, Alternative 2, and Alternative 3) is
saved in the Simulation Data directory under the CET 3.0 directory. Each file is saved in
a spreadsheet format. Each file has a csv extension. These files are designed so that
users can calculate a wide variety of summary statistics and sort and plot the cumulative
distribution function of life-cycle cost for each alternative analyzed.

4.2.2 How to Create Customized Charts and Tables

Should you choose to access the files created via the Save Raw Data to an external file
option, we recommend that you first create an Excel file to retrieve the saved raw data.
We recommend that you have at least four worksheets in addition to a worksheet for each
alternative analyzed. The additional worksheets are useful in setting up the calculations,
summary statistics, and charts for each measure of economic performance (i.e., LCC,
PVNS, SIR, and AIRR). All of the information needed to calculate each measure of
economic performance is contained in the raw data files. For example, if you wish to
create a cumulative distribution function for life-cycle costs, you will need to paste the
life-cycle cost values for each alternative into a worksheet, sort each set of values, and set
up a placeholder for cumulative probability (i.e., 0.001, 0.002, ..., 0.999, 1.000).
Graphing features of Excel can then be used to create a multi-trace plot of the
alternatives’ life-cycle costs. If other measures of economic performance are desired, use
the formulas given in Appendix A to calculate the measure. For example, if summary
statistics and charts for the present value of net savings are desired, start with the sorted
life-cycle values and subtract from the Base Case value the value for each Alternative
(see Equation A.11). Once you have completed the initial set of calculations, you can
either generate summary statistics directly or sort the PVNS values from smallest to
largest and set up a place holder for cumulative probability in order to plot them.

The Save Raw Data to an external file option provides an opportunity to produce
customized charts and tables that complement the Monte Carlo simulation material
presented in the Uncertainty Report. Figures 4-8 and 4-9 and Table 4-1 are based on the
raw data; they record the graphical and tabular results when all eleven factors are varied
in combination. The two figures were constructed by first sorting the values of each
economic measure from smallest to largest. The resultant cumulative distribution was
then plotted. In each figure, the vertical axis records the probability that the economic
measure is less than or equal to a specified value. The values recorded on the horizontal
axis cover the range of values encountered during the Monte Carlo simulation.
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Figure 4-8  Life-Cycle Costs for the Base Case and the Proposed Alternative in

Thousands of Dollars Due to Changes in Five Factors

Figure 4-8 shows how the life-cycle costs of the Base Case compare to those of the
Proposed Alternatives when all eleven factors are varied in combination. In Figure 4-8,
life-cycle costs are expressed in thousands of dollars ($K). In analyzing Figure 4-8, it is
useful to keep in mind that the values of life-cycle costs for the Base Case and the
Proposed Alternatives from the baseline analysis were $4 643K, $4 359K, $4 254K, and
$4 859K, respectively. Comparisons between Figure 4-8 and saved results tabulated in
the Uncertainty Report (see Figure 4-13) are also helpful in interpreting the results of the
Monte Carlo simulation. First, notice that the life-cycle cost trace of Alternatives 1 and 2
in Figure 4-8 always remains to the left of the life-cycle cost trace for the Base Case.
Thus, for any given probability (e.g., 0.50, as measured by the 50™ percentile recorded in
the Uncertainty Report (see Figure 4-13)), the life-cycle cost of the Alternative 2

($4 396K) is less than the life-cycle cost of the Base Case ($4 687K). Similarly, for any
given life-cycle cost (e.g., $4 500K), the probability of being less than or equal to that
cost is higher for Alternative 2 (0.59) than for the Base Case (0.42). Second, the
horizontal distance between the Alternative 2 and the Base Case gets larger as the
cumulative probability moves from 0.00 to 1.00. This translates into a wider range of
life-cycle costs for the Base Case (i.e., maximum minus minimum); it is reflected in the
higher standard deviation for the Base Case recorded in the last column of the statistical
measure section of the Uncertainty Report (see Figure 4-13). Figure 4-8 demonstrates
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that Alternative 2 is the most cost-effective risk mitigation plan. However, it is
instructive to examine how the use of other economic measures sheds light on other
aspects of its cost-effectiveness.
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Figure 4-9  Present Value Net Savings in Thousands of Dollars for the Proposed
Alternative Due to Changes in Five Factors

Figure 4-9 shows how present value net savings (PVNS) of Alternatives 1 and 2 vary
when all eleven factors are varied in combination. In analyzing Figure 4-9, it is useful to
keep in mind that the value of PVNS resulting from the baseline analysis was $388K for
Alternative 2 and $284K for Alternative 1. Turning now to Figure 4-9, we see that a
value of PVNS equal to $200K occurs at 0.37 on the cumulative distribution function for
Alternative 2. Stated another way, there is a probability of 0.63 that PVNS of Alternative
2 will exceed $200K. Reference to Figure 4-9 reveals that PVNS of Alternative 2
exceeds $400K for approximately 40 % of the observations resulting from the Monte
Carlo simulation.

Table 4-1 summarizes the results of the Monte Carlo simulation for the Proposed
Alternatives. Four economic measures are reported. The values of life-cycle costs

(LCC) and present value net savings (PVNS) are reported in thousands of dollars ($K).
This facilitates comparisons between the values in the table and the information plotted in
Figures 4-8 and 4-9. A PVNS greater than zero indicates a cost-effective risk mitigation
plan. The savings-to-investment ratio (SIR) is a dimensionless number. An SIR greater
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than 1.0 indicates a cost-effective risk mitigation plan. The adjusted internal rate of
return (AIRR) is expressed as an annual percentage rate. An AIRR greater than the
baseline value for the discount rate of 7 % indicates a cost-effective risk mitigation plan.
Reference to Table 4-1 reveals the superior performance Of Alternative 2 — Enhanced Bio
Protection. Reference to Table 4-1 reveals that the minimum values for PVNS, SIR, and
AIRR indicate marginal performance of Alternative 1 vis-a-vis the Base Case. An
examination of the raw data, however, reveals that marginal performance is associated
with a single observation. Values in the inter-quartile range (i.e., the middle 50 % of the
observations) support Alternative 2 as the most cost-effective risk mitigation plan.

Table 4-1 Summary Statistics for the Proposed Alternative Due to Changes in
Five Factors
. Statistical Measure
Economic
Measure
Minimum 25% 50% 75% Maximum Mean Standgrd
Deviation
LCCgc 3614 4240 4687 5226 6171 4755 605
LCCat« 3549 4136 4447 4832 5600 4492 447
PVNSa 1 -5 108 239 394 587 264 160
SIRA 1 0.991 1.170 | 1.358 | 1.596 2774 | 1.414 0.278
AIRR 1 0.060 | 0.077 | 0.084 | 0.093 0.107 | 0.085 0.010
LCCai» 3385 4069 4396 4720 5759 4415 430
PVNSa; - 77 168 291 498 662 340 182
SIRAi 2 1.092 | 1.206 | 1.355 | 1.594 2.671 1.417 0.238
AIRR 2 0.054 | 0.075| 0.083 | 0.093 0.111 | 0.084 0.012
LCCars 3922 | 4635 | 5019 | 5430 6430 | 5049 506
PVNSu1 3 -434 -390 -332 -206 -77 -293 108
SIR ait3 0.284 | 0.624 | 0.699 | 0.815 0.945| 0.713 0.122
AIRRai 3 0.008 | 0.042 | 0.051 | 0.064 0.086 | 0.053 0.014

4.3  Use and Interpretation of the Uncertainty Report

Clicking on the Uncertainty option under the Reports node opens the Uncertainty Report.
The Uncertainty Report consists of these five sections: (1) a Cover Sheet; (2) any
sensitivity analyses saved under the Change in a Single Factor tab; (3) if computed, the
rank-ordered factors and their associated values from the Most Significant Factors tab;
(4) any sensitivity analyses saved under the Change in Multiple Factors tab; and (5) any

Monte Carlo simulations saved.
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Figure 4-10 presents a saved sensitivity analysis from the Change in a Single Factor tab
for a plus or minus 10 % change in the discount rate. Figure 4-10 largely reproduces the
Results section from the Change in a Single Factor tab (see Figure 4-1). Figure 4-10
records the factor name in the upper left-hand corner along with the range for which life-
cycle costs are calculated (i.e., the Minimum, Baseline, and Maximum values of that
factor). Note that more than one range can be used and saved for a single factor. For
example, if you wanted to see how lowering the discount rate to 5.25 % or raising it to
8.75 % would affect the calculated values for life-cycle costs, you would use the +/-25 %
change from the drop down Range box in the Change in a Single Factor tab to Compute
the values and Save Results for the Uncertainty Report.

Change in a Single Factor
Saved Results #1

Cwsc-ount Rate

Ranga +-10%

Base Case Alvermative 1 Alenative 2 Bltermative 3
Minnum 15.30%) 4835 507 § E30ET2 §4 406,705 %5037 795
Baseline {7.00%] $4 54 F5 $2.3E8.012 4,254 211 $4 B5A BB
Magimun [7 70%) $4 427 165 e 203 477 4,114 51 $4 FOG BED

Figure 4-10 Saved Sensitivity Analysis Page of the Uncertainty Report for a
+/-10 % Change in the Discount Rate

Figure 4-11 presents the first page of the rank-ordered factors and their associated values
from the Most Significant Factors tab. Note that reductions in the discount rate for both
the Base Case and the Proposed Alternatives result in increases in life-cycle costs. The
rank ordering of the factors provides a convenient means for identifying those factors
which merit closer examination via either the Change in a Single Factor tab or the
Change in Multiple Factors tab. Although all factors are varied by plus or minus 10 % in
the Most Significant Factors tab, you can use the Change in a Single Factor tab or the
Change in Multiple Factors tab to measure how changes greater than 10 % affect the
computed values of life-cycle costs.

Figure 4-12 presents a saved sensitivity analysis from the Change in Multiple Factors tab
for simultaneous changes in the baseline value of eleven factors. The upper portion of
Figure 4-12 largely reproduces the Results section from the Change in Multiple Factors
tab (see Figure 4-4). The lower portion of Figure 4-12 records the factor names along
with the range for which life-cycle costs are calculated and the corresponding Best Case,
Baseline, and Worst Case values of that factor. When all factors are set at their Best Case
or Worst Case values, they result in the life-cycle cost values recorded in the upper
portion of Figure 4-12.

Figure 4-13 presents a saved Monte Carlo simulation. The upper portion of Figure 4-13
largely reproduces the Results section from the Monte Carlo Simulation window (see

60



Figure 4-6). The lower portion of Figure 4-13 records the eleven factor names along with
the probability distribution and the corresponding Minimum, Baseline, and Maximum
values of that factor.

host Significant Factors

Change in LifeCycle Cost

Factor =100 +10%

B Base Case-- Basic Renovation: Discount Rate (7.00%) +§242,9453 -F219 387
Alt 3 Proposed Alternative — Enbane ed ChermBio Pratection: Discount Rate (7. 00%) +§179,134 -F161, 800
Alt 1 Proposed Alternative — Enbane ed Secority: Discount Rate (7.00%) +§171,960 -F1585 434
Alt 2 Proposed Alternative — Enbanc ed Bio Protection: Discount Rate 7.00%) +§154,495 -F129 622
BiC: Base Case-- Basic Renowation: Site Security: Unit Cost (§125,000) -§15293 +§152 843
Alt 2 Proposed Alternative — Enkane ed Bio Pratection: Enhanced Renovation: Lintt Cost -§1a0,000 +§140, 000
Alt 1 Proposed Alternative — Enbane ed Secority: Enhanced Renovation: Unit Cost -F1a0,000 +§1a0,000
Alt 3 Proposed Alternative — Enbane ed ChermBio Pratection: Enhanced Renowation: Linit -§1a0,000 +§14a0,000
Al 2: Proposed Alternative — Enhanc ed Bio Protection: Site Secunity: Unit Cost (§100,000) -§122345 +§122 345
Alt 3 Proposed Alternative — Enbane ed CherBio Pratection: Site Security: Unit Cost -F122345 +5122 345
Alt 1: Proposed Alternative — Enbanc ed Secority: Site Secunty: Unit Cost (5100,000 -F122345 +§122 345
BiC: Base Case-- Basic Renowation: Basic Renovation: Unit Cost (81, 000, 000) -§100,000 +§100,000
All. 3: Proposed Alternative — Enhanced Chem/Bio Protection: Electricity: Unit Cost -Fag 1oy +§98 107
BiC: Base Case-- Basic Renowstion: Electticity: Unit Cost (372,000 -§a3102 +§83,102
Alt 2 Proposed Alternative — Enbanc ed Bio Pratection: Electricity: Unit Cast (5700000 -Fa0, 794 +§30, 794
Alt 3 Proposed Alternative — Enhanc ed ChermBio Protection; Improved Productivity QA G -FE9.92 +§E9, 921
Alt. 1: Proposed Alternative — Enhanc ed Security: Electricity: Unit Cost (360, 000) -pEo, 252 +§69 252
BiC: Base Case-- Basic Renowstion: Telecom Sendces: Unit Cost (540, 000) -F46,614 +§46, 614
Alt 2 Proposed Alternative — Enhanc ed Bio Protection: Improved Productivity (0420 Unit -F46614 +§46, 614
All. 3: Proposed Alternative — Enhanced ChemiBio Protection: GPAC: Unit Cost (5100,000) -F44,710 +§44, 710
All. 3: Proposed Alternative - Enhanced ChemvBio Protection: Telecom Serdces: Unit Cost -F41,953 +541, 953
Alt. 2 Proposed Alternative — Enbanc ed Bio Protection: Telecom Sewices: Unit Cost -§41,853 +§41, 953
Alt. 1 Proposed Alternative — Enhanced Security: Telecom Senices: Unit Cost (§36, 000) -§41,853 +§41, 953
Alt 3 Proposed Alternative — Enbanc ed ChermBio Protection: HY ACIElectric al Mods: Linit -§30,000 +§30,000
BiC: Base Case-- Basic Renovation: Identity Theft: Unit Cost (§100,000) -F23150 +§23,180
B Base Case-- Basic Renovation: Identity Thett: Unit Cost {875, 0000 -F21,071 +§21,071
Alt. 2 Proposed Alternative — Enhanc ed Bio Protection: Site Protection: Unit Cost ($200,000) -§20,000 +§20,000
Alt 3 Proposed Alternative — Enhanc ed ChermBio Protection; Site Protection: Unit Cost -§20,000 +§20,000
Al 1: Proposed Alternative — Enbane ed Secority: Site Protection: Unit Cost (5200, 000% -F20,000 +§20,000
Al 3 Proposed Alternative — Enbanc ed ChermBio Protection: lmpraved Productivity QA G +§15,920 -§16, 438
BC: Base Case-- Basic Renovation: Telecom Senices: Escalation (0. 00%) -F10613 +§10,958
Alt 2 Proposed Alternative — Enhanc ed Bio Protection: Improved Productivity (1820 +§10,613 -§10,958

Figure 4-11 Most Significant Factors Page of the Uncertainty Report for the Case
Study
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Change in Multiple Factors
Saved Results #1

Base Case Alternative 1 Alternative 2 Alternative 3
Best Case $3.851 247 $3.74229 $3 473936 $3 5926 BG67
Baseline §4 542 554 §4 358 912 §4 264 211 $4 858 B0
Worst Caze $5 532,350 $5,119 641 §5 242 B37 §5 051 547
INCLUDED FACTORSE:
Factaor Range Best Case Baseline Wiorst Case
Discount Rate +-25% g.75% 7.00% 5.25%
Base Case
Basic Renovation: Unit Cost +-15% 850,000 $1.,000,000 $1,150 000
Site Security: Unit Cost +-10% $112 500 §125 000 §137 500
Alternative 1
Enhanced Renovation: Unit Cost +-10% %1,350,000 $1 500,000 $1 650,000
Site Security: Unit Cost +-10% 50,000 F100 000 110000
Alternative 2
Enhanced Renovation: Unit Cost +-10% §1,350,000 §1 500 000 $1 650,000
Irrproved Productivity (IACH): Unit Cost +-50% -§60,000 -40,000 -$20,000
Site Security: Unit Cost +-10% $90,000 #100 000 110,000
Alternative 3
Enhanced Renovation: Unit Cost +-10% $1,350,000 $1 600,000 $1 650 000
Irmproved Productivity (IAG): Unit Cost +-50% -§90,000 -$60,000 -$30,000
Site Security: Unit Cost +-10% 50,000 F100 000 110000

Figure 4-12 Summary of Life-Cycle Costs and Factor Values of a Saved Change in
Multiple Factors Page of the Uncertainty Report for the Case Study
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Monte Carlo Simulation Surnmary
Saved Set#1
Statistleal Measura
Srand ard

Ecenomic Measure Mimimum 25% S 5% Maximam Mean Deviation
Bags Cake

LCC §2E13 50 § 250 &Ry §¢ 685 9 5 206 470 #6170 996 §4, 755 419 05 7
Allgrnative 1

LCE L EE e o] 4 138 1S §&,445 57 8 FE2 211 5 09 o5 $4,891 500 $44E S
Algrnatiee 2

LCC §0.505 169 §4 (62 TE §4,795 7a5 M AT %5758 714 §4415,195 Mo ET
Alernative 3

LEE L= N ] £4 B3 BED $5.018 948 B ¥ 424 BB 508 58 L ]
MCLUCED FACTORS
Faclar Ciginbifion  Lowar Soweed Hazebne  Llggst Hound
Dirscount Rate Uniform 4.00% 7.00% 1000%
Hape Capp

Basic Renoeadior: Unit Cosi Trangular $E£00 000 $1.000,000 1, 3000

Sita Secunty: Lni Cosl Trangula oo §123,000 F45 0
Albernative 1

Enhanced Ranoation Lni Cosi Tranigula §1 =000 51,500,000 32 0

Site Sacunty: Unit Cast Triangular 250 000 100,000 s 0m
Aleenalive 2

Enhanced Renovadicn: Unid Cast Triangular £1 250 000 $1.500,000 £2 000 000

Figure 4-13 Summary of Life-Cycle Costs, Probability Distributions, and Factor
Values of a Saved Monte Carlo Simulation Page of the Uncertainty
Report for the Case Study
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5 Analyze Results and Recommend a Cost-Effective Risk Mitigation
Plan

Choosing among alternatives designed to reduce the impacts of natural and man-made
hazards is more complicated than most building investment decisions. Consequently,
guidance is provided to help identify key characteristics and the level of effort that will
promote a better-informed decision.

5.1  Employ a Structured Process to Generate a Recommendation

Review the calculated values of each alternative’s measures of performance. Include the
outcomes computed for each of the three types of analysis: (1) baseline analysis (i.e.,
fixed parameter values); (2) sensitivity analyses; and (3) Monte Carlo simulations.

Use the performance criterion from each selected evaluation method to rank order
alternatives for each type of analysis (baseline analysis, sensitivity analyses, and Monte
Carlo simulations). Document differences in alternative rankings among the three types
of analysis. Focus on circumstances under which the most cost-effective risk mitigation
plan identified in the baseline analysis is replaced by another alternative (other
alternatives) when the effects of uncertainty are considered. Use the results of the Monte
Carlo simulations to identify the characteristics associated with ranking changes for those
alternatives under consideration.

Recommend an alternative as the most cost-effective risk mitigation plan. Provide a
rationale for the recommendation. Include as part of the rationale, findings from each of
the three types of analysis. Include a discussion of circumstances under which the
recommended alternative did not have the best measure of economic performance.

Describe any significant effects that remain unquantified. Explain how these effects
impact the recommended alternative. Refer to ASTM Standard Practice E 1765 and its
adjunct for guidance on how to present unquantified effects along with the computed
values of the measures of economic performance.'®

5.2 Prepare Report with Documentation Supporting Recommended Risk
Mitigation Plan

In a report of an economic evaluation, state the objective, the constraints, the alternatives
considered, the key assumptions and data, and the computed value for each outcome
(measure of economic performance) of each alternative. Make explicit the discount rate;
the study period; the main categories of cost data, including initial costs, recurring and
nonrecurring costs, and resale values; and grants and incentives if integral to the decision-
making process. State the method of treating inflation. Specify the assumptions or costs
that have a high degree of uncertainty and are likely to have a significant impact on the

'8 ASTM International. “Standard Practice for Applying the Analytical Hierarchy Process (AHP) to
Multiattribute Decision Analysis of Investments Related to Buildings and Building Systems,” E 1765,
Annual Book of ASTM Standards: 2006. Vol. 04.12. West Conshohocken, PA: ASTM International.
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results of the evaluation. Document the sensitivity of the results to these assumptions or
data. Describe any significant effects that remain unquantified in the report.

5.2.1 Suggested Format for Summarizing Results

Use the generic format for reporting the results of an economic evaluation described in
ASTM Standard Guide E 2204." 1t provides technical persons, analysts, and researchers
a tool for communicating results in a condensed format to management and non-technical
persons. The generic format calls for a description of the significance of the project, the
analysis strategy, a listing of data and assumptions, and a presentation of the computed
values of any measures of economic performance. Figure 5-1 uses ASTM Standard
Guide E 2204 to produce a concise and comprehensive summary of the alternative risk
mitigation strategies for the data center case study.

Figure 5-1 contains three sections. Section 1 sets the stage for summarizing the results
that follow; it has two headings. The information called for under these headings
discusses the objective of the project. Section 2, Analysis Strategy, has two headings.
The information presented under the first heading focuses on documenting the steps taken
to ensure that the analysis strategy is logical and complete. The information presented
under the second heading focuses on summarizing the key data elements and associated
assumptions needed to calculate the values reported in Section 3. Section 3, How Key
Measures Are Calculated, Summarized, and Traced, has three headings. The first
heading calls for information that provides enough detail on the calculation of key
measures for others to understand how the calculated values were produced. The second
heading calls for the calculated values for life-cycle costs for each alternative as well as
the calculated values for each of the Proposed Alternatives of present value net savings,
savings-to-investment ratio, and adjusted internal rate of return. The third heading calls
for information to ensure traceability; it includes cited references to specific ASTM
standards or any other standards, codes, or regulations used.

The material presented in Sections 1 and 2 of Figure 5-1 provides senior management or
other key decision makers with a basic understanding of the problem being analyzed and
the steps being taken to address it. For example, Section 1 describes the characteristics of
the data center, the hazards it faces, and the renovation strategies designed to address
those hazards. Section 2 describes in words the four key measures of economic
performance—Ilife-cycle cost, present value net savings, savings-to-investment ratio, and
adjusted internal rate of return—and lays out the key data and assumptions that drive the
economic evaluation. Section 3.a presents the results of the baseline analysis and the
Monte Carlo simulation, both of which indicate that the Enhanced Security alternative
and the Enhanced Bio Protection alternative are cost effective. Note that the Enhanced
Bio Protection alternative is preferred to the Enhanced Security alternative in most but
not all instances.

' ASTM International. “Standard Guide for Summarizing the Economic Impacts of Building-Related
Projects,” E 2204, Annual Book of ASTM Standards: 2006. Vol. 04.12. West Conshohocken, PA: ASTM
International.
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Figure 5-1  Summary of the Data Center Case Study

1.a Significance of the Project: 1.b Key Points:

The data center undergoing renovation is a single-story 1. The objective of the renovation project is
structure located in a suburban community. The floor area of the to provide cost-effective operations and
data center is 3 716 m* (40 000 ft*). The replacement value of the security protection for the data center.
data center is $20 million for the structure plus its contents. The 2. The renovation is to upgrade the data
data center contains financial records that are in constant use by center’s HVAC, telecommunications and
the firm and its customers. Thus, any interruption of service will data processing systems and several
result in both lost revenues to the firm and potential financial security-related functions.
hardship for the firm’s customers. 3. Four upgrade alternatives are proposed:

The building owners employ four different renovation - Basic Renovation
strategies. The first, referred to as the Basic Renovation, employs - Enhanced Security, augments the Basic
upgrades that meet the minimum building performance and Renovation by strengthening portions of
security requirements. The second, Enhanced Security, results in the exterior envelope, limiting vehicle
enhanced security as well as selected improvements in building access to the site, and improving the
performance. The third, Enhanced Bio Protection, provides a high building’s HVAC, data processing and
level of protection against particles (biological agents) but no telecommunications systems.
gaseous (chemical agents) protection. The fourth, Enhanced - Enhanced Bio Protection, augments
Chem/Bio Protection, provides a high level of protection against Enhanced Security by making the
particles and gaseous agents. All of the alternatives recognize that building more air tight, installing a high-
in the post-9/11 environment the data center faces heightened risks performance particle filtration system,
in two areas. These risks are associated with the vulnerability of and modifying electrical feeders.
information technology resources and the potential for damage to - Enhanced Chem/Bio Protection, augments
the facility and its contents from chemical, biological, Enhanced Security by making the
radiological, and explosive (CBRE) hazards. Two scenarios—the building more air tight, installing a high-
potential for a cyber attack and the potential for a CBRE attack— performance particle and gaseous
are used to capture these risks. filtration system, and modifying electrical

feeders.

2. Analysis Strategy: How Key Measures are Estimated

The following economic measures are calculated as present-value (PV) amounts:

(1) Life-Cycle Costs (LCC) for the Base Case (Basic Renovation) and for the Proposed Alternative (Enhanced
Renovation), including all costs of acquiring and operating the data center over the length of the study period.
The selection criterion is lowest LCC.

(2) Present Value Net Savings (PVNS) that will result from selecting the lowest-LCC alternative. =~ PVNS > 0
indicates an economically worthwhile project.

Additional measures:

(1) Savings-to-Investment Ratio (SIR), the ratio of savings from the lowest-LCC to the extra investment required
to implement it. A ratio of SIR >1 indicates an economically worthwhile project.

(2) Adjusted Internal Rate of Return (AIRR), the annual return on investment over the study period. An AIRR >
discount or hurdle rate indicates an economically worthwhile project.

Data and Assumptions:

- The Base Date is 2006.

- The alternative with the lower first cost (Basic Renovation) is designated the Base Case.

- The study period is 25 years and ends in 2030.

- The discount or hurdle rate is 7.0 % real.

- The minimum acceptable rate of return is 7.0 % real.

- Annual probabilities for the outcomes for each attack scenario are given along with outcome costs.

- Annual probabilities and outcome costs differ by renovation strategy.
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Figure 5-1 Summary of the Data Center Case Study (Cont.)

3.a Calculation of Savings, Costs, and Additional Measures

Results of Baseline Analysis (Savings and Costs in Thousands of Dollars ($K))

Economic Measure 2222 Alt 1 Alt 2 Alt 3

Life-Cycle Cost $4 643 $4 359 $4 254 $4 859
Investment Cost $1 150 $1765 $1 935 $2 153

Delta Investment Cost N/A $616 $785 $1 003
Non-Investment Cost $3 493 $2 593 $2 319 $2 706

Savings N/A $899 $1173 $787
Present Value Net Savings N/A $284 $388 -$216
Savings to Investment Ratio N/A 1.46 1.49 0.78
AIRR N/A 8.63 % 8.73 % 5.97 %

Results of Monte Carlo Simulation (Savings and Costs in Thousands of Dollars ($K))
Statistical Measure
Economic Measure Minimum Median Maximum Mean Sf:/?g?orﬂ

LCCpge $3614 $4 687 $6 171 $4 755 $605
LCCait1 $3 549 $4 447 $5 600 $4 492 $447
LCCait2 $3 385 $4 396 $5759 $4 415 $430
LCCaits $3 922 $5 019 $6 430 $5 049 $506
PVNSa 1 -$5 $239 $587 $264 $160
PVNSai2 $77 $291 $662 $340 $182
PVNSay 3 -$434 -$332 -$77 -$293 $108
3.b Key Results 3.c Traceability
*LCC (Thousands of Dollars ($K)) Life-cycle costs and supplementary

Basic Renovation $4 643 measures were calculated according

to ASTM standards E917, E964,

Enhanced Security $4 359 E1057, and E 1074.

Enhanced Bio Protection $4 254

Enhanced Chem/Bio Protection $4 859
*PVNS (Thousands of Dollars ($K))

Enhanced Security $284 Treatment of unqertai_nty and

measures of project risk were

Enhanced Bio Protection $388 calculated according to ASTM

Enhanced Chem/Bio Protection -$216 standards E 1369 and E 1946.
*SIR

Enhanced Security 1.46

Enhanced Bio Protection 1.49

Enhanced Chem/Bio Protection 0.78
*AIRR

Enhanced Security 8.63 %

Enhanced Bio Protection 8.73 %

Enhanced Chem/Bio Protection 5.97 %
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5.2.2 Creating the Executive Summary Report

The generic format is a convenient means for summarizing the purpose, data,
assumptions, and results of the economic evaluation. Its function is that of an abstract; it
summarizes the important points. The Executive Summary Report supplements the
generic format by providing the type of information needed to make a better informed
decision.

The Executive Summary Report is created via a dialog box. The dialog box is reached by
selecting the Executive option under the Reports node on the Main Menu. Figure 5-2

shows how the dialog box looks when first opened.

Figure 5-2  Dialog Box for Creating the Executive Summary Report

B Executive Summary L@|E

Alazully Lot it it Mot

I Econome Misiuse of Palonance | ™ Changs in a Single & acor I Hachgoed Inlomston Pl

™ Uie-Cpcle Coss [T Mot Sagrificant Facioe: I" Descnpiie Sornonasy I Almraiee

I oty by Al e I Chaisge in Muligla Facrois I Il Cooest Dl Searnmany st Dot

I Areus Cnsty by Aksnatie snd Busget Catagong I Moets Cado Serdstion Summan I EwentOuicons Cot Digts Summany | [ EvepdMiutcome Cosl

I~ Anrud Comse by Aibminisd rem
I Anrusl and Carmdstas N Sevngs by Adeinalies

ok, 48 Uncheck A1 Cancal

The flow of information in the Executive Summary Report follows the analysis process—
baseline analysis, sensitivity analysis, Monte Carlo simulations. Emphasis is first placed
on presenting and documenting results; supporting information is then presented.

Referring to Figure 5-2, we see that individual sections of each Report option can be
selected or deselected. If all sections are desired, select Check All. Groups of sections
can be deselected by clicking Uncheck All. To examine the Executive Summary Report
as it will appear when printed, select View.

The “front-end” of the Executive Summary Report includes the user selected sections
from the Results Report. Recall that the Results Report presents the results of the
baseline analysis. Decision makers may find some sections under the Results heading of
greater interest than others. We recommend that the first three sections—Economic
Measures of Performance, Life-Cycle Costs, and Costs by Alternative—be selected in all
cases because they provide a frame of reference for everything that follows.

Next are the results of the sensitivity analysis and the Monte Carlo simulations from the
Uncertainty Report. Because the treatment of uncertainty is so important in developing a
cost-effective risk mitigation plan, we recommend that the last two sections—Change in
Multiple Factors and Monte Carlo Simulation Summary—be selected in all cases.
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The third part of the Executive Summary Report presents selected material from the Data
Report. Here the emphasis is on documenting the information underpinning the baseline
analysis. We recommend that all four sections—Background Information, Descriptive
Summary, Input Cost Data Summary, and Event/Outcome Cost Data Summary—be
included because they provide the kind of information that will help decision makers
have confidence in the data and assumptions that shaped the economic evaluation.

To complete the Executive Summary Report, include as supporting documentation
information compiled from the risk assessment and a description of the process by which
combinations of risk mitigation strategies were assembled. This information is contained
in the Project Notebook. Once again, we recommend that all four sections—Project,
Alternatives, Input Costs, and Event/Outcome Costs—be included because they provide
the kind of information that will help decision makers have confidence in the data and
assumptions that shaped the economic evaluation. Also contained in the Project
Notebook is information tied to the critical resource documents (e.g., the reports
produced by the risk assessment team or a condition assessment prepared by an
architectural/engineering firm containing recommended mitigation strategies and cost
estimates for implementing them), which enables analysts to quickly locate key
documents and plans if they are requested by the decision maker.
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6 Next Steps

Now that you have completed the guided tour, use the test files that you created to gain
familiarity with the software. Experiment with the various means for editing, creating,
and deleting data elements. Create simple applications using your own data to master the
full capabilities of the Cost-Effectiveness Tool. Build more complex applications and
use the sensitivity analysis and Monte Carlo simulation features to evaluate how
changing the values of key inputs affect economic performance. Use the Results Report
to learn how to drill down on key cost drivers and use that information to help guide you
in conducting and saving additional sensitivity analyses and Monte Carlo simulations.
Have as a goal to use the software as a decision support tool; it is largely self
documenting, it lays out the information going into the analysis, and provides guidance in
choosing a cost-effective risk mitigation plan.

Visit the OAE website to learn about future updates and pending software releases.
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Appendix A Technical Considerations

An economic evaluation may be divided into four stages: (1) identification; (2)
classification; (3) quantification; and (4) presentation. The identification stage identifies
the investment alternatives to be evaluated. The identification stage involves identifying
and listing all of the “effects” of the alternatives being analyzed. In principle, this set of
effects produces a checklist of all items that should be taken into consideration. The
second stage entails classifying these effects into investment and non-investment cost
categories. The third stage produces year-by-year estimates of the values of each of the
cost categories. The final stage is the presentation and analysis of the measures of
economic performance in a form that clearly details the important assumptions
underlying the economic evaluation and the implications of these assumptions for the
study’s conclusions.

Once all costs have been identified and classified, it becomes necessary to develop year-

by-year estimates for each of the cost categories for each alternative under analysis. We

denote the alternatives as 4; (where the index for j ranges from 0, ..., N, for a total of N+1
alternatives).

Each alternative under consideration meets certain feasibility requirements. First, it must
satisfy all of the specified functional requirements. Second, it must not exceed any stated
budget constraints. The first requirement insures that all technical criteria (e.g., thermal
performance and indoor air quality) and all regulatory constraints (e.g., building codes
and standards) are met. The second requirement excludes any proposals which cannot be
implemented due to insufficient funds.

The material presented in this appendix assumes that all alternatives are feasible in that
they meet the functional requirements and have been screened vis-a-vis any stated budget
constraints. Thus, there is no requirement that alternatives be optimally configured,
although the evaluation methods presented in this chapter are all applicable to choosing
among a set of optimally configured alternatives.

Associated with each alternative are investment cost categories k (where the index &
ranges from 1, ..., K;) and non-investment cost categories m (where the index m ranges
from 1,..., M;). The potential for future terrorist attacks, as well as other natural and man-
made hazards, are measured by the expected value of annual losses. Associated with
each alternative are expected loss categories p (where the index p ranges from 1, ..., P)).
Some of the expected loss categories accrue to investment costs and some accrue to non-
investment costs. Expected losses are modeled separately from investment costs and
non-investment costs to better characterize the nature of low-probability, high-
consequence events.”’

It is important to note that some costs entering the analysis may be negative. For
example, the salvage and sale of equipment and components at the end of the study

%% The information needed to perform the expected loss calculations is a byproduct of the risk assessment
and the identification of potential mitigation strategies.
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period result in a salvage value whose present value equivalent is subtracted from other
investment costs. Similarly, improvements to indoor air quality may result in
productivity improvements which favorably impact occupants; these “savings” are
subtracted from non-investment costs. Any pure benefits which result (e.g., increased
rental income due to improvements) are subtracted from non-investment costs (i.e.,
benefits are treated as negative costs).

At the heart of the economic evaluation methodology is an economic concept referred to
as the time value of money. This concept relates to the changing purchasing power of
money as a result of inflation or deflation, along with consideration of the real earning
potential of alternative investments over time. The discount rate reflects the decision
maker’s time value of money. The discount rate is used to convert, via a process known
as discounting, costs which occur at different times to a base time. Throughout this
report, the term “present value” will be used to denote the value of a cost found by
discounting cash flows (present and future) to the base time. The base time is the date
(base year) to which costs are converted to time equivalent values.

In order to describe each of the four standardized methods of economic performance—
life-cycle cost, present value of net savings, savings-to-investment ratio, and adjusted
internal rate of return—we define a series of terms.

21

t = a unit of time;
T = the length of the study period in years;
d = the discount rate expressed as a decimal.

The prefix, PV, is used to designate dollar denominated quantities in present value terms.
The present value is derived by discounting (i.e., using the discount rate) to adjust all
costs—present and future—to the base year (i.e., t = 0). The present value terms are: the
present value of investment costs (PV1), the present value of non-investment costs (PVC),
and the present value of expected losses (PVE(L)). Because PVE(L) includes some loss
categories which accrue to investment costs and some which accrue to non-investment
costs, we denote the present value of investment costs inclusive of losses as PV’ and the
present value of non-investment costs inclusive of losses as PVC".

The cost terms that make up the mathematical formulations for the four standardized
methods are given in Equations (A.1) through (A.6). While there may be many different
ways of classifying costs (i.e., classification schemes), their explicit treatment in both the
mathematical formulation and the standardized methods ensures that a close coupling
results between the mathematical formulation and each standardized method.

The investment costs for alternative 4; in year ¢ are expressed as:

*! Denote the beginning of the study period as the base year (i.e., 7=0) and end of the study period as 7.
Thus, the length of the study period in years is 7.
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L,=2, (A1)
k=

where [;;; = the estimated cost accruing to the K™ investment cost category for alternative

Ajin year t.

The non-investment costs for alternative 4; in year ¢ are expressed as:

C,=2. (A.2)

where C,,;; = the estimated cost accruing to the m™ non-investment cost category for
alternative 4; in year t.

The expected losses for alternative 4; in year  may now be expressed as:

P

EL, =Y (A3)

=
where L,;; = the expected loss accruing to the p™ loss category for alternative 4 ; in year ¢.

The present value of investment costs for alternative 4; are expressed as:

N

m
IZZBEDNDY (A.4)
SR

The present value of non-investment costs for alternative 4; are expressed as:

N\

-
PVC, => > (A5)
=\ J

The present value of expected losses for alternative 4; are expressed as:

N

.
PVE L, =Y > (A.6)
=\ J

A.1  Life-Cycle Cost Method Formulas
The life-cycle cost (LCC) method measures, in present-value or annual-value terms, the

sum of all relevant costs associated with owning and operating a constructed facility over
a specified period of time. The basic premise of the LCC method is that to an investor or
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decision maker all costs arising from that investment decision are potentially important to
that decision, including future as well as present costs. Applied to constructed facilities,
the LCC method encompasses all relevant costs over a designated study period, including
the costs of designing, purchasing/leasing, constructing/installing, operating, maintaining,
repairing, replacing, and disposing of a particular design or system. Should any pure
benefits result (e.g., increased rental income due to improvements), include them in the
calculation of LCC.

The LCC method is particularly suitable for determining whether the higher initial cost of
a constructed facility or system specification is economically justified by lower future
costs (e.g., losses due to natural or manmade hazards) when compared to an alternative
with a lower initial cost but higher future costs. If a design or system specification has
both a lower initial cost and lower future costs relative to an alternative, an LCC analysis
is not needed to show that the former is economically preferable.

The LCC for alternative 4, may now be expressed as:

N

LCC, = iiz D > (A7)

/
The LCC for alternative 4; may also be expressed in present value terms as:
LCC; =PVl + PVC; + PVE (L)) (A.8)
or, by explicitly including losses in investment costs and non-investment costs, as:
LCC; = PVI + PVC) (A.9)

Denote the alternative with the lowest initial investment cost (i.e., first cost) as A,; it is
referred to as the base case. Then:

Iy< forj=1..,N (A.10)

The LCC method compares alternative, mutually exclusive, designs or system
specifications that satisfy a given functional requirement on the basis of their life-cycle
costs to determine which is the least-cost means (i.e., minimizes life-cycle cost) of
satisfying that requirement over a specified study period. With respect to the base case,
alternative 4; is economically preferred if, and only if, LCC; < LCC,.

A.2  Present Value of Net Savings Formula

The present value of net savings (PVNS) method is reliable, straightforward, and widely
applicable for finding the economically efficient choice among investment alternatives.
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It measures the net savings from investing in a given alternative instead of investing in
the foregone opportunity (e.g., some other alternative or the base case).

The PVNS for a given alternative, 4;, vis-a-vis the base case, 4,, may be expressed as:
PVNS;.o = LCCy - LCC; (A.11)

Any pure benefits that result (e.g., increased rental income due to improvements) are
included in the calculation of PVNS, since they are included in the LCC calculation.

With respect to the base case, if PVNS ., is positive, alternative 4; is economic; if it is
zero, the investment is as good as the base case; if it is negative, the investment is
uneconomical.

A.3  Savings-to-Investment Ratio Formulas

The savings-to-investment ratio (SIR) is a numerical ratio whose size indicates the
economic performance of a given alternative instead of investing in the foregone
opportunity. The SIR is savings divided by investment costs. The LCC method provides
all of the necessary information to calculate the SIR. The SIR for a given alternative, 4;,
is calculated vis-a-vis the base case. The numerator and denominator of the SIR are
derived through reference to Equation (A.9).

The numerator equals the difference in the present value of non-investment costs
inclusive of losses between the base case and the given alternative, 4;. The resultant
expression, denoted as present value of savings, is given by.

PVS;.y = PVC'y - PVC); (A.12)

The denominator equals the difference in the present value of investment costs inclusive
of losses for the given alternative, 4;, and the base case.”” The resultant expression,
denoted as present value of increased investment costs, is given by:

PVIL;.o = PVI';- PV (A.13)
The SIR for a given alternative, 4;, vis-a-vis the base case may be expressed as:

D1/C
SIR,, = (A.14)
PV,

22 Do not use the savings-to-investment ratio as a decision criterion if PVI ' < PVI'). See Appendix C of
Chapman and Leng for a discussion of this and other topics associated with the calculation of the savings-
to-investment ratio. Chapman, Robert E., and Leng, Chi J. Cost-Effective Responses to Terrorist Risks in
Constructed Facilities. NISTIR 7073 (Gaithersburg, MD: National Institute of Standards and Technology,
2004).
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A ratio less than 1.0 indicates that 4; is an uneconomic investment relative to the base
case; a ratio of 1.0 indicates an investment whose benefits or savings just equal its costs;
and a ratio greater than 1.0 indicates an economic project. Readers interested in a
mathematical derivation of the SIR calculation and how to interpret the calculated value
of the SIR for three special cases are referred to Appendix C of Chapman and Leng.

A.4  Adjusted Internal Rate of Return Formula

The adjusted internal rate of return (AIRR) is the average annual yield from a project
over the study period, taking into account reinvestment of interim receipts. Because the
AIRR calculation explicitly includes the reinvestment of all net cash flows, it is
instructive to introduce a new term, terminal value (TV). The terminal value of an
investment, 4;, is the future value (i.e., the value at the end of the study period) of
reinvested net cash flows excluding all investment costs. The terminal value for an
investment, 4;, is denoted as 7.

The reinvestment rate in the AIRR calculation is equal to the minimum acceptable rate of
return (MARR), which is assumed to equal the discount rate, d, a constant. When the
reinvestment rate is made explicit, all investment costs are easily expressible as a time
equivalent initial outlay (i.e., a value at the beginning of the study period) and all non-
investment cash flows as a time equivalent terminal amount. This allows a
straightforward comparison of the amount of money that comes out of the investment
(i.e., the terminal value) with the amount of money put into the investment (i.e., the time
equivalent initial outlay).

The AIRR is defined as the interest rate, 7;, applied to the terminal value, 77, which
equates (i.e., discounts) it to the time equivalent value of the initial outlay of investment
costs. It is important to note that all investment costs are discounted to a time equivalent
initial outlay using the discount rate, d.

Several procedures exist for calculating the AIRR. These procedures are derived and
described in detail in the report by Chapman and Fuller.” The most convenient
procedure for calculating the AIRR is based on its relationship to the SIR. This
procedure results in a closed-form solution for a given alternative, 4;, vis-a-vis the base
case, 750. The AIRR is that value of 7;.o for which:

1

r.= -+ - (A.15)

j:0

With regard to the base case, if 7;. is greater than the discount rate (also referred to as the
hurdle rate), alternative 4; is economic; if ;.o equals the discount rate, the investment is as
good as the base case; if 7;. 1s less than the discount rate, the investment is uneconomical.

¥ Chapman, Robert E. and Fuller, Sieglinde K. Benefits and Costs of Research: Two Case Studies in
Building Technology. NISTIR 5840 (Gaithersburg, MD: National Institute of Standards and Technology,
1996).
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Appendix B Glossary of Terms

Adjusted Internal Rate of Return (AIRR): The average annual yield from a project
over the study period, taking into account reinvestment of interim receipts. The
reinvestment rate in the AIRR calculation is equal to the discount rate.

Notes:

(1) See Section 2.3.4 and Appendix A.4.

(2) Output window — cost summary

3) Input windows — cost summary (pull-down menu)

Example:
In the provided case study, the proposed alternative, Enhanced Security, has an
AIRR of 8.6 %.

AIRR: See Adjusted Internal Rate of Return.

Alternatives: Means by which costs and events/outcomes sequences for various risk
mitigation plans are differentiated. Once owners and managers assess the risk of natural
and manmade hazards to the constructed facility, they must identify potential strategies to
mitigate this risk. The identification includes potential risk mitigation measures and
predictions of the effectiveness and costs of these measures. The final step in the
protocol for creating a risk mitigation plan is economic evaluation of the risk mitigation
alternatives.

Notes:

(1) See Section 2.2.

(2) Output window — cost summary

3) Input windows — alternatives, capital investment cost information, O&M
cost information, other cost information, event information

(4) Reports — data (alternative information — descriptive summary),
uncertainty (change in a single factor, most significant factors), results
(alternative information — descriptive summary)

Example:

The case study compares the base case (basic renovation) alternative with the
proposed (enhanced renovation) alternative.

Amount: Attribute of cost, which is calculated as the quantity of a cost item (capital
investment, O&M, or other cost) multiplied by its unit cost.
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Notes:
(1) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary)

Example:
An O&M filter replacement cost item of quantity 75 with a unit cost of $100 will
yield an amount of $7 500.

Annual Value: A uniform annual amount equivalent to the project costs or benefits
taking into account the time value of money throughout the study period. Life-cycle
costs may be expressed in either annual value terms or present value terms.

Annually Recurring: Means of classifying/allocating costs that occur every year within
the frequency of occurrence choices of the CET software for O&M or other cost items.
The three occurrence frequency choices are annually recurring, periodic (other than
annual), and aperiodic.

Notes:
(1) See Section 3.2.1.1; see also Figure 3-8.
(2) Input windows — O&M cost information, other cost information

Example:
In the provided case study, site security is an O&M cost that is annually recurring
throughout the study period.

Aperiodic: Means of classifying/allocating costs that follow an irregular schedule (not
strictly periodic) within the frequency of occurrence choices of the CET software for
O&M or other cost items. The three occurrence frequency choices are annually
recurring, periodic (other than annual), and aperiodic.

Notes:
(1) See Section 3.2.1.1; see also Figure 3-8.
(2) Input windows — O&M cost information, other cost information

Example:
In the provided case study, duct cleaning is an aperiodic O&M cost item incurred
in year 17.

Baseline Analysis: The starting point for conducting an economic evaluation. In the
baseline analysis, all data elements entering into the calculations are fixed. The term
baseline analysis is used to denote a complete analysis in all respects but one; it does not
address the effects of uncertainty.
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Notes:

(1) See Section 2.4.1 and Chapter 3.
(2) Output window — cost summary
3) Reports — data, uncertainty, results

Example:
In the Data Center Case Study.lcc file, the data elements displayed on the various
software screens are the baseline values.

Base Year (Time): The date to which all future and past benefits/costs are converted
when a present or annual value method is used.

Notes:

(1) See Appendix A.

(2) Input windows — project description

3) Reports — data (background information), results (background
information)

Example:

2006 is the assigned base year in the case study. All cash flows are discounted to
a 2006 dollar value.

Bearer of Costs: One of the four dimensions by which costs are classified in the detailed
cost-accounting framework (bearer of costs; budget category; building/facility
component; mitigation strategy). Means by which cost items are assigned to the group
that is responsible for shouldering the cost burden. There are three bearer categories:
owner/manager, occupant/user, third party.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:

The case study cost item, basic renovation is a capital investment assigned to the
owner/manager as the cost bearer.
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Budget Category: One of the four dimensions by which costs are classified in the
detailed cost-accounting framework (bearer of costs; budget category; building/facility
component; mitigation strategy). Budget category is defined as one of three cost types:
capital investment, O&M (operations and maintenance), other.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — edit costs/events

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:

In the provided case study, enhanced renovation is a cost item assigned to the
capital investment budget category.

Building Decision: A decision regarding the design, financing, engineering,
construction, management, or operation of a building.

Building/Facility Component: One of the four dimensions by which costs are classified
in the detailed cost-accounting framework (bearer of costs; budget category;
building/facility component; mitigation strategy). Building/facility component is defined
as one of three cost types: building/facility elements; building/facility site work; non-
elemental. The first two cost types are associated with the elemental classification

UNIFORMAT IL

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:

In the provided case study, site security is a non-elemental building/facility
component cost item.

Building/Facility Elements: One of the three cost types that define the building/facility
component of the detailed cost-accounting framework: building/facility elements,
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building/facility site work; non-elemental. The building/facility elements cost type is
associated with the elemental classification UNIFORMAT II.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:
In the provided case study, HVAC upgrade is a cost item assigned to the
building/facility elements cost type.

Building/Facility Site Work: One of the three cost types that define the building/facility
component of the detailed cost-accounting framework: building/facility elements;
building/facility site work; non-elemental. The building/facility site work cost type is
associated with the elemental classification UNIFORMAT I1.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:
In the provided case study, site lighting is a cost item assigned to the
building/facility site work cost type.

Capital Investment: One of the three cost types that define the budget category
classification: capital investment, O&M (operations and maintenance), other. The cost of
acquiring, substantially improving, expanding, changing the functional use of, or
replacing a building or building system. Capital investment costs accrue to the
investment cost category, while O&M and other costs accrue to the non-investment cost
category.

Notes:

(1) See Section 2.5; see also Figure 2-1.
(2) Output window — cost summary
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3) Input windows — edit costs/events

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative, summary of annual costs by alternative
and budget category)

Example:
In the provided case study, basic renovation is a cost item assigned to the capital
investment budget category.

Cash Flow: The stream of monetary (dollar) values — benefits and costs — resulting from
a project investment.

Notes:
(1) See Appendix A.
(2) Reports — data (alternative information — input cost data summary,

event/outcome cost data summary), results (summary of annual costs by
alternative and budget category, summary of annual costs by alternative)

Classification Information: The group of associated attributes for a given cost,
including: bearer, budget category, component, and mitigation strategy.

Notes:

(1) See Section 3.2.1.1 and Section 3.2.1.2.

(2) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

3) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:

In the provided case study, basic renovation is a cost item with the following
classification information: bearer — owner/manager, budget category — capital
investment, mitigation strategy — engineering alternatives, component —
building/facility elements.

Constant Dollar Analysis: Dollars of uniform purchasing power exclusive of general
inflation or deflation; based on the value of a dollar in a specified base year.

Notes:

(1) See Section 3.2.1.

(2) Output window — cost summary

3) Input windows — project description
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(4) Reports — data (background information), results (background
information)

Example:
In the provided case study, the costs are estimated and analyzed based on the
value of a dollar in the assigned base year of 2006.

Constructed Facilities: Permanent structures, including infrastructure, buildings, and
industrial facilities.

Copy Cost: Command that allows an existing cost to be copied. The copy is accessible
for editing and use only within the alternative to which the original cost item was
assigned.

Notes:
(1) Input windows — edit costs/events

Example:

Repairs to air handling units may share many of the same attributes as the HVAC
repairs that have been defined within the case study. Thus, copy cost allows the
user to make a copy of HVAC repairs that can later be revised/edited to reflect
specifics of repairing air handling units.

Copy Event: Command that allows an existing event to be copied. The copy is
accessible for editing and use only within the alternative to which the original event was
assigned.

Notes:
(1) Input windows — edit costs/events

Example:

In the case study, cyber attack (years 11-25) shares all attributes with cyber attack
(years 1-10) except for the assigned years. Thus, the copy event command could
be used to make a copy of cyber attack (years 1-10) and edited slightly to yield
the event cyber attack (years 11-25).

Cost-Accounting Framework: Methodology for tracking how costs affect stakeholders
in different ways. The cost-accounting framework promotes a detailed, consistent
breakdown of life-cycle costs.

Notes:
(1) See Section 2.5; see also Figure 2-1.
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(2) Output window — cost summary

3) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Cost Effective: The condition whereby the present value benefits (savings) of an
investment exceeds its present value costs.

Notes:

(1) See Section 2.3.1; see also Sections 2.3.2, 2.3.3, and 2.3.4.

(2) Reports — results (summary of life-cycle costs, summary of annual costs
by alternative)

Example:
In the provided case study, the proposed alternative is the cost-effective
investment choice because it has the lowest life-cycle cost.

Cost Item: Name/description assigned to a cost associated with a given alternative and a
specific bearer, budget category, component, and mitigation strategy. Information on
cost items is needed in order to calculate life-cycle costs. Cost items are classified under
two broad headings: input costs and event-related costs.

Notes:

(1) See Section 2.5; see also Figure 3-7 and Figure 3-13.

(2) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

3) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), uncertainty (change in a single factor,
most significant factors), results (summary of costs by alternative)

Example:

In the case study, basic renovation is a cost item associated with the base case
alternative that embodies the following attributes: bearer — owner/manager,
budget category — capital investment, component — building/facility elements,
mitigation strategy — engineering alternatives.

Cost Summary Window: Main screen in the CET program that provides a snapshot of
the costs associated with each alternative in regards to cost classification information.

Notes:

(1) Output window — cost summary

(2) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

86



Current Dollar Analysis: Analysis of the costs incurred in dollars of purchasing power
in which actual prices are stated (not corrected for inflation or deflation).

Notes:

(1) See Section 3.2.1.

(2) Output window — cost summary

3) Input windows — project description

(4) Reports — data (background information), results (background
information)

Data Report: Report that organizes all user inputted data for each project alternative.
Useful method of checking that all values were inputted correctly previous to conducting
further analyses.

Notes:

(1)  Data Report includes: background information; alternative information —
descriptive summary, input cost data summary, event/outcome cost data
summary

Delete All Costs: Command that allows all existing costs associated with a specific
alternative to be deleted.

Notes:
(1) Input windows — edit costs/events

Delete All Events: Command that allows all existing events associated with a specific
alternative to be deleted.

Notes:

(1) Input windows — edit costs/events
Delete Cost: Command that allows an existing cost to be deleted from the associated
alternative.

Notes:

(1) Input windows — edit costs/events

Delete Event: Command that allows an existing event to be deleted from the associated
alternative.
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Notes:
(1) Input windows — edit costs/events

Descriptive Summary: Section appearing in both the data report which provides a
summary of each project alternative and the associated outcomes.

Notes:
(1) Report — data (alternative information — descriptive summary)

Disaster Mitigation: Measures, procedures, and strategies designed to reduce either the
likelihood or consequences of a disaster.

Notes:

(1) See Section 3.2.1.1.

(2) Output window — cost summary

3) Input windows — project description, alternatives

(4) Reports — data (background information), results (background
information)

Discount Rate: The rate of interest reflecting the investor’s time value of money, used
to determine discount factors for converting benefits and costs occurring at different
times to a base year. The discount rate may be expressed as nominal or real.

Notes:

(1) See Appendix A.

(2) Input windows — project description

3) Reports — data (background information), results (background
information)

Example:

In the provided case study, a real discount rate is used; it is assigned a value of
7.0 %. This value is used to adjust costs incurred in different years to the value of
a dollar in the base year, 2006.

Edit Costs/Events: Command that allows the user to edit attributes of an existing cost or
event (including create new, copy, or delete).
Notes:

(1) Output window — cost summary
(2) Input windows — edit costs/events
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Edit Outcomes: Command that allows the user to edit attributes of an existing outcome
(including create new, copy, or delete).

Notes:
(1) Input windows — event information, edit outcomes/outcome costs

Engineering Alternatives: One of the three mitigation strategy classifications
(engineering alternatives; management practices; financial mechanisms). Technical
options in the construction or renovation of constructed facilities, their systems, or their
subsystems to reduce the likelihood or consequences of disasters; types of engineering
alternatives include designs, materials, components.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:
In the case study, the HVAC upgrade is a capital investment that employs an
engineering alternatives mitigation strategy.

Escalation Rate: The rate of change in price for a particular good or service (as
contrasted with the inflation rate, which is for all goods and services).

Notes:

(1) See Section 3.2.1.1 and Section 3.2.1.2.

(2) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

3) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary)

(4) If the value of the escalation rate entered was 0.0 % and a sensitivity
analysis is requested for that factor, then a notice appears indicating that
the percentage range will be tied to the inflation rate.

Example:

In the provided case study, the escalation rate associated with the O&M cost item
site lighting is —0.10 %. This indicates that the value of the cost incurred will be
adjusted by this percentage before being factored into the life-cycle cost of the
project.
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Event Description: Section that allows the user to enter more specific information about
the circumstances/details of a specified event.

Notes:

(1) Input windows — event information

(2) Reports — data (alternative information — descriptive summary), results
(alternative information — descriptive summary)

Example:

The event description for the event Cyber attack specifies the parameters that
qualify as a cyber attack.

Event Information: Window that allows the user to input/alter data defining an event
associated with a specific alternative (includes description and occurrence years).

Notes:
(1) Input windows — event information

Example:

The event information screen allows the user to input pertinent information that
differentiates cyber attack (years 11-25) from cyber attack (years 1-10).

Executive Summary Report: Report that organizes all user-generated data,
intermediate calculations, and results for presentation to senior management or other
decision makers. The report is constructed through a dialog box, where the user selects
the appropriate sections for inclusion. Use the Executive Summary Report to support the
recommendation of one alternative as the most cost-effective risk mitigation plan.

Notes:

(1) Executive Summary Report includes: background information; alternative
information — descriptive summary, input cost data summary,
event/outcome cost data summary, summary of life-cycle costs, summary
of costs by alternative, summary of annual costs by alternative and budget
category, summary of annual costs by alternative, summary of annual and
cumulative net savings by alternative, saved sensitivity analyses, most
significant factors, saved Monte Carlo simulations, and Project Notebook.

Externality: The discrepancy between private and social costs or private and social
benefits.
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Financial Mechanisms: One of the three mitigation strategy classifications (engineering
alternatives; management practices; financial mechanisms). A set of devices relating to
finances that facility owners and managers can utilize to reduce their exposure to natural
and man-made hazards. These devices include purchase of insurance policies and
responding to external financial incentives to engage in engineering-based or
management-based risk mitigation.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary window

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:

Financial mechanisms that serve as incentives include government subsidies for
investments to harden a facility and rental premiums paid by tenants who value
the facility’s added safety features.

First (Initial) Costs: Attribute of a capital investment. Costs incurred in placing a
building or building subsystem into service, including, but not limited to, costs of
planning, design, engineering, site acquisition and preparation, construction, purchase,
installation, property taxes and interest during the construction period, and construction-
related fees.

Notes:

(1) See Section 2.3.1; see also Section 3.2.1.1 and Figure 3-7.
(2) Input windows — capital investment cost information

3) Reports — data (input costs data summary)

Example:

In the provided case study, basic renovation is a first cost cost item because it is
incurred in order to place the building into use.

Inflation: A rise in the general price level over time, usually expressed as a percentage
rate.

Notes:
(1) See Section 3.2.1.
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Investment Cost: First cost and later expenditures which have substantial and enduring
value (generally more than one year) for upgrading, expanding, or changing the
functional use of a building or building system.

Notes:
(1) See Section 2.5.

Example:
In the provided case study, HVAC upgrade is classified as an investment cost
because, as a modernization of an existing system, it is a long-term investment.

Key Parameters: Grouping of attributes related to a specific event outcome (probability
of outcome, first year, and last year).

Notes:

(1) Input windows — event information, outcome information

(2) Reports — data (alternative information — descriptive summary), results
(alternative information — descriptive summary).

Example:

In the provided case study, the minor damage outcome linked to the CBRE attack
for the basic renovation alternative is defined by the following key parameters:
probability of occurrence, 0.5 %; first year, 2006; last year, 2030

LCC: See Life-Cycle Cost.

Life-Cycle Cost (LCC): A technique of economic evaluation that sums over a given
study period the costs of initial investment (less resale value), replacements, operation
(including energy use) and maintenance of an investment decision. Life-cycle costs may
be expressed in either present value terms or annual value terms.

Notes:

(1) See Section 2.3.1 and Appendix A.1.

(2) Output window — cost summary

3) Input windows — cost summary (pull-down menu)

4) Reports — results (summary of life-cycle costs, summary of costs by
alternatives, summary of annual costs by alternative and budget category,
summary of annual costs by alternative)

Example:

The base case alternative in the case study has a life-cycle cost of $4 642 554,
taking into account the present value costs/benefits of all cash flows throughout
the study period.
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Management Practices: One of the three mitigation strategy classifications
(engineering alternatives; management practices; financial mechanisms). Practices
employed by building owners and managers to reduce the risks associated with natural
and man-made hazards. These practices can be procedural or technical and related to
security, training, communications, site location, and systems access, among others.
Some management practices complement engineering alternatives, while others
substitute for them.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:
In the case study, site security is an O&M cost that employs a management
practice mitigation strategy.

Mitigation Strategy: One of the four core components of the cost-accounting
framework (bearer of costs; budget category; building/facility component; mitigation
strategy). Means of classifying/allocating costs within the CET software in regards to
risk management. The three mitigation strategy classifications include engineering
alternatives; management practices; financial mechanisms.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:

In the provided case study, the HVAC upgrade is a capital investment that
employs an engineering alternatives mitigation strategy.

Monte Carlo Simulation: A means for addressing the effects of uncertainty. Monte
Carlo simulation varies a small set of data inputs according to an experimental design.
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Associated with each data input is a probability distribution function from which values
are randomly sampled. A Monte Carlo simulation complements the baseline analysis by
evaluating the changes in output measures when selected data inputs are allowed to vary
about their baseline values.

Notes:

(1) See Section 2.4.3 and Section 4.2.

(2) Input window — Monte Carlo (Include Factors).

3) Output window — Monte Carlo (Results).

(4) Reports — uncertainty (saved Monte Carlo simulations).

Nominal Discount Rate: The rate of interest reflecting the time value of money
stemming both from inflation and the real earning power of money over time. This is the
discount rate used in discount formulas or in selecting discount factors when future
benefits and costs are expressed in current dollars.

Notes:

(1) Input windows — project description

(2) Reports — data (background information), results (background
information)

Non-Elemental: One of the three cost types that define the building/facility component
of the detailed cost-accounting framework: building/facility elements; building/facility
site work; non-elemental. Non-elemental costs are all costs that cannot be attributed to
specific functional elements of the project.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:
An example of a non-elemental/capital/owner cost item is the purchase of a right-
of-way, or easement.

O&M (Operations and Maintenance): One of the three cost types that define the
budget category classification: capital investment, O&M (operations and maintenance),
other. Cost items falling under the O&M cost type include energy and water costs,
maintenance and repair costs, minor replacements related to maintenance and repair, and
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insurance premiums paid by owners and/or occupants to reduce their risk exposure.
O&M costs are usually paid from an annual operating budget, not from capital funds, and
accrue to the non-investment cost category.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — edit costs/events

4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative, summary of annual costs by alternative
and budget category)

Example:
In the provided case study, HVAC repairs is a cost item attributed to the O&M
budget category.

Occupant/User: One of three bearer categories: owner/manager, occupant/user, third
party. Specifically, the burden of the associated cost falls on the facility user or occupant.
Occupant/User costs frequently include operations and maintenance costs and selected
types of repairs not covered by the project’s owner or agent. Occupant/User costs can
also include delay costs and business interruption costs due to temporary closures for
repair and reconstruction activities.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:
The case study the cost item, HVAC repairs is an O&M cost assigned to the
occupant/user as the cost bearer.

Operating Cost: The expenses incurred during the normal operation of a building or a
building system or component, including labor, materials, utilities, and other related
costs.
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Other Costs: One of the three cost types that define the budget category classification:
capital investment, O&M (operations and maintenance), other. Other costs are non-
capital costs that cannot be attributed to the O&M cost type.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — edit costs/events

4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative, summary of annual costs by alternative
and budget category)

Example:
In the provided case study, change in traffic pattern is a cost item attributed to the
other budget category.

Outcome Description: Section that allows the user to enter more specific information
about the circumstances/details/probability of a specified event outcome.

Notes:

(1) Input windows — outcome information

(2) Reports — data (alternative information — descriptive summary), results
(alternative information — descriptive summary)

Example:

The outcome description for the minor damages Cyber attack outcome specifies
the parameters that qualify a cyber attack as minor as opposed to major damages.

Owner/Manager: One of three bearer categories: owner/manager, occupant/user, third
party. Specifically, the burden of the associated cost falls on the facility owner or
manager. Owner/Manager costs are all costs incurred by the project’s owner or agent.
These costs include but are not limited to design costs, capital investment costs, and
selected types of repairs to the constructed facility.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output window — cost summary

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)
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Example:

The case study cost item, site protection, is a capital investment cost assigned to
the owner/manager as the cost bearer.

Periodic (other than annual): Means of classifying/allocating O&M and other costs
that occur on a scheduled timeframe other than on an annual basis. The three occurrence
frequency choices are annually recurring, periodic (other than annual), and aperiodic.

Notes:

(1) See Section 3.2.1.1; see also Figure 3-9.

(2) Input windows — O&M cost information, other cost information
Example:

The case study cost item, HVAC repairs, is an O&M cost incurred every 6 years
in the proposed alternative, Enhanced Security.

Present Value: The value of a benefit or cost found by discounting future cash flows to

the base year. Life-cycle costs may be expressed in either present value terms or annual
value terms.

Notes:

(1) See Appendix A.

(2) Output window — cost summary
Example:

The base case alternative in the case study has a life-cycle cost of $4 642 554,

taking into account the present value costs/benefits of all cash flows throughout
the study period.

Present Value Net Savings (PVNS): A method for finding the economically efficient
choice among investment alternatives. It measures the net savings from investing in a
given alternative instead of investing in the foregone opportunity (e.g., some other
alternative or the base case). The PVNS for a given alternative, 4;, vis-a-vis the base
case, 4,, may be expressed as: PVNS;.g = LCCy - LCC;.

Notes:

(1) See Section 2.3.2 and Appendix A.2.

(2) Output window — cost summary

3) Input windows — cost summary (pull-down menu)
Example:

In the provided case study, the proposed alternative, Enhanced Security, results in
a PVNS of $283 642.
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Probability of Occurrence: Provides the chance that a there will be a specific outcome
associated with a given event. The sum of all outcome probabilities for a single event
must be equal to 1. Listed as one of the three key parameters for a given outcome:
probability of occurrence, first year, last year.

Notes:

(1) See Section 3.2.1.2.

(2) Input windows — outcome information

3) Reports — data (alternative information — descriptive summary), results
(alternative information — descriptive summary)

Example:

In the provided case study, the major damage outcome for the CBRE attack event
is assigned a probability of 0.05 %.

Project: Resources and activities used to achieve a specific set of objectives within a
specified time schedule.

Notes:

(1) See Section 2.2; see also Section 2.6.
(2) Input windows — project description
3) Output window — cost summary

(4) Reports — data, uncertainty, results

Project Notebook: Report containing data and information associated with the risk
assessment and the formulation of risk mitigation strategies stemming from the risk
assessment. The Project Notebook is an important resource for documenting the sources
of key data elements.

PVNS: See Present Value Net Savings.

Quantity: Attribute of cost items that specifies the number of units that require
installation or replacement. The amount displayed for a cost is the multiplicative product
of quantity and unit cost.

Notes:

(1) See Section 3.2.1.1 and Section 3.2.1.2.

(2) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information
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Example:
In the case study, the salvage and sale of equipment and components is assigned a
quantity of 1.

Real Discount Rate: The rate of interest reflecting that portion of the time value of
money related to the real earning power of money over time. This is the discount rate
used in discount formulas or in selecting discount factors when future benefits and costs
are expressed in constant dollars.

Notes:

(1) See Section 3.2.1; see also Section 2.6.3.

(2) Input windows — project description

3) Reports — data (background information), results (background
information)

Example:

In the provided case study, the real discount rate is assigned a value of 7.0 %,
which is used to calculate life-cycle costs. This value is used to adjust costs
incurred in different years to the value of a dollar in the base year, 2006.

Replacement Costs: Building component replacement and related costs, included in the
capital budget, that are expected to be incurred during the study period.

Notes:
(1) See Section 2.5.

Example:
In the provided case study, the HVAC upgrade for the proposed alternative,
Enhanced Security, is a $30 000 replacement cost incurred in year 17.

Resale Value: The monetary sum expected from the disposal of an asset at the end of its
economic life, its useful life, or at the end of the study period.

Notes:
(1) See Section 2.5.

Results Report: Report that summarizes the results of the economic evaluation. The
report provides a series of measures of project performance. The report provides a
summary of life-cycle costs using the cost-accounting framework as well as detailed
present value tabulations on all cost items. The report provides annual cash flows
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(expressed in base year present value dollars) for each budget category and overall for
each alternative.

Notes:

(1) Results Report includes: economic measures of performance; summary of
life-cycle costs; summary of costs by alternative; summary of annual costs
by alternative and budget category; summary of annual costs by
alternative; summary of annual and cumulative net savings by alternative

Retrofit: The modification of an existing building or facility to include new systems or
components.

Notes:
(1) See Section 2.6.1 and Section 2.6.2.

Example:
In the provided case study, both the basic renovation and the enhanced renovation
are considered a retrofit of the existing facility.

Risk Analysis: The body of theory and practice that has evolved to help decision makers
assess their risk exposures and risk attitudes so that the investment that is “best for them”
is selected.

Risk Mitigation: The actions or decisions designed to reduce the financial and
nonpecuniary risk from uncertain events.

Notes:
(1) See Section 2.5; see also Figure 2-1.

Salvage Value: The value of an asset, assigned for tax computation purposes, that is
expected to remain at the end of the depreciation period (represented as a negative cost
value). One of three time classification attributes of a capital investment: initial, future,
salvage.

Notes:
(1) See Section 2.5; see also Section 3.2.1 and Figure 3-7.
(2) Input windows — capital investment cost information

Example:

In the provided case study, the salvage value for the HVAC upgrade in the
proposed alternative, Enhanced Security, is -$12 500.00; it occurs in year 25, the
final year of the study period.
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Savings-to-Investment Ratio (SIR): Either the ratio of present value savings to present
value investment costs, or the ratio of annual value savings to annual value investment
costs.

Notes:

(1) See Section 2.3.3 and Appendix A.3.

(2) Output window — cost summary

3) Input window — cost summary (pull-down menu)

Example:
In the provided case study, the proposed alternative, Enhanced Security, has an
SIR of 1.46.

Sensitivity Analysis: A means for addressing the effects of uncertainty. A test of the
outcome of an analysis by altering one or more parameters (key data elements or input
variables) from (an) initially assumed value(s). A sensitivity analysis complements the
baseline analysis by evaluating the changes in output measures when selected data inputs
are allowed to vary about their baseline values.

Notes:

(1) See Section 2.4.2 and Section 4.1.

(2) Input window — sensitivity analysis, change in single factor tab (range),
most significant factors tab (compute), change in multiple factors tab
(range)

3) Output window — sensitivity analysis, change in single factor tab (results),
most significant factors tab, change in multiple factors tab (results)

(4) Reports — uncertainty (saved sensitivity analyses, most significant factors)

SIR: See Savings-to-Investment Ratio.

Study Period: The length of time over which an investment is analyzed.

Notes:

(1) See Appendix A.

(2) Input windows — project description

3) Reports — data (background information), results (background
information)

Example:

The provided case analyzes the life-cycle costs of alternative data center
renovation strategies over a 25 year study period, from 2006 to 2030.
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Third Party: One of three bearer categories: owner/manager, occupant/user, third party.
Specifically, the burden of the associated cost falls on a party other than the facility
owner or user. Natural hazards, industrial accidents, and terrorist acts that occur
infrequently, but whose consequences are devastating, highlight the importance of
including the Third Party cost type in the private sector’s life-cycle cost calculus.

Notes:

(1) See Section 2.5; see also Figure 2-1.

(2) Output windows — cost summary

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

(4) Reports — data (alternative information — input cost data summary,
event/outcome cost data summary), results (summary of life-cycle costs,
summary of costs by alternative)

Example:

An example of a third party cost is the lost sales for a business establishment
whose customer access has been impeded (e.g., due to a road closure during
construction/reconstruction).

Triangular Distribution: A probability distribution often used in a Monte Carlo
simulation. Specification of the triangular distribution requires three data points, the
minimum value, the most likely value, and the maximum value. In CET 3.0, the most
likely value is set equal to the baseline value. The triangular distribution is recommended
whenever the range of input value is finite and continuous and a clustering about some
central value is expected.

Notes:

(1) See Section 4.2.

(2) Input window — Monte Carlo (Include Factors).

3) Output window — Monte Carlo (Results).

4) Reports — uncertainty (saved Monte Carlo simulations).

Uncertainty Report: Report containing saved results from the Change in a Single
Factor tab, the Most Significant Factors tab, Change in Multiple Factors tab, and Monte
Carlo Simulation tab. Useful in supporting a recommendation of an alternative as the
most cost-effective risk mitigation plan.

Notes:

(1) Uncertainty Report includes: saved sensitivity analyses; most significant
factors; and saved Monte Carlo simulations.
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Uniform Distribution: A probability distribution often used in a Monte Carlo
simulation. Specification of the uniform distribution requires two data points, the
minimum value and the maximum value. All values between the minimum and
maximum are equally likely. The uniform distribution is recommended whenever the
range of input values is finite and continuous but no clustering about a central value is
expected.

Notes:

(1) See Section 4.2.

(2) Input window — Monte Carlo (Include Factors).

3) Output window — Monte Carlo (Results).

4) Reports — uncertainty (saved Monte Carlo simulations).

UNIFORMAT II: An elemental format based on major components common to most
buildings. It serves as a consistent reference for analysis, evaluation, and monitoring of
buildings during the planning, feasibility, and design stages. It also enhances reporting at
all stages in construction. The two cost types, building/facility elements and
building/facility site work, under the building/facility component cost classification are
associated with the elemental classification UNIFORMAT II. Subcategories under
UNIFORMAT II include: substructure, shell, interiors, services, equipment & furnishings,
special construction/demolition.

Notes:

(1) See Section 2.5.

(2) See ASTM International. “Standard Classification for Building Elements
and Related Site Work—UNIFORMAT I1,” E 1557, Annual Book of
ASTM Standards: 2006. Vol. 04.11. West Conshohocken, PA: ASTM
International.

3) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

Unit Cost: Attribute of cost items that specifies a cost per unit that require installation or
replacement. The amount displayed for a cost is the multiplicative product of quantity
and unit cost.

Notes:

(1) See Section 3.2.1.1 and Section 3.2.1.2.

(2) Input windows — capital investment cost information, O&M cost
information, other cost information, event/outcome cost information

Example:
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In the case study, the cost of HVAC repairs under the Basic Renovation
alternative is assigned a unit cost of $5 000.

Year Cost Incurred (Timing): Attribute of cost items that specifies when a cost is
incurred.

Notes:

(1) See Section 3.2.1.1 and Section 3.2.1.2.

(2) Input windows — capital investment cost information, O&M cost
information, other cost information, event information

Example:

In the case study, the HVAC upgrade is a capital investment specified under the
Enhanced Security alternative that is assigned a cost incurred year of 17, which
corresponds to the year 2022.
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