Department of Energy
Privacy Impact Assessment (P1A) for Personal Identity Verification (PI1V) Svsiem

Name of Project: PIV System

Bureau: Department of Energy

Project’s Unique ID: 019-60-01-17-01-8062-04-404-140
Date: October 21, 2005

AL CONTACT INFORMATION:

1) Who is the person completing this document?

Frederick Catoe, ULS. Department ot Energy, IM-31, 1000 Independence
Avenue, S. W Washington, DC 20585, (202) 586-3708,
{redenck.catociihg.doc.voy

2) Who is the system owner?

Rosita Parkes

DOLE Chief Information Oftficer
Ematl: rose parkes@hq.dog.gov
Phone: (202) 386-0166

3) Who is the system manager for this system or application?

Frederick Catoe, U.S. Deparument of Energy, IM-31, 1000 Independence
Avenue, S.W., Washington, DC 20585, (202) 586-3768,
{rederick catoeichy.doe gov

4} Who is the I'T Security Manager who reviewed this document?

Paul Aaron. U.S. Department of Energy, IM-31, 1000 Independence Avenue,
S.W., Washington, DC 20385, (202) 586-0847, paul.aaroniwhq.doe.gov

5) Who is the Bureau/Oftice Privacy Act Officer who reviewed this
document?

Abel Lopez, US. Department of Bnergy, Director, Freedom of Information
Act and Privacy Act Group, MA-74, 1000 Independence Avenue, S W,
Washington, DC 20585, 202-5586-3955
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Pepartment of Energy
Privacy Impact Assessment (P1A) for Personal Identity Verification (PIV) Svstem
Project’s Unique 1D: 019-60-01-17-01-8062-04-404- 140 Date: October 21, 2005

B.SYSTEM APPLICATION/GENERAL INFORMATION:

1y Docs this system contain any informatien about individuals?
Yes.

a. Is this information identifiable to the individual'?

Yes.

b. Is the information about individual members of the public?

Yes, the system contams information about DOL employees., contractor
employees, and individuals requiring long term aceess to DOE facilities,

c. Is the information about employees?

Yes.
2) What is the purpose of the system/application?
The purpose of the system s to establish a standards-based authentication and
authorization mfrastructure. In order to comply with the authentication
requirements of Federal Information Processing Standards Publication
201 (FIPS 201), the identity of an individual must be established before

isstung that individual a Personal Identity Verification (P1V) Card.

C.DATA in the SYSTEM:

1) What categories of individuals are covered in the system?

DOLE employees, contractor employees, and other individuals seeking long-
term access 0 DOE owned or leased facilities.

CUldentifiable Form™ - According to the OMB Memo M-03-22, this means information in an 1T sysiem or
onlime cotlection: (1) that directiy sdentifies an individual (e.¢ . name, address, social security number or
other wdentitying number code, wlephaone number, enoml address, ete ) or (i1) by which an agency intends io
wdentify speciiic individuals in conjunction with other data clements, Le., mdirect identification. (These
data clemenss may inclade a combmation of gender. race. birth date, geographic indicator. und other

descrpor.




Department of Energy
Privacy Impact Assessment {(PIA) for Personal 1dentity Verification (PIV) Svstem
Project’s Unique 11D: 019-60-01-17-01-8062-04-404-140 Date: October 21, 2008

2) What are the sources of information in the svstem?

a. Iy the source of the information from the individual oris it
taken from another source?

Informuation s obtamed from the imdividual.

b. What Federal agencies are providing data for use in the
svstem?

The Othice of Personnel Management {OPM).

. What Tribal, State and local agencies are providing data for
use in the system?

None.
d. From what other third party sources will data be collected?
None.

¢.  What information will be collected from the individual and the
public?

The name, address, date and place of birth, photograph, fingerprints,
and tracking information from the identity source documents will be
collected from the individual. Additional information will be collected
as part of the subnussion of the appropriate background investigation
forms”.

3) Accuracy, Timeliness, and Reliability

a. How will data collected from sources other than DOE records
be verified for accuracy?

The Applicant completes and submits appropriate background
investigation torms to the Registrar, The Applicant then provides two
identity source documents listed in Form 1-9 (Employment Eligibility
Verification) to the Registrar. One of these forms will be a State or
Federal Government-issued picture wdentification. The Registrar will
verity the vahidity of the documents and compare the picture on the
dentity source document with the Applicant to confirm the identity of
the Applicant. The Registrar will then record the document title,

Usually SE 85, SE SSP.or SF 86 (other OPM designated checks may be acceptable).
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Department of EKnergy
Privacy Impact Assessment (PIA) for Personal dentity Verification (PIV) System
Project’s Unique 1D: 019-60-01-17-01-8062-04-404-140 Date: October 21, 2005

document issuing authority, document nunber. and document
expiration date (i any) for both identity source documents. The
Registrar also ensures the collection of fingerprints and a photograph
of the mdividual.

h. How will data be checked for completeness?

The data will be manually or electronically reviewed for completeness.

¢, is the data current? What steps or procedures are taken to
ensure the data is current and not out-of-date?

The Registrar will verify the two forms of identification for timehiness,
relevance, and accuracy.

d. Are the data elements described in detail and documented?
Yes.

D.ATTRIBUTES OF THE DATA:

1) Is the use of the data both relevant and necessary to the purpose for
which the system is being designed?

Yes.

2) Will the system derive new data or create previously unavailable data
about an individual through aggregation from the information collected,
and how will this be maintained and filed?

No.

3) Will the new data be placed in the individual’s record?

N/A

4) Can the system make determinations about employees/public that would
not be possible without the new data?

5y How will the new data be verified for relevance and accuracy?

NYA
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Department of Energy
Privacy Impact Assessment {(PIA) for Personal Identity Verification (P1V) Svstem
Project’s Unique 1D: 019-60-01-17-01-8062-04-404-140 Date: October 21, 2003

6) 1 the data is being consolidated, what controls are in place to protect the
data from unauthorized access or use?

NCA

71 1f processes are being consolidated, are the proper controls remaining in
place to protect the data and prevent unauthorized accesy?

NAA

83 How will data be retvieved? Does a personal identifier retrieve the data?
I ves, explain and list the identifiers that will be used to retrieve
information on the individual.

ata may be retrieved by pamce and/or a umique file identification.
Data may be retnieved by name and/or o unique file identificat

9} What Kinds of reports can be produced on individuals? What will be the
use of these reports? Who will have access to them?

Nf;.f\

10) What opportunities do individuals have to decline to provide information
(i.e., where providing information is voluntary) or to consent to
particular uses of the information (other than required or anthorized

uses), and how individuals can grant consent.)

An mdividual may dechine to provide the information necessary for identity
provfing; however, such a refusal may preventissuance of a PIV Card.

E. Maintenance and Administrative Controls:

1) I the system is operated in more than one site, how will consistent use of
the system and data be maintained in all sites?

Consistent use of this system across the DOE complex will be maintained by
apphicable DO pohicy (includimg DQLE M 4704.2-2, Physical Protection, and
DOL M 20510, Cyvber Security for Risk Munagement) and Federal law (including
Privacy Act, 5 US.CL552a, and F-Government Act of 2002, 44 U.S.C. 30 (2002)).
Lach person granted access to the system must be authorzed in accordance with
DOL policy and Federal law.
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Department of Energy
Privaecy Impact Assessment (P1A) for Personal 1dentity Verification (P1V) Svstem
Project’s Unique 1D 019-60-01-17-01-8062-04-404-140 Date: October 21, 2005

2} What are the retention periods of data in the system?

fnformation will be rerained according 1o DOE Admmisirative Records Schedule
1 Space and Admmistranve Records dated 12722700,

3) What are the procedures for disposition of the data at the end of the
retention period? How long will the reports produced be Kept? Where are
the procedures documented?

According to DOE Administrative Records Schedule 111 Space and

Adninistrative Records dated 12/22/00. these records will be destroyed after

appropriately accounting for the PIV card.

4) Is the system using technologies in ways that the DOE has not previously
employed (e.g., mouitoring software, Smart Cavds, Caller-1D)?

No.
5) How does the use of this technology affect public/employee privacy?
N/A

6) Will this systems provide the capability to identify, locate, and monitor
individuals?

No.

7) What kinds of information are collected as a function of the monitoring of
individuals?

None.
8) What controls will be used to prevent unauthorized monitoring?
‘\,\

9) Under which Privacy Act system of records notice does the system
vperate?

DOLE-31, Employee und Visitor Access Control Records

DOE-52, Access Control Records of International Visits, Assignments, and
Employment at DOE facilities and Contractor Sites
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Department of Energy
Privacy Limpact Assessment {PLA) for Personal Identity Verification {PIV) Svstem
Project’s Unique 1D: 019-60-01-17-01-8062-04-404-140 Date: October 24, 2005

10) 1f the system is being modified, will the Privacy Act system of records
notice require amendment or revision?

Yes
£ Aceess 1o Data:
1) Who will have access to the data in the system?
Designated Federal and contractor employees.
2y How is access to the data by a user determined?

Access to data s derermined by evaluation of personnel job vesponsibilities and
functions.

3) Will users have access to all data on the system or will the user’s access be
restricted?

Access will be restricted 1o job roles and responsibilities.

4) What controls are in place to prevent the misuse (e.g., unauthorized
browsing) of data by those having access?

Technical and administrative controls are in place to prevent the misuse of data by
individuals with access. The technical controls include restricted access via user-
1d and password based on user responsibility and job function.

All system team members (Federal and contractor) are required to take the DOE
standard cyber secunty certification course as a necessary prerequisite for the
system access. Rules of behavior and consequences for violating the rules are
displaved to the user cach time the user logs onto the system. Administrative
controls include non-disclosure agreements, separation of duties so individuals
only have access to pertinent preces of personal information. and use of system
audit logs 1o monitor access and user acuvity in the system,
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Depariment of Energy
acv Impact Assessment (P1A) for Per sonal Hdentity Verification (PI1V) System

Project’s Unique 1D: 019-60-01-17-01-8062- 04-404-140 Date: October 21, 2003

53 Are contractors invelved with the design and development of the system
and will they be involved with the maintenance of the system? i ves, were
Privacy Act contract clauses inserted in their contracts and other regulatory
measures addressed?

Yoes,

A new systenn is not being developed; however, contractors with Privacy Act
contract chiuses in aceordance with Section M of the Privacy At nserted i their

contracts are involved in the mamtenance of the existing system.

6) Do other systems share data or have access to the data in the system? If
ves, explain.

No.

7) Who will be responsible for protecting the privacy rights of the public and
employees affected by the interface?

Director, Office of Management.

8) Will other agencies share data or have access to the data in this system?
No.

9) How will the data be used by the other agency?

10) Who is responsible for assuring proper use of the data?

NAA
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Deparvtment of Energy
Privacy Impact Assessment (PIA) for Personal Identity Verification (P1V) System
Project’s Unigue 1D: 019-60-01-17-01-8062-04-404-140 Date: October 21, 2005

The Followinge Officials Have Approved this Document

1) Svstem Munager

~ {Signature) o 7 {Date)

Name: Frederick Catoe

Title: PV Project Muanager

2) Privacy Act Officer

f
A(’/J"ZQJ(LW - (Signature) 921 0> (Date)
&

Namu: Abel Lopez

Title: Freedom of Information Act and Privacy Act Officer

3) Chief Information Officer

AN f)
\-(QV_‘ };_k{ . N (Signature) (OID‘*\{ o5 (Date)
Name: Rosita Parkes

Title: DOE Chief Information Officer
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