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Please answer questions as completely as possible.  Do not make references to other documents unless they are in electronic form and returned with this questionnaire.
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	Corporate
	Charter or Certificate Number
	Exam Date

	
	
	


	Area of Review
	Category

	303.1-Internet System Application Controls
	Account policies and restrictions


	Question #
	Question
	YesNoNa

	303.1-q001
	Describe the process for establishing new accounts.
	

	Comment
	

	303.1-q002
	Are users required to provide validation at initial logon?
	

	Comment
	

	303.1-q003
	What are the password requirements?        
	

	Comment
	

	303.1-q004
	Is there a minimum length for passwords?
	

	Comment
	

	303.1-q005
	Are passwords stored in an encrypted file?
	

	Comment
	

	303.1-q006
	Are accounts locked out after invalid logon attempts?
	

	Comment
	

	303.1-q007
	Who has the authority to unlock accounts?  Is this restricted to administrators?
	

	Comment
	

	303.1-q008
	Is access to the system restricted to the credit union’s business hours?
	

	Comment
	

	303.1-q009
	Please identify all users with Administrative authority.
	

	Comment
	

	303.1-q010
	Are accounts monitored for inactivity?
	

	Comment
	

	303.1-q011
	How are users authenticated at initial logon?
	

	Comment
	

	303.1-q012
	Describe procedures for closing out accounts.
	

	Comment
	


	Area of Review
	Category

	303.1-Internet System Application Controls
	Financial Controls


	Question #
	Question
	YesNoNa

	303.1-q013
	Please describe the procedures for controlling large, sensitive financial transactions.
	

	Comment
	


	Area of Review
	Category

	303.1-Internet System Application Controls
	Review of Audit logs


	Question #
	Question
	YesNoNa

	303.1-q014
	Please describe what activities are sent to journal logs.
	

	Comment
	

	303.1-q015
	Are invalid logon attempts logged?
	

	Comment
	

	303.1-q016
	Are administrative activities logged?  (These activities are new accounts, closing accounts, account maintenance, and other functions specific to the application itself that might require administrative authority.  For example, data file reorganizations or data backups).
	

	Comment
	

	303.1-q017
	Are transactions involving wires or dual authorities logged?
	

	Comment
	

	303.1-q018
	Are audit log reports addressed to appropriate management and properly controlled?
	

	Comment
	


	Area of Review
	Category

	303.1-Internet System Application Controls
	Review of agreement


	Question #
	Question
	YesNoNa

	303.1-q019
	Has the agreement been prepared or reviewed by the corporates legal counsel?
	

	Comment
	

	303.1-q020
	Does the agreement address the responsibilities of both parties on security?
	

	Comment
	

	303.1-q021
	Does the agreement limit liability of the corporate with respect to unauthorized or fraudulent use of the system by the corporate credit union member?
	

	Comment
	

	303.1-q022
	Does the agreement cover the responsibility of the corporate with respect to unauthorized use by corporate employees or outside intrusion attempts?
	

	Comment
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