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Comments: 

Ms. Culnan’s current research interests include the privacy issues raised by electronic 
marketing and the consumer security issues related to critical infrastructure protection.  She 
provided a study she co-authored with George R. Milne from the Isenberg School of 
Management at the University of Massachusetts - Amherst, titled: “Strategies for Reducing 
Online Privacy Risks: Why Consumers Read (Or Don’t Read) Online Privacy Notices” 
(published version attached, Journal of Interactive Marketing, Summer 2004). 

Ms. Culnan has worked with the Center for Information Policy Leadership as well as 
with consumer groups, but she spoke to the group on her own behalf. 

Ms. Culnan reviewed surveys to see how people look at notices. These showed: 
(1) notices help people manage the risks of disclosing information to certain groups; (2) they 
help to control unwanted marketing and identity theft; (3) a good notice should help people make 
choices across companies; comparison is important; and (4) for businesses, the notice is 
potentially a competitive advantage, though she did note that there are compliance and liability 
issues for a short notice. 

Ms. Culnan said there is no question that the current notices are not working. The issue 
is how to make them more effective.  In the paper world, notices are only one tool that 
consumers use.  They also look to their experience, seals, and the company brand.  For people 
who read privacy notices, the notices are useful when they improve consumers’ comprehension 
and trust. 

On the question of a short notice only, Ms. Culnan said that people are not reading the 
long notices. She stated that delivery of only the short notice is supportable so long as the longer 
notice is accessible. She thought it important for a notice to highlight any changes made from 
the previous notice and that it include the amended date at the top. 

Ms. Culnan cautioned that opt-out rates are not the measure of the effectiveness of a 
notice. Under GLB, the opt-out is limited; consumers may not act because they have a long 
relationship with particular financial institutions; it is too hard to opt out; or they don’t 
understand the practice. 

Goals. Ms. Culnan observed that there is not much data on what should go into a short 
notice. She said notices should track risk issues, for example, subsequent uses for marketing by 
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either affiliated or nonaffiliated third parties, as well as security issues raised by transferring the 
information.  She has looked to the experiences with the food label and said we can learn much 
from that literature.  Food labels work because they have a reference, the daily allowance. In the 
realm of privacy, a major issue is the lack of standard language which creates the potential for 
ambiguity and puffy language.  Also, while the food label and privacy notice provide 
information, the consumer has control over the food he or she eats, but no control over 
information flows. 

Format. Ms. Culnan stated that the idea behind Appendix B to the ANPR is good – 
limited to one page with check-off boxes for yes or no – but that the print is too small.  She 
stated that any statement that a company “may” share information should be marked as “yes” – it 
does share information.  Such a position contemplates uses that may change over time.  While 
she liked the format of Appendix A – it had large print and was clearly presented – the notice 
was too long. She noted that surveys show that people are most concerned about sharing and 
security risks, and said we should test for the need for a security statement.  Her view is that all 
the notices say the same thing about security so it’s likely not necessary. 

Ms. Culnan said that a short notice should be standard in design and language. While 
standardization is the goal, Ms. Culnan said that any regulation should preserve flexibility for 
financial institutions that go beyond the requirements of the law.  She said that the Direct 
Marketing Association policy generator has boxes for members to check if their practices go 
beyond the legal requirements.  For a template design, Ms. Culnan agreed that the design could 
include one box for companies to use for whatever additional information they want to convey to 
consumers. 

Placement of the “action piece” is also important.  A key to an effective notice is 
standard format: over time, people get used to looking for certain information in a certain place. 

Vocabulary. Ms. Culnan noted that the challenge is how to express terms in standard 
ways, for example, “sharing” and “affiliate.” 

Mandatory vs. voluntary compliance. Ms. Culnan stated that even if a short notice is not 
mandated, the agencies can use their “bully pulpit” to encourage companies to use the short 
notice and use it as an opportunity to develop standards. She would encourage companies to do 
further research and testing on their short notices and provide the data to the agencies. 

Consumer education. Ms. Culnan stressed that the privacy notice should not be an 
education tool. She noted that Alan Levy made this same point with regard to food labels.  She 
observed that education about how data is used is a huge challenge. She made reference to a 
finding in the Turow study that people believe a privacy policy means consumer privacy is 
protected. 

Consumer testing. Ms. Culnan referred to consumer testing research by the Center for 
Information Policy Leadership.  While she noted that focus groups are a good starting point, they 
are not necessarily representative of the group’s views since one strong individual can dominate 
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the discussion. Moreover, focus groups can tell the tester what they like or don’t like; they don’t 
provide information on how to make the forms better.  She suggested that the agencies should do 
more systematic testing. 

For the test methodology, Ms. Culnan recommended creating sample notices with 
different formats and testing these randomly on consumers to examine how well consumers can 
do particular tasks and test for comprehension. 
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Nutritional Labels vs. Privacy Notices

Characteristics of Notice for the First Exchange vs. Second Exchange


Characteristic 
Value proposition of exchange 

Example 
Coverage 
Purose 

Existig laws


Basis for regulation 
Label Definition 

Reference Information to


faciltate decision-makin 
Label Formt 

Risks of partcipation in exchange 

Abilty of consumer to control 
risks related to exchange 

Method of risk control 

Externalities 

Are risks comparable across 
offerigs? 
Is information to address risk 
potentially available and 
comprehensible? 
Can providig informtion


facilitate safe use?

How serious is the risk

Given appropriate inormtion

can consumer control risk?


Mary I.Cuman 
Bentley College


First Exchan 
Money for value (goods or services) 

Nutrtional label 


Food products 
Risk miation 
Promote inormed consumer choice 
about whether to purchase a 
product versus alternatives 
Reduce likelihood of deception by 
sellers 
Promote fair competition among 
sellers 

NLEA 
Unfair or deceptive practices 
Format and content specified by 
regulations; standard vocabulary and 
lan e; numeric information. 
% ofRDA 

On product: Flat 2-dimensional. 
Online: may be hyperlined to facilitate 
navigation 
Allergic reaction, consume undesirable 
ingredients (e.g. fat) 

High. Product is fixed at purchase 
and consumer controls subsequent 
use. 
Do not purchase or consume product; 
restrct consumtion 
Risks and benefits borne largely by 
same individual 
Yes 

Yes 

Yes 

Low 
Yes 

Second Exchan 
Personal inormtion for value 
(enhanced service, personalization 
etc) 
Privacy notice 
Collection of personal inormtion 

Risk miation 
Promote inormed consumer 
choice about whether to 
disclose personal inormtion 
versus alternatives 
Reduce lielihood of


deception by sellers 
Promote fair competition 
among sellers 

GLBA, HIP AA, COPPA 
Unfair or deceptive practices 
Content specifed by regulation 
or self-regulation; no standard 
vocabulary or lan e; text. 
None 

Offine: Flat 2-dimensional. 
Online: may be hyperlined to 
facilitate navigation 
Identity theft, unwanted maketig 
communcations, general loss of 
control over futue uses of personal 
inormtion 
Low. Future uses of information 
are controlled by firm and may 
not be known at disclosure 
Do not disclose inormtion; 
disclose false informtion 
Risks and benefits borne largely by 
same individual 
Yes 

Yes but people may not be aware 
of or understand the risks 

Yes 

Low 
Yes for curent uses, Maybe for 
futue uses


Adapted from Susan G. Hadden, Read the Label: Reducing Risk by Providig Informtion, Westview Press, 1986. 
Bold items reflect challenges in developing a "short" privacy notice. 
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