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Introduction

Federal agencies and private sector
organizations cannot protect the con-
fidentiality, integrity, and availability
of information in today’s highly net-
worked systems environment without
ensuring that all people involved in
using and managing information

technology (IT):

0 Understand their roles and respon-
sibilities related to the organiza-
tional mission;

0 Understand the organization’s I'T
security policy, procedures, and
practices; and

0 Possess at least adequate knowledge
of the various management, opera-
tional, and technical controls
required and available to protect the
IT resources for which they are
responsible.

As cited in audit reports, periodicals,
and conference presentations, the I'T
security professional community
understands that people are one of the
weakest links in attempts to secure
systems and networks. The people fac-
tor - not technology - is key to provid-
ing an adequate and appropriate level
of security. If people are the key, but
are also a weak link, more and better
attention must be paid to this asset. A
robust and enterprisewide awareness
and training program is paramount to
ensuring that people understand their
IT security responsibilities, and prop-
erly use and protect the IT resources
entrusted to them.

NIST Special Publication (SP) 800-
50, Building an Information Technol-
ogy Security Awareness and Training

Program, by Mark Wilson and Joan
Hash, provides guidelines that can
help federal departments and agencies
meet their security training responsi-
bilities contained in the Federal Infor-
mation Security Management Act
(FISMA) and Office of Management
and Budget (OMB) guidance. The
document gives guidance for building
and maintaining a comprehensive
awareness and training program, as
part of an organization’s IT security
program. This /7L Bulletin summa-
rizes NIST SP 800-50, which is avail-
able at http://csre.nist.gov/
publications/nistpubs/index.html.

The document is a companion publica-
tion to NIST SP 800-16, Information
Technology Security Training Require-
ments: A Role- and Performance-Based
Model (also available at the above web-
site). The two publications are com-
plementary; SP 800-50 works at a
higher strategic level, discussing how
to build an IT security awareness and
training program, while SP 800-16
addresses a more tactical level, describ-
ing an approach to role-based IT secu-
rity training.

The agency IT security program pol-
icy should contain a clear and distinct
section devoted to agencywide
requirements for the awareness and
training program. Topics docu-
mented within the awareness and
training program policy should
include roles and responsibilities,
development of program strategy and
a program plan, implementation of
the program plan, and maintenance of
the awareness and training program.

Components: Awareness, Training,
Education, and Certification

A successful IT security program
consists of:

0 developing IT security policy that
reflects business needs tempered by
known risks;

Continued on page 2

ITL Bulletins are published by the
Information Technology Laboratory
(ITL) of the National Institute of
Standards and Technology (NIST).
Each bulletin presents an in-depth
discussion of a single topic of significant
interest to the information systems
community. Bulletins are issued on
an as-needed basis and are available
from ITL Publications, National
Institute of Standards and Technology,
100 Bureau Drive, Stop 8901,
Gaithersburg, MD 20899-8901,
telephone (301) 975-2832. To be
placed on a mailing list to receive
future bulletins, send your name,
organization, and business address to
this office. You will be placed on this
mailing list only.
Bulletins issued since June 2002
3 Contingency Planning Guide for
Information Technology Systems, June
2002
3 Overview: The Government Smart Card
Interoperability Specification, July
2002
O Cryprographic Standards and Guidelines: A
Status Report, September 2002
O Security Patches and the CVE Vulnerability
Naming Scheme: Tools to Address Computer
System Vulnerabilities, October 2002

O Security for Telecommuting and Broadband
Communications, November 2002

3 Security of Public Web Servers, December
2002

3 Security of Electronic Mail, January
2003

O Secure Interconnections for Information
Technology Systems, February 2003

3 Security for Wireless Networks and Devices,
March 2003

O ASSET: Security Assessment Tool for Federal
Agencies, June 2003

O Testing Intrusion Detection Systems, July
2003

O IT Security Metrics, August 2003

N H National Institute of Standards and Technology ¢ Technology Administration e U.S. Department of Commerce




2

October 2003

0 informing users of their IT security
responsibilities (through awareness
and training), as documented in
agency security policy and
procedures; and

0 establishing processes for monitor-
ing, reviewing, and updating the
program.

An awareness and training program is
crucial, in that it is he vehicle for dis-
seminating information that users,
including managers, need in order to
do their jobs. In the case of an IT
security program, it is zbe vehicle to be
used to communicate security require-
ments across the enterprise.

An effective I'T security awareness and
training program explains proper rules
of behavior for the use of agency IT
systems and information. The pro-
gram communicates I'T security poli-
cies and procedures that need to be
followed. This must precede and lay
the basis for any sanctions imposed
due to noncompliance. Through
awareness and training, users first
should be informed of the expecta-
tions. Accountability must be derived
from a fully informed, well-trained,
and aware workforce.

Awareness: Security awareness efforts
are designed to change behavior or
reinforce good security practices.
Awareness is not training. The pur-
pose of awareness presentations is sim-
ply to focus attention on security.
Awareness presentations are intended
to allow individuals to recognize IT
security concerns and respond accord-
ingly. Awareness relies on reaching

ITL Bulletins Via E-Mail

We now offer the option of delivering
your ITL Bulletins in ASCII format
directly to your e-mail address. To
subscribe to this service, send an e-mail
message from your business e-mail
account to listproc@nist.gov with the
message subscribe itl-bulletin, and your
name, e.g., John Doe. For instructions
on using listproc, send a message to
listproc@nist.gov with the message
HELP. To have the bulletin sent to an
e-mail address other than the From
address, contact the ITL editor at
301-975-2832 or

elizabeth.lennon@nist.gov.

broad audiences with attractive pack-
aging techniques. Training is more
formal, having a goal of building
knowledge and skills to facilitate the
job performance.

Training: Training strives to produce
relevant and needed security skills and
competencies. The most significant
difference between training and
awareness is that training seeks to
teach skills that allow a person to per-
form a specific function, while aware-
ness seeks to focus an individual’s
attention on an issue or set of issues.

Education: Education integrates all of
the security skills and competencies of
the various functional specialties into
a common body of knowledge, adds a
multidisciplinary study of concepts,
issues, and principles (technological
and social), and strives to produce IT
security specialists and professionals
capable of vision and proactive
response.

Certification: Professional develop-
ment is intended to ensure that users,
from beginner to the career security
professional, possess a required level of
knowledge and competence necessary
for their roles. Professional develop-
ment validates skills through certifica-
tion. Such development and successful
certification can be termed “profes-
sionalization.” The preparatory work
to testing for such a certification nor-
mally includes study of a prescribed
body of knowledge or technical curric-
ulum, and may be supplemented by
on-the-job experience.

The movement toward professional-
ization within the IT security field can
be seen among IT security officers, IT
security auditors, I'T contractors, and
system/network administrators and is
evolving. There are two types of certi-
fication: general and technical. The
general certification focuses on estab-
lishing a foundation of knowledge on
the many aspects of the IT security
profession. The technical certification
focuses primarily on the technical
security issues related to specific plat-
forms, operating systems, vendor
products, etc.

Some agencies and organizations focus
on IT security professionals with certi-
fications as part of their recruitment
efforts. Other organizations offer pay

raises and bonuses to retain employees
with certifications and encourage oth-
ers in the IT security field to seek
certification.

Designing, Developing, and
Implementing an Awareness
and Training Program

The development of an IT security
awareness and training program
involves three major steps:

0 designing the program (including
the development of the IT security
awareness and training program

plan),

0 developing the awareness and train-
ing material, and

0 implementing the program.

Even a small amount of IT security
awareness and training can go a long
way toward improving the I'T security
posture of, and vigilance within, an
organization.

Designing: Awareness and training
programs must be designed with the
organization mission in mind. The
awareness and training program must
support the business needs of the orga-
nization and be relevant to the organi-
zation’s culture and IT architecture.
The most successful programs are those
that users feel are relevant to the subject
matter and issues presented.

Designing an I'T security awareness
and training program answers the
question “What is our plan for devel-
oping and implementing awareness
and training opportunities that are
compliant with existing directives?” In
the design step of the program, the
agency’s awareness and training needs
are identified, an effective agencywide
awareness and training plan is devel-
oped, organizational buy-in is sought
and secured, and priorities are

established.

Developing: Once the awareness and
training program has been designed,
supporting material can be devel-
oped. Material should be developed
with the following in mind:

O “What behavior do we want to
. P’)
reinforce?” (awareness); and

Q “What skill or skills do we want the
audience to learn and apply?”
(training).
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In both cases, the focus should be on
specific material that the participants
should integrate into their jobs.
Attendees will pay attention and
incorporate what they see or hear in a
session if they feel that the material
was developed specifically for them.
Any presentation that feels canned —
impersonal and so general as to apply
to any audience — will be filed away as
just another of the annual “we’re here
because we have to be here” sessions.
An awareness and training program
can be effective, however, if the mate-
rial is interesting and current.

The awareness audience must include
all users in an organization. Users may
include employees, contractors, for-
eign or domestic guest researchers,
other agency personnel, visitors,
guests, and other collaborators or asso-
ciates requiring access. The message to
be spread through an awareness pro-
gram, or campaign, should make all
individuals aware of their commonly
shared I'T security responsibilities. On
the other hand, the message in a train-
ing class is directed at a specific audi-
ence. The message in training material
should include everything related to
security that attendees need to know
in order to perform their jobs. Train-
ing material is usually far more in-
depth than material used in an aware-
ness session or campaign.

Implementing: An IT security aware-
ness and training program should be
implemented only after a needs assess-
ment has been conducted, a strategy
has been developed, an awareness and

Who we are

The Information Technology Laboratory
(ITL) is a major research component of
the National Institute of Standards and
Technology (NIST) of the Technology
Administration, U.S. Department of
Commerce. We develop tests and
measurement methods, reference data,
proof-of-concept implementations, and
technical analyses that help to advance the
development and use of new information
technology. We seek to overcome barriers
to the efficient use of information
technology, and to make systems more
interoperable, easily usable, scalable, and
secure than they are today. Our website is
hetp://www.itl.nist.gov/.

training program plan for implement-
ing that strategy has been completed,
and awareness and training material
has been developed.

The program’s implementation must
be fully explained to the organization
to achieve support for its implementa-
tion and commitment of necessary
resources. This explanation includes
expectations of agency management
and staff support, as well as expected
results of the program and benefits to
the organization. Funding issues must
also be addressed. For example, agency
managers must know if the cost to
implement the awareness and training
program will be totally funded by the
Chief Information Officer (CIO) or
IT security program budget, or if their
budgets will be impacted to cover
their share of the expense of imple-
menting the program. It is essential
that everyone involved in the imple-
mentation of the program understand
their roles and responsibilities. In
addition, schedules and completion
requirements must be communicated.

Once the plan for implementing the
awareness and training program has
been explained to (and accepted by)
agency management, the implementa-
tion can begin. A number of ways
exist for awareness and training mate-
rial to be presented and disseminated
throughout an organization. Agencies
should tailor their implementation to
the size, organization, and complexity
of their enterprise. See NIST SP 800-
50, Section 5, for techniques for deliv-
ering awareness and training material.

Post-Implementation

An organization’s I'T security awareness
and training program can quickly
become obsolete if sufficient attention is
not paid to technology advancements,
IT infrastructure and organizational
changes, and shifts in organizational
mission and priorities. CIOs and IT
security program managers need to be
cognizant of this potential problem and
incorporate mechanisms into their
strategy to ensure the program contin-
ues to be relevant and compliant with
overall objectives. Continuous improve-
ment should always be the theme for
security awareness and training initia-
tives, as this is one area where “you can
never do enough.”

Monitoring Compliance: Once the
program has been implemented, pro-
cesses must be put in place to monitor
compliance and effectiveness. An auto-
mated tracking system should be
designed to capture key information
regarding program activity (e.g.,
courses, dates, audience, costs, sources).
The tracking system should capture
this data at an agency level, so that it
can be used to provide enterprisewide
analysis and reporting regarding aware-
ness, training, and education initiatives.

Tracking compliance involves assess-
ing the status of the program as indi-
cated by the database information and
mapping it to standards established by
the agency. Reports can be generated
and used to identify gaps or problems.
Corrective action and necessary follow-
up can then be taken. This may take
the form of formal reminders to man-
agement; additional awareness, train-
ing, or education offerings; and/or the
establishment of a corrective plan with
scheduled completion dates.

Evaluation and Feedback: Formal
evaluation and feedback mechanisms
are critical components of any security
awareness, training, and education
program. Continuous improvement
cannot occur without a good sense of
how the existing program is working.
In addition, the feedback mechanism
must be designed to address objectives
initially established for the program.
Once the baseline requirements have
been solidified, a feedback strategy can
be designed and implemented. Vari-
ous evaluation and feedback mecha-
nisms that can be used to update the
awareness and training program plan
include surveys, evaluation forms,
independent observation, status
reports, interviews, focus groups, tech-
nology shifts, and benchmarking.

A feedback strategy needs to incorpo-
rate elements that will address quality,
scope, deployment method (e.g., web-
based, onsite, offsite), level of diffi-
culty, ease of use, duration of session,
relevancy, currency, and suggestions
for modification.

Managing Change: It will be necessary
to ensure that the program, as struc-
tured, continues to be updated as new
technology and associated security issues
emerge. Training needs will shift as new
skills and capabilities become necessary
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to respond to new architectural and
technology changes. A change in the
organizational mission and/or objectives
can also influence ideas regarding how
best to design training venues and con-
tent. Emerging issues, such as homeland
defense, will also impact the nature and
extent of security awareness activities
necessary to keep users informed/edu-
cated about the latest exploits and coun-
termeasures. New laws and court
decisions may also impact agency policy
that, in turn, may affect the develop-
ment and/or implementation of aware-
ness and training material. Finally, as
security directives change or are
updated, awareness and training mate-
rial should reflect these changes.

Program Success Indicators: CIOs,
program officials, and IT security pro-
gram managers should be primary
advocates for continuous improve-
ment and for supporting an agency’s
security awareness, training, and edu-
cation program. It is critical that
everyone be capable and willing to
carry out their assigned security roles
in the organization. In security, the
phrase, only as strong as the weakest
link, is true. Securing an organization’s
information and infrastructure is a
team effort. Listed below are some key
indicators to gauge the support for,
and acceptance of, the program.
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0 Sufficient funding to implement the
agreed-upon strategy.

0 Appropriate organizational place-
ment to enable those with key
responsibilities (CIO, program offi-
cials, and IT security program man-
ager) to effectively implement the
strategy.

0 Support for broad distribution (e.g.,
web, e-mail, TV) and posting of
security awareness items.

0 Executive/senior-level messages to
staff regarding security (e.g., staff
meetings, broadcasts to all users by
agency head).

0 Use of metrics (e.g., to indicate a
decline in security incidents or vio-
lations, indicate that the gap
between existing awareness and
training coverage and identified
needs is shrinking, the percentage of
users being exposed to awareness
material is increasing, the percent-
age of users with significant security
responsibilities being appropriately
trained is increasing).

0 Managers do not use their status in
the organization to avoid security
controls that are consistently

adhered to by the rank and file.

0 Level of attendance at mandatory
security forums/briefings.

0 Recognition of security contribu-
tions (e.g., awards, contests).

0 Motivation demonstrated by those
playing key roles in managing/coor-
dinating the security program.

Conclusion

Government and industry organiza-
tions must protect the confidentiality,
integrity, and availability of informa-
tion in today’s highly networked sys-
tems environment. A robust I'T
security awareness and training pro-
gram, as part of the overall I'T security
program, gives users the needed tools
and information to protect an agency’s
vital information resources. Address-
ing the people factor is key to ensuring
an adequate and appropriate level of
IT security within an organization,
large or small. We invite you to visit
our Computer Security Resource Cen-
ter at http://csre.nist.gov for more
information on a wide range of IT
security topics.

Disclaimer

Any mention of commercial products or reference
to commercial organizations is for information
only; it does not imply recommendation or endorse-
ment by NIST nor does it imply that the products
mentioned are necessarily the best available for the

purpose.
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