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Introduction

Recent advances in information tech-
nologies and the proliferation of com-
puting systems and networks
worldwide have raised the level of
concern about security in both the
public and private sectors. Security
concerns are motivated by an increas-
ing use of information technology (IT)
products and systems throughout gov-
ernment and industry in a variety of
areas—from electronic commerce to
national defense. Consumers have
access to a growing number of
security-enhanced IT products with
different capabilities and limitations
and must make important decisions
about which products provide an
appropriate degree of protection for
their information.

To help consumers select commercial
oft-the-shelf IT products that meet
their security requirements and to help
manufacturers of those products gain
acceptance in the global marketplace,
NIST and the National Security Agency
(NSA) have established a program
under the National Information Assur-
ance Partnership (NIAP) to evaluate IT
product conformance using interna-
tional standards. The program, offi-
cially known as the NIAP Common
Criteria Evaluation and Validation
Scheme (CCEVS) for IT Security, or
Common Criteria Scheme in abbrevi-
ated form, is a partnership between
the public and private sectors.

What is Product Evaluation
and Validation?

IT security is defined as the protection
of information from unauthorized dis-
closure, modification, or loss of use by
countering threats to that information

arising from human or systems-
generated activities, malicious or oth-
erwise. Countering threats to an IT
product (e.g., firewalls, databases,
operating systems) and mitigating risk
helps to protect the confidentiality and
integrity of information and also
ensure its availability.

Consumers of IT products need to
have confidence in the security fea-
tures of those products. Consumers
need to be able to compare various
products to understand their capabili-
ties and limitations. Confidence in a
particular IT product can be based on
the reputation of the developer, past
experience with the developer, or the
demonstrated competence of the
developer in building products
through recognized assessments. The
consumer could also test the product
directly and obtain the necessary
results. Dependence on reputation
lacks measurable results and testing
requires substantial, costly duplication
of effort.

The Common Criteria Scheme enables
consumers to obtain an impartial
assessment of an IT product by an
independent laboratory. This security
evaluation includes an analysis of the
IT product and the testing of the prod-
uct for conformance to a set of security
requirements. The specific IT product
being evaluated is referred to as the
Target of Evaluation (TOE). The secu-
rity requirements for that product are
described in its security target. IT secu-
rity evaluations are composed from
analysis and testing, distinguishing
these activities from the more tradi-
tional forms of conformance testing in
other areas. All of these activities are
carried out using recognized standards
and procedures.

To increase consistency among IT
security laboratories, the CCEVS
reviews the final evaluation results.
This review provides independent
confirmation that an IT security evalu-
ation has been conducted in accor-
dance with the provisions of the
Continued on page 2

ITL Bulletins are published by the
Information Technology Laboratory
(TL) of the National Institute of
Standards and Technology (NIST).
Each bulletin presents an in-depth
discussion of a single topic of
significant interest to the information
systems community. Bulletins are
issued on an as-needed basis and
are available from ITL Publications,
National Institute of Standards and
Technology, 100 Bureau Drive, Stop
8901, Gaithersburg, MD 20899-8901,
telephone (301) 975-2832. To be
placed on a mailing list to receive
future bulletins, send your name,
organization, and business address to
this office. You will be placed on this
mailing list only.

Bulletins issued since April 1999

0 Guide for Developing Security Plans
Jor Information Technology Systems,
April 1999

0O Computer Attacks: What They Are
and How to Defend Against Them,
May 1999

0 The Advanced Encryption Standard:
A Status Report, August 1999

0 Securing Web Servers, September 1999

0 Acquiring and Deploying Intrusion
Detection Systems, November 1999

0 Operating System Security: Adding
to the Arsenal of Security
Techniques, December 1999

0 Guideline for Implementing
Cryptography in the Federal
Government, February 2000

a Security Implications of Active
Content, March 2000

0 Mitigating Emerging Hacker
Threats, June 2000

0 Identifying Critical Patches with
ICAT; July 2000

a Security for Private Branch
Exchange Systems, August 2000

0 XML Technologies, September 2000

NH National Institute of Standards and Technology ¢ Technology Administration e U.S. Department of Commerce




2

October 2000

scheme and that the conclusions of the
laboratory are consistent with the facts
presented in the evaluation. This
review, known as validation, is
intended to promote consistency of IT
security evaluations and comparabil-
ity of results for all evaluations con-
ducted within the scheme.

The evaluation, the independent vali-
dation of evaluation results, and the
documentation resulting from these
processes provide valuable informa-
tion for consumers about the security
capability of IT products. However,
consumers will still need to review this
information carefully and assess its
applicability to their needs (e.g., the
situation and operating environment
in which the product will actually be
used).

Scheme Objectives

NIAP has the following objectives in
developing, operating, and maintain-
ing an evaluation and validation
scheme:

m To meet the needs of government
and industry for cost-effective evalu-
ation of IT products;

m To encourage the growth of inde-
pendent commercial security test-
ing laboratories and the
development of a private sector
security testing industry;

m To ensure that security evaluations
of IT products are performed using
specific international standards;

m To increase the availability of evalu-
ated IT products; and

m To participate in international recog-
nition arrangements.

The scheme is intended to serve many
communities of interest with very
diverse roles and responsibilities,
including IT product developers,
product vendors, value-added resell-
ers, systems integrators, I'T security
researchers, acquisition/procurement
authorities, consumers of I'T products,
auditors, and accreditors (individuals
deciding the fitness for operation of
those products within their respective
organizations). Close cooperation
between government and industry is
paramount to the success of the
scheme and the realization of its
objectives.

Scheme Overview

The principal participants in the NIAP
Common Criteria Evaluation and Vali-
dation Scheme are:

m Sponsors of IT Security Evaluations
m NIAP Validation Body (NIST/NSA)

® Common Criteria Testing
Laboratories

In addition to the principal partici-
pants listed above, the NIST National
Voluntary Laboratory Accreditation
Program (NVLAP) plays an important
role in supporting the scheme require-
ments for the use of accredited labora-
tories to perform IT evaluations.

In the context of the Common Criteria
Scheme, a sponsor is the party request-
ing and paying for the security evalua-
tion of an IT product or protection
profile by an accredited testing labora-
tory. The sponsor is often the product
or profile developer, but could also be
a government agency, industry consor-
tium, or other organization seeking to
obtain an IT security evaluation.

CCEVS establishes policies and proce-
dures in the interest of the public and
private sectors. It also provides techni-
cal guidance to those laboratories, val-
idates the results of IT security
evaluations for conformance to the
Common Criteria, and serves as an
interface to other nations on the recog-
nition of such evaluations.

Commercial testing laboratories
accredited by NVLAP and recognized
by the NIAP Validation Body conduct
IT security evaluations. These
approved testing laboratories are
called Common Criteria Testing Labo-
ratories (CCTLs). NVLAP accreditation
is the primary requirement for becom-
ing a CCTL. The purpose of the NVLAP
accreditation is to ensure that laborato-
ries meet the requirements of ISO/IEC
Guide 25, General Requirements for
the Competence of Calibration and
Testing Laboratories, and are compe-
tent to perform the test methods used
for IT security evaluations.

The NIAP Validation Body assesses the
results of a security evaluation con-
ducted by a CCTL within the scheme
and when appropriate, issues a Com-
mon Criteria certificate. The certificate,
together with its associated validation

report, confirms that an IT product or
protection profile has been evaluated
at an accredited testing laboratory
using the Common Methodology for
conformance to the Common Criteria.
The certificate also confirms that the IT
security evaluation has been con-
ducted in accordance with the provi-
sions of the scheme and that the
conclusions of the testing laboratory
are consistent with the evidence pre-
sented during the evaluation.

The CCEVS maintains a NIAP Vali-
dated Products List containing all IT
products and protection profiles suc-
cessfully completing evaluation and
validation under the scheme. CCEVS
will also provide a means to list prod-
ucts and profiles validated by interna-
tional arrangement partners.

Guidance to Consumers

It is important that consumers of IT
products and protection profiles
understand how to interpret the results
of IT security evaluations and valida-
tions. These results are described in
evaluation technical reports produced
by CCTLs and summarized in the asso-
ciated validation reports and Common
Criteria certificates published by the
NIAP Validation Body.

An IT product is typically evaluated in
a controlled laboratory setting. In that
regard, there are some general
assumptions made about the opera-

Who we are

The Information Technology
Laboratory (ITL) is a major research
component of the National Institute
of Standards and Technology (NIST)
of the Technology Administration,
U.S. Department of Commerce. We
develop tests and measurement
methods, reference data, proof-of-
concept implementations, and
technical analyses that help to
advance the development and use
of new information technology. We
seek to overcome barriers to the
efficient use of information
technology, and to make systems
more interoperable, easily usable,
scalable, and secure than they are
today. Our Web site is
http://www.itl.nist.gov/.
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tional environment where the product
is ultimately to be employed subse-
quent to the security evaluation. In
some cases, an evaluated IT product
may be integrated into a more com-
plex configuration of products that
compose an IT system. The actual
environment of use may also be signif-
icantly different from the one
described in the original assumptions
set forth in the security target. In the
end, consumers must assess the over-
all contribution to assurance made by
the evaluated IT product. When mak-
ing assessments, there are several
things a consumer should consider.
They must realize that

m The accuracy and completeness of
security evaluation results are depen-
dent on the accuracy and complete-
ness of the information and
documentation provided to the CCTL
by the sponsor of the evaluation;

m The quality of a security target (i.e.,
security specification) and the
reported results of an IT product
evaluated against that security target
are a function of how well the prod-
uct is able to be described under the
Common Criteria and the degree to
which the Common Methodology
and the derivative test methods are
able to measure conformance to the
security target; and

m The security evaluation results are
only applicable to that particular
version and release of the product
in its evaluated configuration.

ITL Bulletins Via E-Mail

We now offer the option of delivering
your ITL Bulletins in ASCII format
directly to your e-mail address. To
subscribe to this service, send an e-mail
message from your business e-mail
account to listproc@nist.gov with the
message subscribe itl-bulletin, and
your name, e.g., John Doe. For
instructions on using listproc, send a
message to listproc@nist.gov with the
message HELP. To have the bulletin
sent to an e-mail address other than the
From address, contact the ITL editor at
301-975-2832 or
elizabeth.lennon@nist.gov.

European
Common Criteria US TCSEC ITSEC

- D: Minimal Protection EO
EALA - -
EAL2 C1: Discretionary Security Protection E1
EAL3 C2: Controlled Access Protection E2
EAL4 B1: Labeled Security Protection E3
EAL5 B2: Structured Protection E4
EAL6 B3: Security Domains E5
EAL7 A1: Verified Design E6

Consumers are responsible for deter-
mining the security impact of installing
or operating an evaluated IT product
in a configuration other than the con-
figuration in which it was evaluated.

Evaluation Assurance Levels

The Common Criteria Evaluation
Assurance Levels (EALs) have been
developed with the goal of preserving
the concepts drawn from the U.S.
TCSEC and European ITSEC so that
results of previous evaluations remain
relevant. Using the table above, gen-
eral equivalency statements are possi-
ble but should be made with caution,
as the levels do not define assurance
in the same manner.

Assurance levels define a scale for
measuring the criteria for the evalua-
tion of Protection Profiles and Security
Targets. EALs are constructed from
assurance components. EALs provide
an increasing scale of requirements
that balances the level of assurance
obtained with the cost and feasibility
of acquiring that degree of assurance.
There are seven hierarchically ordered
EALs listed below. The increase in
assurance across the levels is accom-
plished by substituting hierarchically
higher assurance components from
the same assurance family and by the
addition of assurance components
from other assurance families.

The seven EALs are as follows:
EALL - functionally tested
EAL2- structurally tested

EAL3 - methodically tested and
checked

EAL4 - methodically designed, tested
and reviewed

EAL5 - semi-formally designed and
tested

EALG - semi-formally verified design
and tested

EAL7 - formally verified design and
tested

Conclusion

The CCEVS will help consumers select
commercial off-the-shelf IT products
that meet their security requirements.
The CCEVS will also provide for con-
sistent evaluation and validation
results. Valuable information for con-
sumers about the security of IT secu-
rity products will be provided.

For More Information

Additional information on the Com-

mon Criteria Evaluation and Validation

Scheme can be found at:
http://niap.nist.gov/cc-scheme.

Disclaimer: Any mention of commercial
products or reference to commercial orga-
nizations is for information only; it does
not imply recommendation or endorse-
ment by the National Institute of Standards
and Technology nor does it imply that the
products mentioned are necessarily the best
available for the purpose.
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