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 DIGITAL FORENSICS:

s computers become an essential part offcaily life, they also are increasingly
qurl as accessories to crimes. Digital fordsics ||F||};-T|'11—- good guys keep up
with the bad quys. / By Melissa Solomon
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AFTER 7-YEAR-OLD DANIELLE van Dam wem
missing from her suburban San Dicgo home in
February 2002, circumstantial evidence quickly led
police to her nelghbor, David Alan Westerfield.
Initially, pelice were stumped by the motive,

However, when they seized his computer and
disks, the police found that motive n the slow of
the moniter. There were tens of thousands of
pornographic images on Zip disks and CDs.

“It helped tie 0 owp,” recalls San Diego County
Depury District Attomey  Jeflfl Dusek, who
prosecuied the case along with Deputy Disirict
Attorney George Clarke, "The [digital (mages)
explained why a scemingly normal 30-vear-old guy,
nice neighborhood, why somebody like that would
do a crime like this. We think be finally got to the
point whe e looking wasn't enough.”

The defense team asserted that it was
Westerfield's then 18-vear-old son who downloaded
the pornography. But experts from the San Diego
Regional Computer Forensics Laboratory (RCFL),
which helped seize and analyze the digital evidence,
showed that factors such as the dates the
pornography was accessod and the file-naming
conventlons pointed to the father, not the son,

Thar digital evidence helped scal the abduction
and murder case against Westerfield.

“l don't understand computers,” acknowledges
Dusek. “That's why these guys [from the RCFL] are
s0 helpful to vs.” He adds that in the van Dam case,
the RCEL personnel were good wimesses and were
able o explain all the computer-related technical
details so the jury could understand them.

As computers have grown ubiguitous in everyvday
life and, in turn. eriminal activities, the gap in
scientifically sound methods (o seize, search,
preserve and analyvze digital evidence has become
glaringly obvious in the law-enforcement communiiy.
That gap has fueled the lghining-fast growth of the
computer/digital fomrnsics field.

“Law enforcement was behind the curve,” savs
David Peters, commander of the University of
IMinois at Chicage (UIC) Police Department

FIGHTING GRIME
ONE BYTE AT ATIME

“Technology s second natare to this generation
of criminals. But its very confusing to us old
dinosaurs.”

To address the problem, in 2003, the American
Society of Crime Laboratory Directors recognized
digital forensics (the application of sclence to the
process of recovering legally sound evidence [rom
computers, cell phones, video cameras and other
forms of technology) as a distinct accredited
discipline. Since then, the ranks of experts devoted
solely o handling computer evidence have multiplied.

Earlier this year, the RCFL program was selected
from a pool of momne than 1,000 candicdates as one of
the top 30 innovations in American government by
the Ash Institute for Democratic Governance and
Innovation ar Harvard University

“It's a very young science.” explains Rick Voss,

AYOUNG SCIENGE
Diggital forensics is
thenew ked on the
erime-fighting bloeck,
says Rick Voss of the
Chicage RCFL.
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DIGITAL FORENSICS

director of the Chicago RCFL. *It's the new Kid
on the block.”

Child pornography is the most common type of
case handled by RCFLs, buttheir workloads mn the
gamul from drugs to public corruption to lermorsin,
Voss says.

“I dont think theres a crime out there now that
doesnt have some form of digital evidence,” adds
Peters of the ULC Police Department.

Mew Kid on the Block

When San Diego was hit by a string of bank robberics
by the so-called "Gap-Toothed Banclit,” the police
brought a suspects computer o the local RCFL
There was no evidence saved on the hard drive, but
when the examiner looked in the print spooler
and temporry word processor files, he found the
demand notes that were used in the robberics,

"You would never think a bank robber would use
i computer to write his demand note,” says
Assistam LS Artorney Mich Dembin, cybercrime
coordinator for the Southern District of California.

But they do. Dimgdealers keepelectronke ledgers,
rapisis e-mail their victims and murderers research
their crimes on the Web. Digital forensics has
been used in such recent high-proefile cases as the
Laci Peterson murder and the BTK serial killings.

As mweently as the ke 19905, law-enfomement
agencies were ll-equipped for the daily technology
investigations they were ficiing, savs Dembin, “The
criminals were using compauners. and wie wene not
prepared to mvestigate them,” he recalls.

Dembin, who had been prosecuting computer
crimecases for the LS. Attormey's Office since 19491
and taugh a class on electronic evidence, knew
what was necded: 2 central facility with experts who

EDUCATION IS KEY knew not just how to find
To stay i the erime-  cligital evidence, but how
fighting business, 1 satisfy legal authenticity
you ’.'“'5““;* 2 requircments proving that
VR, Moy Ll the data had not been
Hudspeth, a Chicago 3 - . 7

Ry y manipulated. "It is a very

expensive proposition to havea
true forensic capability” he says.

Dembin convineed the San Diego ageney heads
o go along, with his plan 1o pool efforts and create
a cross-agency regional computer forensics facility.
He dicn’t ask them for money. Instead, he asked
forone employee from each agency who could be
trained to work as an examiner at the new facility.

The FBI donated old ofice space and loaned
trainers, the examiners requisitioned fumittre from
their host agencies, and a grant funded computers
and equipment. When the San Diego RCFL opened
in January 1999 then-Attorney General Janet Reno
went out to christen it.

“We were Instantly inundated with cases,”

Preparing America’s Finest

Each year, e Regional Cormpauter
Forensics Labomiores tram hundreds of
lawe-enforcement professionals from their
recpon s lo examing digial evidence ontheir
own and b work with the RCFLs.

The training and services provided by
the RCFL are invaluable. says Derdd Paters,
commander of the Unprersity of Ilincis at
Chizage Police Department, It could cost up
1o $100,000 o train one officer to e lewel
of a certfied] computer forensics examines,
and the tachnology and nformation ars
changing at such a ragid rate that they can
b qut of date in skc months, he says.

*To get to the pont wheres you can
extract sviclenca, presarde itand prasent it
in cour is a very costly proposifion,” Peters
says. “Departments can’t affond this, but you

can’t ignore what's going on n the world.”

*Maot cinly dloss the technology changs,
the laws and rules alzo change,* adds
Darvid Hudspath, a Chicago podos sergeant
on a two-year assignment as an RCFL
examiner. “If you want to stay in this business.
you'ee got to do a kot of training.”

¥ costs about $60,000 in software,
hardware, background investigations for fop-
sacret clearance and education (nine fo 12
reerths of training) to prepans an examines,
axplaing Mew Jeresy RCFL Director Lany
Deprewe. So he asks for atlsasta tvoyear
comenitment from examinens, who are paid
Ly the agencies that assign them to the lab.

Thera are 18 examiners at the Chicago
lakx. Some ane FBI employess. and others
have been detailed from varicus federal,

siate and lecal agencies. Theyinclude
officers and ciikans, [T axpers, polica

Whis all officers are trminad in Microscft
Windowe, there ans also experts in specific
types of lechnology, such as personal digital
assigtants, Apple computers. Linwe and
vided enhancement. *Computer forensics is
gelting o be a team sport,” says Hudspeth,
“Everybody can’t know everything.”

The micc of backgrounds and skills makes
tha lab network more effactive, adds Rick
Vogs of the Chicago RCFL. “It's fhat
gynergy that works becauss the person
wha hag the sxtensive law-snforcement
background sits net to the pargon who has
20 years of experisnce n IT." he says. “There's
a ot of collabaration and dissussion.”
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Dembin recatls. ~And success bred other successes.”
From its incepuion, the San Diego RCEL meceived
national praise for its work. But on Sept. 11, 2001,
digltal forensies became a matter of national security,
“When vou have a large event like Sept. 11, you
wind up with aglut of digital evidence, and you've got
to be able to get the key information out,” Voss says.

I a person were 1o ke a 100-gigabyie hard drive
and il it with text documems, it would produce
about 4,000 boxes of paper, he explains, A terabyte
s 1,000 glgabytes, Sept, 11 produced multiple
terabytes of data from police depantments, airline
companies amd others. How do you begin to mine
the important sil? Voss says the term used o
describe that dilemma is data glufinformation
famine.

The San Diege and Nonth Texas RCFLs helped
sort and categorize that data, and the administration
took notice. The USA Patriot Act of 2001 allocated
funcling to build three momwe RCFLs, and additonal
ones followed soon after, At pressiime, nine RCFLs
were in operation across the country, and five are
planned for 2005 and 2006,

Measuring the Value
The wvalue of digital forensics is threefold,
according to law-cofomcement professionals,

First, computer fore nsic examiners are trained to
ook for digital evidence that might otherwise go
unnoticed, They use software o run keyword
scarches and son endless amounts of data on hard
drives. They can recover deleted files, find registry
data, restore video images, expand photo frnmes
and analyze cell phones,

Examiners can help investigators plan their
searches. They can advise them on what cquipment
can be accessed, how invasive a search can be and
how long equipment can be kept within the legal
boundaries of scanch warrnts,

The examiner may even go with the investigator
to seize equipment. RCFLs have transporable
storage area networks that ean hold approximately
clght terabyies of dat, so if investigators can'l
remove evidence, they can copy it onthe scene.

A second factor that makes diglal forensics so
vialuable is that it preserves data exactly as it was
found, so the integrity of the evidence isn't
compromised, Just turning on a4 computer can
destroy evidence, because hundreds of files are
altered when a computer boots inte Microsoft
Windows. Files can be accidentally deleted. or the
dates they were last modified can be changed,
leaving law enforcement with little ammunition to
refute the *1 was frimed by investigators” defense.

Digital forensic examiners remove hared drives
from computers and image them in a forensically
sound manner without ever mrning them on, An
algorithm ensures with nathematical cenainty that

DIGITAL FORENSIC

New Jersey Joins the Team

The vidso frame on the computer dossn't leok Bos much of anything—just
darkness with gome grey shades, But later in the wdeo, a bght flashes and
someans runs past e camera.

“It's extremely poor qualty.” explans Ray Salapka, a certfied computar
forensic examiner assigned to the Regional Computer Forensic Laboratory in
Hamilton, NLL, whio's extending his cerbfication to become a video forensics
expart. “lf's 15 minutas before dawn.”

Salapha, a civilian specialist employed by the FBI, is trying to enhance the
wideo o find clugs inan open arson instigation. He ia one of the 22
axamingrs who heares besn assignad to the New Jersey RCFL from bacal,
state and federal agencies since it openad in November 2004,

The New Jersey RCFL has Atorney General Pater Harvey o fhank for its
Egistencs, savs Larry Depew, an FBI supersisory special agent who dinscts
the lab. After wabching the digital work that went info the Sept. 11
mestigation, he decided to campete for a local RCFL. He g fres office
space and offered to covar much of the build-out cost,

Theirvastment seems 1o be paying off. In 2003 and 2004, the New
Jersey Stata Police and FBI fogether handlad about 340 computer cases,
Between the fima the RCFL opened in November 2004 and August 2005,
the RCFL handled 450 cases—mare than the two agencias didin the
presdous tao years.

Memrtheless, Depew notes that there are thres major chaliznges the
RCFL faces,

O s bringing togather agencies, many of which are unionized, with
cfferent work methocls and ndes, Bul since everyone at the RCFLIz a
farensic examiner, they share interasts as well as differences.

The sheersolume of work coming in poses ancther challsngs, he says.
RCFL cases mustbe high quality with measurable and rpeatabls cufcomes,
it that can confict with tme-sensti e cases,

Third, there's a technical challenge due fo the capacity raquined 1o
accuire and analyze the evidence. Examiners are constantly facsd with nesw
hanchware devices, software appications and siorage devices, Depew
explains. “But people who comeinta this ine of work persevers,” he says.
“They won't quit.”

the ciia on the duplicate is an exact replica of the
origimal. The original then goes into a amper-proof
bag in the evidence room and is preserved in the
state in which it was found. "We're never going to
towch that if we don't have to,” Voss says.

The third valuable aspect of digital fore nsics is

that examiners can serve as expert wilnesses at
trials. They can refute defense experts, acvise
prosecutors on technical aspects and explin complex
techmnical details to juries in layman’s terms.

One concermn volced by Assiant U5, Attorney

Dembin is that the use of encrvption by criminals
will become widespread. making it harder for law
enforcement to access data related to crimes.

Drespaite this caveat, technology continues o benefin

law enforcement. “I'm happy to see that we are
keeping pace with eriminals,” Dembin says. @i
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