DEPARTMENT OF THE TREASURY
WASHINGTON, D.C. 20220

IRAQT SANCTIONS REGULATIONS

GENERAL LICENSE

(Granted under the authority of Section 203 of the
International Emergency Economic Powers Act (50 U.S.C.

§ 1702), Section 5 of the United Nations Participation Act
(22 U.S.C. §. 287c), Executive Order No. 12722 of August 2,
1990, Executive Order No. 12724 of August 9, 1990, and
Parts 501 and 575 of Title 31 of the Code of Federal
Regulations.)

§ 575,533 Certain new transactions.

(a) New Transactions. Except as provided in

paragraph (b) of this sec¢tion, on or after the effective
date of this section, all transactions that are otherwise

prohibited by subpart B of 31 CFR part 575 are authorized.

Note to paragraph (a): This authorization does not
eliminate the need to comply with other provisions of 31
CFR chapter V or with other applicable provisions of law,
including any aviation, financigl, or trade requirements of
agencies other than the Department of the Treasury's Office

of Foreign Assets Control. Such requirements include the
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International Traffic in Arms Regulations (22 CFR chapters

120-130) administered by the Department of State.

(b) Continued Blocking, Special Provisions for

Certain Exports and Reexports, and Additional Conditions.

(1) All property and interests in property that were
blocked pursuant to subpart B of 31 CFR part 575 as of the
effective date of this section remain blocked and subject

to the prohibitions and requirements of 31 CFR part 575.

(2) The exportation from the United States or, if
subject to U.S. jurisdiction, the exportation or
reexportation from a third country to Iraq of any goods or
technology (including technical data or other information)
controlled by the Department of Commerce under the Export
Admin;stration Regulations (15 CFR chapter VII, subchapter
C) for exportation to Iraqg must be separately authorized by

or pursuant to 31 CFR part 575.

Note to paragraph (b) (2): The term "controlled by the
Department of Commerce" means subject to a license
requirement under the Department of Commerce's Export

Administration Regulations (EAR). Items subject to a
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license requirement under the EAR include items on the
Commerce Control List that are listed in section 746.3 of
the EAR as requiring a license for exportation or
reexpertation to Irag, as well as items and activities that
require a license under the end-use and end-user provisions
of part 744 of the EAR. To inquire whether particular
goods or technology are controlled by the Department of
Commerce under the Export Administration Regulations for
exportation to Iraq, the exporter or reexporter should
contact the Department of Commerce, Bureau of Industry and

Security.

(3) This section does not authorize any transactions
with (i) persons or organizations determined by the
Director of the Office of Foreign Assets Cpntrol to be
included within 31 CFR § 575.306, (ii) persons on the
Defense Department's 55-person Watch List, or (iii) persons
identified by the 661 Committee pursuant to paragraphs 19
and 23 of United Nations Security Council Resolution 1483,

adopted May 22, 2003.
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Note to paragraph (b) (3): Persons determined by the
Director of the Office of Foreign Assets Control to be
included within 31 CFR § 575.306 are also known as
specially-designated nationals ("SDNs") of the Government
of Irag. These persons are included in Appendix A to 31
CFR chapter V, and an up-to-date list is maintained on the
Office cof Foreign Assets Control's website at

<http://www.treas.gov/ofac>.

(4) This section does not authorize any transactions
with respect to Iragi cultural property or other items of
archaeological, historical, cultural, rare scientific, and
religious importance illegally removed from the Traqg
National Museum, the National Library, and other locations
in Iraq since August 6, 1990. Any trade in or transfer of
such items, including items with respect to which
reasonable suspicion exists that they have been illegally
removed, remains prohibited by subpart B of 31 CFR part

575,
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(c) Effective Date. This section is effective May

23, 2003.

Issued by direction and on behalf of the Secretary of the

Trégsury:

OFFICE OF FOREIGN ASSETS CONTROL

b Lt 17

R Richard Newcomb

Director



IRAQI SANCTIONS REGULATIONS

GENERAL LICENSE (#1)

(Granted under the authority of Section 203 of the
International Emergency Economic Powers Act (50 U.S.C.

§ 1702), Section 5 of the United Nations Participation Act
(22 U.Ss.C. § 287c), Executive Order No. 12722 of August 2,
1990, Executive Order No. 12724 of August 9, 1990, and Parts
501 and 575 of Title 31 of the Code of Federal Regulations.)

§ 575.529 Non-commercial funds transfers and related
transactions.

(a) U.S. persons are authorized to transfer funds to
any person in Irag for non-commercial humanitarian purposes,
including family remittances, provided that no U.S. person
may transfer more than $500 per month to any person in Iraq.

(b) U.S. financial institutions are authorized to
engage in all transactions ordinarily incident to the
transfer of funds authorized by paragraph (a), including the
opening of new correspondent accounts for funds transfers
with Iragi financial institutions. U.S. financial
institutions may rely on originators of funds transfers with
regard to compliance with 31 CFR part 575.

(c) This section does not authorize transfers from
blocked accounts.

Issued by direction and on behalf of the Secretary of the
Treasury:
OFFICE OF FOREIGN ASSETS CONTROL
By R. Richard Newcomb

Director
May 7, 2003



IRAQI SANCTIONS REGULATIONS

GENERAL LICENSE (#2)

(Granted under the authority of Section 203 of the
International Emergency Economic Powers Act (50 U.S.C.

§ 1702), Section 5 of the United Nations Participation Act
(22 U.Ss.C. § 287c), Executive Order No. 12722 of August 2,
1990, Executive Order No. 12724 of August 9, 1990, and Parts
501 and 575 of Title 31 of the Code of Federal Regulations.)

§ 575.530 Activities by the U.S. Government and its
contractors or dgrantees.

(a) Subject to the provisions of paragraph (b), U.S.
government agencies and their contractors or grantees are
authorized to engage in all transactions otherwise
prohibited by subpart B of 31 CFR part 575 that are within
the scope of their official duties or the relevant U.S.
government contracts or grants.

(b) (1) The exportation from the United States or, if
subject to U.S. jurisdiction, the exportation or
reexportation from a third country to Irag of any goods or
technology (including technical data or other information)
controlled by the Department of Commerce under the Export
Administration Regulations (15 CFR chapter VII, subchapter
C) for exportation to Irag must be separately authorized by
or pursuant to 31 CFR part 575.

(2) If the contracting or granting U.S. government
agency has determined that the relevant contract or grant is
not in support of U.S. government humanitarian assistance or
reconstruction efforts in Iraq, or not in support of U.S. or
allied forces deployed in military contingency,
humanitarian, or peacekeeping operations in Iraqg, then the
exportation or reexportation of any goods to Iragq must be
submitted to the 661 Committee to the extent and in the
manner required under applicable UN Security Council
resolutions. If this subparagraph applies to a proposed
exportation or reexportation, the exporter or reexporter
should contact the Office of Peacekeeping and Humanitarian
Operations, Room 5323, U.S. Department of State, 2201 C
Street NW, Washington, DC 20520 (tel 202/647-2708, fax
202/647-3261) for procedures concerning submissions to the



661 Committee.

(c) All payments and funds transfers initiated
pursuant to this authorization, and all related
documentation, must reference this section number.

Note 1 to § 575.530: This authorization, and the
restrictions on certain exportations or reexportations
extend to the activities of any subcontractors or other
persons who are engaged to perform activities within the
scope of the relevant contract or grant. See 31 CFR
§ 575.418.

Note 2 to § 575.530: U.S. citizens who wish to travel
to Irag pursuant to this authorization may be required to
apply to the Department of State to have their passports
validated for travel to Iraq, pursuant to 22 CFR 51.73 and
51.74 and public notices issued thereunder, including Public
Notice 4283, 68 Fed. Reg. 8791 (February 25, 2003), as
amended by Public Notice 4337, 68 Fed. Reg. 18722 (Apr. 16,
2003), and any subsequent public notices regarding the
restriction on the use of U.S. passports for travel to, in
or through Irag. Such applications, if required, should be
submitted to the Deputy Assistant Secretary for Passport
Services, ATTN: Office of Passport Policy and Advisory
Services, U.S. Department of State, 2401 E Street, NW,
Washington, DC 20522-0907. Such applications must include
the applicant’s name, date and place of birth, dates of
proposed travel, and purpose of the trip. This general
license does not in any way create a presumption in favor of
passport validation.

Issued by direction and on behalf of the Secretary of the
Treasury:
OFFICE OF FOREIGN ASSETS CONTROL
By R. Richard Newcomb

Director
May 7, 2003



IRAQI SANCTIONS REGULATIONS

GENERAL LICENSE (#3)

(Granted under the authority of Section 203 of the
International Emergency Economic Powers Act (50 U.S.C.

§ 1702), Section 5 of the United Nations Participation Act
(22 U.Ss.C. § 287c), Executive Order No. 12722 of August 2,
1990, Executive Order No. 12724 of August 9, 1990, and Parts
501 and 575 of Title 31 of the Code of Federal Regulations.)

§ 575.531 Authorization of privately financed humanitarian
transactions.

(a) Subject to the conditions and limitations set
forth in paragraphs (b)-(e) of this section, all
transactions otherwise prohibited by subpart B of 31 CFR
part 575 that are necessary to provide privately financed
humanitarian support, or to plan or prepare for the
provision of humanitarian support, to the Iragi people in
Irag are authorized. Transactions authorized by this
section include, but are not limited to, the exportation to
Irag of goods and services necessary for the provision of
humanitarian support, the financing of such humanitarian
support, travel-related transactions necessary to provide
humanitarian support, and related funds transfers by U.S.
financial institutions.

Note to paragraph (a): The term humanitarian support
means, as this term has been defined by the Department of
State for relevant United Nations Security Council
Resolutions on Iraq, humanitarian relief, educational,
cultural, recreational, and human rights-related activities,
and activities to ameliorate the effects of or to

investigate war crimes. Such purposes may include
preparatory activities and transactions. See 31 CFR §
575.330.

(b) The exportation from the United States or, if
subject to U.S. jurisdiction, the exportation or
reexportation from a third country to Irag of any goods or
technology (including technical data or other information)
controlled by the Department of Commerce under the Export
Administration Regulations (15 CFR chapter VII, subchapter
C) for exportation to Iraqg or listed on the United Nations



Goods Review List must be separately authorized by or
pursuant to 31 CFR part 575.

(c) Any exportation or reexportation of goods to Iraqg
pursuant to this authorization must be submitted to the
United Nations 661 Committee to the extent, and in the
manner, required under applicable UN Security Council
resolutions. For procedures concerning submissions to the
661 Committee, the exporter or reexporter should contact the
Office of Peacekeeping and Humanitarian Operations, Room
5323, U.S. Department of State, 2201 C Street NW,
Washington, DC 20520 (tel 202/647-2708, fax 202/647-3261).

(d) This section does not authorize any transactions
with persons on the Department of Defense’s 55-person Watch
List.

(e) All payments and funds transfers initiated
pursuant to this authorization, and all related
documentation, must reference this section number.

Note to § 575.531: U.S. citizens who wish to travel to
Irag pursuant to this authorization may be required to apply
to the Department of State to have their passports validated
for travel to Iraqg, pursuant to 22 CFR 51.73 and 51.74 and
public notices issued thereunder, including Public Notice
4283, 68 Fed. Reg. 8791 (February 25, 2003), as amended by
Public Notice 4337, 68 Fed. Reg. 18722 (Apr. 16, 2003), and
any subsequent public notices regarding the restriction on
the use of U.S. passports for travel to, in or through Iraqg.
Such applications, if required, should be submitted to the
Deputy Assistant Secretary for Passport Services, ATTN:
Office of Passport Policy and Advisory Services, U.S.
Department of State, 2401 E Street, NW, Washington, DC
20522-0907. Such applications must include the applicant’s
name, date and place of birth, dates of proposed travel, and
purpose of the trip. This general license does not in any
way create a presumption in favor of passport validation.

Issued by direction and on behalf of the Secretary of the
Treasury:

OFFICE OF FOREIGN ASSETS CONTROL

By R. Richard Newcomb
Director
May 7, 2003



IRAQI SANCTIONS REGULATIONS

GENERAL LICENSE (#4)

(Granted under the authority of Section 203 of the
International Emergency Economic Powers Act (50 U.S.C.

§ 1702), Section 5 of the United Nations Participation Act
(22 U.Ss.C. § 287c), Executive Order No. 12722 of August 2,
1990, Executive Order No. 12724 of August 9, 1990, and Parts
501 and 575 of Title 31 of the Code of Federal Regulations.)

§ 575.532 Certain exports and reexports to Irag.

The exportation from the United States or, if subject
to U.S. jurisdiction, the exportation or reexportation from
a third country to Irag of any goods is authorized, provided
that (a) the exportation or reexportation of any goods or
technology (including technical data or other information)
controlled by the Department of Commerce under the Export
Administration Regulations (15 CFR chapter VII, subchapter
C) for exportation to Iraqg, or listed on the United Nations
Goods Review List, must be separately authorized by or
pursuant to 31 CFR part 575, and (b) any exportation or
reexportation to Irag must be submitted to the 661 Committee
to the extent and in the manner required under applicable UN
Security Council resolutions. For procedures concerning
submissions to the 661 Committee, the exporter or reexporter
should contact the Office of Peacekeeping and Humanitarian
Operations, Room 5323, U.S. Department of State, 2201 C
Street NW, Washington, DC 20520 (tel 202/647-2708, fax
202/647-3261) .

Issued by direction and on behalf of the Secretary of the
Treasury:
OFFICE OF FOREIGN ASSETS CONTROL
By R. Richard Newcomb

Director
May 7, 2003



Executive Order Termination of Emergency with Respect to the Actions and Policies of Unita
and Revocation of Related Executive Orders

By the authority vested in me as President by the Constitution and the laws of the United States
of America, including the International Emergency Economic Powers Act (50 U.S.C. 1701 et
seq.), the National Emergencies Act (50 U.S.C. 1601 et seq.) (NEA), section 5 of the United
Nations Participation Act of 1945, as amended (22 U.S.C. 287c), and section 301 of title 3,
United States Code, and in view of United Nations Security Council Resolution 1448 of
December 9, 2002,

I, GEORGE W. BUSH, President of the United States of America, find that the situation that
gave rise to the declaration of a national emergency in Executive Order 12865 of September 26,
1993, with respect to the actions and policies of the National Union for the Total Independence
of Angola (UNITA), and that led to the steps taken in that order and in Executive Order 13069 of
December 12, 1997, and Executive Order 13098 of August 18, 1998, has been significantly
altered by the recent and continuing steps toward peace taken by the Government of Angola and
UNITA. Accordingly, I hereby terminate the national emergency declared in Executive Order
12865, revoke Executive Orders 12865, 13069, and 13098, and order:

Section 1. Pursuant to section 202 of the NEA (50 U.S.C. 1622), termination of the national
emergency with respect to the actions and policies of UNITA shall not affect any action taken or
proceeding pending, not finally concluded or determined as of the effective date of this order, or
any action or proceeding based on any act committed prior to the effective date of this order, or
any rights or duties that matured or penalties that were incurred prior to the effective date of this
order.

Sec. 2. This order in not intended to, and does not, create any right or benefit, substantive or
procedural, enforceable at law or in equity by any party against the United States, or its
departments, agencies, entities, officers, employees, or agents.

Sec. 3. (a) This order is effective 12:01 a.m. eastern daylight time on May 7, 2003.
(b) This order shall be transmitted to the Congress and published in the Federal Register.

GEORGE W. BUSH
THE WHITE HOUSE,
May 6, 2003.



/\ FOREIGN ASSETS CONTROL REGULATIONS
AND THE INSURANCE INDUSTRY

U.S. insurance carriers, responding to the foreign needs of clients, routinely offer
international insuranceto their domestic clients. U.S. insurersform allianceswith
foreign companiesto gain footholdsin countrieswhere client basesarerapidly ex-
panding. U.S. underwritersdramatically increasetheir involvementinlucrativein-
ternational reinsurance markets. Everywhere you turn traditional barriers, aswell
as protections, are faling.

Itiscritical that theinsuranceindustry gain abetter understanding of the economic
sanctions and embargo programs of the United States. The programs are a front
line defense against foreign threats to our national safety, economy, and security.
Libya, Irag, Sudan, and Cubaareall thefocus of full-fledged trade embargoes, in-
cluding theblocking of assetsin U.S. jurisdiction. Therearerestrictionsonimports
from North Korea; on imports from and exports of goods and servicesto Iran; im-
ports of diamonds from and exports of arms, petroleum, petroleum products, min-
ing equipment and services, motorized vehicles, watercraft, and aircraft and
aircraft partsto the UNITA faction in Angola (as well as providing insurance, or
paying new claims against pre-existing policies, covering any aircraft owned or
controlled by it); imports of goods, technology, or services produced or provided
by foreign persons designated by the Secretary of State who promotethe prolifera-
tion of weapons of mass destruction; imports of rough diamonds from SierralLe-
one; the receipt of donations in the form of gifts or charitable contributions from
the governments of Syriaor North Korea; new investment in Burma (Myanmar);
and prohibitions against transactions with designated international narcotics traf-
fickers, terrorists, foreign terrorist organizations, parties named in or pursuant to
Executive Order 13192 of January 2001 relating to the former Milosovic regimein
the Federal Republic of Yugosavia (Serbia & Montenegro), parties named in or
pursuant to Executive Order 13219 of June 2001 relating to persons who threaten
international stabilization efforts in the Western Balkans, and certain individuals
tied to the regime in Zimbabwe..

m OFAC

The U.S. Treasury Department’ s Office of Foreign Assets Control (“OFAC”) ad-
ministers and enforces sanctions policy, based on Presidential declarationsof “na-
tional emergency,” under nine basic statutes: the Trading With the Enemy Act, 50
U.S.C. App. 88 1-44 (“TWEA"); the International Emergency Economic Powers
Act, 50 U.S.C. 88 1701-06 (“IEEPA”); the Iragi Sanctions Act, Pub.L. 101-513,
secs. 586-586J, 104 Stat. 2047—55 (“1SA™); the United Nations Participation Act,
22U.S.C. §287c (“UNPA"); the International Security and Devel opment Cooper-
ation Act (“ISDCA"), 22 U.SC 2349 aa-8 and -9; the Cuban Democracy Act
(“CDA"), 22 U.S.C. § 6001-10; the Cuban Liberty and Democratic Solidarity
(LIBERTAD) Act, 22 U.S.C. 6021-91; the Antiterrorism and Effective Death Pen-
alty Act (enacting 8 U.S.C. 219, 18 U.S.C. 2332d, and 18 U.S.C. 2339B), and the
Foreign NarcoticsKingpin Designation Act, 21 U.S.C. 1901-1908, 8U.S.C. 1182.
All U.S. citizensand permanent residents, companieslocated inthe U.S., overseas
branches of U.S. companies and, in the case of the Cuba and North Korea pro-
grams, overseas subsidiaries of U.S. companies, come under OFAC jurisdiction.
All U.S. insurance companies, and U.S. citizens and permanent resident aiens
who are employees, officers, or directors of U.S. or foreign insurance companies
need to be aware that they may be held accountable for sanctions violations. De-
pending on the program involved, criminal violations of the statutes administered
by OFAC canresultin corporate and persona finesof upto $1 millionand 12 years
injall. OFAC aso has authority to impose civil penalties. In the case of Iraq sanc-
tions, civil penalties of up to $275,000 per count are authorized.

OFAC doesissuelicensesfor certain typesof transactions, such asthe sale of food
or medicineto targeted countries. Asageneral rule, U.S. insurersareauthorizedto
insurelicensed shipments, but should request acopy of theshipper’ sOFAClicense
prior to agreeing to any transaction.
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m Specially Designated Nationals

U.S. sanctions go beyond the borders of target countries. OFAC hasidentified and
named numerous foreign agents and front organizations, as well asterrorists, ter-
rorist organizations, and narcoticstraffickers, as* Specially Designated Nationals
and Blocked Persons,” with a master list containing over 5,000 variations on
names of individuals, governmental entities, companies and merchant vessels lo-
cated around theworld. To assurethat illicit transactionsinvolving target countries
and Specially Designated Nationals are not processed, fundstransfer departments
inmost U.S. banks aswell as major corporations which are not banks have turned
to sophisticated “interdict” software to automatically flag questionable transac-
tionsfor review. Someof thefilters contain every name on OFAC'slist dlong with
geographica names for embargoed countries and cities.

m Blocked Personsand Contracts

U.S. underwriters, brokers, agents, primary insurers, and reinsurers and U.S. citi-
zen employees of foreign firms in the insurance industry are prohibited from en-
gaging in transactions not licensed by OFAC that in any way involve:

« Individuals, entities, or vessels appearing on OFAC's Specially Desig-
nated Nationals and Blocked Persons list;

» Governmental entities and officials of Libya, Irag, Sudan, or Cubg;

« Companies located in Cuba;

« Companies, wherever located, organized in or controlled from Cuba;
« Individuals, regardless of citizenship, currently residing in Cuba;*

 Cuban citizens, wherever located (except those legally residing in the
United States, or unblocked by OFAC licensg).*

All property, including insurance contracts, inwhich thereisadirect or indirectin-
terest of any of the aboveis considered blocked or “frozen.” Premium payments,
policy loan interest payments, and repayments of policy loans related to blocked
insurance contracts must be credited to an interest bearing blocked account estab-
lished onthebooksof aU.S. financial institution. Proceedsdue under blocked poli-
ciesmay not be set-off against past due palicy receivablesor other claimsand must
also be paid into an interest bearing blocked account. Rights in blocked policies
may not betransferred without authorization from OFAC—changing abeneficiary
or assigning or pledging aninsured’ sinterest under ablocked policy would be con-
sidered illegal transfersinvolving blocked property under OFAC jurisdiction.

Blocked policiesand policy paymentsmust be reported within 10 daysto OFAC's
Compliance Programs Division by fax at 202/622-2426.

The following are examples of insurance transactions which would be prohibited
or blocked because of the interest of a blocked person:

« A health insurance policy issued to a citizen of Cuba;

« A lifeinsurance policy naming aresident of Havana, Cuba as beneficiary;

Department of the Treasury 1




An aviation policy, issued to a nonblocked foreign airline, which names
the Arab Bank for Investment and Foreign Trade, Abu Dhabi, a Specially
Designated National of Libya, as an additional insured because the bank
holds a mortgage on the aircraft;

A marine hull policy covering potential damage to the Sky Sea, a Hondu-
ran-flag merchant vessel which has been named as a Specially Designated
National of Irag;

A cargo policy in which Valleta Shipping Corp. of Panama, a Specialy
Designated National of Cuba, isanamed insured;

A liability policy covering the pharmaceutical operations of Laboratorios
Blanco Pharma S.A. of Bogota, Colombia, which has been named as a
Specially Designated Narcotics Trafficker;

A reinsurance contract for policies underwritten in whole or in part by the
Arab Commercial Insurance Company of the Channel Islands, a Specially
Designated National of Libya;

Return of a premium overpayment to a Cuban resident in France.

* Note: Provided that any proceeds and other payments to
blocked persons are paid into blocked accounts, insurance firms
are authorized by general license (1) to continue to receive pre-
miums and interest on policy loans with respect to blocked life
insurance policies issued to Cuban nationals prior to sanctions,
(2) to issue, service and transfer blocked life insurance policies
covering the following categories of persons residing in Cuba:
members of the U.S. armed forces; persons accompanying U.S.
armed forces, including personnel of the American Red Cross
and similar organizations; officers and employees of the U.S.
government, and (3) toissue, serviceand transfer blocked lifein-
surance policies in which the only blocked interest (other than
that of aperson describedin (2) above), isthat of aCuban benefi-
ciary. These transactions are more specifically described in
OFAC regulations, which should be reviewed prior to entering
into any of these transactions. Specific licensesmay beissued on
acase by case basisto authorize payment of proceeds on blocked
life insurance policies issued on the life of a Cuban national
where an unblocked beneficiary can meet certain tests and docu-
mentation requirements.

m |llegal Facilitation and Other Prohibited Services

Whether or not ablocked personisinvolved, U.S. persons may not beinvolvedin
insurance transactions that would in any way facilitate:

¢ Unlicensed imports and exports of goods and services to and from, and
commercial activity in, Libya, Iran, Irag, Sudan, and Cuba;

« Unlicensed shipments of Iranian, Iragi, Sudanese, or Cuban origin goods,
or goods in which the government of Libya has an interest (such asLib-
yan crude ail);

« Exports of arms, arms materiel, petroleum, petroleum products, aircraft or
aircraft components to UNITA or unapproved locations in Angola; ex-
ports of mining equipment, motorized vehicles, watercraft, spare parts for
motorized vehicles or watercraft, mining services, or ground or
waterborne transportation services to unapproved locationsin Angola;
imports of uncertified diamonds from Angola or Sierra Leone; or any im-
ports of diamonds from Liberia.

Imports of goods, technology, or services produced or provided by for-
eign persons designated by the Secretary of State who promote prolifera-
tion of weapons of mass destruction.

The following are examples of insurance transactions that, while not necessarily
blocked, would violate U.S. sanctions law because they would involve the provi-
sion of prohibited services:

A property insurance policy written for an international hotel chain which
covers hotelsin Tehran, Iran;

2 Department of the Treasury

* A marine cargo or “goodsin transit” policy insuring a shipment of Iranian
crude oil shipped from Egyptian ports to a Spanish buyer;

« An aviation liability policy known to cover scheduled stops in Havana,
Cubaby aforeign air carrier;

A liability policy covering a private oil exploration company’ s operations
inLibya;

A liability policy covering a UNITA-owned aircraft, or an aircraft flying
into Angola other than through a designated port of entry.

Although no blocking provisions apply with regard to Iranian policies, exports of
servicesto Iran are prohibited. Thus, firms may not issue or service policies bene-
fitting the Government of Iran, or individuals or entitieslocated in Iran. At the re-
quest of policy holders, U.S. firms may close out Iranian policies by effecting a
one-time lump sum transfer of accumulated dividends, cash surrender values, etc.
to account holders at non-U.S. banks.

Insurance companies should not engage in transactions with respect to an existing
policy which has been discovered to cover or facilitate an unlicensed prohibited
commercial activity or otherwise constitute anillegal export of a service, whether
or not the policy involves ablocked property interest. In no case shouldaU.S. in-
surance company pay a claim under or otherwise service such a violative policy
without first contacting OFAC for a specific license, which may or may not be
granted depending on the circumstances.

Recently, afive-figure claim payment due from a U.S. underwriter was stopped
enroute to a U.S. broker’s account. The payment was interdicted electronically
when it reached thewireroom of aU.S. bank becausethe payment referenced “ Tri-
poli Loss.” Boththebroker and the U.S. underwriter involvedin theunderlying re-
insurance contract are at risk for having issued a policy and processed a claim
without an OFAC license covering a foreign insured’s worldwide operations,
which include commercia activity in Libya

It should also be noted that the Terrorism List Governments Sanctions Regul ations
whichimplement section 321 of the Antiterrorism and Effective Death Penalty Act
of 1996, Pub.L. 104-132, prohibit U.S. persons from receiving unlicensed dona-
tionsintheform of giftsor charitable contributionsfrom the governmentsof Syria
or North Koreaand from receiving atransfer from them with respect to which the
U.S. person knows or has reasonable cause to believe that the transfer poses arisk
of furthering terrorist actsin the United States.

m Limit Your Exposure!

Before committing your company to insurance risk, examine applications, propos-
als, dipsand any other documentsavailablefrom prospective clientsand their bro-
kers for clues of possible sanctions exposure. Are any parties involved in the
contract (named insureds, underwriters, brokers, etc.) currently considered
“Blocked Persons?’ If so, and you have not yet been given apayment, decline the
business. If you have already received apayment, you must block it. Could poten-
tial losses involve property located in, goods originating from or destined for, or
persons or commercial activity in target countries? Again, decline the business or
structure the policy to exclude risks within the geographical limits of embargoed
countriesand | ossesrel ated to prohibited businessinvolving those countries. Make
sureyour foreign associatesfully understand the restrictions under which you, asa
U.S. person, must operate. U.S. underwriters should communicate their sanctions
constraints to the foreign brokers with whom they regularly deal. Before entering
into asyndicate or pooling arrangement, makeit clear to the foreign membersthat
youwill not beableto participatein risksthat would expose your firmto sanctions
violations. Let international clients know that they must seek coverage elsewhere
with regard to “sanctions-sensitive” items and factor the possibility of sanctions
into your international political risk analyses.

m Rensurancelssues

U.S. underwritersin theinternational reinsurance market face greater compliance
challenges as they enter into complex arrangements which may place them con-
tractual layers away from primary insurance contracts. Again, good communica
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tion iscritical. Make sure that ceding insurers and their brokers understand your
responsibilities with respect to U.S. sanctions law.

When approached with a facultative reinsurance placement, which would cover a
specific risk under anindividual policy, U.S. reinsurers should scrutinize slipsand
proposals as they would a primary insurance placement and decline business in-
consistent with U.S. sanctions law.

Even greater caution should be exercised before entering into areinsurance treaty,
under which a U.S. reinsurer agrees to automatically cover a predetermined por-
tion of all risks written by the ceding insurer that would satisfy a treaty’s broad
terms. If such treaties do not include appropriate geographical limit clauses and
other exclusionsthat would isolate the reinsurer from obligations that would vio-
late U.S. sanctions law, in the absense of an OFAC license, the insurer could be
subject to penalties.

m Banking Issues

Even though a policy may have passed scrutiny for possible OFAC blocked inter-
ests or OFAC violations, insurance companies should not forward premiums or
claims settlements to accounts at foreign banks without first checking the bank’s
name against OFAC's Specially Designated Nationals and Blocked Persons list.
Consider this— afundstransfer initiated by aU.S. insurance company in favor of
an unblocked foreign broker’s account at the Arab Turkish Bank in Istanbul Tur-
key, for example, would likely befrozen beforeit leavesthe U.S. banking system;
the funds may not be returned and the U.S. insurance company could be liablefor
civil penaltiesfor having merely initiated thetransfer in favor of abank which has
been identified as a Specially Designated National of Libya.

m Ongoing Compliance

It may be helpful for your firmto designatea“ Compliance Officer” responsiblefor
monitoring compliance with OFAC programs. Internal auditing departments can
assist in the development of a corporate compliance policy and verification that
procedures, once established, are being followed. An effectiveinternal communi-
cation network iscritical for regulatory compliance. Firms might consider includ-
ing regulatory notices and explanationsin staff newsl etters. Compliance training
programs will help prevent violations. Other useful measures would include re-
viewing regulationsin staff meetings, incorporating compliance requirementsinto
operating procedures, and sponsoring industry compliance seminars.

The economic sanctions programs of the U.S. Government are powerful foreign
policy tools. Their success requires the active participation and support of every
U.S. citizen. Protect your firm’ sbottom line from civil penalties and its reputation
from the damage that could result from unpaid claimson ablocked or violativein-
surance contract—don’t open your doors to OFAC targets; stay abreast of U.S.
sanctions law. When in doubt about a specific insurance proposal or existing pol-
icy, or whenin need of additional information, contact OFAC’s Compliance Divi-
sion at 202-622-2490. OFAC aso hasaMiami branch office (909 Southeast First
Avenue, Suite 735A) withaspecial bi-lingual hotlinerelating toinformation onthe
Cuban embargo; that hotline number is 305/810-5170.

m Staying Up-to-Date

Whenever thereisan update to any OFAC regulation, an addition or removal of an
SDN, or any other announcement from OFAC, the information is quickly made
available electronically via many different sources:

All of OFAC' sprogram “brochures,” aswell as SDN information, are available free in down-
loadable camera-ready Adobe Acrobate “*.PDF" format over the Treasury Department’s
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World Wide Web Server. OFAC's Home Page site is <http://www.treas.gov/ofac>. The
Page also contains a self-extracting ASCI| file of the SDN list in DOS, delimited, fixed-field,
and country-specific versions, and accessto all OFAC-related Executive Orders, U.N. Resolu-
tions, statutes, regulations, and the Code of Federal Regulations as well as to brochures in
ASCII format. All of OFAC’s"forms,” includingits Annual Report on Blocked Property, Cu-
ban Remittance Affidavit, and license application are electronically available on the site.
Whenever there is a change involving urgent information requiring immediate implementa-
tion, the[ DATE] changeson theface of the primary Page; users can automatetheir compliance
by structuring their Internet connection to use a Web browser to watch for that date change,
check a“Bulletin” fileto get the detail sabout changes, and download OFAC' slatest informa-
tion for incorporation, for example, into interdiction software. Thereisalso aseparate date-in-
dicator for OFAC’'s SDN list. OFAC has a secondary Page on the site (at
<http://www.tr eas.gov/ofac/policy.html>) entitled “Recent OFAC Actions of Interest”
which containsaseparate“What' sNew” filewithitsown date. Those not directly involvedin
operations areas can automate their ability to keep current with OFAC'’ s general information
by structuring their Internet connection to use their Web browser to watch for that date change
on the secondary Page, check the “What's New” file to get the details about changes, and
download OFAC's latest information. There may be times when the date on the secondary
Pagewill belater than the date on the primary Page because some OFAC “Actionsof Interest”
may not riseto the level of an urgent bulletin. There are also two separate email subscription
servicesonthesite, onecalled a“ Financial OperationsBulletin” and the other a“What' sNew”
notice. Financial operations bulletins are geared toward the financial operations community,
while”What' sNew" notices are geared toward thegeneral public (including exportersandim-
porters, practicing attorneys, and researchers). Generally speaking, thosein the operations ar-
easof banks, brokerage houses, and other financial serviceprovidersdo not requirethelevel of
detail and wealth of information provided in noticesto thegeneral public. Instead, they are pri-
marily interested in changes directly impacting their day-to-day operations, such asupdatesto
OFAC'slisting Specially Designated Nationals and Blocked Persons. All “What's New” no-
tices to the genera public aso contain information from OFAC’ s financial operations bulle-
tins. Itisnot unusual for the date listed for aWhat's New notice to belater than the date listed
for the latest Financial Operations Bulletin.

OFAC operates a free automated fax-on-demand service, which can be accessed 24 hours a
day, seven days a week, by dialing 202/622-0077 from any touchtone phone and following
voice prompts. OFAC documents kept up to date on the system include program and general
brochures, listings of Specially Designated National sand Blocked Persons, including changes
to thelistings, licensing guidelines, and Federal Register notices (even those filed but not yet
printed in the Federal Register). The “Index of Available Documents” is date-specific.

Thefree Federal Bulletin Board of the U.S. Government Printing Office, whichislinked tothe
Federal Register and Code of Federal Regulations, carriesall OFAC brochuresin ASCII and
Adobe/Acrobat “*.PDF” format, aswell asthe entire Code of Federal Regulations containing
OFAC regulations, all Federal Register notices that OFAC puts out, and OFAC's extended
electronic reading room. For information on the Federal Bulletin Board call 202/512-1530 or
dial 202/512-1387 to connect. Theinformationisalso available over theInternet viaGPO AC-
CESS at <fedbbs.access.gpo.gov>.

The U.S. Maritime Administration’s Web site at <http://marad.dot.gov> contains a special
link to OFAC’ sbrochures and information, including aflashing indicator of |ate-breaking up-
dates. The U.S. Customs Service also maintains a free Customs Electronic Bulletin Board
geared especially toward Customs House Brokers (OFAC's information is available as a
date-specific self-extracting DOS file, “OFAC*.EE” under “Files,” then “Customs Extral,”
viathe Internet at <http://209.122.8.97> or “ cebb.customs.treas.gov”). Numerous other in-
dustry groupslink to OFAC' s website, among them: the International Financia Services As-
sociation (<http://www.intlbanking.org>), the International Banking Operations Association
(<http://www.iboa.com>), the National Association of Securities Dealers
(<http://www.nasdr.com>), the Securites and Exchange Commission
(<http://www.sec.gov>), the Securities Industry Association (<http://www.sia.com>), the
American Society of Travel Agents (<http://www.astanet.com>), the Institute of Real Estate
Management (<http://www.irem.org>), and the Commercial Investment Real Estate Institute
(<http://www.cre.org>).
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m Questionsfrequently asked by the Insurance Industry:

The Officeof Foreign Assets Control (OFAC) hasundertaken aninitiativeto post onitswebsite answersto questions of general applicability frequently asked
by thepublic. Theinitiativeisintended to be part of OFAC’ scommitment to regul atory transparency and customer service. OFACiscontinuingto preparean-
swersto additional questionsthat are often asked and additional questionsand answerswill be posted periodically. Commentsarewelcomeviathe“” link on
OFAC’ shomepage. It should be noted, however, that OFAC isunableto treat any information submitted concerning FAQs as confidential or proprietary to
the submitter and no information submitted concerning FAQs will be treated as such.

The questions and answers highlight key i ssues and topicsrel ating to economic sanctions and the procedures and practices of OFAC. They areintended only
asgenera information to assist persons subject to United Statesjurisdiction to comply with legal requirementsand to facilitate an understanding of the scope
and purposes of sanctions programs. It isvery important to notethat U.S. businesses, individuals, and others subject to OFA C jurisdiction must comply with
thefull legal requirements of OFAC'’ s programswhich are set forth in the applicabl e statutes, Executive Orders, and implementing regulationsfoundin Title
31 Chapter V of the Code of Federal Regulationsand in Federal Register documentsthat update the regulations. The reader isfurther cautioned that specific
factsmay alter an analysisand, because each program reflects unique foreign policy and national security contexts, aparticular answer will not alwaysbeap-
plicabletoall programsor at al times. For further assistance, call OFAC’s Compliance Programs Division at 202/622-2490 or OFAC' sLicensing Divisionat
202/622-2480 or write to the Office of Foreign Assets Control, U.S. Department of the Treasury, 1500 Pennsylvania Avenue, N.W., Washington, D.C.
20220.

Sateinsurance statutesregulate an insurer’ sability to withhold claim payments, cancel policies or to declineto enter into policies. In some cases, insurers
must commit an ostensibleviolation of stateinsurance regul ationsto comply with OFAC regulations. Does OFAC have a position asto whether OFAC regu-
lations preempt state insurance regulations in this context?

OFAC' sregulations under the Trading with the Enemy Act and the I nternational Emergency Economic Powers Act are based on Presidential declarationsof
national emergency and preempt stateinsuranceregulations. OFAC regul ationsare not federal insurance regul ations, they areregul ations promul gated under
the President’ s exercise of foreign-affairs and national emergency powers.

At what point must an insurer check to determine whether an applicant for a policy isan SDN?

If you receive an application from an SDN for apolicy, you are under an obligation not to issue the policy. Remember that when you are insuring someone,
you are providing aserviceto that person. Y ou are not allowed to provide any servicesto an SDN. If the SDN sendsadeposit along with the application, you
must block the payment.

What shouldaninsurer doif it discoversthat a policyholder isor becomesan SDN—cancel the policy, void the policy abinitio, non-renewthepolicy, refuseto
pay claims under the policy? Should the claim be paid under a policy issued to an SDN if the payment isto an innocent third-party (for example, theinjured
party in an automobile accident)?

Thefirst thing aninsurance company should do upon discovery of such apolicy isto contact OFAC Compliance. OFAC will work with you on the specificsof
the case. Itispossible alicense could beissued to allow the receipt of premium paymentsto keep the policy in force. Although it isunlikely that a payment
would belicensedtoan SDN, itispossi blethat apayment would beallowed to aninnocent third party. Theimportant thing to remember isthat the policy itsel f
isablocked contract and al dealings with it must involve OFAC.

Aworkers’ compensation policy iswith the employer, not theemployee. I sit permissiblefor aninsurer to maintain aworker s compensation policy that would
cover a person on the SDN Lisgt, since the insurer is not transacting business with the SDN, but only with his’her employer?

No, it is not permissible because the insurer would be providing an indirect benefit to an SDN.
How freguently is an insurer expected to scrub its databases for OFAC compliance?

That isup toyour firm and your regulator. Remember that acritical aspect of the designation of an SDN isthat the SDN’ sassets must be frozen immediately,
before they can be removed from U.S. jurisdiction. If afirm only scrubsits database quarterly, it could be 3 monthstoo late in freezing targeted assets. The
SDN list may beupdated asfrequently asafew timesaweek or asrarely asonceinsix months. See OFAC’ swebsitefor suggestionson how to keep current.

OFFICE OF FOREIGN ASSETSCONTROL
U.S. Department of the Treasury
1500 Pennsylvania Avenue, N.W., Washington D.C. 20220
202/622-2520
http://www.tr eas.gov/ofac
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