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Slammer Worm / Conventional View — 2003

UDP traffic by SHRC
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Slammer Worm / Unconventional View — 2003
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Carrier Backbone-Based Infrastructure Protection
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Blaster Worm / Course View — 2003

TCP-135 Change Factor Relative to 5 Week Mean
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Blaster Worm / Fine View — 2003

TCP-135 Change Factor Relative to 5 Week Mean
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Sasser Worm — 05/04
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ZOTOB Worm — 08/05
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IRC-MOCBOT Worm — 08/06
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Wanuk Worm — 01/07 to 05/07 (snapshot)
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Storm Worm/Botnet — 01/07 to 08/07 (snapshot)

Color changes denote

transitions to new

UDP ports
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lllustrative Power of Botnets
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Foolishfoe Botnet — 04/20/2008

3841 Members
9 Servers _
14 Domains Dormant on 04/20/2008
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Fucuzzy Botnet — 04/20/2008

2560 Members
4 Servers _
170 Domains Dormant on 04/20/2008
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Nefarious Botnet — 04/20/2008

1390 Members
10 Servers _ Active on 04/20/2008: _
90 Domains Recruited 233 Members
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Debelizombi Botnet — 04/20/2008

523 Members Active on 04/20/2008:
3 Servers _ Recruited 252 Members
425 Domains Attacked 44 Targets
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Swpower Botnet — 04/20/2008

3053 Members
1 Servers _ Active on 04/20/2008:
15 Domains Recruited 21 Members
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Nadersamar Botnet — 04/20/2008
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1078 Members
14 Servers J & Active on 04/20/2008: _
21 Domains - Recruited 1037 Members
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Botnhet Arsenals — 04/2008

31 Locations : Active, Hidden Botnet
Software Drop Spots
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Typical DDOS Attack Visualized in Fusion Center
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DDOS Security — IP Backbone Scrubbing

DIP
2.3.4.5

[ DIP DIP

' 2.3.4.5 1.2.3.4
AT&T 24/7 DDOS
Analysis Console

1.2.3.4

Server Server
IP:2.3.4.5 IP:1.2.3.4

(C



DDOS Security — IP Backbone Scrubbing
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DDOS Security — IP Backbone Scrubbing
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DDOS Security — IP Backbone Scrubbing
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Network-Based Security — Flow Comparison
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Comments or Questions?

eamoroso@att.com
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