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Presentation Overview :

|:> 1. The Concept of GSC/CAC Smart Card

1.1 General aspects of smart card technologies
1.2 GSC and CAC smart card concept

2. SETECS OneCARD
2.1 SC Middleware
2.2 Application Programming Interfaces (APIs)
2.3 Applets and methods

3. Integration with SETECS PKI

3.1 Card issuing procedure
3.2 User aspects — administration
3.3 User aspects — applications

4. Future Development and Deployment
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- ‘ S. Muftic
serecs Smart Card Technologies
RSA algorithm
DES algorithm
Storage of secrets
Storageof sensitive data I
JVM (Java code — applets)
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SETecs Contact Cards and Contactless Cards
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SETeCS Applications and Drivers
Applications
using
smart cards
< ] | T —» SC APIs

=

§ Reader Card

E drivers drivers

‘ S. Muftic Integration of GSC/CAC Smart Cards and SETECS PKI

seTecs Combination of Smart Cards and Biometrics
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serecs Elements of the Smart Card Chip (ICC)
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Reset
CLK e
»  CPU EEPROM
_1/O__|control
VCC
ROM
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Internal Structure of a Smart Card

Reserved N
(Directory) @

User Area
(Files, Keys
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Designing
Formatting
Loading
(Initialization)
Protection

16K, 32K, 64K g
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SETeCs File System Cards (ISO 7816 — 4)
Master File —
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Java Applet Cards (Javacard Framework)

Sec Key
applet

Pub Key
applet

Data
applets
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serecs Combined Cards (Files and Applets)
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seTecs Applications Development
Applications
using

// smart cards
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seTecs Solution (Standards !)

Applications
using
smart cards
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SETECS H
SETECS OneCARD — Middleware
Other C/C++ Java Smart Cards
E Applications Applications Administration
Hediae
Hutreaps il ok Applications
Mesienge Evprass
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PKCS11-2.BSI CAPI-2.BSI | Generic Smart Card Applications |
A,
Open Card Framework (OCF) Services OneCARD
Basic Services Interface ( BSI) APIs B B B 5
Terminal Files Crypto and Applet
Services  Services  Signature App et Management
Services “€MVICES  services
| APDUs Layer (ISO 7816 APDUs and SETECS Applets APDUs) |
A
A
PC/SC or other native drivers Native
drivers
APDUs (Requests/Responses) -x
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Utility Provider

gscBsiUtilAcquireContext()
gscBsiUtilCardConnect()
gscBsiUtilCardDisconnect()
gscBsiUtilGetACR()
gscBsiUtilGetBsiVersion()

gscBsiUtilGetCardProperties()

gscBsiUtilGetCardStatus()

gscBsiUtilGetExtendedErrorText()

gscBsiUtilGetReaderList()
gscBsiUtilPassthru()
gscBsiUtilReleaseContext()

Application Programming Interfaces (BSI APIs)

Generic Container Provider

gscBsiGcDataCreate()
gscBsiGceDataDelete()
gscBsiGcReadTaglList()
gscBsiGcReadValue()
gscBsiGecUpdateValue()

Cryptographic Provider

gscBsiGetChallenge()

gscBsiSkilnternalAuthenticate()

gscBsiPkiSign()
gscBsiPkiGetCertificate()

gscBsiGetCryptoProperties()
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SETECS H
GSC Files Card Layout
Master
File (MF)
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“DOD/CAC Applets”
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initialize_OneCARD System
sel ect _readers

connect _to_reader

verify Master PIN
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SETECS OneCARD Services

initialize Card
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serecs SETECS One PKI — “ Bridged” PKIs
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serecs Integration with CA Servers
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SeTecs Smart Cards Administration
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seTecs Smart Cards — User Login
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seTecs Smart Cards — User Administration
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Development

Upgrades to GSC-IS v 2.0

PKCS11-2-BSl and CAPI-2-BSI “ glue”

Upgrades of the OCF layer

Integration with LDAP directories

Encryption key recovery (lost cards)

Card “roll-over”

Integration of SETECS OneCARD with SE Linux
Upgrades to new smart cards
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Deployment

Pilot PKI (administration of CA servers)
Pilot Secure E—mail / Secure Web

DoD “Big Bang” (?)

Other ...
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