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1	Access to the Directory	1

�

Foreword�tc \l1 "Foreword�



ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the specialized system for world-wide standardization.  National bodies that are members of ISO or IEC participate in the development of International Standards through technical committees established by the respective organizations to deal with particular fields of technical activity.  ISO and IEC technical committees collaborate in fields of mutual interest.  Other international organizations, governmental or non-governmental, in liaison with ISO and IEC, also take part in the work.



In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC1.  In addition to developing International Standards, ISO/IEC JTC1 has created a Special Group on Functional Standardization for the elaboration of International Standardized Profiles (ISPs).



An International Standardized Profile is an internationally agreed, harmonized document which identifies a standard or group of standards, together with options and parameters, necessary to accomplish a function or set of functions.



Draft International Standardized Profiles are circulated to national bodies for voting.  Publication as an Interantional Standardized Profile requires approval by at least 75% of the national bodies casting a vote.



This ISP, ISO/IEC ISP xxxxx was prepared with the collaboration of the following organizations:



ï	Asia-Oceania Workshop (AOW)



	ï	European Telecommunications Standards Institute (ETSI)



ï	European Workshop for Open Systems (EWOS)



ï	Open Systems Environment Implementorís Workshop (OIW)



ISO/IEC ISP xxxxx consists of the following parts under the general title Information Technology - International Standardized Profiles ADYnn - The Directory



ï	Introduction



ï	Supporting Layers



ï	Part 1-ADY11:	DUA support of Directory Access Protocol



ï	Part 2-ADY12:	DUA support of Distributed Operations



ï	Part 3-ADY21:	DSA support of Directory Access Protocol



ï	Part 4-ADY22:	DSA support of Distributed Operations



ï	Part 5-ADY41:	DUA Authentication as DAP initiator



ï	Part 6-ADY42:	DSA Authentication as DAP responder



ï	Part 7-ADY43:	DSA to DSA Authentication



ï	Part 8-ADY44:	DSA Simple Access Control



ï	Part 9-ADY45:	DSA Basic Access Control



ï	Part 10-ADY51:	Shadowing using ROSE



ï	Part 11-ADY52:	Shadowing using RTSE



ï	Part 12-ADY53:	Shadowing subset



ï	Part 13-ADY61:	Administrative areas



ï	Part 14-ADY62:	Establishment and utilization of shadowing agreements



ï	Part 15-ADY63:	Schema administration and publication



ï	Part 16-ADY71:	Shadowing Operational Binding



ï	Part 17-ADY72:	Hierarchical Operational Binding



ï	Part 18-ADY73:	Non-specific Hierarchical Operational Binding



ISO/IEC ISP XXXXX contains the following two profiles:



	ï	Part 1-FDY11:	Common Directory Use



	ï	Part 2-FDY12:	Directory System Schema



The present document contains two normative annexes:



ï	Annex A: Profile Requirements List of ADY71 - Shadowing Operational Binding



ï	Annex B: Amendments and Corrigenda
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Introduction�tc \l1 "Introduction�



The concept and structure of International Standardized Profiles for Information Systems are laid down in the Technical Report ISO/IEC TR 10000.  The purpose of an International Standardized Profile is to recommend when and how certain information technology standards shall be used.  This International Standardized Profile ISO/IEC ISP xxxxx-16 specifies application profile ADY71 as defined in the Technical Report ISO/IEC TR 10000-2.



ISO/IEC ISP xxxxx-16 is one of a set of International Standardized Profiles relating to the Directory (see TR10000-2) for the ë93 standards.



ISO/IEC ISP xxxxx-16 profiles how DOP is used to establish, modify and terminate shadow operational bindings as defined in ISO/IEC 9594-9 | ITU Rec. X.525.





�

Information Technology - International Standardized Profile

ADYnn - The Directory



Part 16:  Shadowing Operational Binding





1	Scope�tc \l1 "1	Scope�



1.1	General�tc \l2 "1.1	General�



This part of ISO/IEC ISP xxxxx-16 covers the use of the Directory Shadow Operational Binding in 1993 ITU-T X.500 series of Recommendations and  ISO/IEC 9594 series of standards, for the distinct purpose of expressing the ìagreementî of two DSAs to engage in specific types of shadowing. This interaction allows operations from a well defined set to be invoked by one or the other party to the agreement.



The objective of this part is to specify how DOP is used to establish, modify and terminate shadow operational bindings. 



1.2	Position within the taxonomy�tc \l2 "1.2	Position within the taxonomy� 



This part of ISO/IEC ISP xxxxx is one part of a multipart ISP identified in ISO/IEC TR 10000-2 as "ADY71, Shadowing Operational Binding."



1.3	Scenario�tc \l2 "1.3	Scenario�



A mutual understanding between two DSAs can be established to express an agreement to subsequently engage in a shadowing operational binding.  Two DSAs may play an identical role in an operational binding and invoke the same operations on each other.  Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and procedures apply to each DSA.  In either case, parameters for the shadowing agreement are exchanged between two DSAs.  Specifications of this part of ISO/IEC ISP xxxxx apply to DSA features used to manage aspects of shadowing agreements.



Two or more DSAs can pass on one or more operations between themselves to provide an agreed to service. 

A single DSA may be technically capable of supporting a large number of operations, but only be willing to cooperate with another DSA in the processing of a small number of these operations and could have only a particular value set for certain parameters.  Yet, at the same time this particular DSA may be willing to perform a wider range of operations with still yet another different DSA and furthermore, do so with the stipulation that the shared information be made available in a limited fashion for other selected DSAs. 



These general concepts are depicted in Figure 1.



�





Figure 1 - Access to the Directory



The following steps are involved: 

1)	 Directory A sends its information to a recipient Directory B; 

2)	 Directory A sends a more restricted form of  information to a recipient Directory C;

3)	 In the event that Directory B provides information to Directory C pertaining to Directory A, the                  information provided to Directory C from Directory B will not exceed the restrictions placed between an association of Directory A to Directory C.





2	Normative References�tc \l1 "2	Normative References�



The following ITU-T Recommendations and International Standards contain provisions which, through reference in this text, constitute provisions of this International Standardized Profile.  This International Standardized Profile profiles the 1993 edition of the Directory Specifications.



Amendments and corrigenda to the base standards are referenced: see Annex B for a complete list of these documents which are used in this ISP.



2.1	Paired ITU-T Recommendations | International Standards equivalent in technical content�tc \l2 "2.1	Paired ITU-T Recommendations | International Standards equivalent in technical content�



ITU-T Recommendation X.500 (1993) | ISO/IEC 9594-1:1993, Information Technology - Open System Interconnection - The Directory :  Overview of Concepts, Models, and Services.



ITU-T Recommendation X.501 (1993) | ISO/IEC 9594-2:1993, Information Technology - Open Systems Interconnection - The Directory:  Models.



ITU-T Recommendation X.511 (1993) | ISO/IEC 9594-3:1993, Information Technology - Open Systems Interconnection - The Directory :  Abstract Service Definition.



ITU-T Recommendation X.518 (1993) | ISO/IEC 9594-4:1993, Information Technology - Open Systems Interconnection - The Directory:  Procedures for Distributed Operations.



ITU-T Recommendation X.519 (1993) | ISO/IEC 9594-5:1993, Information Technology - Open Systems Interconnection - The Directory:  Protocol Specifications.



ITU-T Recommendation X.520 (1993) | ISO/IEC 9594-6:1993, Information Technology - Open Systems Interconnection - The Directory:  Selected Attribute Types.



ITU-T Recommendation X.521 (1993) | ISO/IEC 9594-7:1993, Information Technology - Open Systems Interconnection -  The Directory:  Selected Object Classes.



ITU-T Recommendation X.509 (1993) | ISO/IEC 9594-8:1993, Information Technology - Open System Interconnection - The Directory:  Authentication Framework.



ITU-T Recommendation X.525 (1993) | ISO/IEC 9594-9:1993, Information Technology - Open System Interconnection - The Directory: Replication



ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1994, Information Technology - Remote Operations:  Concepts, Model and Notation



2.2	Additional normative references�tc \l2 "2.2	Additional normative references�



CCITT Recommendation X.200 (1988) Reference Model of Open Systems Interconnection for CCITT Applications.



ISO 7498:1984, Information Processing Systems - Open Systems Interconnection - Basic Reference Model.



ISO/IEC TR 10000-1:199?, Information Technology - Framework and taxonomy of International Standardized Profiles - Part 1:  Framework.



ISO/IEC TR 10000-2:199?, Information Technology - Framework and taxonomy of International Standardized Profiles - Part 2:  Taxonomy of Profiles.



3	Definitions�tc \l1 "3	Definitions�



3.1	General�tc \l2 "3.1	General�



Terms used in this part of ISO/IEC ISP xxxxx-1 are as defined in the referenced base standards.  In addition, the following terms are defined. 





Agreement: A definition of the semantics and representation of the components of the “agreement”. This information parameterizes the specific instance of an operational binding between two DSAs.



DSA: An application process which provides the service that the user has requested.  It may use local information or interact with other DSAs to respond to queries.



Initiator: A definition which of the two abstract roles “ROLE-A” and “ROLE-B” is allowed to initiate the establishment, modification or termination of an operational binding of this type.



Management procedures: A set of procedures that a DSA shall follow when the operational binding of this type is established, modified or terminated.

Master DSA: The DSA which has administrative authority for a naming context. All adds, deletes and modifications to entries in this naming context are done by the master DSA. The master DSA may enter into shadowing agreements with other DSAs to provide copies of a subset of a naming context (see unit of replication);

Primary shadowing: Shadowing where the shadow supplier is the master DSA;

Secondary shadowing: Shadowing where the shadow supplier is not the master DSA;

Shadow consumer:  A DSA that receives shadowed information;

Shadow operational binding: The relationship between two DSAs, one acting as a supplier of replicated information and the other as its consumer.



Shadow service: The service provided to perform shadowing between two DSAs that have entered into one or more shadowing agreements.



Shadow supplier: A DSA that provides shadowed information. This DSA may or may not be the master DSA;



Shadowed DSA specific entry (SDSE):  A unit of shadowed information which is associated with a specific name; it represents the information taken from a DSE which is  shadowed.



Shadowed information:  The complete set of information associated with a unit of replication. Shadowed information is conceptually held both by the shadow supplier and the shadow consumer for the purposes of the shadow protocol and comprises a tree shaped structure of shadowed DSEs;



Shadowing: Replication between two DSAs whereby shadowed information is copied and maintained using the Directory Information Shadowing Protocol;



Shadowing agreement: The terms specific to a particular agreement required for shadowing to occur between a pair of DSAs;



Type identification: This identifies the type of DSA interaction that is determined by the operational binding. These identifiers are object identifier values.



3.2	Support level�tc \l2 "3.2	Support level�



To specify the support level of protocol features for ISO/IEC ISP xxxxx-1, the following terminology is defined.



3.2.1	Mandatory; m: Support of this feature must be implemented.



3.2.2	Optional; o: Support of the feature is left to the implementor.



3.2.3	Conditional; c: The requirement to support the feature is dependent on a specified condition.  The condition and the resulting support requirements are stated separately.



3.2.4	Out of scope; i: Support of the feature is outside the scope of the part of ISO/IEC xxxxx.



4	Abbreviations

�tc \l1 "4	Abbreviations�

ACSE	       Association Control Service Element

ACI		Access Control Information

CCITT		International Telegraph and Telephone Consultative Committee

DIB	          Directory Information Base

DISP		Directory Information Shadowing Protocol

DIT		Directory Information Tree

DSA		Directory System Agent

DSE		DSA Specific Entry

DUA		Directory User Agent

IEC		International Electrotechnical Commission

IPRL		ISPICS Requirements List

ISO		International Organization for Standardization

ISP		International Standardized Profile

ISPICS 	ISP Implementation Conformance Statement

ITU		International Telecommunication Union

ITU-T		ITU Telecommunication Standardization Sector

OSI		Open Systems Interconnection

PDU		Protocol Data Unit

PICS		Protocol Implementation Conformance Statement

PRL		Profile Requirements List

RDN		Relative Distinguished Name

ROSE		Remote Operations Service Element

SDSE	         Shadowed DSA Specific Entry

5	Conformance�tc \l1 "5	Conformance�



This ISP states requirements on implementations to achieve interworking.  A claim of conformance to this ISP is a claim that all requirements in the relevant base standards are satisfied, and that all requirements in the following clauses and in Annex A of this ISP are satisfied.  Annex A states the relationship between these requirements and those of the base standards.



To conform to this part of ISO/IEC ISP xxxxx-16, implementations shall conform to all requirements of ISO/IEC 9594-5 clause 9.2 for a DSA implementing the directoryOperationalBindingManagementAC application context, including the requirements directly and indirectly referenced by that clause.  A DSA claiming conformance to this part of ISO/IEC ISP xxxxx-16 shall also satisfy the requirements specified in 5.1 through 5.2.3 following.



For an implementation to conform to this part of ISO/IEC ISP xxxxx-16, the behavior of each operation and protocol element, whether supported or not, shall conform to the provisions of this part of ISO/IEC ISP xxxxx-16.



5.1	Conformance Statement�tc \l2 "5.1	Conformance Statement�



For each implementation claiming conformance to this part of ISO/IEC ISP xxxxx, an appropriate set of PICS shall be produced stating the support or non-support of each option identified in this part of ISO/IEC ISP xxxxx.



The PICS shall satisfy all requirements defined in ISO/IEC 9545-5, clauses 9.2, 9.3, 9.4 and to Annex A of this part of ISO/IEC ISP xxxxx, the IPRL of this document.



5.2	Static Conformance Requirements�tc \l2 "5.2	Static Conformance Requirements�



In addition to the conformance requirements stated in clause 5 above, a DSA implementation claiming conformance to this part of ISO/IEC ISP xxxxx shall also conform to the static requirements specified in the remainder of this clause. The requirement for the support of these services and operations is specified in Annex A of this document .The standard does not require that any specific services be provided to the directory user and addresses only DSA to DSA interactions. 



Each feature (operation or protocol element) listed in Annex A is designated as having a support requirement of mandatory, optional, out-of-scope, or not applicable.  Some features have a conditional designation specifying whether the feature is mandatory or optional based on a predicate.  The conditions and predicates are stated in the IPRL.  Implementations shall support all features designated mandatory in the IPRL except those which are part of an unsupported protocol element.  Where protocol elements are nested, the requirement to support the nested element is relevant only when the immediately containing element is supported.



The set of PICS specified in 5.1 above tells which operations and protocol elements are supported.  For each supported operation and protocol element, the features and syntax shall be implemented as specified in the referenced base standards and in this ISP.  For each received protocol element that is supported, the DSA shall be capable of producing an effect which is made available to the initiating DSA or which results in the targeted DSA taking further action.  For each generated protocol element that is supported, the DSA shall be capable of generating each value of the protocol element permitted by the abstract syntax at the request of the initiating DSA , except as noted in the PICS.



A shadowing agreement is required before shadowed information may be shared between any pair of DSAs. The shadowing agreement may be activated by its inclusion in an establishOperationalBinding operation and this  shadowing agreement may be modified through a modifyOperationalBinding operation. No negotiation of parameters of the agreement is supported by the operational binding management protocol. The parameters are either accepted or rejected. A shadowing agreement may be terminated through a terminateOperationalBinding operation.



5.3	Dynamic Requirements�tc \l2 "5.3	Dynamic Requirements�



To conform to this part of ISO/IEC ISP xxxxx, implementations shall conform to all dynamic requirements of ISO/IEC 9594-5, ITU-T Recommendation X.519, clauses 9.2.3, 9.3, 9.4.3 and 7.5, for a DSA implementing directoryOperationalBindingManagementAC application context and for which the operational binding type of shadowOperationalBindingID conformance is claimed.  Implementations shall conform to all procedures specified in the referenced base standards as amended by the corrigenda and defect reports.  Implementations shall support all procedures and capabilities in the base standards as they relate to operations and protocol elements for which support is claimed in the PICS.  Protocol elements for which support is not claimed on the PICS shall not be generated. 



6	Procedures Section�tc \l1 "6	Procedures Section�



These procedures apply to DSAs which support the directoryOperationalBindingManagementAC, as defined in ITU-T Rec. X.519 | ISO/IEC 9594-5. In the event of a protocol loss while initiating, modifying, or terminating a shadow operational binding, neither success or failure can be assumed. It is the responsibility of the initiator to ensure both parties reach a common understanding of the state of the operation.



6.1	Establishment Procedure�tc \l2 "6.1	Establishment Procedure�



A shadowing agreement between two DSAs is activated with an establishOperationalBinding operation, as defined in ITU-T Rec. X.501 | ISO/IEC 9594-2. As arguments to this operation, the initiating DSA supplies the AgreementID for the instance of the binding, the role of the initiating DSA for this binding instance (shadow supplier or shadow consumer), and the ShadowingAgreementInfo.



6.2	Modification Procedure�tc \l2 "6.2	Modification Procedure�



Modification of the parameters of a shadowing agreement is agreed as part of the agreement for shadowing. Modification of these parameters results in a new shadowing agreement being established. The parameters of the agreement may be exchanged using a modifyOperationalBinding operation. DSA Administrative Authorities should consider the effect of agreement modification on any secondary shadows prior to the modification operation as these secondary agreements may be required to be modified, updated or terminated.



6.3	Termination Procedure�tc \l2 "6.3	Termination Procedure�



Termination of the operational binding deactivates the shadowing agreement. The termination is accomplished by either the shadow supplier or the shadow consumer initiating the terminateOperationalBinding operation as specified in ITU-T Rec. X.501 | ISO/IEC 9594-2. No additional parameters are defined for the terminateOperationalBinding operation. Conditions may have been specified as part of the bilateral agreement regarding subsequent treatment of the data upon termination, such as the removal of the shadowed information from the shadow consumer DSA within a specified time. Such conditions take effect upon termination. In the event that a shadow operational  binding is terminated, the shadow consumer shall deactivate any secondary shadowing agreements dependent on information in the shadowing agreement in question. The deactivation of secondary shadowing agreements is independent of and typically happens some time after the original terminateOperationalBinding operation. If the terminateOperationalBinding is successful, the shadowing agreement ceases to be active. Errors returned in response to a terminateOperationalBinding operation are interpreted according to the error description in ITU-T Rec. X.501 | ISO/IEC 9594-2.







�

	Annex A -  Profile Requirements List (normative)�tc \l1 "Annex A -  Profile Requirements List (normative)� 





In the event of a discrepancy becoming apparent in the body of this part of ISO/IEC ISP xxxxx and the tables in this annex, this annex is to take precedence.



A.0	Introduction�tc \l1 "A.0	Introduction�



This annex specifies the constraints and characteristics of this part of ISO/IEC ISP xxxxx on what shall or may appear in an implementorís PICS for an implementation conformant to this part of ISO/IEC ISP xxxxx.



The abbreviations used in the table headings in this annex are as follows:



D -	conformance requirement as defined in the base standard, ISO/IEC 9594: 1993 | ITU-T Recommendation series X.500: 1993



P -	conformance requirement as defined in this part of ISO/IEC xxxxx



The terminology of conformance requirements used is as defined in 3.2.

�

A.1	Identification of the Implementation�tc \l1 "A.1	Identification of the Implementation�



A.1.1	Identification of the PICS�tc \l2 "A.1.1	Identification of the PICS�



This ISP is based on ISO/IEC JTC1/SC 21 CD 10348-3: Draft Protocol Implementation Conformance Statement (PICS) Proforma for the Directory Operational Binding Management Protocol 1993 Edition Version 1.0.



A.1.2	Identification of the implementation and/or System�tc \l2 "A.1.2	Identification of the implementation and/or System�





Item No.�

Question�

Response��

1�

Implementation Name�

��

2�

Version Number�

��

3�

Machine Name�

��

4�

Machine Version Number�

��

5�

Operating System Name�

��

6�

Operating System Version No.�

��

7�

Special Configuration���

8�

Other information�

��

�PRIVATE ��A.1.3	Identification of the system supplier and/or test laboratory client�tc  \l 2 "A.1.3	Identification of the system supplier and/or test laboratory client"�

�PRIVATE ��Item No.�Question�Response��1�Organization Name���2�Contact Name(s)���3�Address

���4�Telephone Number���5�Telex Number���6�Fax Number���7�E-Mail Address���8�Other information���



A.2	Identification of the Protocol�tc \l1 "A.2	Identification of the Protocol�





Item No.�

Question�

Response��

1�

Title, Reference Number and publication date of the protocol standard�

ITU-T Recommendation X.500 (1993) |ISO/IEC 9594:1993, Information Technology - Open Systems Interconnection - The Directory��

2�

Protocol Version Number�

Version 1��

3�

Implemented Addenda�

��

4�

Implementorís Guide Version Number�

��

5�

Implemented Defect Reports�

���

A.3	Global statement of conformance�tc \l1 "A.3	Global statement of conformance�



�PRIVATE ��A.3.1	DSA Implementation and/or System

�tc  \l 2 "A.3.1	DSA Implementation and/or System"�

�PRIVATE ��Item No.�Question��D�P�Predicate Name�Note�Response��1�Are all mandatory general capabilities implemented as defined by ISO/IEC 

9594?��m�m�����2�Are minimum knowledge requirements (ISO/IEC 9594-4) implemented?��m�m�����3�Supported Security Level(s)�none�o.1�o.1�������simple�o.1�o.1�Simple-DSA������strong�o.1�o.1�Strong-DSA�ADY43�����external�i�i�����4�Supported Application-Contexts�directoryOperationalBindingManagementAC�m�m�������directorySystemAC�c0�m�������shadowSupplierInitiatedAC          H1�c1�o.2�������shadowConsumerInitiatedAC        H1 �c1�o.2�������reliableShadowSupplierInitiatedAC �c2�c2�������reliableShadowConsumerInitiatedAC  �c3�c3�����5�Supported Operational  Binding type(s)�shadowOperationalBindingID�o�m�������specificHierarchicalBindingID�o�  -     ��ADY72�      ����non-specificHierarchicalBindingID�o�  -     ��ADY73� ��6�Is asynchronous (ROSE class 2) mode of operation supported?��m�m�����c0:	If the DSA supports the directoryOperationalBindingManagementAC (A.3.1/4a) then support is m else support is o.

c1:	If the DSA supports shadowOperationalBindingID (A.3.1/5a) then support is m, else support is n/a.

c2:	If [ Supplier ], it may optionally support the reliableShadowSupplierInitiatedAC.

c3:	If [ Consumer ], it may optionally support the reliableShadowConsumerInitiatedAC.

o.1:	At least one security level must be supported.

o.2:	May be either a Consumer, a Supplier or both (Consumer and Supplier).

H1	Support of these application contexts require a DISP PICS to be submitted.



A.4	Capabilities and options�tc  \l 1 "A.5	Capabilities and options"�



This part of the ISP identifies the supported application context, the PDUs and operations.  Finally, the operation arguments and PDU parameters are identified.



�PRIVATE ��A.4.1	Supported application context�tc  \l 2 "A.5.1	Supported application context"�



The only application contexts supported by this ISP is Directory Operational Binding Management, Directory System Protocol, and Directory Information Shadowing Protocol application contexts.



�PRIVATE ��A.4.2	Operations�tc  \l 2 "A.5.2	Operations"� 	Ref. X.501, clause 24

�PRIVATE ��Item No.�Protocol Element�D�P�Predicate�Note��1�dsaOperationalBindingManagementBind�m�m�Bind���2�dsaOperationalBindingManagementUnbind�m�m�Unbind���3�EstablishOperationalBinding�o�m�Establish���4�ModifyOperationalBinding�o�m�Modify���5�TerminateOperationalBinding�o�m�Terminate���

��PRIVATE ��A.4.3	Protocol Elements�tc  \l 2 "A.5.3	Protocol Elements"�



�PRIVATE ��A.4.3.1	DSA Operational Binding Management Bind Protocol Elements�tc  \l 2 "A.5.3.1	DSA Operational Binding Management Bind Protocol Elements"� 	Ref. X.501, clause 24.6.1



A.4.3.1.1	DSA Operational Binding Management Bind Arguments 	Ref. X.511, clause 8.1.2



�PRIVATE ��Item No.�Protocol Element�D�P�Predicate�Note��1�DirectoryBindArgument�m�       m����2�   credentials�c4�       m����3�      simple�c: m�       m����4�          name�m�       m  ����5�          validity�o�       m   ����6�             time1�o�       m ����7�             time2�o�       m ����8�             random1�o�       m����9�             random2�o�       m����10�          password�o�       m����11�             unprotected�o.3�       m����12�             protected�o.3�       m ����13�                algorithmIdentifier�m�       m����14�                encrypted�m�       m����15�      strong�c: m�       o�Strong-DSA���16�          certification-path�o�       o��Ref. A.4.3.8��17�          bind-token�m�       m����18�             toBeSigned�m�       m����19�                algorithm �m�       m����20�                 name  �m�       m����21�                 time�m�       m����22�                 random�m�       m����23�             algorithmIdentifier�m�       m ����24�             encrypted�m�       m����25�          name�o�       m  ����26�      externalProcedure�i�       i����27�   versions�m�       m��d(v1)��c4:	If  [ Simple-DSA or Strong-DSA ] then support of this feature is m else support is o.

o.3:	The password, for the DUA and DSA,  may be unprotected and/or protected as described in Clause 6 of ISO/IEC 9594-8.



�A.4.3.1.2	DSA Operational Binding Management Bind Result 	Ref. X.511, Clause 8.1.2

�PRIVATE ��Item No.�Protocol Element�D�P�Predicate�Note��1�DirectoryBindResult�m�       m����2�   credentials�c4�       m����3�      simple�c: m�       m�Simple-DSA���4�          name�m�       m����5�          validity�o�       m����6�             time1�o�       m����7�             time2�o�       m����8�             random1�o�       m����9�             random2�o�       m����10�          password�o�       m����11�             unprotected�o.3�       m����12�             protected�o.3�       m����13�                algorithmIdentifier�m�       m����14�                encrypted�m�       m����15�      strong�c: m�       o�Strong-DSA���16�          certification-path�o�       o��Ref. A.4.3.8��17�          bind-token�m�       m����18�             toBeSigned�m�       m����19�                algorithm �m�       m����20�                 name  �m�       m����21�                 time�m�       m����22�                 random�m�       m����23�             algorithmIdentifier�m�       m����24�             encrypted�m�       m����25�          name�o�       m����26�      externalProcedure�i�       i����27�   versions�m�       m��d(v1)��c.4:	If [Simple-DSA or Strong-DSA] then support of this feature is m else support is o.

o.3:	The password, for the DUA and DSA,  may be unprotected and/or protected as described in Clause 5 of ISO/IEC 9594-8.



A.4.3.1.3	DSA Operational BindingManagement Bind Error 	Ref. X.511, Clause 8.1.4

�PRIVATE ��Item No.�Protocol Element�D�P�Predicate�Note��1�DirectoryBindError�m�m����2�   versions�m�m��d(v1)��3�   error�m�m����4�      ServiceError�m�m����5�      SecurityError�m�m����

�PRIVATE ��A.4.3.2	DSA Operational Binding Management Unbind Elements�tc  \l 3 "A.5.3.2	DSA Operational Binding Management Unbind Elements"� 	Ref. X.511, Clause 8.2



DSAOperationalBindingManagementUnbind has no arguments (see Section 8.2 of ISO/IEC 9594-3)



��PRIVATE ��A.4.3.3	Establish Operational Binding Elements�tc  \l 3 "A.5.3.3	Establish Operational Binding Elements"�



A.4.3.3.1	Establish Operational Binding Argument 	Ref. X.501, clause 24.2

�PRIVATE ��Item No.�Protocol Element�D�P�Predicate�Note��1�EstablishOperationalBindingArgument�c: m�m�Establish���2�   bindingType�m�m����3�   bindingID�o�o����4�      identifier�m�m����5�      version�m�m����6�   accessPoint�m�m��Ref. A.4.3.7��7�   initiator�o�m����8�      symmetric�m�m����9�      roleA-initiates�m�m����10�      roleB-initiates�m�m����11�   agreement�m�m����12�   valid�m�m��d({})��13�      validFrom�m�m��d(now)��14�          now�m�m��NULL��15�          time�m�m����16�      validUntil�m�m��d(explicitTermination)��17�          explicitTermination�m�m��NULL��18�           time�m�m����

A.4.3.3.2	Establish Operational Binding Result 	Ref. X.501, clause 24.2

�PRIVATE ��Item No.�Protocol Element�D�P�Predicate�Note��1�EstablishOperationalBindingResult�c: m�m�Establish���2�   bindingType�m�m����3�   bindingID�o�m����4�      identifier�m�m����5�      version�m�m����6�   accessPoint�m�m��Ref. A.4.3.7��7�   initiator�o�m����8�      symmetric�m�m����9�      roleA-replies�m�m����10�      roleB-replies�m�m����

��PRIVATE ��A.4.3.4	Modify Operational Binding Elements�tc  \l 3 "A.5.3.4	Modify Operational Binding Elements"� 	Ref. X.501, clause 24.3

�PRIVATE ��Item No.�Protocol Element�D�P�Predicate�Note��1�ModifyOperationalBindingArgument�c: m�m�A.4.2/4���2�   bindingType�m�m����3�   bindingID�m�m����4�      identifier�m�m����5�      version�m�m����6�   accessPoint�o�m��Ref. A.4.3.7��7�   initiator�o�m����8�      symmetric�m�m����9�      roleA-initiates�m�m����10�      roleB-initiates�m�m����11�   newBindingID�m�m����12�      identifier�m�m����13�      version�m�m����14�   newAgreement�o�m����15�   valid�o�m����16�      validFrom�m�m��d(now)��17�          now�m�m��NULL��18�          time�m�m����19�      validUntil�m�m��d(explicitTermination)��20�          explicitTermination�m�m��NULL��21�           time�m�m����22�ModifyOperationalBindingResult�c: m�m�Modify�NULL��

�PRIVATE ��A.4.3.5	Terminate Operational Binding Elements�tc  \l 3 "A.5.3.5	Terminate Operational Binding Elements"� 	Ref. X.501, clause 24.4

�PRIVATE ��Item No.�Protocol Element�D�P�Predicate�Note��1�TerminateOperationalBindingArgument�c: m�m�Terminate���2�   bindingType�m�m����3�   bindingID�m�m����4�      identifier�m�m����5�      version�m�m����6�   initiator�o�m����7�      symmetric�m�m����8�      roleA-intiates�m�m����9�      roleB-initiates�m�m����10�   terminateAt�o�o����11�TerminateOperationalBindingResult�c: m�m�Terminate�NULL��

��PRIVATE ��A.4.3.6	Errors and Parameters�tc  \l 3 "A.5.3.6	Errors and Parameters"� 	Ref. X.501, clause 24.5

�PRIVATE ��Item No.�Protocol Element�D�P�Predicate�Note��1�operationalBindingError�m�m����2�   OpBindingErrorParam�m�m����3�      problem�m�m����4�         invalidID�m�m����5�         duplicateID�m�m����6�         unsupportedBindingType�m�m����7�         notAllowedForRole�m�m����8�         parametersMissing�m�m����9�         roleAssignment�m�m����10�         invalidStartTime�m�m����11�         invalidEndTime�m�m����12�         invalidAgreement�m�m����13�         currentlyNotDecidable�m�m����14�        modificationNotAllowed�m�m����15�       bindingType�o�o����16�       agreementProposal�o�o����17�       retryAt�o�o����

�PRIVATE ��A.4.3.7	Access Point�tc  \l 3 "A.5.3.7	Access Point"� 	Ref. X.518, clause 10.8

�PRIVATE ��Item No.�Protocol Elements�D�P�Predicate�Note��1�AccessPoint�m�m����2�   ae-title�m�m����3�   address�m�m����4�      pSelector�o�o����5�      sSelector�o�o����6�      tSelector�o�o����7�      nAddresses�m�m����8�   protocolInformation�o�o����

��PRIVATE ��A.4.3.8	CertificationPath�tc  \l 3 "A.5.3.8	CertificationPath"� 	Ref. X.509, clause 8

�PRIVATE ��Item No.�Protocol Element�D�P�Predicate�Note��1�CertificationPath�c5�m����2�   Certificate�m�m����3�     toBeSigned�m�m����4�     algorithmIdentifier�m�m����5�     encrypted�m�m����6�       version�m�m��d(v1)��7�       serialNumber�m�m����8�       signature�m�m����9�         algorithm�m�m����10�         parameters�m�m����11�       issuer�m�m����12�       validity�m�m����13�         notBefore�m�m����14�         notAfter�m�m����15�       subject�m�m����16�       subjectPublicKeyInfo�m�m����17�         algorithm�m�m����18�         subjectPublicKey�m�m����19�       issuerUniqueIdentifier�o�o��Note 1��20�       subjectUniqueIdentifier�o�o��Note 1��21�       extensions�c6�o����22�         extnID�c6�o����23�         critical�c6�o����24�         extnValue�c6�o����25�   CertificatePair�o�m����26�       forward�o.4�m����27�       reverse�o.4�m����c5 :	If [ A.4.3.1.1/10 or A.4.3.1.2/10 ] then support is m else support is o.

c6:	If version3 then m else o.

o.4:	At least one of the pair shall be present as specified in ITU-T Rec. X.509, Clause 8.

Note 1:	If present, version must be 2 or 3.

��PRIVATE ��A.4.4	Operational Bindings�tc  \l 2 "A.5.4	Operational Bindings"�



�PRIVATE ��A.4.4.1	Shadow Operational Binding�tc  \l 3 "A.5.4.1	Shadow Operational Binding"� 	Ref. X.525, clause 8.3

�PRIVATE ��Item No.�Information Objects�Protocol Element�D�P�Predicate�Note��1�shadowOperationalBinding��c: m�m�A.3.1/5a���2�AGREEMENT�ShadowingAgreementInfo�m�m����3��   shadowSubject�m�m����4��   updateMode�m�m����5��   master�o�o����6��   secondaryShadows�m�m����7�APPLICATION CONTEXTS��m�m����8�   shadowSupplierInitiatedAC��m�m��APPLIES TO All-operations-supplier-initiated��9�   shadowConsumerInitiatedAC��m�m��APPLIES TO All-operations-consumer-initiated��10�   reliableShadowSupplierInitiatedAC��o�o��APPLIES TO All-operations-supplier-initiated��11�   reliableShadowConsumerInitiatedAC��o�o��APPLIES TO All-operations-consumer-initiated��12�ASYMMETRIC��m�m����13�   ROLE-A��m�m��APPLIES TO All-operations-supplier-initiated��14�      ESTABLISHMENT-INITIATOR��m�m��true��15�      ESTABLISHMENT-PARAMETER��m�m��Null��16�      MODIFICATION-INITIATOR��m�m��true��17�      TERMINATION-INITIATOR��m�m��true��18�   ROLE-B��m�m����19�      ESTABLISHMENT-INITIATOR��m�m��true��20�      ESTABLISHMENT-PARAMETER��m�m��Null��21�      MODIFICATION-INITIATOR��m�m��true��22�      MODIFICATION-PARAMETER��m�m����23�         secondaryShadows��m�m����24�      TERMINATION-INITIATOR��m�m��true��25�ID��m�m��= id-op-binding-shadow��

�PRIVATE ��A.4.4.2	Hierarchical Operational Binding�tc  \l 3 "A.5.4.2	Hierarchical Operational Binding"� 	



There is no requirement to implement any of the elements specified in this table for this ISP.



�PRIVATE ��A.4.4.3	NonSpecificHierarchical Operational Binding�tc  \l 3 "A.5.4.3	NonSpecificHierarchical Operational Binding"� 



There is no requirement to implement any of the elements specified in this table for this ISP.

	

�PRIVATE ��A.4.4.4	Superior To Subordinate Elements�tc  \l 3 "A.5.4.4	Superior To Subordinate Elements"� 	



There is no requirement to implement any of the elements specified in this table for this ISP.

	

�PRIVATE ��A.4.4.5	Subordinate To Superior Elements�tc  \l 3 "A.5.4.5	Subordinate To Superior Elements"� 	



There is no requirement to implement any of the elements specified in this table for this ISP.

�Annex B - Amendments and Corrigenda (normative)�tc \l1 "Annex B - Amendments and Corrigenda (normative)�





International standards are subject to constant review and revision by ISO/IEC Technical Committee concerned and by ITU-T. The following amendments and corrigenda are approved by ISO/IEC JTC1 and by IT-T, but at the date of publication of this ISP they were not yet incorporated in the text of the corresponding base standards as referenced in this ISP. The amendments and corrigenda as listed below are considered as normative references by this ISP.

X.501 | ISO/IEC 9594-2 (1993)

—	Technical Corrigendum 1 (covering resolutions to defect reports 088, 089, 090, 091, 102, 104, 125)

—	Draft Technical Corrigendum 2 (covering resolutions to defect reports 134, 136)

X.511 | ISO/IEC 9594-3 (1993)

—	Technical Corrigendum 1 (covering resolutions to defect report 085)

—	Draft Technical Corrigendum 2 (covering resolutions to defect reports 119, 133)

X.518 | ISO/IEC 9594-4 (1993)

—	Technical Corrigendum 1 (covering resolutions to defect reports 094, 106, 108, 109, 111, 112, 113, 114, 115)

—	Draft Technical Corrigendum 2 (covering resolutions to defect reports 116, 117, 118, 119, 120, 121, 130)

X.519 | ISO/IEC 9594-5 (1993)

—	Technical Corrigendum 1 (covering resolutions to defect reports 075, 124)

X.520 | ISO/IEC 9594-6 (1993)

—	Technical Corrigendum 1 (covering resolutions to defect reports 076, 122, 127)

X.521 | ISO/IEC 9594-7 (1993)

—	none

X.509 | ISO/IEC 9594-8 (1993)

—	Technical Corrigendum 1 (covering resolutions to defect report 128)

—	Technical Corrigendum 2 (covering resolutions to defect reports 077, 078, 083, 084)

—	Draft Technical Corrigendum 3 (covering resolutions to defect reports 80, 92, 100)

X.525 | ISO/IEC 9594-9 (1993)

—	Technical Corrigendum 1 (covering resolutions to defect reports 097, 099, 123)

—	Draft Technical Corrigendum 2 (covering resolutions to defect report 132)
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