APPENDIX C2
Questionnaire for Review of Conformity with 

Quality Standards for Investigations (Computer Forensics)


PURPOSE.  Appendix C2 is used to assess an organization’s conformity with computer forensic standards.  Incorporation of Appendix C2 (a review of computer forensics activities) is not mandatory.  It is an “opt-in” feature of a peer review.  If the OIG organization being reviewed has computer forensic capability, it may, prior to commencement of the review, opt to have its computer forensics activities reviewed.  If an organization does opt in, the results of the computer forensics review will be included in the overall assessment of the OIG organization.  Note that regardless of whether or not an organization opts in, the investigative aspects of computer-related cases (planning, execution, and reporting) will be reviewed relative to the QSI if such cases are part of the sample case file selection.  Appendix C2 involves an additional review step—focusing on the technical aspects of computer forensics operations. If the OIG organization conducting the peer review does not have in-house personnel with computer forensic capability to conduct the review, it may seek assistance from other PCIE/ECIE OIG organizations.   
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	E.  COMPUTER FORENSIC MANAGEMENT- The Standards for the management of computer forensic programs and individuals who are assigned to analyze, collect, manage and review of electronic evidence.

	1. Does the organization have a policy concerning computer forensics?
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	12/2003 QS General Standards, section C, pgs 6-7
	

	2. Is computer evidence acquired and managed in a manner that protects and preserves the integrity of the evidence?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	12/2003 QS General Standards, section C, pgs 6-7
	

	3. Are the tools and techniques used in computer forensics verified or generally accepted by the computer forensic community to produce accurate results? 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	12/2003 QS General Standards, section C, pgs 6-7 and Qualitative Standards, section B, pg 10
	

	4. Have the personnel performing a computer forensics action been trained for that duty?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	12/2003 QS General  Standards, section C, pgs 3-4
	

	5. Do computer forensic personnel receive periodic training or instruction in order to maintain their skills and competencies?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	12/2003 QS General  Standards, section C, pg 3-4
	

	6. Is the documentation of completed computer forensic analysis sufficiently detailed to allow duplication of the actions taken?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	12/2003 QS General Standards, section C, pgs 6-7 and Qualitative Standards, section B, pg. 10
	

	7. Are the findings made by a computer forensic examiner sufficiently documented?

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	12/2003 QS General Standards, section C, pgs 6-7 and Qualitative Standards, section B, pg 10, section C, pg 11
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