HEHHBHRHARHRRARHRBH R ARHRR AR R H R AR BB AR R H R AR H BB R R AR RS

Secure Hash Algorithm
Message Digest Length = 160

HEHRBHRHARHRR AR RBH R AR B RRARBRBH R ARH R R BB RBHRR AR B R R R R ARH RS Y

One Block Message Sample

Input Message: "abc

Initial hash value:
H[@] = 67452301
H[1] = EFCDABS89
H[2] = 98BADCFE
H[3] = 10325476
H[4] = C3D2E1F0

Block Contents:
W[0] = 61626380
W[1] = 00000000
W[2] = 00000000
W[3] = 00000000
W[4] = 00000000
W[5] = 00000000
W[6] = 00000000
W[7] = 00000000
W[8] = 00000000
W[9] = 00000000
W[10] = 00000000
W[11] = 00000000
W[12] = 00000000
W[13] = 00000000
W[14] = 00000000
W[15] = 00000018

A B C D E
: 0116FC33 67452301 7BF36AE2 98BADCFE 10325476
8990536D 0116FC33 59D148C0 7BF36AEZ2 98BADCFE
: A1390F08 8990536D C@45BFOC 59D148C0 7BF36AE2
CDD8E11B A1390F08 626414DB (C045BFOC 59D148C0
CFD499DE CDD8E11B 284E43C2 626414DB (C045BF0@C
3FC7CA40 CFD499DE F3763846 284E43C2 626414DB
: 993E30C1 3FC7CA40 B3F52677 F3763846 284E43(C2
: 9E8CO7D4 993E30C1 OFF1F290 B3F52677 F3763846
: 4B6AE328 OE8CO7D4 664F8C30 OFF1F290 B3F52677
8351F929 4B6AE328 27A301F5 664F8C30 OFF1F290
t=10: FBDASE89 8351F929 12DAB8CA 27A301F5 664F8C30
t=11: 63188FE4 FBDA9E89 60D47E4A 12DAB8CA 27A301F5
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t=12:
t=13:
t=14:
t=15:
t=16:
t=17:
t=18:
t=19:
t=20:
t=21:
t=22:
t=23:
t=24:
t=25:
t=26:
t=27:
t=28:
t=29:
t=30:
t=31:
t=32:
t=33:
t=34:
t=35:
t=36:
t=37:
t=38:
t=39:
t=40:
t=41:
t=42:
t=43:
t=44:
t=45:
t=46:
t=47:
t=48:
t=49:
t=50:
t=51:
t=52:
t=53:
t=54:
t=55:
t=56:
t=57:
t=58:
t=59:
t=60:
t=61:
t=62:
t=63:
t=64:
t=65:

4607B664
9128F695
196BEE77
20BDD62F
4E925823
82AA6728
DC64901D
FDOE1D7D
1A37B0OCA
33A23BFC
21283486
D541F12D
C7567DC6
48413BA4
BE35FBD5
4AA84D97
8370B52E
C5FBAF5D
1267B407
3B845D33
046FAAQA
2CQEBC11
21796AD4
DCBBBOCB
OF511FD8
DC63973F
4C986405
32DE1CBA
FC87DEDF
970A0D5C
7F193DC5
EE1B1AAF
4QF28E0Q9
1C51E1F2
AQ1B846C
BEADQ2CA
BAF39337
120731C5
641DB2CE
3847AD66
E490436D
27E9F1D8
7B71F76D
SE6456AF
C846093F
D262FF50
@9D785FD
3F52DESA
D756C147
548C9CB2
B66C020B
6B61C9E1
19DFA7AC
101655F9

63188FE4
4607B664
9128F695
196BEE77
20BDD62F
4E925823
82AA6728
DC64901D
FDOE1D7D
1A37B0OCA
33A23BFC
21283486
D541F12D
C7567DC6
48413BA4
BE35FBD5
4AA84D97
8370B52E
C5FBAF5D
1267B407
3B845D33
046FAAQA
2COEBC11
21796AD4
DCBBBOCB
OF511FD8
DC63973F
4C986405
32DE1CBA
FC87DEDF
970A@D5C
7F193DC5
EE1B1AAF
40QF28EQ9
1C51E1F2
AQ1B846C
BEADQ2CA
BAF39337
120731C5
641DB2CE
3847AD66
E490436D
27E9F1D8
7B71F76D
SE6456AF
C846093F
D262FF50
@9D785FD
3F52DESA
D756C147
548C9CB2
B66C020B
6B61C9E1
19DFA7AC

7EF6A7A2
18C623F9
1181ED99
644A3DA5
C65AFBID
C82F758B
D3A49608
20AA99CA
77192407
7F67875F
868DEC32
OCE8BEFF
884A0D21
75507C4B
B1D59F71
12104EEQ
6F8D7EF5
D2AA1365
A@DC2D4B
717EEBD7
C499EDO1
CEE1174C
811BEA82
4B0O3AF04
@85E5AB5S
F72EEC32
03D447F6
F718E5CF
53261901
8CB7872E
FF21F7B7
25C28357
S5FC64F71
FB86C6AB
503CA382
8714787C
2806E11B
AFAB40B2
EEBCE4CD
4481CC71
99076CB3
8E11EB59
792410DB
@9FA7C76
SEDC7DDB
D79915AB
F211824F
3498BFD4
4275E17F
8FD4B796
F5D5B051
9523272C
ED9B0082
S5AD87278

60D47E4A
7EF6A7A2
18C623F9
1181ED99
644A3DA5
C65AFBID
C82F758B
D3A49608
20AA99CA
77192407
7F67875F
868DEC32
OCE88EFF
884A0D21
75507C4B
B1D59F71
12104EE9
6F8D7EF5
D2AA1365
A@DC2D4B
717EEBD7
C499EDO1
CEE1174C
811BEA82
4B0O3AF04
@85E5AB5S
F72EEC32
03D447F6
F718E5CF
53261901
8CB7872E
FF21F7B7
25C28357
5FC64F71
FB86C6AB
503CA382
8714787C
2806E11B
AFAB40B2
EEBCE4CD
4481CC71
99076CB3
8E11EB59
792410DB
@9FA7C76
S5EDC7DDB
D79915AB
F211824F
3498BFD4
4275E17F
8FD4B796
F5D5B051
9523272C
ED9B0082

12DAB8CA
60D47E4A
7EFB6A7A2
18C623F9
1181ED99
644A3DA5
C65AFBID
C82F758B
D3A49608
20AA99CA
77192407
7F67875F
868DEC32
OCE88EFF
884A0D21
75507C4B
B1D59F71
12104EE9
6F8D7EF5
D2AA1365
A@DC2D4B
717EEBD7
C499EDO1
CEE1174C
811BEA82
4B0O3AF04
@85E5AB5S
F72EEC32
03D447F6
F718E5CF
53261901
8CB7872E
FF21F7B7
25C28357
5FC64F71
FB86C6AB
503CA382
8714787C
2806E11B
AFAB40B2
EEBCE4CD
4481CC71
99076CB3
8E11EB59
792410DB
@9FA7C76
S5EDC7DDB
D79915AB
F211824F
3498BFD4
4275E17F
8FD4B796
F5D5B051
9523272C



t=66: OC3DF2B4 101655F9 0677E9EB 5AD87278 ED9B0082
t=67: 78DD4D2B ©OC3DFZ2B4 4405957E 0677E9EB 5AD87278
t=68: 497093C0 78DD4D2B 030F7CAD 4405957E 0677E9QEB
t=69: 3F2588C2 497093C0 DE37534A 030F7CAD 4405957E
t=70: C199F8C7 3F2588C2 125C24F0@ DE37534A ©30F7CAD
t=71: 39859DE7 (C199F8C7 8F(C96230 125C24F0@ DE37534A
t=72: EDB42DE4 39859DE7 F0667E31 8F(C96230 125C24F0
t=73: 11793F6F EDB42DE4 C(E616779 FO667E31 8F(C96230
t=74: 5EE76897 11793F6F 3B6DOB79 C(CE616779 FO667E31
t=75: 63F7DAB7 5EE76897 C(45E4FDB 3B6DOB79 C(CE616779
t=76: AQ79B7D9 63F7DAB7 D7B9DA25 C(45E4FDB 3B6DOB79
t=77: 860D21CC A@79B7D9 D8FDF6AD D7B9DA25 C45E4FDB
t=78: 5738D5E1 860D21CC 681E6DF6 D8FDF6AD D7B9DA25
t=79: 42541B35 5738D5E1 21834873 681E6DF6 D8FDF6AD

H[@] = 67452301 + 42541B35 = A9993E36
H[1] = EFCDAB89 + 5738D5E1l = 4706816A
H[2] = 98BADCFE + 21834873 = BA3E2571
H[3] = 10325476 + 681E6DF6 = 7850C26C
H[4] = C3D2E1F@ + D8FDF6AD = 9CDOD89D

Message Digest is
A9993E36 4706816A BA3E2571 7850C26C 9CDOD89D

Two Block Message Sample
Input Message:

"abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq"

Initial hash value:
H[@] = 67452301
H[1] = EFCDAB89
H[2] = 98BADCFE
H[3] = 10325476
H[4] = C3D2E1FQ

Block Contents:
W[Q] = 61626364
W[1] = 62636465
W[2] = 63646566
W[3] = 64656667
W[4] = 65666768
W[5] = 66676869
W[6] = 6768696A



WL7]
W[8]
W[9]

WL1o]
W[L11]
W[12]
W[13]
W[14]
W[15]

+
|
coNOYULT A WNEFEOS

A

: 0116FC17

EBF3B452
5109913A
2C4F6EAC
33F4AESB

: 96B85189

DB@4CB58

: 45833F0F

C565C35E

: 6350AFDA
: 8993EA77

E19ECAA2

: 8603481E
: 32F94A85

B2E7A8BE

: 42637E39
: 6B068048
: 426B9C35
: 944B1BD1
: 6C445652
: 95836DA5
: 09511177

E2B92DC4
FD224575
EEB82D9A
5A142C1A

: 2972F7C7

D526A644
E1122421

: 05B457B2
: A9C84BEC

52E31F60
5AF3242C

: 31C756A9

E9AC987C

: AB7C32EE

5933FC99

: 43F87AEQ
: 24957F22
: ADEB7478

D70QE5010
79BCFBO8
FOBCB8DE

68696A6B

696A6B6C

6A6B6C6D
6B6C6D6E
6C6D6EGF
6D6EGF70
6E6F7071
80000000
00000000

B
67452301
0116FC17
EBF3B452
5109913A
2C4F6EAC
33F4AESB
96B85189
DB@4CB58
45833F0F
C565C35E
6350AFDA
8993EA77
E19ECAA2
8603481E
32F94A85
B2E7A8BE
42637E39
6B068048
426B9C35
944B1BD1
6C445652
95836DA5
09511177
E2B92DC4
FD224575
EEB82D9A
5A142C1A
2972F7C7
D526A644
E1122421
05B457B2
A9C84BEC
52E31F60
5AF3242C
31C756A9
E9AC987C
AB7C32EE
5933FC99
43F87AE9
24957F22
ADEB7478
D70QE5010
79BCFBO8

C
7BF36AE2
59D148C0
CO45BF05
BAFCED14
9442644E
0OB13DBAB
CCFD2B96
65AE1462
36C132D6
D160CFC3
B15970D7
98D42BF6
E264FA9D
B867B2A8
A180D207
4CBE52A1
ACBOEAZF
5098DF8E
1AC1A0Q12
S509AE7@D
6512C6F4
9B111594
6560DB69
C254445D
38AE4B71
7F48915D
BBAEQB66
96850B06
CA5CBDF1
3549A991
78448908
816D15EC
2A7212FB
14B8C7D8
16BCC90B
4C71D5AA
3A6B261F
AADFQCBB
564CFF26
SOFE1EBA
89255F(C8
2B7ADD1E
35C39404

D
98BADCFE
7BF36AE2
59D148C0
CO45BF05
BAFCED14
9442644E
0B13DBAB
CCFD2B96
65AE1462
36C132D6
D160CFC3
B15970D7
98D42BF6
E264FA9D
B867B2A8
A180D207
4CBE52A1
ACBOEAZF
5098DF8E
1AC1AQ12
509AE7QD
6512C6F4
98111594
6560DB69
C254445D
38AE4B71
7F48915D
BBAEOB66
96850B06
CA5CBDF1
3549A991
78448908
816D15EC
2A7212FB
14B8C7D8
16BCC90B
4C71D5AA
3A6B261F
AADFOCBB
564CFF26
S5OFE1EBA
89255F(C8
2B7ADD1E

E
10325476
98BADCFE
7BF36AE2
59D148C0
CO45BF05
BAFCED14
9442644E
0OB13DBAB
CCFD2B96
65AE1462
36C132D6
D160CFC3
B15970D7
98D42BF6
E264FA9D
B867B2A8
A180D207
4CBE52A1
ACBOEAZF
5098DF8E
1AC1AQ12
509AE70D
6512C6F4
98111594
6560DB69
C254445D
38AE4B71
7F48915D
BBAEOB66
96850B06
CA5CBDF1
3549A991
78448908
816D15EC
2A7212FB
14B8C7D8
16BCC90B
4C71D5AA
3A6B261F
AADFOCBB
564CFF26
S5OFE1EBA
89255F(C8



t=43: 633E9561 F9BCB8DE 1E6F3ECZ2 35(C39404 2B7ADDI1E
t=44: 98C1EA64 633E9561 BEG6F2E37 1E6F3EC2 35(C39404
t=45: C6EA241E 98C1EA64 58CFA558 BEG6F2E37 1E6F3EC2
t=46: A2AD4F02 C6EA241E 26307A99 58CFA558 BEG6F2E37
t=47: C8A69090 AZ2AD4F02 B1BA8907 26307A99 58CFA558
t=48: 88341600 C(8A69090 A8AB53C0 B1BA8907 26307A99
t=49: 7E846F58 88341600 3229A424 A8AB53C0 B1BA8907
t=50: 86E358BA 7E846F58 220D0580 3229A424 A8AB53(C0
t=51: 8D2E76(8 86E358BA 1FA11BD6 220D0580 3229A424
t=52: CE892E10 8D2E76C8 A1B8D6Z2E 1FA11BD6 220D0580
t=53: EDEA95B1 C(CE892E10 234B9DBZ2 A1B8D62E 1FA11BD6
t=54: 36D1230A EDEA95B1 33A24B84 234B9DB2 A1B8D6ZE
t=55: 776C3910 36D1230A 7B7AA56C 33A24B84 234B9DB2
t=56: A681B723 776(C3910 8DB448C2 7B7AA56C 33A24B84
t=57: ACOA794F A681B723 1DDBOE44 8DB448C2 7B7AA56C
t=58: F0O3D3782 ACQA794F EQAQ6DC8 1DDBOE44 8DB448(C2
t=59: 9EF775C3 F0O3D3782 EBOZ29E53 E9A06DC8 1DDBOE44
t=60: 36254B13 O9EF775C3 BCOF4DE@ EB@O29E53 E9AQ6DCS
t=61: 4080D4DC 36254B13 EVBDDD70 BCOF4DE@ EBOQZ29E53
t=62: 2BFAF7A8 4080D4DC (D8952C4 E7BDDD70 BCOF4DEQ
t=63: 513F9CAQ 2BFAF7A8 10203537 (D8952C4 EVBDDD70
t=64: E5895C81 513F9CA@ OAFEBDEA 10203537 (D8952(C4
t=65: 1037D2D5 E5895C81 144FE728 OAFEBDEA 10203537
t=66: 14A82DA9 1037D2D5 79625720 144FE728 OAFEBDEA
t=67: 6D17COFD 14A82DA9 440DF4B5 79625720 144FE728
t=68: 2C7BO7BD 6D17C9FD 452A0B6A 440DF4B5 79625720
t=69: FDFGEFFF 2C7BO7BD 5B45F27F 452A0B6A 440DF4B5
t=70: 112B96E3 FDF6EFFF 4B1EC1EF 5B45F27F 452A0B6A
t=71: 84065712 112B96E3 FF7DBBFF 4B1EC1EF 5B45F27F
t=72: AB89FB71 84065712 C(44AE5B8 FF7DBBFF 4B1ECLEF
t=73: (5210E35 AB89FB71 A10195C4 C(44AE5B8 FF7DBBFF
t=74: 352D9F4B (5210E35 6AEZ27EDC A10195C4 C44AE5BS8
t=75: 1AQEQEQA 352D9F4B 7148438D 6AE27EDC A10195C4
t=76: DOD47349 1AQEQEQA (D4B67D2 7148438D 6AE27EDC
t=77: AD38620D DOD47349 86838382 (D4B67D2 7148438D
t=78: D3AD7C25 AD38620D 74351CD2 86838382 (D4B67D2
t=79: 8CE34517 D3AD7C25 ©6B4E1883 74351CD2 86838382

H[@] = 67452301 + 8CE34517 F4286818
H[1] = EFCDAB89 + D3AD7(C25 C37B27AE
H[2] = 98BADCFE + 6B4E1883 = 0408F581
H[3] = 10325476 + 74351CD2 = 84677148
H[4] = C3D2E1F0Q + 86838382 = 4A566572

Block Contents:
W[0] = 00000000
W[1] = 00000000
W[2] = 00000000
W[3] = 00000000
W[4] = 00000000
W[5] = 00000000
W[6] = 00000000



WL7]
W[8]
W[9]

WL1o]
WL11]
W[12]
W[13]
W[14]
W[15]

+
|
coNOOULT A WNEFEOS

A

: 2DF257E9
: 4D3DC58F

C352BB0@5
EEF743C6

: 41E34277

5443915C
E7FAQ377
C6946813
FDDE1DE1
B8538ACA

: 6BA94F63
: 43A2792F

FECD7BBF

: A2604CA8
: 258BOBAA

D9772360
5507DB6E

: A51B58BC
: C2EB709F

D8992153

: 37482F5F

EE8700BD

: 9AD594B9
: 8FBAA5B9
: 88FB5867

EEC50521
50BCE434
5C416DAF

: 2429BESF
: OAZ2FB108

17986223

: 8A4AF384
: 6B629993

F15F04F3

: 295CC258B
: 696DA404
: CEF5AE12
: 87D5B80OC
: 84E2A5F2
: 03BB6310
: C2D8F75F

BFB25768

: 28589152

00000000

00000000

00000000
00000000
00000000
00000000
00000000
00000000
000001Co

B
F4286818
2DF257E9
4D3DC58F
C352BB05
EEF743C6
41E34277
5443915C
E7FAQ377
C6946813
FDDE1DE1
B8538ACA
6BA94F63
43A2792F
FECD7BBF
A2604CA8
258BOBAA
D9772360
5507DB6E
A51B58BC
C2EB709F
D8992153
37482F5F
EE8700BD
9AD594B9
8FBAA5B9
88FB5867
EEC50521
50BCE434
5C416DAF
2429BESF
OA2FB108
17986223
8A4AF384
6B629993
F15F04F3
295CC258B
696DA404
CEF5AE12
87D5B80AC
84E2A5F2
03BB6310
C2D8F75F
BFB25768

C
BODECOEB
3DOA1A06
4B7C95FA
D34F7163
70D4AEC1
BBBDDOF1
D@78DA9D
1510E457
FOFE80ODD
F1A51A04
7F778778
AE14EZ2B2
DAEA53D8
DOE89E4B
FFB35EEF
2898132A
8962C2EA
365DC8D8
9541F6DB
2946D62F
FOBADC27
F6264854
CDD20@BD7
7BA1COZF
66B5652E
63EEA96GE
E23ED619
7BB14148
142F390D
D7105B6B
C90A6F97
028BEC42
C5E61888
2292BCE1
DAD8AGG4
FC57C13C
CA573096
1A5B6901
B3BD6B84
21F56E0Q3
A138A97C
OOEED8C4
FOB63DD7

D
0408F581
BODEC9EB
3DOA1A06
4B7C95FA
D34F7163
70D4AEC1
BBBDDOF1
D@78DAID
1510E457
FOFE80ODD
F1A51A04
7F778778
AE14E2B2
DAEA53D8
DOE89E4B
FFB35EEF
2898132A
8962C2EA
365DC8D8
9541F6DB
2946D62F
FOBADC27
F6264854
CDD20@BD7
7BA1COZF
66B5652E
63EEA96E
E23ED619
7BB14148
142F390D
D7105B6B
C90A6F97
028BEC42
C5E61888
2292BCE1
DAD8AGG4
FC57C13C
CA573096
1A5B6901
B3BD6B84
21F56EQ3
A138A97C
OOEED8C4

E
84677148
0408F581
BODEC9EB
3DOA1A06
4B7C95FA
D34F7163
70D4AEC1
BBBDDOF1
D@78DA9D
1510E457
FOFE80ODD
F1A51A04
7F778778
AE14E2B2
DAEA53D8
DOE89E4B
FFB35EEF
2898132A
8962C2EA
365DC8D8
9541F6DB
2946D62F
FOBADC27
F6264854
CDD20@BD7
7BA1CO2ZF
66B5652E
63EEA96E
E23ED619
7BB14148
142F390D
D7105B6B
C90A6F97
028BEC42
C5E61888
2292BCE1
DAD8AG64
FC57C13C
CA573096
1A5B6901
B3BD6B84
21F56EQ3
A138A97C



t=43: EC1D3D61 28589152 2FEC95DA FOB63DD7 O@OEED8C4
t=44: 3CAED7AF EC1D3D61 8A162454 2FEC95DA FOB63DD7
t=45: (C3DO33EA 3CAED7AF 7B074F58 8A162454 2FEC95DA
t=46: 7316056A (3DO33EA C(CF2BBSEB 7BOQ74F58 8A162454
t=47: 46F93B68 7316056A BOF40CFA CF2BB5EB 7B0Q74F58
t=48: DC8E7F26 46F93B68 9CC5815A BOF40CFA CFZ2BB5SEB
t=49: 850D411C DC8E7F26 11BE4EDA 9CC5815A BOF40CFA
t=50: 7E4672C0 850D411C B7239FC9 11BE4EDA 9CC5815A
t=51: 89FBD41D 7E4672C0 21435047 B7239FC9 11BE4EDA
t=52: 1797E228 89FBD41D 1F919CBO 21435047 B7239FC9
t=53: 431D65BC 1797E228 627EF507 1F919CB0O 21435047
t=54: 2BDBB8CB 431D65BC O@S5ES5F88A 627EF507 1F919CB0
t=55: 6DA72E7F 2BDBB8CB 10C7596F O5ES5F88A 627EF507
t=56: A8495A9B 6DAV2E7F CAF6EE32 10C7596F @S5E5F88A
t=57: E785655A A8495A9B DB69CBO9F CAF6EE32 10C7596F
t=58: 5B086C42 E785655A EA1256A6 DB69CBIO9F CAFG6EE32
t=59: A65818F7 5B086C42 B9E15956 EA1256A6 DB69CBOF
t=60: 7AAB101B A65818F7 96(C21B10 B9E15956 EA1256A6
t=61: 93614C9C 7AAB1O1B E996063D 96C21B10 B9E15956
t=62: F66D9BF4 93614C9C DEAAC406 E996063D 96(C21B10
t=63: D504902B F66D9BF4 24D85327 DEAAC406 E996063D
t=64: 60A9DA62 D504902B 3D9B66FD 24D85327 DEAAC406
t=65: 8B687819 6OA9DA62 F541240A 3DI9B66FD 24D85327
t=66: O83E90C3 8B687819 982A7698 F541240A 3D9B66FD
t=67: F6226BBF ©83E90C3 62DA1E06 982A7698 F541240A
t=68: 76C0563B F6226BBF C(C20FA430 62DA1EQ6 982A7698
t=69: 989DD165 76C0563B FD889AEF (Z20FA430 62DA1E06
t=70: 8B2C7573 989DD165 DDB@158E FD889AEF C20FA430
t=71: AE1B8EV7B 8B2(C7573 66277459 DDBOQ158E FD889AEF
t=72: CA1840DE AE1B8E7B E2CB1D5C 66277459 DDB@158E
t=73: 16F3BABB (CA1840DE EB86E39E EZ2CB1D5C 66277459
t=74: D28D83AD 16F3BABB B2861037 EB86E39E E2CB1D5C
t=75: 6BCO2DFE D28D83AD (5BCEEAE B2861037 EB86E39E
t=76: D3A6E275 6BCO2DFE 74A360EB C5BCEEAE B2861037
t=77: DA955482 D3A6E275 OAFQOB7F 74A360EB C5BCEEAE
t=78: 58COAACO DA955482 74E9B89D OAFQ0OB7F 74A360EB
t=79: 906FD62C 58CQAACO BO6A55520 74E9B89D 9AFQOB7F

H[@] = F4286818 + 906FD62C = 84983E44
H[1] = C37B27AE + 58CQAACO® = 1C3BD26E
H[2] = 0408F581 + B6A55520 = BAAE4AAl
H[3] = 84677148 + 74E9B89D = F95129ES5
H[4] = 4A566572 + 9AFQOB7F = E54670F1

Message Digest is
84983E44 1(C3BD26E BAAE4AAl F95129E5 E54670F1



RUHBABHBH AU RRARH AR R AR ARH BB R AR HRH R RRARH AR AR AR R R RR AR AR R

Secure Hash Algorithm
Message Digest Length = 224

HRRBHHH AR RRRR A RRRR AR

One Block Message Sample

Input Message: "abc

Initial hash value:
H[@] = C1@59ED8
H[1] = 367CD507
H[2] = 3070DD17
H[3] = F7@E5939
H[4] = FFCOOB31
H[5] = 68581511
H[6] = 64F98FA7
H[7] = BEFA4FA4

Block Contents:
W[@] = 61626380
W[1] = 00000000
W[2] = 00000000
W[3] = 00000000
W[4] = 00000000
W[5] = 00000000
W[6] = 00000000
W[7] = 00000000
W[8] = 00000000
W[9] = 00000000
W[10] = 00000000
W[11] = 00000000
W[12] = 00000000
W[13] = 00000000
W[14] = 00000000
W[15] = 00000018

A B C D E F
t= 0: OE96B2DA C1059ED8 367CD507 3070DD17 ©434225E FFC0OOB31
t= 1: C20DAB6B QE96B2DA C1@059ED8 367CD507 9CAB416F 0434225E
t= 2: AB113B7A C20DAB6B QE96B2DA C1@59ED8 82177FE8 9CAB416F
t= 3: 8253CC1A AB113B7A C20DAB6B QE96BZ2DA 8346B27D 82177FES8
t= 4: 08A0ODCOC 8253CC1A AB113B7A C20DAB6B ©5B557DB 8346B27D
t= 5: B2CA3A91 08A0ODCOC 8253CC1A AB113B7A 898DC7BB @5B557DB
t= 6: 0B6B9023 B2CA3A91 @8AQDCOC 8253CC1A A2E49147 898DC7BB
t= 7: FO9D116D 0B6B9023 B2CA3A91 QO8AQDCOC 7A84120D A2E49147
= 8: ED6FA633 F@9D116D 0B6B9023 B2CA3A91 CO37FAAD 7A84120D
= 9: 55E6A367 ED6FA633 F09D116D 0B6B9023 AAE50091 C@O37FAAD
t=10: 0817E82B 55E6A367 ED6FA633 FO9D116D C8C53A2C AAE50091
t=11: 17142334 0817E82B 55E6A367 ED6FA633 DD4C7BE9 C8C53A2C

t=12: FC4F0Q23E 17142334 ©0817E82B 55E6A367 87BEA51A DD4C7BE9
t=13: BE316902 FC4F023E 17142334 0817E82B 65141125 87BEA51A
t=14: 1D80D178 BE316902 FC4F023E 17142334 4545F53A 65141125
t=15: 9F341A45 1D80D178 BE316902 FC4FQ23E 6A61C411 4545F53A
t=16: OF324DB9 9F341A45 1D80D178 BE316902 ©6C80D6A 6A61C411
t=17: FFE7012B OF324DB9 9F341A45 1D80D178 B7B6@1F4 06C80D6A
t=18: 62932AB8 FFE7012B OF324DB9 9F341A45 763B627A B7B601F4

G
68581511
FFCOOB31
0434225E
9CAB416F
82177FE8
8346B27D
@5B557DB
898DC7BB
A2E49147
7A84120D
CO37FAAD
AAE50091
C8C53A2C
DD4C7BE9
87BEAS1A
65141125
4545F53A
6A61C411
06C80D6A

H
64F98FA7
68581511
FFCOOB31
0434225E
9CAB416F
82177FE8
8346B27D
05B557DB
898DC7BB
A2E49147
7A84120D
CO37FAAD
AAE50091
C8C53A2C
DD4C7BE9
87BEAS1A
65141125
4545F53A
6A61C411



t=19:
t=20:
t=21:
t=22:
t=23:
t=24:
t=25:
t=26:
t=27:
t=28:
t=29:
t=30:
t=31:
t=32:
t=33:
t=34:
t=35:
t=36:
t=37:
t=38:
t=39:
t=40:
t=41:
t=42:
t=43:
t=44:
t=45:
t=46:
t=47:
t=48:
t=49:
t=50:
t=51:
t=52:
t=53:
t=54:
t=55:
t=56:
t=57:
t=58:
t=59:
t=60:
t=61:
t=62:
t=63:

HL@]
H[1]
H[Z2]
H[3]
H[4]
HL5]
HL6]
HL7]

5207D867
@7D55CCB
DECE98A4
E62A812E
57206FB8
6A6ABCFO
937514F0
82AF3FFB
ECA3BCD5
2D1576C4
FE3C8658
@D7CCEQ7
CCE1951D
09B76257
F827767E
E4A0OBB48
D8BB1041
2A2E32F4
@D275CA8
7902369C
F3C80288
483BBA4D
D75D4D26
0744B618
9CCE9F0O1
A3701BD9
131D4C09
FB3777D9
847EAQQE
AAAG9347
505CAF28
675E0B02
ABD26099
@DF9857A
308B8799
909CCA59
8D25BD94
F32141DA
8CE24395
07BCD846
622D5E5B
C693FC7A
55D1C760
FD89031B
6203DE4A

= C1059ED8

367CD507
3070DD17
F70E5939
FFCOOB31
68581511
64F98FA7
BEFA4FA4

62932AB8
5207D867
@7D55CCB
DECE98A4
E62A812E
57206FB8
6A6ABCFO
937514F0
82AF3FFB
ECA3BCDS
2D1576C4
FE3C8658
0D7CCEQ7
CCE1951D
09B76257
F827767E
E4AOBB48
D8BB1041
2A2E32F4
0D275CA8
7902369C
F3C80288
483BBA4D
D75D4D26
0744B618
9CCE9F0Q1
A3701BD9
131D4C09
FB3777D9
847EAQOE
AAAG9347
505CAF28
675E0B0O2
ABD26099
ODF9857A
308B8799
909CCA59
8D25BD94
F32141DA
8CE24395
07BCD846
622D5E5B
C693FC7A
55D1C760
FD89031B

FFE7012B
62932AB8
5207D867
@7D55CCB
DECE98A4
E62A812E
57206FB8
6A6ABCFO
937514F0
82AF3FFB
ECA3BCD5
2D1576C4
FE3C8658
@D7CCEQ7
CCE1951D
09B76257
F827767E
E4AQBB48
D8BB1041
2A2E32F4
@D275CA8
7902369C
F3C80288
483BBA4D
D75D4D26
0744B618
9CCE9F01
A3701BD9
131D4C09
FB3777D9
847EAQOE
AAAG9347
505CAF28
675E0BO2
ABD26099
@ODF9857A
308B8799
909C(C059
8D25BD94
F32141DA
8CE24395
07BCD846
622D5E5B
C693FC7A
55D1C760

OF324DB9
FFE7012B
62932AB8
5207D867
@7D55CCB
DECE98A4
E62A812E
57206FB8
6A6ABCFO
937514F0
82AF3FFB
ECA3BCD5
2D1576C4
FE3C8658
@D7CCEQ7
CCE1951D
Q9B76257
F827767E
E4A0BB48
D8BB1041
2A2E32F4
0D275CA8
7902369C
F3C80288
483BBA4D
D75D4D26
0744B618
9CCE9F0O1
A3701BD9
131D4C09
FB3777D9
847EAQOE
AAAG9347
505CAF28
675E0BO2
ABD26099
ODF9857A
308B8799
909CC0A59
8D25BD94
F32141DA
8CE24395
07BCD846
622D5E5B
C693FC7A

6203DE4A = 23097D22
FD89@31B = 3405D822
55D1C760 = 8642A477

2AEDB1B3 = 2AADBCE4
55489EE6 = BDA@B3F7
7E730EQ0 = E36C9DA7

+
+
+
+ C693FC7A = BDA255B3
+
+
+
+

13DFB889 = D2DA@82D

7FBBA936
9BASAGEA
293FFB5D
28FEQFD9
C76084EA
B2614C5E
B42EC21C
BE6F6760
1DCCBB10@
01641929
FC4B36C5
A4A4A3A4
4BE9475C
0CCDDD86
DB116DB7
994E2BAC
5B730ABB
22E15C59
F6C39382
DOF8C2E0Q
QOE3A7BB
FOA8198C
FCECDCD4
03186FAA
AS56F6BBF
AF1BEF5F
ECB77E1B
1D601F44
503A7B95
5EEB9930
CE695893
C22DD75F
1409C3F8
2D864D9F
02524F02
6F2A444A
1273C622
1771ED3F
F52F66A6
149DB547
B6F4C630
13DFB889
7E730E00
55489EE6
2AEDB1B3

763B627A
7FBBA936
9BASAGEA
293FFB5D
28FEQFD9
C76084EA
B2614C5E
B42EC21C
BE6F6760
1DCCBB10@
01641929
FC4B36C5
A4A4A3A4
4BE9475C
@CCDDD86
DB116DB7
994E2BAC
5B730ABB
22E15C59
F6C39382
DOF8C2E0Q
QOE3A7BB
FOA8198C
FCECDCD4
03186FAA
AS6F6BBF
AF1BEF5F
ECB77E1B
1D601F44
503A7B95
5EEB9930
CE695893
C22DD75F
1409C3F8
2D864D9F
02524F02
6F2A444A
1273C622
1771ED3F
F52F66A6
149DB547
B6F4C630
13DFB889
7E730E00
55489EE6

B7B601F4
763B627A
7FBBA936
9BASAGEA
293FFB5D
28FEQFD9
C76084EA
B2614C5E
B42EC21C
BE6F6760
1DCCBB10@
01641929
FC4B36C5
A4A4A3A4
4BE9475C
@CCDDD86
DB116DB7
994E2BAC
5B730ABB
22E15C59
F6C39382
DOF8C2E0Q
QOE3A7BB
FOA8198C
FCECDCD4
@3186FAA
A56F6BBF
AF1BEF5F
ECB77E1B
1D601F44
503A7B95
S5EEB9930
CE695893
C22DD75F
1409C3F8
2D864D9F
02524F02
6F2A444A
1273C622
1771ED3F
F52F66A6
149DB547
B6F4C630
13DFB889
7E730E00

Message Digest is

23097D22
3405D822 8642A477 BDA255B3 2AADBCE4 BDAOB3F7 E36C9DA7

06C80D6A
B7B601F4
763B627A
7FBBA936
9BASAGEA
293FFB5D
28FEQFD9
C76084EA
B2614C5E
B42EC21C
BEGF6760
1DCCBB10O
01641929
FC4B36C5
A4A4A3A4
4BE9475C
@CCDDD86
DB116DB7
994E2BAC
5B730ABB
22E15C59
F6C39382
DOF8C2E0Q
QQE3A7BB
FOA8198C
FCECDCD4
03186FAA
AS56F6BBF
AF1BEF5F
ECB77E1B
1D601F44
503A7B95
S5EEB9930
CE695893
C22DD75F
1409C3F8
2D864D9F
02524F02
6F2A444A
1273C622
1771ED3F
F52F66A6
149DB547
B6F4C630
13DFB889



Two Block Message Sample

Input

Message:

"abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq"

Initial hash value:

H[@] = C10Q59EDS8
H[1] = 367CD507
H[2] = 3070DD17
H[3] = F70QE5939
H[4] = FFCOOB31
H[5] = 68581511
H[6] = 64F98FA7
H[7] = BEFA4FA4
Block Contents:
W[@] = 61626364
W[1] = 62636465
W[2] = 63646566
W[3] = 64656667
W[4] = 65666768
W[5] = 66676869
W[6] = 6768696A
W[7] = 68696A6B
W[8] = 696A6B6C
W[9] = 6A6B6C6D

W[10] = 6B6C6D6E
W[11] = 6C6D6EGF
W[12] = 6DGEGF70
W[13] = 6E6F7071
W[14] = 80000000
W[15] = 00000000

t
|
Ooo~NOOUTPPWNES

A B
OE96B2BE C1@59EDS8
51D17D7B QE96BZBE
FF1CBD7F 51D17D7B
24BCC047 FF1CBD7F
7D56A6AC 24BCC0O47
745BEB11 7D56A6AC
0DD41573 745BEB11
9A2541FD @©DD41573
3140E909 9A2541FD
B2954925 3140E909
B2A874FB B2954925
116CE44D B2A874FB

: 5FF9349A 116CE44D

7FA9D65D 5FF9349A
006B1B16 7FA9D65D
B301C98A 006B1B16
E623ECCO B301C98A
D9244A78 E623ECCO
99C72726 D9244A78
ABQCBEDZ 99(C72726
78062878 ABOCBEDZ
D7C5C5D5 78062878
BAD2EE72 D7C5C5D5
BCF47346 BAD2EE72
5ECC417B BCF47346

C
367CD507
C1059EDS8
OE96BZBE
51D17D7B
FF1CBD7F
24BCCO47
7D56A6AC
745BEB11
©DD41573
9A2541FD
3140E909
B2954925
B2A874FB
116CE44D
5FF9349A
7FA9D65D
006B1B16
B301C98A
E623ECCO
D9244A78
99(C72726
ABQOCBED2
78062878
D7C5C5D5
BAD2EE72

D
3070DD17
367CD507
C1059ED8
OE96BZBE
51D17D7B
FF1CBD7F
24BCCO47
7D56A6AC
745BEB11
0DD41573
9A2541FD
3140E909
B2954925
B2A874FB
116CE44D
5FF9349A
7FA9D65D
006B1B16
B301C98A
E623ECCO
D9244A78
99(C72726
AB@OCBEDZ
78062878
D7C5C5D5

E
04342242
2F8EA3D4
79A896FA
1F60795A
DE395286
D863D132
2E60D323
08D2B348
95DFD707
O5EF5E3D
9DCAF118
QE6D566A
08EB3305
4657CF17
Q8DO9ESD
6FBEFA1D
2B3F859C
E66D8DIC
B26A409C
010D7C65
5678A949
B280360C
0D4CD0oC4
D6A19DC8
3337A11C

F
FFCOOB31
04342242
2F8EA3D4
79A896FA
1F60795A
DE395286
D863D132
2E60D323
©8D2B348
95DFD707
@5EF5E3D
9DCAF118
OE6D566A
©@8EB3305
4657CF17
0@8DOIESD
6FBEFA1D
2B3F859C
E66D8DIC
B26A409C
010D7C65
5678A949
B280360C
©D4CD0OC4
D6A19DC8

G
68581511
FFC00OB31
04342242
2F8EA3D4
79A896FA
1F60795A
DE395286
D863D132
2E60D323
08D2B348
95DFD707
O5EF5E3D
9DCAF118
OE6D566A
@8EB3305
4657CF17
@8DOIESD
6FBEFA1D
2B3F859C
E66D8DIC
B26A409C
010D7C65
5678A949
B280360C
0D4CDoC4

H
64F98FA7
68581511
FFCOOB31
04342242
2F8EA3D4
79A896FA
1F60795A
DE395286
D863D132
2E60D323
08D2B348
95DFD707
O5EF5E3D
9DCAF118
OE6D566A
08EB3305
4657CF17
08DO9ESD
6FBEFA1D
2B3F859C
E66D8DIC
B26A409C
010D7C65
5678A949
B280360C



t=25:
t=26:
t=27:
t=28:
t=29:
t=30:
t=31:
t=32:
t=33:
t=34:
t=35:
t=36:
t=37:
t=38:
t=39:
t=40:
t=41:
t=42:
t=43:
t=44:
t=45:
t=46:
t=47:
t=48:
t=49:
t=50:
t=51:
t=52:
t=53:
t=54:
t=55:
t=56:
t=57:
t=58:
t=59:
t=60:
t=61:
t=62:
t=63:

H[O] =
H[1] =
H[Z2] =
HE3] =
H[4] =
HE5] =
HL6] =
HL7] =

E15BFA57
FAE6167B
991C3F99
70558438
@8DCFB6D
2964B340
5B3677D0
1EEQFE7D
6B918D6E
A6710D0OD
S5E198FED
136C320A
40EEQC43
AA96D78C
27C97B86
BO7BD327
D88D56BD
5C775077
1526CCA3
Co9DDA14
F885E124
5447F0AD
E6227061
Q0Q9CEBEA
92B0OD169
8D224E54
C1FCAC71
8E6CE843
00OOF54DE
2FE2AF3A
1FD539AF
7F86644E
QE@8DC77
0OBI9F4851
DBCE97C3
3CD78FE1
35F4BF1C
86795A7D
C14B4785

C1059ED8
367CD507
3070DD17
F7QE5939
FFCOOB31
68581511
64F98FA7
BEFA4FA4

5ECC417B
E15BFA57
FAE6167B
991C3F99
70558438
08DCFB6D
2964B340
5B3677D0
1EEQFE7D
6B918D6E
A6710D@D
S5E198FED
136C320A
40EEQC43
AA96D78C
27C97B86
BO7BD327
D88D56BD
5C775077
1526CCA3
Co9DDA14
F885E124
5447FQAD
E6227061
QQ9CEBEA
92B0OD169
8D224E54
C1FCAC71
8E6CE843
000OF54DE
2FEZAF3A
1FD539AF
7F86644E
QEQ8DC77
0BI9F4851
DBCE97C3
3CD78FE1
35F4BF1C
86795A7D

+
+
+
+
+
+
+
+

BCF47346
5ECC417B
E15BFA57
FAE6167B
991C3F99
70558438
©8DCFB6D
2964B340
5B3677D0
1EEQFE7D
6B918D6E
A6710D0OD
5E198FED
136C320A
40QEEQC43
AA96D78C
27C97B86
Bo7BD327
D88D56BD
5C775077
1526CCA3
C@9DDA14
F885E124
5447FQAD
E6227061
@@9CEBEA
92B0D169
8D224E54
C1FCAC71
8E6CE843
0OOF54DE
2FE2AF3A
1FD539AF
7F86644E
OE@8DC77
©OBI9F4851
DBCE97(C3
3CD78FE1
35F4BF1C

BADZEE72
BCF47346
5ECC417B
E15BFA57
FAE6167B
991C3F99
70558438
@8DCFB6D
2964B340
5B3677D0
1EEQFE7D
6B918D6E
A6710D0OD
5E198FED
136C320A
4QEEQC43
AA96D78C
27C97B86
BO7BD327
D88D56BD
5C775077
1526CCA3
CO9DDA14
F885E124
5447F0QAD
E6227061
@O9CEBEA
92B0OD169
8D224E54
C1FCAC71
8E6CE843
@OOF54DE
2FE2AF3A
1FD539AF
7F86644E
OE@8DC77
0OB9F4851
DBCE97(C3
3CD78FE1l

C14B4785 = 8250E65D
86795A7D = BCF62F84
35F4BF1C = 66659C33
3CD78FE1 = 33E5E91A
1108AC7F = 10C8B7B0O
2CE11258 = 95392769
BA1A8A1B = 1F1419C2
3E1CA2F1 = FD16F295

0CE15173
73DBE5C7
8602A31F
EB4DESF8
4606D126
213B3E63
C9689CBO
14318A4D
216054A8
BC823A58
C49933FE
75687CCB
F1C2CAF6
F48B4CEB
B556216A
30EC2D76
DC2FA5A4
S5FAD6DB5
DA8AOB1C
D98EC23A
E4F23E41
BFB7497C
5B09619B
59ECAB46
9A572B85
32144602
4E98A8B7
2C1823BE
F32CF2A8
20F763EE
5ACDBD62
9FC10216
2A4EA749
18B1DFB9
6EC6BASB
3E1CA2F1
BA1A8A1B
2CE11258
1108AC7F

3337A11C
0CE15173
73DBE5C7
8602A31F
EB4DE5F8
4606D126
213B3E63
C9689(CBO
14318A4D
216054A8
BC823A58
C49933FE
75687CCB
F1C2CAF6
F48B4CEB
B556216A
30EC2D76
DC2FA5A4
5FAD6DB5
DA8A@B1C
DO98EC23A
E4F23E41
BFB7497C
5B09619B
59ECAB46
9A572B85
32144602
4E98A8B7
2C1823BE
F32CF2A8
20F763EE
5ACDBD62
9FC10216
2A4EA749
18B1DFB9
6EC6BASB
3E1CAZF1
BA1A8A1B
2CE11258

D6A19DC8
3337A11C
OCE15173
73DBES5C7
8602A31F
EB4DESF8
4606D126
213B3E63
C9689CB0O
14318A4D
216054A8
BC823A58
C49933FE
75687CCB
F1C2CAF6
F48B4CEB
B556216A
30EC2D76
DC2FA5A4
5FAD6DB5
DA8AOB1C
D98ECZ23A
E4F23E41
BFB7497C
5B09619B
59ECAB46
9A572B85
32144602
4E98A8B7
2C1823BE
F32CF2A8
20F763EE
5ACDBD62
9FC10216
2A4EA749
18B1DFB9
6ECO6BASB
3E1CAZF1
BA1A8A1B

Block
wLoJ
WL1]
WL2]
W3]
W[4]
W[5]
WLoeJ
WL7]
WL8]
W[oJ

Contents:
= 000000
= 000000
= 000000
= 000000
= 000000
= 000000
= 000000
= 000000
= 000000
= 000000

W[10] = 00000
W[11] = 00000

00
00
00
00
00
00
00
00
00
00
000
000

0D4CDoC4
D6A19DC8
3337A11C
QCE15173
73DBE5CY7
8602A31F
EB4DESF8
4606D126
213B3E63
C9689CBO
14318A4D
216054A8
BC823A58
C49933FE
75687CCB
F1C2CAF6
F48B4CEB
B556216A
30EC2D76
DC2FA5A4
5FAD6DB5
DA8AGB1C
D98EC23A
E4F23E41
BFB7497C
5B09619B
59ECAB46
9A572B85
32144602
4E98A8B7
2C1823BE
F32CF2A8
20F763EE
5ACDBD62
9FC10216
2A4EA749
18B1DFB9
6ECO6BASB
3E1CA2F1



W[12] = 00000000

W[13]
W[14]
W[15]

t+
|
Ooco~NOOTULTPHhWNEOS

A
692E407D
608D83E1
Q9BFA89F
2375FBC5
717E79E7
A9319748
27A42F04
3419081E
©@AB393C2
006784EB
ECD5CODB

: 4762E8F0
: AF93B2A8

533C517C

: 03C0OA51B

5FD065BD
18B268B5
B87D63B4
B1D846EQ
8BAQAED6
1485F843
238F4CDA
7031B061
D4E7EC62
66582DF3
DEDB8199
F8536917
D7333B8A
760847C1
7EABC6D7

: 90049624
t=31:
t=32:
t=33:
t=34:
t=35:
t=36:
t=37:
t=38:
t=39:
t=40:
t=41:
t=42:
t=43:
t=44:
t=45:
t=46:
t=47:
t=48:
t=49:
t=50:
t=51:
t=52:
t=53:
t=54:
t=55:
t=56:
t=57:

0B876264
04CB36C0O
D58CC34A
@ED14DD7
5A89A942
4D30424C
47F58C5C
B5AD85D7
762FECBC
32ABE746
84ADB2A0
C6E1C5AF
35E14BFA
7410BFD8
3FE9E763
853C3A00
F7DO35E7
20BAE2B8
AE6BF667
12E504ES5
F3497054
9F166CDB
CCD8FA44
F5E664BD
D4EA8C7E
E8C8FEC7
882ED69E

00000000
00000000
= 000001C0O

B
8250E65D
692E407D
608D83E1
Q9BFA89F
2375FBC5
717E79E7
A9319748
27A42F04
3419081E
0QAB393C2
006784EB
ECD5C9DB
4762E8F0
AF93B2A8
533C517C
03COA51B
5FD@65BD
18B268B5
B87D63B4
B1D846E0Q
8BAOAED6
1485F843
238F4CDA
7031B061
D4E7EC62
66582DF3
DEDB8199
F8536917
D7333B8A
760847C1
7EABC6D7
90C49624
0B876264
04CB36C0O
D58CC34A
QED14DD7
5A89A942
4D30424C
47F58C5C
B5AD85D7
762FECBC
32ABE746
84ADB2A0
C6E1C5AF
35E14BFA
7410BFD8
3FE9E763
853C3A00
F7D@O35E7
20BAEZ2B8
AEG6BF667
12E504ES5
F3497054
9F166CDB
CCD8FA44
F5E664BD
D4EA8CYE
E8C8FECY

C
BCF62F84
8250E65D
692E407D
608D83E1
@9BFA89F
2375FBC5
717E79E7
A9319748
27A42F04
3419081E
©AB393C2
006784EB
ECD5C9DB
4762E8F0
AF93B2A8
533C517C
03COA51B
5FDO65BD
18B268B5
B87D63B4
B1D846E0Q
8BAQAEDG
1485F843
238F4CDA
7031B061
D4E7EC62
66582DF3
DEDB8199
F8536917
D7333B8A
760847C1
7EABC6D7
90C49624
0B876264
04CB36C0
D58CC34A
@OED14DD7
5A89A942
4D30424C
47F58C5C
B5AD85D7
762FECBC
32ABE746
84ADB2A0
C6E1C5AF
35E14BFA
7410BFD8
3FEQE763
853C3A00
F7D@O35E7
20BAE2B8
AEG6BF667
12E504ES5S
F3497054
9F166CDB
CCD8FA44
F5E664BD
D4EA8C7E

D
66659C33
BCF62F84
8250E65D
692E407D
608D83E1
Q9BFA89F
2375FBC5
717E79E7
A9319748
27A42F04
3419081E
@AB393(C2
006784EB
ECD5C9DB
4762E8F0
AF93B2A8
533C517C
03COA51B
5FD065BD
18B268B5
B87D63B4
B1D846E0Q
8BAOAED6
1485F843
238F4CDA
7031B061
D4E7EC62
66582DF3
DEDB8199
F8536917
D7333B8A
760847C1
7EABCoD7
90C49624
0B876264
04CB36C0O
D58CC34A
QED14DD7
5A89A942
4D30424C
47F58C5C
B5AD85D7
762FECBC
32ABE746
84ADBZ2A0
C6E1C5AF
35E14BFA
7410BFD8
3FE9E763
853C3A00
F7DO35E7
20BAEZ2B8
AEGBF667
12E504E5
F3497054
9F166CDB
CCD8FA44
F5E664BD

E
E4BE1EG9
3DDB8CEE
F5813490
C3E18529
77D39CCC
FDBB9913
B999CCE4
54E69E21
AD29647E
AFF457E7
9AF42A0E
8FB6F3D8
97E63D39
7364BAE6
3AFB0O10D
B8E64229
38EDA38D
25C2C397
D674405F
B8109422
1C58CD66
39B2EB5SF
4B8262AD
163C3AA0
C0976260
B73E2DEC
7C2AF9C4
B2BOB71A
5898EFF2
24DD3883
CCE25E67
E4E4A53B
5403A391
B78767C3
FDCDCID9
790C4A20
F95BF853
QEC9BE3B
CFIOF1DBE
15427ED3
4053E12E
7CECE4E2
42F99908B
€9965792
CA54CE51
AE7CDB66
CZ2BE@54D
FeD59D2C
CAB73F06
52384D2F
FOA8377F
DOAB7CFC
71B3459B
QF557DDD
A679A5E9
2958CE2A
35F6800E
30267D8E

F
10C8B7B0O
E4BE1E69
3DDB8CEE
F5813490
C3E18529
77D39CCC
FDBB9913
B999CCE4
54E69E21
AD29647E
AFF457E7
9AF42A0E
8FB6F3D8
97E63D39
7364BAE6
3AFB0O10D
B8E64229
38EDA38D
25C2C397
D674405F
B8109422
1C58CD66
39B2EBSF
4B8262AD
163C3AA0
C0976260
B73E2DEC
7C2AF9C4
B2BOB71A
5898EFF2
24DD3883
CCE25E67
E4E4A53B
5403A391
B78767C3
FDCDCOD9
790C4A20
FO5BF853
OECOBE3B
CFOF1DBE
15427ED3
4053E12E
7CECE4E2
42F9990B
€9965792
CA54CE51
AE7CDB66
C2BE®54D
Feb59D2C
CAB73F06
52384D2F
FOA8377F
DOAB7CFC
71B3459B
@F557DDD
A679A5E9
2958CE2A
35F6800E

G
95392769
10C8B7B0O
E4BE1E6G9
3DDB8CEE
F5813490
C3E18529
77D39CCC
FDBB9913
B999CCE4
54E69E21
AD29647E
AFF457E7
9AF42A0E
8FB6F3D8
97E63D39
7364BAE6
3AFB@10D
B8E64229
38EDA38D
25C2C397
D674405F
B8109422
1C58CDo66
39B2EBSF
4B8262AD
163C3AA0Q
C0976260
B73E2DEC
7C2AF9C4
B2BOB71A
5898EFF2
24DD3883
CCE25E67
E4E4A53B
5403A391
B78767C3
FDCDCOD9
790C4A20
FO5BF853
OEC9BE3B
CFOF1DBE
15427ED3
4053E12E
7CECE4E2
42F99908B
(€9965792
CA54CES51
AE7CDB66
C2BEQ54D
FeD59D2C
CAB73F06
52384D2F
FOA8377F
DOAB7CFC
71B3459B
@F557DDD
A679A5E9
2958CE2A

H
1F1419C2
95392769
10C8B7B0O
E4BE1E6G9
3DDB8CEE
F5813490
C3E18529
77D39CCC
FDBB9913
B999CCE4
54E69E21
AD29647E
AFF457E7
9AF42A0E
8FB6F3D8
97E63D39
7364BAE6
3AFB@10D
B8E64229
38EDA38D
25C2C397
D674405F
B8109422
1C58CD66
39B2EBS5F
4B8262AD
163C3AA0
C0976260
B73E2DEC
7C2AF9C4
B2BOB71A
5898EFF2
24DD3883
CCE25E67
E4E4A53B
5403A391
B78767C3
FDCDC9D9
790C4A20
FO5BF853
QECIBE3B
CFOF1DBE
15427ED3
4053E12E
7CECE4E2
42F99908B
€9965792
CA54CES1
AE7CDB66
C2BE@54D
FeD59D2C
CAB73F06
52384D2F
FOA8377F
DOAB7CFC
71B3459B
OF557DDD
A679A5E9



t=58:
t=59:
t=60:
t=61:
t=62:
t=63:

HL@]
H[1]
H[Z2]
H[3]
H[4]
HL5]

H[6] =
H[7] =

4EC725F6
5C9CFC69
C9A31836
F754C16E
94314748
F2E7A4B9

8250E65D
BCF62F84
66659(C33
33E5E91A
10C8B7B0O
95392769
1F1419C2
FD16F295

882ED69E
4EC725F6
5C9CFCo69
C9A31836
F754C16E
94314748

E8C8FEC7 D4EABC7E
882ED69E E8C8FECY
4EC725F6 882ED6IE
5C9CFC69 4EC725F6
C9A31836 5C9CFC69
F754C16E C9A31836

F2E7A4B9 = 75388B16
94314748 = 512776CC
F754C16E = 5DBA5DA1
C9A31836 = FD890150

1FBC63B@ = B4F58B19
333E0B63 = 52522525

+
+
+
+
+ 9FFD8DAC = BOC6455C
+
+
N

9E40A370 = 9B579605

CE1D1CE4
C8242B92
9E40A370
333E0B63
1FBC63B0O
9FFD8DAC

30267D8E 35F6800E
CE1D1CE4 30267D8E
C8242B92 CE1D1CE4
9E40A370 (C8242B92
333E0B63 9E40A370
1FBC63B0 333E0B63

Message Digest 1is

75388B16

512776CC 5DBA5DA1 FD890150 B0OC6455C B4F58B19 52522525

2958CE2A
35F6800E
30267D8E
CE1D1CE4
C8242B92
9E40A370



B

Secure Hash Algorithm
Message Digest Length = 256

B g g

One Block Message Sample

Input Message:

abc

Initial hash value:

H[@]
H[1]
H[Z]
H[3]
H[4]
H[5]
HL6]
HL7]

6A0Q9EGGY
BB67AE85
3C6EF372
AS54FF53A
510E527F
9B05688C
1F83D9AB
5BEQCD19

Block Contents:

WLe]
W[1]
W[2]
W[3]
W[4]
W[5]
W[e]
WL7]
W[8]
w[o]

wrie]
W[11]
W[12]
W[13]
W[14]
W[15]

+
1

[l I
[niN
NPFPOWOWONOOCUA,WNES

r'l'rl'd'd'd'd‘r'l'd‘d‘d‘d‘fﬁl‘

=

61626380
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

= 00000000
= 00000000

00000000

= 00000000
= 00000018

A B

5D6AEBCD 6AQ9E6G6G7
5A6AD9AD 5D6AEBCD
C8C347A7 5A6ADOAD
D550F666 C8C347A7
04409A6A D550F666
2B4209F5 044@9A6A
E5030380 2B4209F5
85A07B5F E5030380
8EQ4ECB9 85AQ7BSF
8C87346B 8EQ4ECB9

: 4798A3F4 8(C87346B
: F71FC5A9 4798A3F4
: 87912990 F71FC5A9

C
BB67AE85
6A09E667
5D6AEBCD
5A6AD9AD
C8C347A7
D550F666
04409A6A
2B4209F5
E5030380
85A07B5F
8EQ4ECB9
8C87346B
4798A3F4

D
3C6EF372
BB67AE85
6AQ9E66G7
S5D6AEBCD
5A6AD9AD
C8C347A7
D550F666
04409A6A
2B4209F5
E5030380
85A07B5F
8EQ4ECB9
8C87346B

E
FA2A4622
78CE7989
F92939EB
24E00850
43ADA245
714260AD
9B27A401
0C657A79
32CA2D8C
1CC92596
436B23E8
816FD6E9
1E578218

F
510E527F
FAZ2A4622
78CE7989
F92939EB
24E00850
43ADA245
714260AD
9B27A401
@C657A79
32CA2D8C
1CC92596
436B23E8
816FD6E9

G
9B05688C
510E527F
FA2A4622
78CE7989
F92939EB
24E00850
43ADA245
714260AD
9B27A401
@C657A79
32CA2D8C
1CC9259%6
436B23E8

H
1F83D9AB
9B05688C
510E527F
FA2A4622
78CE7989
F92939EB
24E00850
43ADA245
714260AD
9B27A401
@C657A79
32CA2D8C
1CC92596



: D932EB16
: CO645FDE
: BOFA238E
: 21DA9A9B
: C2FBD9D1
: FE777BBF
: E1F20C33
: 9DC68B63
. C2606D6D
: A7A3623F
: C5D53D8D
1 1C2C2838
: CDE8037D
: B62EC4BC
: 77D37528
: 36348209
: A0060B30
: EA992A22
: 73B33BF5
: 98E12507
: FE6@4DF5
: A9A7738C
: 65A0CFE4
: 41A65CB1
: 34DF1604
: 6DC57A8A
: 79EAG87A
: D6670766
: DF46652F
: 17AAQDFE
: 9D4BAF93
: 26628815
: 72AB4B91
: A14C14B0
: 4172328D
: 05757CEB
: F11BFAA8
: 7AQ508A1
: 886E7A22
: 101FD28F
: F5702FDB
: 3EC45CDB
: 38CC9913
: FCD1887B
: C062D46F
: FFB70472
: B6AESFFF
: B85E2CE9
: 04D24D6C
: D39A2165
: 506E3058

6A0Q9E6G67
BB67AE85
3C6EF372
A54FF53A
510E527F
9B05688C

87912990 F71FC5A9 4798A3F4
D932EB16 87912990 F71FC5A9
C0645FDE D932EB16 87912990
BOFA238E C0645FDE D932EB16
21DA9A9B BOFAZ238E (CQ645FDE
C2FBD9D1 21DA9A9B BOFA238E
FE777BBF C2FBD9D1 21DA9A9B
E1F20C33 FE777BBF C2FBD9D1
9DC68B63 E1F20C33 FE777BBF
C2606D6D 9DC68B63 E1F20(33
A7A3623F C2606D6D 9DC68B63
C5D53D8D A7A3623F (C2606D6D
1C2C2838 C5D53D8D A7A3623F
CDE8@37D 1C2C2838 C5D53D8D
B62EC4BC CDE8037D 1C2C2838
77D37528 B62EC4BC CDE8037D
363482C9 77D37528 B62EC4BC
A0060B30 363482C9 77D37528
EA992A22 AQ0O60B30 363482(C9
73B33BF5 EA992A22 A0060B30
98E12507 73B33BF5 EA992A22
FE60Q4DF5 98E12507 73B33BF5
A9A7738C FEG@4DF5 98E12507
65A0CFE4 A9A7738C FE6@4DF5
41A65CB1 65AQCFE4 A9A7738C
34DF1604 41A65CB1 65AQCFE4
6DC57A8A 34DF1604 41A65CB1
79EAG87A 6DC57A8A 34DF1604
D6670766 79EA687A 6DC57A8A
DF46652F D6670766 79EAG87A
17AAQDFE DF46652F D6670766
9D4BAF93 17AA@ODFE DF46652F
26628815 9D4BAF93 17AAQGDFE
72AB4B91 26628815 9D4BAF93
A14C14B0 72AB4B91 26628815
4172328D A14C14B@ 72AB4B91
@5757CEB 4172328D A14C14B0
F11BFAA8 ©@5757CEB 4172328D
7A@508A1 F11BFAA8 05757CEB
886E7A22 7AQ508A1 F11BFAAS8
101FD28F 886E7A22 7A0508A1
F5702FDB 101FD28F 886E7A22
3EC45CDB F5702FDB 101FD28F
38CC9913 3EC45CDB F5702FDB
FCD1887B 38C(C9913 3EC45CDB
C062D46F FCD1887B 38C(C9913
FFB70472 C062D46F FCD1887B
BOAESFFF FFB70472 C062D46F
B85E2CE9 BOAESFFF FFB70472
04D24D6C B85EZ2CE9 BGAESFFF
D39A2165 04D24D6C B85E2CE9

+ + 4+ + + o+

506E3058 = BA7816BF

D39A2165 = 8FQ1CFEA
04D24D6C = 414140DE
B85E2CE9 = 5DAEZ2223
5EF50F24 = B00361A3

FB121210 = 96177A9C

745A48DE
©@B92F20C
@7590DCD
8034229C
846EE454
CC899961
B0638179
8ADA8930
E1257970
49F5114A
AA47C347
2823EF91
14383D8E
C74C6516
EDFFBFF8
6112A3B7
ADE79437
0109AB3A
BA591112
9CDIF5F6
59249DD3
©85F3833
F4B002D6
0772A268B
A507A53D
FO781BC8
1EFBCOAQ
26352D63
838B2711
DECD4715
FDA24C2E
A8OF11F0@
B7755DA1
D57B94A9
FECFOBC6
BD714038
6E5C390C
52F1CCF7
49231C1E
529E7D00
9F4787C3
ESQE1B4F
54CB266B
9B5E906C
7E44008E
6D83BF(C6
B21BAD3D
961F4894
948D25B6
FB121210
5EF50F24

1E578218
745A48DE
0B92F20C
0@7590DCD
8034229C
846EE454
CC899961
B0638179
8ADA8930
E1257970
49F5114A
AA47C347
2823EF91
14383D8E
C74C6516
EDFFBFF8
6112A3B7
ADE79437
0109AB3A
BA591112
9CDIF5F6
59249DD3
085F3833
F4B002D6
Q772A26B
A507A53D
FO781BC8
1EFBCOAQ
26352D63
838B2711
DECD4715
FDA24C2E
A80OF11F@
B7755DA1
D57B94A9
FECF@BC6
BD714038
6E5C390C
52F1CCF7
49231C1E
529E7D00@
9F4787C3
ESQE1B4F
54CB266B
9B5E906C
7E44008E
6D83BFCo6
B21BAD3D
961F4894
948D25B6
FB121210

816FD6E9
1E578218
745A48DE
©0B92F20C
@7590DCD
8034229C
846EE454
CC899961
B0638179
8ADA8930
E1257970
49F5114A
AA47C347
2823EF91
14383D8E
C74C6516
EDFFBFF8
6112A3B7
ADE79437
0109AB3A
BA591112
9CDIF5F6
59249DD3
©85F3833
F4B002D6
0772A268B
A507A53D
FO781BC8
1EFBCOAQ
26352D63
838B2711
DECD4715
FDA24C2E
A80OF11F0@
B7755DA1
D57B94A9
FECF@BC6
BD714038
6E5C390C
52F1CCF7
49231C1E
529E7D00
9F4787C3
ESQE1B4F
54CB266B
9B5E906C
7E44008E
6D83BFC6
B21BAD3D
961F4894
948D25B6

436B23E8
816FD6E9
1E578218
745A48DE
0@B92F20C
@7590DCD
8034229C
846EE454
CC899961
B0638179
8ADA8930
E1257970
49F5114A
AA47C347
2823EF91
14383D8E
C74C6516
EDFFBFF8
6112A3B7
ADE79437
0109AB3A
BA591112
9CD9F5F6
59249DD3
085F3833
F4B002D6
@772A26B
A507A53D
FO781BC8
1EFBCOAQ
26352D63
838B2711
DECD4715
FDA24C2E
A80F11F0
B7755DA1
D57B94A9
FECF@BC6
BD714038
6E5C390C
52F1CCF7
49231C1E
529E7D00
9F4787C3
ESQE1B4F
54CB266B
9B5E906C
7E44008E
6D83BFC6
B21BAD3D
961F4894



HL6] =
H[7] =

1F83D9AB + 948D25B6

B410FF61

5BEQCD19 + 961F4894 = F20015AD

Message Digest is

BA7816BF 8FQ1CFEA
414140DE 5DAE2223 B00361A3 96177A9C B410FF61 F20015AD

Two Block Message Sample

Input

Message:

"abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq"

Initial hash value:

H[@] = 6AQ9EGG7
H[1] = BBG67AE85
H[2] = 3C6EF372
H[3] = AS54FF53A
H[4] = 51QE527F
H[5] = 9B05688C
H[6] = 1F83D9AB
H[7] = S5BEQCD19
Block Contents:
W[O] = 61626364
W[1] = 62636465
W[2] = 63646566
W[3] = 64656667
W[4] = 65666768
W[5] = 66676869
WL6] = 6768696A
WL7] = 68696A6B
WL8] = 696A6B6C
W[9] = 6A6B6C6D
W[10] = 6B6Co6D6E
W[11] = 6CoD6EGF
W[12] = o6D6EGF70
W[13] = 6E6F7071
W[14] = 80000000

W[15] = 00000000

+
|
SOVl WNEFEOS

A B
5D6AEBB1 6AQ9EGG7
2F2D5FCF 5D6AEBB1
97651825 2F2D5FCF
4A8D64D5 97651825
F921C212 4A8D64D5
55C8EF48 F921(C212
485835B7 55C8EF48

C
BB67AE85
6A09E6G67
S5D6AEBB1
2F2D5FCF
97651825
4A8D64D5
F921C212

D
3C6EF372
BB67AE85
6A0Q9E66G7
S5D6AEBB1
2F2D5FCF
97651825
4A8D64D5

E
FA2A4606
4EB1CFCE
62D5C49E
64948418
05C4F88A
7FF91C94
39A5B2CA

F
510E527F
FA2A4606
4EB1CFCE
62D5C49E
64948418
05C4F88A
7FF91C94

G
9B05688C
510E527F
FA2A4606
4EB1CFCE
62D5C49E
64948418
05C4F88A

H
1F83D9AB
9B05688C
510E527F
FA2A4606
4EB1CFCE
62D5C49E
64948418B



: D237E6GDB 485835B7 55C8EF48 F921C212 A401D211 39A5B2CA 7FF91C94 05C4F88A
: 359F2BCE D237E6DB 485835B7 55C8EF48 CQO9FFEC4 A401D211 39A5B2CA 7FF91C94
: 3A474B2B 359F2BCE D237E6DB 485835B7 9037B3B8 CQO9FFEC4 A401D211 39A5B2CA
: B8EZ2B4CB 3A474B2B 359F2BCE D237E6DB 443ED29E 9037B3B8 CQ9FFEC4 A401D211
1 1762215C B8EZ2B4CB 3A474B2B 359F2BCE EE1C97A8 443ED29E 9037B3B8 CQ9FFEC4
1 101A4861 1762215C B8EZ2B4CB 3A474B2B 839AQFC9 EE1C97A8 443EDZ29E 9037B3B8
: D68E6457 101A4861 1762215C B8EZ2B4CB 9243F8AF 839AQFC9 EE1C97A8 443ED29E
: DD16CBB3 D68E6457 101A4861 1762215C 9162ADED 9243F8AF 839AQFC9 EE1C97A8
: (3486194 DD16CBB3 D68E6457 101A4861 1496A54F 9162ADED 9243F8AF 839AQFC9
: BODCACB1 (3486194 DD16CBB3 D68E6457 D4F64250 1496A54F 9162ADED 9243F8AF
: 046A193E BODCACB1 (3486194 DD16CBB3 885370B6 D4F64250 1496A54F 9162ADED
: F402F058 046A193E BODCACB1 (3486194 6F433549 885370B6 D4F64250 1496A54F
1 2139187B F402F058 046A193E BODCACB1 7C304206 6F433549 885370B6 D4F64250
: D70AC17D 2139187B F402F058 046A193E 7CCo6B262 7C304206 6F433549 885370B6
: 1B2B66B8 D7QAC17D 2139187B F402F058 D560B028 7CC6B262 7(C304206 6F433549
: AEZ2E2D4F 1B2B66B8 D7QAC17D 2139187B FO74F(C95 D560B028 7CC6B262 7(C304206
: 59FCE6B9 AEZE2D4F 1BZ2B66B8 D7QAC17D A2C7D51D F@74FC95 D560B028 7CC6B262
1 4A885065 59FCE6B9 AEZ2E2D4F 1B2B66B8 763597FB A2C7D51D FO74FC95 D560B028
1 573221DA 4A885065 59FCE6B9 AE2EZ2D4F 36E74EB4 763597FB A2C7D51D FO74FC95
: 128661DA 573221DA 4A885065 59FCE6B9 1162D575 36E74EB4 763597FB A2C7D51D
: 73F858AF 128661DA 573221DA 4A885065 E77C797F 1162D575 36E74EB4 763597FB
: 74BCF468 73F858AF 128661DA 573221DA 72ABAECD E77C797F 1162D575 36E74EB4
: DF7151A0 74BCF468 73F858AF 128661DA 7629C961 72ABAECD E77C797F 1162D575
: EB43F3ED DF7151A0 74BCF468 73F858AF 0635D880 7629C961 72ABAECD E77C797F
: 5581AB@7 EB43F3ED DF7151A0 74BCF468 DF980085 0635D880 7629C961 72ABAECD
: 9FC905C8 5581ABO7 EB43F3ED DF7151A0 A94DZ2AF1 DF980085 0635D880 7629C961
: 9CE5A62F 9FC905C8 5581ABO7 EB43F3ED 6EF3B6BD A94D2AF1 DF980085 0635D880
: 1DF8E885 9CE5A6Z2F 9F(C905C8 5581ABO7 2A9EQ48E GEF3B6BD A94D2AF1 DF980085
: O@786DCE8 1DF8E885 9CE5A62F 9F(C905C8 DEZA21D1 2A9EQ48E 6EF3B6BD A94D2AF1
: 2C55D3A6 0786DCE8 1DF8E885 9CES5A62F BO67C1AF DE2A21D1 2A9EQ48E 6EF3B6BD
: A985B4BE 2C55D3A6 0786DCE8 1DF8E885 F72BF353 BO67C1AF DEZ2A21D1 2A9EQ48E
: 91AC9D5D A985B4BE 2C55D3A6 0786DCE8 68D8D590 F72BF353 BO67C1AF DEZA21D1
: 7E4D30B8 91ACOD5D A985B4BE 2C55D3A6 9F5B9B6D 68D8D590 F72BF353 BO67C1AF
: 7E@56794 7E4D30B8 91ACOD5D A985B4BE 423B26C0@ 9F5B9B6D 68D8D590 F72BF353
: 508A16AB 7EQ56794 7E4D30B8 91ACOD5D 45459D97 423B26C0 9F5B9B6D 68D8D590
: B62C7013 508A16AB 7E056794 7E4D30B8 80A92A00 45459D97 423B26C0O 9F5B9B6D
: 167361DE B62C7013 508A16AB 7E056794 41DD3844 80A92A00 45459D97 423B26C0
: DE71E2F2 167361DE B62C7013 508A16AB FF61C636 41DD3844 80A92A00 45459D97
: 18F@D19D DE71E2F2 167361DE B62C7013 ©6B88472C FF61(C636 41DD3844 80A92A00
: 165BE9CD 18F@D19D DE71E2F2 167361DE A483F080 6B88472C FF61C636 41DD3844
: 13D82741 165BE9CD 18F@OD19D DE71EZ2F2 A7802A4D A483F080 6B88472C FF61C636
: 017B9D99 13D82741 165BE9CD 18F@OD19D AEB10B6@ A7802A4D A483F080 6B88472C
: 543C99A1 ©17B9D99 13D82741 165BE9CD 16F134B6 AEB10B6@ A7802A4D A483F080
: 758CA97A 543C99A1 017B9D99 13D82741 100CF2EA 16F134B6 AEB1OB60@ A7802A4D
: 81C1CDE@ 758CA97A 543C99A1 017B9D99 5C47EB7B 100CF2EA 16F134B6 AEB10B60
: B8D55619 81C1CDE@ 758CA97A 543(C99A1 1C806A61 5C47EB7B 100QCFZEA 16F134B6
: 1D6DE87A B8D55619 81C1CDE@ 758CA97A 3443BED4 1C806A61 5C47EB7B 10Q0QCF2EA
: F907B313 1D6DE87A B8D55619 81C1CDE@ 61A41711 3443BED4 1C806A61 5C47EB7B
: 9E57C4A0Q F907B313 1D6DE87A B8D55619 EEC13548 61A41711 3443BED4 1(C806A61
1 71629856 9E57C4A0 FO907B313 1D6DE87A 2F6(C8C4E EEC13548 61A41711 3443BED4
: 7CO15A2C 71629856 9E57C4A0 FO907B313 (BID3DDO 2F6C8C4E EEC13548 61A41711
: 921FCCB6 7C@15A2C 71629856 9E57C4A0 43D8A034 (CBOD3DDO 2F6C8C4E EEC13548
: E18F259A 921FCCB6 7C015A2C 71629856 51E15869 43D8A034 (CBOD3DDO 2F6C8C4E
: BCFCE922 E18F259A 921FCCB6 7C015A2C 962D8621 51E15869 43D8A0@34 CB9D3DDO
: F6F443F8 BCFCE922 E18F259A 921FCCB6 ACC75916 962D8621 51E15869 43D8A034
: 86126910 F6F443F8 BCFCE922 E18F259A 2FCO8F85 ACC75916 962D8621 51E15869
: 1BDC6F6F 86126910 F6F443F8 BCFCE922 25D2430A 2FCO8F85 ACC75916 962D8621



H[@] = 6AQ9E6G67 + 1BDCOGFGF 85E655D6
H[1] = BB67AE85 + 86126910 417A1795
H[2] = 3C6EF372 + F6F443F8 = 3363376A
H[3] = A54FF53A + BCFCE922 624CDESC
H[4] = 510QE527F + 25D2430A = 76E09589
H[5] = 9B05688C + 2FCO8F85 CAC5F811
H[6] = 1F83D9AB + ACC75916 = CC4B32C1
H[7] = 5BEQCD19 + 962D8621 F2QE533A
Block Contents:

W[O] = 00000000

W[1] = 00000000

W[2] = 00000000

W3] = 00000000

W[4] = 00000000

W[5] = 00000000

W[6] = 00000000

W[7] = 00000000

W[8] = 00000000

W[9] = 00000000

W[10] = 00000000

W[11] = 00000000

W[12] = 00000000

W[13] = 00000000

W[14] = 00000000

W[15] = 000001CO

]
coONOUT A WNEFEOS

A
7C20C838 85E
7C3COF86 7C2
FD1EEBDC 7(C3
F268FAA9 FD1
185A5D79 F26
3EEB6C0O6 185
89BBA3F1 3EE
BFOA93A0 89B
2C@96744 BF9

: 2D964E86 2C0O
: 5B35025B 2D9
: SEB4EC40 5B3
: 35EE996D 5EB
: D74080FA 35E
: OCEASCBC D74
: 16A8CC79 OCE
: F16F634E 16A
: 23DCB6C2 Fl6
: DCFF40FD 23D
: 76F1A2BC DCF
: 20AAD899 76F
: D44DC81A 20A
: F13AE55B D44
: A4195B91 F13
1 4984FA79 A41
: AA6CB982 498
: 9450FBBC AA6
: OD936BAB 945

B

D

655D6 417A1795 3363376A
0C838 85E655D6 417A1795
COF86 7C20C838 85E655D6
EEBDC 7C3COF86 7C20(C838
8FAA9 FD1EEBDC 7C3COF86
A5D79 F268FAA9 FD1EEBDC
B6C06 185A5D79 F268FAA9
BA3F1 3EEB6C@6 185A5D79
A93A0 89BBA3F1 3EEB6C06
96744 BF9A93A0 89BBA3F1
64E86 2C096744 BF9A93A0
5025B 2D964E86 2C096744
4EC40 5B35025B 2D964E86
E996D S5EB4EC40 5B35025B
@80FA 35EE996D SEB4EC40
A5CBC D74080FA 35EE996D
8CC79 OCEASCBC D74080FA
F634E 16A8CC79 @OCEASCBC
CB6C2 F16F634E 16A8CC79
FAQFD 23DCB6C2 F16F634E
1A2BC DCFF4@FD 23DCB6C2
AD899 76F1A2BC DCFF4@FD
DC81A 20AAD899 76F1AZ2BC
AE55B D44DC81A 20AAD899
95B91 F13AES55B D44DC81A
4FA79 A4195B91 F13AES55B
CB982 4984FA79 A4195B91
OFBBC AA6(CB982 4984FA79

E
4670AEGE
8C51BE64
AF71B9EA
E20362EF
8DFF3001
FE20CDAG
@A34DF03
©59ABDD1
ABFA465B
AA27ED82
10E77723
E11B4548
5C24E2A2
68AA893F
60356548
OFCB1F6F
8B21CDC1
CA9182D3
69BF7B95
@DC84BB1
CC4769F2
5BACE62D
966AA287
EDDBD6ED
A530D939
@OBSEEEA4
©9166DDA
6E495D4B

F
76E09589
4670AEGE
8C51BE64
AF71B9EA
E20362EF
8DFF3001
FE20CDA6
0OA34DF0O3
059ABDD1
ABFA465B
AA27ED82
10E77723
E11B4548
5C24E2A2
68AA893F
60356548
OFCB1F6F
8B21CDC1
CA9182D3
69BF7B95
0DC84BB1
CC4769F2
5BACE62D
966AA287
EDDBD6ED
A530D939
OBSEEEA4
©09166DDA

G
CAC5F811
76E09589
4670AEGE
8C51BE64
AF71B9EA
E20362EF
8DFF3001
FE20CDA6
@A34DF03
©@59ABDD1
ABFA465B
AA27ED82
10E77723
E11B4548
5C24E2A2
68AA893F
60356548
OFCB1F6F
8B21CDC1
CA9182D3
69BF7B95
@DC84BB1
CC4769F2
5BACE62D
966AA287
EDDBDGED
A530D939
OBSEEEA4

H
CC4B32C1
CAC5F811
76E09589
4670AEGE
8C51BE64
AF71B9EA
E20362EF
8DFF3001
FE20QCDA6
0OA34DF0O3
@59ABDD1
ABFA465B
AA27ED82
10E77723
E11B4548
5C24E2A2
68AA893F
60356548
OFCB1F6F
8B21CDC1
CA9182D3
69BF7B95
0DC84BB1
CC4769F2
5BACE62D
966AA287
EDDBDGED
A530D939



H[@] = 85E655D6
H[1] = 417A1795
H[2] = 3363376A
H[3] = 624CDE5C
H[4] = 76E09589
H[5] = CAC5F811
H[6] = CC4B32C1
H[7] = F20QE533A

+ o+ + + + o+ o+ o+

8: D958B529 @D936BAB
9: 1CFASEB@ D958B529
@: Q2EF3A5F 1CFASEB@
1: BOEAB1C5 @2EF3AS5F
2: OBFBA73C BOEAB1(CS5
3: 4BD1DF96 @BFBA73C
4: 9907F1B6 4BD1DF96
5: ECDE4E@D 9907F1B6
6: 2F11C939 ECDE4E@D
7: D949682B 2F11(C939
8: ADCA7A96 D949682B
9: 221B8AS5A ADCA7A96
@: 12D97845 221B8A5A
1: 2C794876 12D97845
2: 8300FCA2 2(C794876
3: F2AD6322 8300FCA2
4: QF154E11 F2AD6322
5: 104A7DB4 OF154E11l
6: 0B3303A7 104A7DB4
7: D7354D5B @B3303A7
8: B736D7A6 D7354D5B
9: 2748E5EC B736D7A6
0: DBAABCF9 2748ESEC
1: 1A6BCF6A D8AABCF9
2: 4ECA6FAQ 1A6BCF6A
3: ECO2560A 4ECAGFAQ
4: D9FOC115 EC0Q2560A
5: 92952710 D9F@C115
6: 20D4DOE4 92952710
7: 4348EB1F 20D4DOE4
8: 286FE5FQ 4348EB1F
9: 1C4CDDD9 286FE5F@
@: A9F181DD 1C4CDDD9
1: B25CEF29 A9F181DD
2: 908C2123 B25CEF29
3: 9EA7148B 908C2123

9EA7148B
908C2123
B25CEF29
A9F181DD
2C5C4EDO
9A392956
2AA1BB13
27CCB387

9450FBBC AA6CB982
©OD936BAB 9450FBBC
D958B529 @D936BAB
1CFASEB@ D958B529
@2EF3A5F 1CFASEBO
BOEAB1C5 @Z2EF3ASF
@BFBA73C BOEAB1C5S
4BD1DF96 @BFBA73C
9907F1B6 4BD1DF96
ECDE4EQD 9907F1B6
2F11C939 ECDE4E@D
D949682B 2F11(C939
ADCA7A96 D949682B
221B8A5A ADCA7A96
12D97845 221B8AS5A
2C794876 12D97845
8300FCA2 2C794876
F2AD6322 8300FCA2
OF154E11 F2AD6322
104A7DB4 OF154E11
©OB3303A7 104A7DB4
D7354D5B @B3303A7
B736D7A6 D7354D5B
2748E5EC B736D7A6
D8AABCF9 2748ESEC
1A6BCF6A D8AABCF9
4ECA6FAQ 1A6BCF6A
EC02560A 4ECAGFAQ
D9FOC115 ECO2560A
92952710 DI9F@C115
20D4DOE4 92952710
4348EB1F 20D4DOE4
286FE5F0 4348EB1F
1C4CDDD9 286FE5F0Q
A9F181DD 1C4CDDD9
B25CEF29 A9F181DD

248D6A61
D20638B8
E5C02693
0C3E6039
A33CE459
64FF2167
F6ECEDD4
19DBO6C1

C2FA99B1
6C49DBIF
5DA10665
F6D93952
8BI99E3A9
905E44AC
66C3043D
5DC119E6
FED4CE1D
32D99008
C6CCE4FF
©B82C5EB
E4213CA2
FF6759BA
EQE3457C
CC48C7F3
6F9517CB
5348E8F6
BBE1C39A
AAD55B6B
68F25260
D4B58576
27844711
FF5E99D0@
989EDO71
7151DF8E
624150C4
226806D6
4E515A4D
C21EDDF9
54076664
F487A853
27CCB387
2AA1BB13
9A392956
2C5C4EDO

6E495D4B
C2FA99B1
6C49DBIOF
5DA10665
F6D93952
8B99E3A9
905E44AC
66C3043D
5DC119E6
FED4CE1D
32D99008
C6CCE4FF
©B82C5EB
E4213CA2
FF6759BA
EQE3457C
CC48C7F3
6F9517CB
5348E8F6
BBE1C39A
AAD55B6B
68F25260
D4B58576
27844711
FF5E99D0@
989EDO71
7151DF8E
624150C4
226806D6
4E515A4D
C21EDDF9
54076664
F487A853
27CCB387
2AA1BB13
9A392956

©9166DDA
6E495D4B
C2FA99B1
6C49DBIF
5DA10665
F6D93952
8B99E3A9
905E44AC
66C3043D
5DC119E6
FED4CE1D
32D99008
C6CCE4FF
©B82C5EB
E4213CA2
FF6759BA
EQE3457C
CC48C7F3
6F9517CB
5348E8F6
BBE1C39A
AAD55B6B
68F25260
D4B58576
27844711
FF5E99D0
989EDO71
7151DF8E
624150C4
226806D6
4E515A4D
C21EDDF9
54076664
F487A853
27CCB387
2AA1BB13

Message Digest is

248D6A61 D20638B8
E5C02693 0C3E6039 A33CE459 64FF2167 F6ECEDD4 19DB0@6(C1

OBSEEEA4
©9166DDA
6E495D4B
C2FA99B1
6C49DBOF
5DA10665
F6D93952
8B99E3A9
905E44AC
66C3043D
5DC119E6
FED4CE1D
32D99008
CoCCE4FF
©B82C5EB
E4213CAZ
FF6759BA
EQE3457C
CC48C7F3
6F9517CB
5348E8F6
BBE1C39A
AAD55B6B
68F25260
D4B58576
27844711
FF5E99D0@
989EDO71
7151DF8E
624150C4
226806D6
4E515A4D
C21EDDF9
54076664
F487A853
27CCB387



B

Secure Hash Algorithm

Message Digest Length = 384

B g g

One Block Message Sample

Input Message:

abc

Initial hash value:

H[@]
H[1]
H[Z]
H[3]
H[4]
H[5]
HL6]
HL7]

CBBB9OD5DC1059ED8
629A292A367CD507
9159015A3070DD17
152FECD8F70QE5939
67332667FFC0O0OB31
8EB44A8768581511
DBOCZ2EQOD64F98FA7
47B5481DBEFA4FA4

Block Contents:

W[0] = 6162633000000000
W[1] = 0000000000000000
W[2] = 0000000000000000
W[3] = 0000000000000000
W[4] = 0000000000000000
W[5] = 0000000000000000
W[e] = 0000000000000000
W[7] = 0000000000000000
W[8] = 0000000000000000
W[9] = 0000000000000000
W[10] = 0000000000000000
W[11] = 0000000000000000
W[12] = 0000000000000000
W[13] = 0000000000000000
W[14] = 0000000000000000
W[15] = 0000000000000018
A/E B/F

t= 0: 470994AD30873F88 (BBBIOD5DC1059ED8

BDO3F724BE6O75F9 67332667FFCO0B31

1: 2E91230306A12AEQ 470994AD30873F88

S5E1B4E1695372B9E BDO3F724BE6075F9

2: EEBESD379BE707AD 2E91230306A12AEQ

54074A65AEF34336 5E1B4E1695372B9E

3: E308483153E15AD6 EEBE5D379BE7@7AD

086C5B2D36A89178 54074A65AEF34336

4: 3A7A023C593D8479 E308483153E15AD6

8AA1144850633794 ©86C5B2D36A89178

5: 333199A85F92B052 3A7A023C593D8479

7A6316FOEF047CE7 8AA1144850633794

6: 76F0741213DD2EF6 333199A85F92B052

C/G
629A292A367CD507
8EB44A8768581511
CBBB9D5DC1059ED8
67332667FFC00OB31
470994AD30873F88
BDO3F724BE6GOA75F9
2E91230306A12AEQ
5E1B4E1695372B9E
EEBE5D379BE70Q7AD
54074A65AEF34336
E308483153E15AD6
086C5B2D36A89178
3A7A023(C593D8479

D/H
9159015A3070DD17
DBOCZEQDG64FO8FA7
629A292A367CD507
8EB44A8768581511
CBBB9D5DC1059ED8
67332667FFC00OB31
470994AD30873F88
BDO3F724BE60Q75F9
2E91230306A12AEQ
5E1B4E1695372B9E
EEBE5D379BE70Q7AD
54074A65AEF34336
E308483153E15AD6



t=20:

t=21:

t=22:

t=23:

t=24:

t=25:

t=26:

t=27:

t=28:

t=29:

t=30:

t

t=32:

t=33:

t=34:

t=35:

31:

74063CBA385F0675

: 02F2A04D3AAB1629

1688B9BF14980FC0

: 73E5B2A1704A0349

FDOO139F705907D0

: BF3F67BA12882648

652E311D4F0QA4257

: 33254508BB2EA48D

9E18991C4F39F0BA

: C1FDB2AQ205EAQES

04732E8BC4044582

: 185F9FF0@38A50F39

8B4ACFC4D2B8AFE6

: E5F06744COD7563A

2FA93D1CE9523015

: 7E32DCOE9F414783

3A9950AAA5E75884

: 1EAB6159AE87EF6D

153B895CFBC436C5

: 33EF2CEBBF1739AA

9D1A64BAF1D366AA

: 7DF1B65F1B87D6CA

5B6E369D36E8E181

: 63A24014A34BBOF6

E13E610EAE680D85

: F1AABD313309509B

674385F0OD87DB94F
9BA737AE88A72C64
3FC2614C43906COF
042C2DCO9A5BF558A
19316BEBC88EQ1F2
7799C75ACC748COF
A7BBD65BF64F58C8
CCF99A80F92BF002
E52A24FAE4E8FCOB
AE993474363EFE68
587F308D58681928
335063D1AZ2AEC92F
C2D6D65E38COEA79
53A78BOCCAQ1BA37
3B65A26C3C92C8F3
AB7FFA529F622930
BOD8AZ2F2762901EA
E428BB43AFE3D63E
6A8527525F898726
BBED541A5128088C
7973AADBDEZ294BE9
4C5C38DF7EC8BAF4
422CEEAQ20QESEE4
4BA456EC244033ED
7CF40857056D86B0
AA4A6ABZACS5F5DD8
ADZ2B1ECFB5BFC556
9CB941F2CED774B3
029F66C7B4569BF0
39265F358594DE27
3F7B1C260C82E54F
09CCA487D39B02A1

7A6316FOEF047CE7
76F0741213DD2EF6
74063CBA385F0675
02F2A04D3AAB1629
1688B9BF14980FC0O
73E5B2A1704A0349
FDOO139F705907D0
BF3F67BA12882648
652E311D4F0A4257
33254508BB2EA48D
9E18991C4F39F0BA
C1FDB2AQ205EAQES
04732E8BC4044582
185F9FFO38A50F39
8B4ACFC4D2B8AFE6
E5F06744C0OD7563A
2FA93D1CE9523015
7E32DCOE9F414783
3A9950AAA5E75884
1EAB6159AE87EF6D
153B895CFBC436C5
33EF2CEBBF1739AA
9D1A64BAF1D366AA
7DF1B65F1B87D6CA
5B6E369D36E8E181
63A24014A34BBOF6
E13E610EAEG80D85
F1AABD3133095098B
674385FOD87DB94F
9BA737AE88A72C64
3FC2614C43906COF
042C2DC9A5BF558A
19316BEBC88EQ1F2
7799C75ACC748COF
A7BBD65BF64F58C8
CCF99A80F92BF002
E52A24FAE4E8FCOB
AE993474363EFE68
587F308D58681928
335063D1A2AEC92F
C2D6D65E38C6EA79
53A78BOCCAQ1BA37
3B65A26C3C92C8F3
AB7FFA529F622930
BOD8AZ2F2762901EA
E428BB43AFE3D63E
6A8527525F898726
BBED541A5128088C
7973AADBDE294BE9
4C5C38DF7EC8BAF4
422CEEAQ20QESEE4
4BA456EC244033ED
7CF40857056D86B0
AA4A6AB2AC5F5DD8
AD2B1ECFB5BFC556
9CB941F2CED774B3
029F66C7B4569BF0
39265F358594DE27

8AA1144850633794
333199A85F92B052
7A6316FOEF047CE7
76F0741213DD2EF6
74063CBA385F0675
02F2A04D3AAB1629
1688B9BF14980FCO
73E5B2A1704A0349
FD00139F705907D0
BF3F67BA12882648
652E311D4F0QA4257
33254508BB2EA48D
9E18991C4F39F0BA
C1FDB2AQ205EAQES
04732E8BC4044582
185F9FFO38A50F39
8B4ACFC4DZB8AFE6
E5F06744C0OD7563A
2FA93D1CE9523015
7E32DCOE9F414783
3A9950AAA5E75884
1EAB6159AE87EF6D
153B895CFBC436C5
33EF2CEBBF1739AA
9D1A64BAF1D366AA
7DF1B65F1B87D6CA
5B6E369D36E8E181
63A24014A34BBOF6
E13E610EAE680D85
F1AABD3133095098B
674385F0D87DB94F
9BA737AE88A72C64
3FC2614C43906COF
042C2DC9A5BF558A
19316BEBC88EQ1F2
7799C75ACC748COF
A7BBD65BF64F58C8
CCF99A80F92BF002
E52A24FAE4E8FCOB
AE993474363EFE68
587F308D58681928
335063D1A2AEC92F
C2D6D65E38COEA79
53A78BOCCAQ1BA37
3B65A26(C3C92C8F3
AB7FFA529F622930
BOD8AZ2F2762901EA
E428BB43AFE3D63E
6A8527525F898726
BBED541A5128088C
7973AADBDE294BE9
4C5C38DF7EC8BAF4
422CEEAQ200QE9EE4
4BA456EC244033ED
7CF40857056D86B0@
AA4AG6ABZAC5F5DD8
AD2B1ECFB5BFC556
9CB941F2CED774B3

086C5B2D36A89178
3A7A023C593D8479
8AA1144850633794
333199A85F92B052
7A6316FQEFQ47CE7
76F0741213DD2EF6
74063CBA385F0675
02F2A04D3AAB1629
1688B9BF14980FC0@
73E5B2A1704A0349
FDOO139F705907D0
BF3F67BA12882648
652E311D4F0A4257
33254508BB2EA48D
9E18991C4F39F0@BA
C1FDB2AQ205EAQES
04732E8B(C4044582
185F9FF038A50F39
8B4ACFC4D2B8AFE6
E5F06744C0OD7563A
2FA93D1CE9523015
7E32DCOE9F414783
3A9950AAA5E75884
1EAB6159AE87EF6D
153B895CFBC436C5
33EF2CEBBF1739AA
9D1A64BAF1D366AA
7DF1B65F1B87D6CA
5B6E369D36E8E181
63A24014A34BBOF6
E13E610EAE680D85
F1AABD313309509B
674385F0D87DB94F
9BA737AE88A72(C064
3FC2614C43906COF
042C2DCOA5BF558A
19316BEBC88EQLF2
7799C75ACC748COF
A7BBD65BF64F58C8
CCF99A80F92BF002
E52A24FAE4E8FC9B
AE993474363EFE68
587F308D58681928
335063D1A2AEC92F
C2D6D65E38COEA79
53A78BOCCAQ1BA37
3B65A26C3C92C8F3
AB7FFA529F622930
BOD8AZ2F2762901EA
E428BB43AFE3D63E
6A8527525F898726
BBED541A5128088C
7973AADBDE294BE9
4C5C38DF7EC8BAF4
422CEEAQ20QQEOEE4
4BA456EC244033ED
7CF40857056D86B0@
AA4AG6ABZACS5F5DD8



t=36:

t

t=38:

t=39:

t=40:

t=41:

t=42:

t=43:

t=44:

t=47:

t=48:

t=49:

t=50:

t

t=52:

t=53:

t=54:

t=55:

t=56:

t

t=58:

t=59:

t=60:

t=61:

t=62:

t=63:

t=64:

37:

51:

57:

4A22B37B58A5B1B0O
D48D97CE438CF4F0
A239E00B8BAAG410
D6F41E25A8B634D6
25755CB8179DDOBO
54078334358573B4
OE419FB080O2BOEFC
DB24F9A@3F4FFF6B
D30QE99B4B394B090
3604C53A845EFC37
791B2B4AF7338B99
F41B1COEEE89BDC6
E319B77D9E4E87F9
36644AE374632E3A
458250878A3972B2
88806F6AE9FCD65B
CFDEZEGEA54FA576
51DCAA36995C301D
E37F778353998050

: EFS5E3885A2F238DF

74QE347F24E18FDA

: EB3753F4283F4818

OAE48CF840BB8BE9
A6998D63A5DOOED4
E21095012EE@B72A
D3698FB64DF175B0@
C2FOB90OFFCE80739
317A3B295B991914
1CADFF2E6CB5AA4D
0941DA08148BA463
833EB9A4BB5AQ73E
494AC238D68C3D0B
80C8FC138E645028
C87E9168DBIE97DE
65CF7F6A829ACA04
EDB4448879391DBB
7729C85475DD318F
@73775C2456DC7DB
A9CCAOB6266B1D77
54DE8857B24AFAF7
8DE51CFF2AE4B068
8A9CDD8OF7FQ9C0O5
AGOBASE9EBAEB96A
3EEB22A7524D8D7F
E2E6830B139DF58F
@ED77C9CDE8883D3
38413A2052387A9E
E64E4135F9D30@DBC
45B640454C75C349
1CA93A293D544328
EFBEF83A35C@319E
3DC764F89E54043A
A57784945550CF94
56FB5883F1C87A05
F5198A41EB8QEQ22
24A1124262A331C7
O6EDACAEGE7B54AD
EB85D19201(C89694

3F7B1C26@0C82E54F
©@9CCA487D39B02A1
4A22B37B58A5B1B0O
D48D97CE438CF4F0@
A239EQ0OB8BAAG410
D6F41E25A8B634D6
25755CB8179DD0OBA
54078334358573B4
OE419FB080O2BOEFC
DB24F9AQ3F4FFF6B
D30E99B4B394B090
3604C53A845EFC37
791B2B4AF7338B99
F41B1COEEE89BDC6
E319B77D9E4E87F9
36644AE374632E3A
458250878A3972B2
88806F6AE9FCD65B
CFDE2EGEAS54FA576
51DCAA36995C301D
E37F778353998050
EF5E3885A2F238DF
740QE347F24E18FDA
EB3753F4283F4818
OAE48CF840BB8BE9
A6998D63A5DOOE0D4
E21095012EE@B72A
D3698FB64DF175B0@
C2FOB9QFFCE80739
317A3B295B991914
1CADFF2E6CB5AA4D
0941DA08148BA463
833EB9A4BB5AQ73E
494AC238D68C3D0B
80C8FC138E645028
C87E9168DBIE97DE
65CF7F6A829ACA04
EDB4448879391DBB
7729C85475DD318F
@73775C2456DC7DB
A9CCAOB6266B1D77
54DE8857B24AFAF7
8DE51CFF2AE4B068
8A9CDD8OF7FQ9C0O5
AGOBASE9EBAEB96A
3EEB22A7524D8D7F
E2E6830B139DF58F
@ED77C9CDE8883D3
38413A2052387A9E
E64E4135F9D30@DBC
45B640454C75C349
1CA93A293D544328
EFBEF83A35C0319E
3DC764F89E54043A
A57784945550CF94
56FB5883F1C87A05
F5198A41EB80QEQ22
24A1124262A331C7

029F66C7B4569BF0
39265F358594DE27
3F7B1C260C82E54F
09CCA487D39B02A1
4A22B37B58A5B1B0
D48D97CE438CF4F0
A239E00B8BAAG410
D6F41E25A8B634D6
25755CB8179DD0BA@
54078334358573B4
OE419FB0O80Q2BOEFC
DB24F9AQ3F4FFF6B
D30QE99B4B394B090
3604C53A845EFC37
791B2B4AF7338B99
F41B1COEEE89BDC6
E319B77D9E4E87F9
36644AE374632E3A
458250878A3972B2
88806F6AE9FCD65B
CFDE2EGEA54FA576
51DCAA36995C301D
E37F778353998050
EFSE3885A2F238DF
740QE347F24E18FDA
EB3753F4283F4818
OAE48CF840BB8BE9
A6998D63A5DOIE04
E21095012EEQB72A
D3698FB64DF175B0@
C2F@B9OFFCE80739
317A3B295B991914
1CADFF2E6CB5AA4D
0941DA08148BA463
833EB9A4BB5AQ73E
494AC238D68C3D0B
80C8FC138E645028
C87E9168DBOE97DE
65CF7F6A829ACA04
EDB4448879391DBB
7729C85475DD318F
073775C2456DC7DB
A9CCAOB6266B1D77
54DE8857B24AFAF7
8DE51CFF2AE4B068
8A9CDD8OF7FA9C0A5
AGOBASE9EBAEB96A
3EEB22A7524D8D7F
E2E6830B139DF58F
@ED77C9CDE8883D3
38413A2052387A9E
E64E4135F9D30DBC
45B640454C75C349
1CA93A293D544328
EFBEF83A35C0319E
3DC764F89E54043A
A57784945550CF94
56FB5883F1C87A05

AD2B1ECFB5BFC556
9CB941F2CED774B3
029F66C7B4569BF0Q
39265F358594DE27
3F7B1C260C82E54F
©9CCA487D39B02A1
4A22B37B58A5B1B0O
D48D97CE438CF4F0@
A239E0Q0OB8BAAG410
D6F41E25A8B634D6
25755CB8179DDOBO
54078334358573B4
@E419FB0O802BOEFC
DB24F9AQ3F4FFF6B
D30E99B4B394B090
3604C53A845EFC37
791B2B4AF7338B99
F41B1COEEE89BDC6
E319B77D9E4E87F9
36644AE374632E3A
458250878A3972B2
88806F6AE9FCD65B
CFDEZ2E6EA54FA576
51DCAA36995C301D
E37F778353998050
EFS5E3885A2F238DF
740QE347F24E18FDA
EB3753F4283F4818
OAE48CF840BB8BE9
A6998D63A5D0OIE04
E21095012EE@B72A
D3698FB64DF175B0@
C2F@B9OFFCE80739
317A3B295B991914
1CADFF2E6CB5AA4D
0941DA08148BA463
833EB9A4BB5AQ73E
494AC238D68C3D0B
80C8FC138E645028
C87E9168DBOE97DE
65CF7F6A829ACA04
EDB4448879391DBB
7729C85475DD318F
073775C2456DC7DB
A9CCAOB6266B1D77
54DE8857B24AFAF7
8DE51CFF2AE4B068
8A9CDD8OF7F@9CA5
AGOBASE9EBAEB96A
3EEB22A7524D8D7F
E2E6830B139DF58F
@ED77C9CDE8883D3
38413A2052387A9E
E64E4135F9D30@DBC
45B640454C75C349
1CA93A293D544328
EFBEF83A35C0319E
3DC764F89E54043A



t=65:

t=66:

t=67:

H[@]
H[1]
H[Z]
H[3]
H[4]
H[5]
H[6]
HL7]

9CED24983EEC8723
CC981AB3A59C1DB4
EAC5516336BC8882
CEEF5D997E148B44
617BBF70BB165212
689EDF608A8E3F14
3280D88472C100FD

: 1E6EQ255AB880@79F

F2001138439902B1

: 8C5D3B7FDADG6GE7@

90D18EC8B6IF0345

: 32ESED8655871E9B

51105F6241313777

: BCD5061679BE7336

454B99F654443AD0

: E7D913B6678E78EF

1FF613B5AA63776E

: E6B8CB8DFA3475AB

2E75F34303D39BB0

: FDD4A30E168C4AES

83A35DBE2A64FC26

: 12AEB6268DFA3E14

F660943B276786F7

: 055B73814CF102B4

C4B149710F5D6A71

: 95D33150DE6DF44C

C7F7BFFOBEBF@D30

: 5306143F64497B00

CAG6A219CC701096

: FF44D7E1849DBFB3

1952EQC3A227COF2

CBBB9D5DC1059EDS
629A292A367CD507
9159015A3070DD17
152FECD8F7@QE5939
67332667FFC0O0OB31
8EB44A8768581511
DBOCZ2E@ODG4F98FA7
47B5481DBEFA4FA4

O6EDACAEGE7B54AD
EB85D19201C89694
9CED24983EEC8723
CC981AB3A59C1DB4
EAC5516336BC8882
CEEF5D997E148B44
617BBF70BB165212
689EDF608A8E3F14
3280D88472C100FD
1E6EQ255AB88079F
F2001138439902B1
8C5D3B7FDAD66E70@
90D18EC8B69F0345
32E5ED8655871E9B
51105F6241313777
BCD5061679BE7336
454B99F654443AD0
E7D913B6678E78EF
1FF613B5AA63776E
E6B8CB8DFA3475AB
2E75F34303D39BB0
FDD4A30E168C4AES
83A35DBEZ2A64F(C26
12AEB6268DFA3E14
F660943B276786F7
055B73814CF102B4
C4B149710F5D6A71
95D33150DE6DF44C
C7F7BFFOBEBFQOD30
5306143F64497B00
CAP6A219CC701096

F5198A41EB80QEQ22
24A1124262A331C7
O6EDACAEGE7B54AD
EB85D19201(C89694
9CED24983EEC8723
CC981AB3A59C1DB4
EAC5516336BC8882
CEEF5D997E148B44
617BBF70BB165212
689EDF608A8E3F14
3280D88472C100FD
1E6EQ255AB88079F
F2001138439902B1
8C5D3B7FDADG6E70@
90D18EC8B69FA345
32E5ED8655871E9B
51105F6241313777
BCD5061679BE7336
454B99F654443AD0
E7D913B6678E78EF
1FF613B5AA63776E
E6B8CB8DFA3475AB
2E75F34303D39BB0O
FDD4A30E168C4AES
83A35DBE2AG4FC26
12AEB6268DFA3E14
F660943B276786F7
055B73814CF102B4
C4B149710F5D6A71
95D33150DE6DF44C
C7F7BFFOBEBFOD30

A57784945550CF94
56FB5883F1C87A05
F5198A41EB80QEQ22
24A1124262A331C7
O6EDACAEGE7B54AD
EB85D19201C89694
9CED24983EEC8723
CC981AB3A59(C1DB4
EAC5516336BC8882
CEEF5D997E148B44
617BBF70BB165212
689EDF608A8E3F14
3280D88472C100FD
1E6EQ255AB88079F
F2001138439902B1
8C5D3B7FDADG6GE7@
90D18EC8B6IF0345
32E5ED8655871E9B
51105F6241313777
BCD5061679BE7336
454B99F654443AD0
E7D913B6678E78EF
1FF613B5AA63776E
E6B8CB8DFA3475AB
2E75F34303D39BB0
FDD4A30QE168C4AES
83A35DBEZ2AG4FC26
12AEB6268DFA3E14
F660943B276786F7
©055B73814CF102B4
C4B149710F5D6A71

+ + + + + + + o+

FF44D7E2849DBFB3 =

5306143F64497B00

95D33151DE6DF44C =

055B73824CF102B4

1952EQC4A227COF2 =
CAO6A21ACC701096 =

C7F7BFFO8EBF@OD30

C4B149718EBFOD30 =

CBOO753F45A35E8B
B5A03D699AC65007
272C32ABOEDED163
1A8B6@5A43FF5BED
8086072BA1E7CC23
58BAECA134C825A7
A303EDFDF3B89CD7
0C66918ECE57BA1S

Message Digest is
CBOO753F 45A35E8B B5A03D69 9AC65007 272C32AB QEDED163
1A8B6O5A 43FF5BED 8086072B A1E7CC23 58BAECA1 34C825A7

Two Block Message Sample
Input Message:

"abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmnhijklmnoijklmnopjklmnopgklmnopgrl
mnopgrsmnopqrstnopqrstu”




Initial h
H[O] =
H[1] =
H[Z2] =
H[3] =
H[4] =
H[5] =
H[6] =
HL7] =

ash value:

CBBB9OD5DC1059ED8
629A292A367CD507
9159015A3070DD17
152FECD8F7QE5939
67332667FFC0O0B31
8EB44A8768581511
DBQCZ2EQD6G4F98FA7
47B5481DBEFA4FA4

Block Con
wrej =
W[1] =
W[2] =
W3] =
W[4] =
W[5] =
WLe] =
WL7] =
W8] =
WL9J =
Wrie] =
W[11] =
W[12] =
W[13] =
W[14] =

tents:
6162636465666768
6263646566676869
636465666768696A
6465666768696A6B
65666768696A6B6C
666768696A6B6C6D
6768696A6B6C6DGE
68696A6B6C6D6EGF
696A6B6CO6D6EGF70
6A6B6C6D6EGF7071
6B6C6D6EGF707172
6C6D6E6F70717273
6D6EGF7071727374
6E6F707172737475
8000000000000000
0000000000000000

W[15] =

A/E

: 4709949195EDAGFO

BD@3F70923C6DD61

: 78D3F8BCO3A38303

AEQ67FO71CD18A36

: ED59D30@BEFF95306

C180C7A74EDSCF1F

: 8E7VFE2ABA3168F2B

D92D19667920B327

: 1174F9B374A9263A

DD371F2D13661C52

: 27AAAFB7FBEF806B

21AF3C6430A9AF9C

: B352D@3A0OBD34D65

69397DE9A30E1473

: 412DB7F990563D7C

5062FD5924E2B62E

: OF79040546EGEDF7

6B6C511B25A6BDBC

: EBF02410F67B8EE7

DAC695B91543AE80

: 97AAQ5D89B8DBEGD

83B8B72646C0B598

: 23DOA36B692118EB

A5F6C5155E221E8C

: E1041368D2FCA1AZ

AEQ1675BFB003180

B/F
CBBB9D5DC1059EDS8
67332667FFC00OB31
4709949195EDAGF0O
BD@3F70923C6DD61
78D3F8BCA3A38303
AEQ67F0O71CD18A36
ED59D30BEFF95306
C180C7A74ED5CF1F
8E7FE2ABA3168F2B
D92D19667920B327
1174F9B374A9263A
DD371F2D13661C52
27AAAFB7FBEF806B
21AF3C6430A9AF9C
B352D03A0BD34D65
69397DE9A30E1473
412DB7F990563D7C
5062FD5924E2B62E
OF79040546EGEDF7
6B6C511B25A6BDBC
EBFO2410F67B8EE7
DAC695B91543AE80
97AAQ5D89B8DBEGD
83B8B72646C0OB598
23D0A36B692118EB
A5F6C5155E221E8C

C/G
629A292A367CD507
8EB44A8768581511
CBBBI9D5DC1@59ED8
67332667FFCO0OB31
4709949195EDAGFQ
BDO3F70923C6DD61
78D3F8BCA3A38303
AE067FO71CD18A36
ED59D30BEFF95306
C180C7A74EDSCF1F
8E7FE2ABA3168F2B
D92D19667920B327
1174F9B374A9263A
DD371F2D13661C52
27AAAFB7FBEF806B
21AF3C6430A9AF9C
B352D@3A@BD34D65
69397DE9A30E1473
412DB7F990563D7C
5062FD5924E2B62E
OF79040546EGEDF7
6B6C511B25A6BDBC
EBF02410F67B8EE7
DAC695B91543AE80
97AAQ5D89B8DBEGD
83B8B72646C0OB598

D/H
9159015A3070DD17
DBOC2EODG64F98FA7
629A292A367CD507
8EB44A8768581511
CBBB9D5DC1059ED8
67332667FFC00OB31
4709949195EDAGF0Q
BDO3F70923C6DD61
78D3F8BCA3A38303
AEQ67FQ71CD18A36
ED59D30BEFF95306
C180C7A74EDSCF1F
8E7FEZ2ABA3168F2B
D92D19667920B327
1174F9B374A9263A
DD371F2D13661C52
27AAAFB7FBEF806B
21AF3C6430A9AF9C
B352D0@3A0OBD34D65
69397DE9A30E1473
412DB7F990563D7C
5062FD5924E2B62E
OF79040546EGEDF7
6B6C511B25A6BDBC
EBF02410F67B8EEY
DAC695B91543AE80



t=20:

t=21:

t=22:

t=23:

t=24:

t=25:

t=26:

t=27:

t=28:

t=29:

t=30:

t

t=32:

t=33:

t=34:

t=35:

t=36:

t=37:

t=38:

t=39:

t=40:

t=41:

31:

: 45BD6F69EFEC540D

C35CC50C1CF7EF98

: C237FA23ABB9BC16

A16C4F134B28923E

: B4092DF1COF81853

008178E17FA649F2

: 21E5C91D11809C13

A26DFAQ4ED8C9B63

: 2C957137CD4304A5

6BEZ210614B10949B

: 2180E61AFE322BC7

76396996200065F7

: F2911C11C96ESFF5

1BC2160F4F3711DC
S5EAB10OB19A5143A8
98D2B19D201F2BB6
29(C5348D87CD5590
4324C8CACCF7753C
33C6B4A0166B7C9C
D49CEF5BD2DEC121
1DB4EE60O6D2A7A96
B17D15B397521AB3
5CEF5B2F00142660
789E540F22E13932
FF74F4A162435903
6COBE33DCC6E7572
41740B736E9676A9
D8E401251592DA6C
931059FE9279FF1D
7F31116887EEA596
356D08D982E2EAD4
40C28C34B1BBE906
89DC825E7235C74B
7A499AEQ5DAS0OBF2
97901F333E662FDC
4472B2E331DDFAB4
69C8F40EB38B6022
177589502DD39AA2
4920943FFE52B207
6B813A0DOCDF4991
B4CBODF332D108AB
8FE3D28097F18618
E7748FBF744A5240
@OD7AB03208F1D7A5
7416CA18D9E265E0Q
11200C2D47C082F8
75476F5456E82F9C
3024702447F76224
F638A568B53A2F8F
6217C1C02153302C
C418F6F90602C79A
87F0901C227ADBB3
4F1F4F21DF3DCF43
FB7C63FCDDF4A1C2
13EB82E4B98DOE6GY
FB6COE54D48D4F2D
820E75046567BACE
B16A9397472F0123

E1041368D2FCA1A2
AEQ1675BFB003180
45BD6F69EFEC540D
(C35CC50C1CF7EF98
C237FA23ABB9BC16
A16C4F134B28923E
B4092DF1COF81853
008178E17FAG49F2
21E5C91D11809C13
A26DFAQ4ED8C9B63
2C957137CD4304A5
6BE210614B10949B
2180E61AFE322BC7
76396996200065F7
F2911C11C96E5FF5
1BC2160F4F3711DC
5EAB10B19A5143A8
98D2B19D201F2BB6
29C5348D87CD5590
4324C8CACCF7753C
33C6B4A0166B7C9C
D49CEF5BD2DEC121
1DB4EE6@6D2A7A96
B17D15B397521AB3
5CEF5B2F00142660
789E540F22E13932
FF74F4A162435903
6COBE33DCC6E7572
41740B736E9676A9
D8E401251592DA6C
931059FE9279FF1D
7F31116887EEA596
356D08D982E2EAD4
40C28C34B1BBE906
89DC825E7235C74B
7A499AEQ5DAS0BF2
97901F333E662FDC
4472B2E331DDFAB4
69C8F40EB38B6022
177589502DD39AA2
4920943FFE52B207
6B813A0DOCDF4991
B4CBODF332D108AB
8FE3D28097F18618
E7748FBF744A5240
@D7AB0O3208F1D7A5
7416CA18D9E265E0Q
11200C2D47C082F8
75476F5456E82F9C
3024702447F76224
F638A568B53A2F8F
6217C1C02153302C
C418F6F90602C79A
87F0901C227ADBB3
4F1F4F21DF3DCF43
FB7C63FCDDF4A1C2
13EB82E4B98DOE6GY
FB6COE54D48D4F2D

23D0A36B692118EB
A5F6C5155E221E8C
E1041368D2FCA1A2
AE01675BFB003180
45BD6F69EFEC540@D
C35CC50C1CF7EF98
C237FA23ABB9BC16
A16C4F134B28923E
B4092DF1COF81853
008178E17FAG49F2
21E5C91D11809C13
A26DFAQ4ED8CIB63
2C957137CD4304A5
6BE210614B10949B
2180E61AFE322BC7
76396996200065F7
F2911C11C96E5FF5
1BC2160F4F3711DC
S5EAB10B19A5143A8
98D2B19D201F2BB6
29C5348D87CD5590
4324C8CACCF7753C
33C6B4A0166B7C9C
D49CEF5BD2DEC121
1DB4EE6@6D2A7A96
B17D15B397521AB3
5CEF5B2F00142660
789E540F22E13932
FF74F4A162435903
6COBE33DCC6E7572
41740B736E9676A9
D8E401251592DA6C
931059FE9279FF1D
7F31116887EEA596
356D0@8D982E2EAD4
40C28C34B1BBE906
89DC825E7235C74B
7A499AEQ5DA50BF2
97901F333E662FDC
4472B2E331DDFAB4
69C8F40EB38B6022
177589502DD39AA2
4920943FFE52B207
6B813A0DOCDF4991
B4CBODF332D108AB
8FE3D28097F18618
E7748FBF744A5240
@D7AB0O3208F1D7A5
7416CA18D9E265E0Q
11200C2D47C082F8
75476F5456E82F9C
3024702447F76224
F638A568B53A2F8F
6217C1C02153302C
C418F6F90602C79A
87F0901C227ADBB3
4F1F4F21DF3DCF43
FB7C63FCDDF4A1C2

97AAQ5D89B8DBEGD
83B8B72646C0OB598
23D0A36B692118EB
A5F6C5155E221E8C
E1041368D2FCA1A2
AE01675BFB003180
45BD6F69EFEC540D
C35CC50C1CF7EF98
C237FAZ23ABB9BC16
A16C4F134B28923E
B4092DF1COF81853
008178E17FA649F2
21E5C91D118@9C13
A26DFAQ4ED8C9B63
2C957137CD4304A5
6BEZ210614B10949B
2180E61AFE322BC7
76396996200065F7
F2911C11C96ESFF5
1BC2160F4F3711DC
S5EAB10B19A5143A8
98D2B19D201F2BB6
29(C5348D87CD5590
4324C8CACCF7753C
33C6B4A0166B7CIC
D49CEF5BD2DEC121
1DB4EE60O6D2A7A96
B17D15B397521AB3
5CEF5B2F00142660
789E540F22E13932
FF74F4A162435903
6COBE33DCC6E7572
41740B736E9676A9
D8E401251592DA6C
931059FE9279FF1D
7F31116887EEA596
356D08D982E2EAD4
40C28C34B1BBE906
89DC825E7235C74B
7A499AEQ5DAS0BF2
97901F333E662FDC
4472B2E331DDFAB4
69C8F40EB38B6022
177589502DD39AA2
4920943FFE52B207
6B813A0DOCDF4991
B4CBODF332D108AB
8FE3D28097F18618
E7748FBF744A5240
@D7AB0Q3208F1D7A5
7416CA18D9E265EQ
11200C2D47CO82F8
75476F5456E82F9C
3024702447F76224
F638A568B53A2F8F
6217C1C02153302C
C418F6F90602C79A
87F0901C227ADBB3



t=42:

t=43:

t=45:

t=46:

t=47:

t=48:

t=49:

t=50:

t

t=52:

t=53:

t=54:

t=55:

t=56:

t=57:

t=58:

t=59:

51:

741FA5DC290DD02C
ED40C88214823792
A4809BF6DAGAASBD
BEC3D7E88(855194

: D70B1AA4C800979C

4962F310BDBD54B0
9A195492CFDB4745
2C82D@9CFO5CF687
B7E68364F07F0Q17E
2A1FFB84031B1B6C
OE574B8EOB35E452
29BDAB29EE472A23
C176009CF82FA842
CCA47FBE31B335F4
5D4F78C7A9BDBEDZ
EAF198615E99FFDC
51AB3BE828D8D13C
BD527CD188FB59AE
4D639EF80DOF6D3E
B2611B9@F90D732F
BBA9COEFEQFBC6CS8
FC@579337591A2(C9
3405D7CADZ2E8A689
OF6649F64EC8E109
EA54D908505798B3
EF48A48999108077
BE31D1C@ACCC143BC
4FC2D4CADOC91AFC
285A76D23F6A0073
A730855599B738A3
A714CEFF14BEBC24
53C581DAE1831D80@
697CA14913A50A26
34D39344354AACD2
3A38FA3775D7007C
E26F3A21E9A27691

: 44EA14D8E450C844

5319374FB88DD485

: 0928B75C925F91E2

79F4BE3(C5A372911

: 6DB5469FA19C0QE27

16BEECOFEC168E79

: 384E3159898A7362

55FA3AD1102298A8

: 483C64D3FDEBF828

1A238431921EA75E

: (9464988A1939BCF

E3F3FO8AC90F86CD

: 98BC93BCA795059C

9EQ4FB49A5FD91DE

: B6FC101AD1D74E20

FD13CD3620F6C1F4

: FAC26E6E4DA4705D

0D60228AAGES55B6E

: 2A630C58CC27FCAA

A2F7F27A3EC25ABA

: 159A02D4FAEE11B4

B2860FC55BDEDAAG

820E75046567BACE
B16A9397472F0@123
741FA5DC290DD02C
ED40(C88214823792
A4809BF6DAGAA8BD
BEC3D7E88C855194
D70B1AA4C800979C
4962F310BDBD54B0
9A195492CFDB4745
2C82D@9CFO5CF687
B7E68364F07F0Q17E
2A1FFB84031B1B6C
OE574B8EOB35E452
29BDAB29EE472A23
C176009CF82FA842
CCA47FBE31B335F4
5D4F78C7A9BDBEDZ
EAF198615E99FFDC
51AB3BE828D8D13C
BD527CD188FB59AE
4D639EF80DOF6D3E
B2611B90F90D732F
BBA9COEFEQFBC6(CS8
FC@579337591A2C9
3405D7CAD2E8A689
OF6649F64EC8E109
EA54D908505798B3
EF48A48999108077
BE31D1COCCC143BC
4FC2D4CADOCIO1AFC
285A76D23F6A0073
A730855599B738A3
A714CEFF14BEBC24
53C581DAE1831D80@
697CA14913A50A26
34D39344354AACD2
3A38FA3775D7007C
E26F3A21E9A27691
44EA14D8E450(C844
5319374FB88DD485
0928B75C925F91E2
79F4BE3(C5A372911
6DB5469FA19COE27
16BEECOFEC168E79
384E3159898A7362
55FA3AD1102298A8
483C64D3FDEBF828
1A238431921EA75E
C9464988A1939BCF
E3F3FO8AC90F86CD
98BC93BCA795059C
9E04FB49A5FDI1DE
B6FC101AD1D74E20
FD13CD3620F6C1F4
FAC26EGE4DA4705D
©OD60228AA6ES55B6E
2A630C58CC27FCAA
A2F7F27A3EC25ABA

13EB82E4B98DOE6GY
FB6COE54D48D4F2D
820E75046567BACE
B16A9397472F0123
741FA5DC290DD0O2C
ED40C88214823792
A4809BF6DAGAASBD
BEC3D7E88C855194
D70B1AA4C800979C
4962F310BDBD54B0
9A195492CFDB4745
2C82D@9CFO5CF687
B7E68364F07FO17E
2A1FFB84031B1B6C
@E574B8EOB35E452
29BDAB29EE472A23
C176009CF82FA842
CCA47FBE31B335F4
5D4F78C7A9BDBED?Z
EAF198615E99FFDC
51AB3BE828D8D13C
BD527CD188FB59AE
4D639EF80DOF6D3E
B2611B90@F90D732F
BBA9COEFEQFBC6CS
FC@579337591A2C9
3405D7CAD2E8AG89
OF6649F64EC8E109
EA54D908505798B3
EF48A48999108077
BE31D1C0CCC143BC
4FC2D4CADOCI1AFC
285A76D23F6A0073
A730855599B738A3
A714CEFF14BEBC24
53C581DAE1831D80@
697CA14913A50A26
34D39344354AACD2
3A38FA3775D7007C
E26F3A21E9A27691
44EA14D8E450(844
5319374FB88DD485
©0928B75C925F91E2
79F4BE3(C5A372911
6DB5469FA19COE27
16BEECOFEC168E79
384E3159898A7362
55FA3AD1102298A8
483C64D3FDEBF828
1A238431921EA75E
(C9464988A1939BCF
E3F3FO8AC90F86CD
98BC93BCA795059C
9EQ4FB49A5FDI1DE
B6FC101AD1D74E20
FD13CD3620F6C1F4
FAC26EGE4DA4705D
0D60228AA6ES5BGE

4F1F4F21DF3DCF43
FB7C63FCDDF4A1C2
13EB82E4B98DOEGY
FB6COE54D48D4F2D
820E75046567BACE
B16A9397472F0123
741FA5DC290DD02C
ED40C88214823792
A4809BF6DAGAASBD
BEC3D7E88(C855194
D70B1AA4C800979C
4962F310BDBD54B0@
9A195492CFDB4745
2C82D@9CFO5CF687
B7E68364F07F017E
2A1FFB84031B1B6C
OE574B8EOB35E452
29BDAB29EE472A23
C176009CF82FA842
CCA47FBE31B335F4
5D4F78C7A9BDBED?Z
EAF198615E99FFDC
51AB3BE828D8D13C
BD527CD188FB59AE
4D639EF80DOF6D3E
B2611B90F90D732F
BBA9COEFEQFBC6CS
FC0579337591A2(C9
3405D7CADZ2E8A689
OF6649F64EC8E109
EA54D908505798B3
EF48A48999108077
BE31D1C0CCC143BC
4FC2D4CADOCI1AFC
285A76D23F6A0073
A730855599B738A3
A714CEFF14BEBC24
53C581DAE1831D8@
697CA14913A50A26
34D39344354AACD2
3A38FA3775D7007C
E26F3A21E9A27691
44EA14D8E450C844
5319374FB88DD485
©0928B75C925F91E2
79F4BE3(C5A372911
6DB5469FA19COE27
16BEECOFEC168E79
384E3159898A7362
55FA3AD1102298A8
483C64D3FDEBF828
1A238431921EA75E
(C9464988A1939BCF
E3F3FO8AC90F86CD
98BC93BCA795059C
9EQ4FB49A5FDI1DE
B6FC101AD1D74E20
FD13CD3620F6C1F4



H[e] =
H[1] =
H[Z2] =
H[3] =
H[4] =
H[5] =
H[6] =
HL7] =

: 9D38BDB9DF22B557

DFC37C68AF65F8BC

: D42C3A57CFA78513

BB56DEAGA325BA32

: ABAB4BOCA75A17C7

9AC71D1C0O37A8BBD

: 500F7B61186F6C2E

8347F5736531B3EC

: 4ABEQAF6A67DB2FE

14E986342DDCEDOF

: E1053FC85F9E56BE

4779767CC2EC5321

: 7001201948FB3D71

5CDF6C58FC052572

: 88146DA76FFOF23A

8901CFFE7A74DB98

: 5EC3802BOECFEF33

SF2EEAD69EFB4233

CBBB9D5DC1059EDS8
629A292A367CD507
9159015A3070DD17
152FECD8F70QE5939
67332667FFCO0OB31
8EB44A8768581511
DBOC2E@ODG4F98FA7
47B5481DBEFA4FA4

159A02D4FAEE11B4
B2860FC55BDEDAAG
9D38BDBIDF22B557
DFC37C68AF65F8BC
D42C3A57CFA78513
BB56DEAGA325BA32
ABAB4BOCA75A17C7
9AC71D1CO37A8BBD
500F7B61186F6C2E
8347F5736531B3EC
4ABEQAF6A67DB2FE
14E986342DDCEDOF
E1053FC85F9ES6BE
4779767CC2EC5321
7001201948FB3D71
5CDF6C58FC052572
88146DA76FF6F23A
8901CFFE7A74DB98

2A630C58CC27FCAA
A2F7F27A3EC25ABA
159A02D4FAEE11B4
B2860FC55BDEDAAG
9D38BDBADF22B557
DFC37C68AF65F8BC
D42C3A57CFA78513
BB56DEAGA325BA32
ABAB4BOCA75A17C7
9AC71D1C0O37A8BBD
500F7B61186F6C2E
8347F5736531B3EC
4ABEQAF6A67DB2FE
14E986342DDCEDOF
E1053FC85F9ES6BE
4779767CC2EC5321
7001201948FB3D71
5CDF6C58FC052572

FAC26E6E4DA4705D
@D60228AA6GES5B6E
2A630C58CC27FCAA
AZ2F7F27A3EC25ABA
159A02D4FAEE11B4
B2860FC55BDEDAAG
9D38BDB9DF22B557
DFC37C68AF65F8BC
D42C3A57CFA78513
BB56DEAGA325BA32
ABAB4BOCA75A17C7
9AC71D1C0O37A8BBD
500F7B61186F6C2E
8347F5736531B3EC
4ABEQAF6A67DB2FE
14E986342DDCEDOF
E1053FC85F9E56BE
4779767CC2EC5321

+ + 4+ + + + 4+ o+

5EC3802C9ECFEF33
88146DA76FF6F23A
7001201948FB3D71
E1053FCIO5F9E56BE
SF2EEAD79EFB4233
8901CFFE7A74DB98
5CDF6C59FC0O52572
4779767DFC@52572

2A7F1D895FD58E@B
EAAE96D1A673C741
015A2173796C1A88
F6352CA156ACAFF7
C662113E9EBB4D64
17B61A85E2CCFOA9
37EB9A666OFEB519
8F2EBE9A81E6A2(CS

Block Contents:

wel
W1l
Wez]
W3]
W[4]
W[5]
W[e]l
WL7]
W8]
W9l

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

W[10] = 0000000000000000

W[11]
W[12]
W[13]
W[14]
W[15]

t= 0:

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000380

A/E

B/F

657A3C2CA9639D40
791F2AD0O@55FDD62

: 2A4AD5D9BIFD6D86

DBF2E656B5BE3F14

: FOAA6758653D1664

6E0466C82F4FD35D

: 43A76F011A73D317

1367BD36D15E8B40

: D80@2C2DFD7CC48F6

2A7F1D895FD58EQB
C662113E9EBB4D64
657A3C2CA9639D40
791F2AD0OO55FDD62
2A4AD5D9BIFD6D86
DBF2E656B5BE3F14
FOAA6758653D1664
6E0466C82F4FD35D
43A76F011A73D317

C/G
EAAE96D1A673C741
17B61A85E2CCFOA9
2A7F1D895FD58EQB
C662113E9EBB4D64
657A3C2CA9639D40
791F2ADO@55FDD62
2A4AD5D9BIFD6D86
DBFZ2E656B5BE3F14
FOAA6758653D1664

D/H
015A2173796C1A88
37EB9AG66OFEB519
EAAE96D1A673C741
17B61A85E2CCFOA9
2A7F1D895FD58EQB
C662113E9EBB4D64
657A3C2CA9639D40
791F2ADO@55FDD62
2A4AD5D9BIFD6D86



t=20:

t=21:

t=22:

t=23:

t=24:

t=25:

t=26:

t=27:

t=28:

t=29:

t=30:

t=31:

t=32:

t=33:

F73D759B839A2A21

: 481208E5E8314602

6B2271A46F14C843

: AF9F8112DF35CF33

257F4A7D524D7B0OB

1 6730781342D1131B

81957AD408CEC995

: 82E64C677356A82E

10B62FDCE4EBAAS1

: 203578820A8F27D0@

9937B3A0CB9248A1

: OBAC2A84C29A1EZB

6AD288DAB3DEAD53

: DD3FF8A140485C25

3149B728123C465E

: E826239F830(5346

4BB7B199C4CED186

1 32215CE49AAE40F8

9A2872C72D790D49

: 859533BAC457F94E

539F225D25EBEB4C

: A88704D9962849F3

63BFQ472EF24F7A5

: 3AA5C566A6CFAD1C

CE23F6380QEAD33(C2

: 2E9C483A7C08C9oC1

BO33F945F3E6B4A2

: 5A68585AE0835231

8A0187A9CE93D875

: CF9CD481E6407CED

37A29FA30531BACY
3F463F864F6474D9
OCF45BB3CO7E847D
CEA26288DFF931A5
34F1B5F46BF48A73
89634CDOF4F6C0O8A
3A728A543405A8E4
625FA38464E5C880
CEE1B47A49B2F(C42
7DD21453A15A3B92
9308BFA1BE1F800B
3D76277BC8CB0601
480EQ17F5D1F@B1E
C8D904196F5A1F54
4BDZ2F1F6E940(332
B033139B58B6E423
F816EC1CBEQADAFB
097768182CB65F57
62E3DE54DCD8F974
3196649AB5F5CC39
F6887DE116D@BD8F
F78D3D221D16965F
C7E4859C2858ED3C
F58E9876B4984B51
621352B394B8CA02
38FBFOE726EQ4F78
4319856F17A0A430
FABE@OB32A57597A2

1367BD36D15E8B40
D802C2DFD7CC48F6
F73D759B839A2A21
481208E5E8314602
6B2271A46F14C843
AF9F8112DF35CF33
257F4A7D524D7B0OB
6730781342D1131B
81957AD40@8CEC995
82E64C677356A82E
10B62FDCE4EBAAS1
203578820A8F27D0@
9937B3A0CB9248A1
OBAC2A84C29A1EZ2B
6ADZ288DAB3DEAD53
DD3FF8A140485C25
3149B728123C465E
E826239F830C5346
4BB7B199C4CED186
32215CE49AAE40F8
9A2872C72D790D49
859533BAC457F94E
539F225D25EBEB4C
A88704D9962849F3
63BFQ472EF24F7A5
3AA5C566A6CFAD1C
CE23F6380QEAD33(2
2E9C483A7C08CAC1
BO33F945F3E6B4A2
5A68585AE0835231
8A0187A9CE93D875
CF9CD481E6407CED
37A29FA30531BACY
3F463F864F6474D9
OCF45BB3CO7E847D
CEA26288DFF931A5
34F1B5F46BF48A73
89634CDOF4F6C0O8A
3A728A543405A8E4
625FA38464E5C880
CEE1B47A49B2F(C42
7DD21453A15A3B92
9308BFA1BE1F800B
3D76277BC8CBR60O1
480EQ17F5D1FOB1E
C8D904196F5A1F54
4BD2F1F6E940C332
B033139B58B6E423
F816EC1CBEQADAFB
097768182CB65F57
62E3DE54DCD8F974
3196649AB5F5C(C39
F6887DE116DOBD8F
F78D3D221D16965F
C7E4859C2858ED3C
F58E9876B4984B51
621352B394B8CA02
38FBFOE726EQ4F78

6E0466C82F4FD35D
43A76F011A73D317
1367BD36D15E8B40
D802C2DFD7CC48F6
F73D759B839A2A21
481208E5E8314602
6B2271A46F14C843
AF9F8112DF35CF33
257F4A7D524D7B0OB
6730781342D1131B
81957AD408CEC995
82E64C677356A82E
10B62FDCE4EBAAS1
203578820A8F27D0@
9937B3A0CB9248A1
@OBAC2A84C29A1EZ2B
6AD288DAB3DE@D53
DD3FF8A140485C25
3149B728123C465E
E826239F830C5346
4BB7B199C4CED186
32215CE49AAE40F8
9A2872C72D790D49
859533BAC457F94E
539F225D25EBEB4C
A88704D9962849F3
63BF0472EF24F7A5
3AA5C566A6CFAD1C
CE23F6380EAD33(C2
2E9C483A7C08CIC1
BO33F945F3E6B4A2
5A68585AE0835231
8A0187A9CE93D875
CF9CD481E6407CED
37A29FA30531BACY
3F463F864F6474D9
OCF45BB3CO7E847D
CEA26288DFF931A5
34F1B5F46BF48A73
89634CDOF4F6C0O8A
3A728A543405A8E4
625FA38464E5C880
CEE1B47A49B2FC42
7DD21453A15A3B92
9308BFA1BE1F800B
3D76277BC8CB06O1
480EQ17F5D1F@B1E
C8D904196F5A1F54
4BD2F1F6E940(C332
B033139B58B6E423
F816EC1CBEQADAFB
097768182CB65F57
62E3DE54DCD8F974
3196649AB5F5CC39
F6887DE116D@OBDSF
F78D3D221D16965F
C7E4859C2858ED3C
F58E9876B4984B51

DBF2E656B5BE3F14
FOAA6758653D1664
6E0466C82F4FD35D
43A76F011A73D317
1367BD36D15E8B40
D802C2DFD7CC48F6
F73D759B839A2A21
481208E5E8314602
6B2271A46F14C843
AF9F8112DF35CF33
257F4A7D524D7B0B
6730781342D1131B
81957AD4@8CEC995
82E64C677356A82E
10B62FDCE4EBAAS1
203578820A8F27D0@
9937B3A0CB9248A1
OBAC2A84C29A1EZB
6AD288DAB3DE@DS53
DD3FF8A140485C25
3149B728123C465E
E826239F830(C5346
4BB7B199C4CED186
32215CE49AAE40F8
9A2872C72D790D49
859533BAC457F94E
539F225D25EBEB4C
A88704D9962849F3
63BFQ472EF24F7A5
3AA5C566A6CFAD1C
CE23F6380QEAD33C2
2E9C483A7C08CIAC1
BO33F945F3E6B4A2
5A68585AE0835231
8A0187A9CE93D875
CF9CD481E6407CED
37A29FA30531BACY
3F463F864F6474D9
OCF45BB3CO7E847D
CEA26288DFF931A5
34F1B5F46BF48A73
89634CDOF4F6C0O8A
3A728A543405A8E4
625FA38464E5C880
CEE1B47A49B2FC42
7DD21453A15A3B92
9308BFA1BE1F800B
3D76277BC8CB06O1
480EQ17F5D1FOB1E
C8D904196F5A1F54
4BD2F1F6E940(332
B033139B58B6E423
F816EC1CBEQADAFB
097768182CB65F57
62E3DE54DCD8F974
3196649AB5F5CC39
F6887DE116DOBD8F
F78D3D221D16965F



t=34:

t=35:

t=36:

t

t=38:

t=39:

t=41:

t=42:

t=43:

t=45:

t=46:

t=47:

t=48:

t=49:

t=50:

t=51:

t=52:

t=53:

t=54:

t=55:

t=56:

t=57:

t=58:

t=59:

t=60:

t=61:

t=62:

37:

C6D392A3B4EBOEDS
F8AGB3FEZ2E4F0634
602663COF34EFF33
9B(3871BE8046113
05542ECD9883C6BA
F1BD2D46BE619585
E47B9933BAFDC655
24C84B58D119AFFE
5AE@B1175BEB5DZB
EC6D3ABC2B291FD3
9ECC381D277748A3
E266C1F77D5EE9QE
D92F34C110296B32

: 5ADBAA463642B570

83E8F410F859388E
50FDB7BB2E499A34
257ED8EAG45E933A
06514212BB7FA152
466781DB35181ABE
673ED5A55FF2B@7D
BA78F3545E7914F0

: 125E2E5118393EZB

4453B23A3E13B090
@7EE813DF5910CEC
EAEQ13A0510D23CC
OAG508F0A1D719C3
A93815EB58891016
OFC8F3B3EFCB1B96
A071CC73B966E801
02AA5B28199F304A
A49F1E14F8A2BE7A
9223E1B34382F104
BFE2106E512A7331
EQ1A1E47EE8D5656
592B899B35469A78
FA7B17AAD857C2F4
EB6E85E4682C1671
0C523B7A3C84AB77
BSE8QE871ACOCO05
C773D8B69DA1FDEZ
BEZ2B0602FC6F8F65
C6B1BC79A4F23679
C80BDC57F38AQ5E4
BEF9BBOFE467FD60
1DABOBD116E434E5
8E3DB3E38QEC7F22
32EF50751734FFEE
1003EC42412C7B7D
1ECOD46F349FDO58
375FACC76291F85E
59C8BC0488F9768B
BD113D92E0354FB9
E66C73DB3FAD397D
2F61D4FD8E36D9D4
E9F21933E1C02948
1B1AD88B927@1AE2
6FDOC1719BCAC335
93D@9FCO6A19C5DA

4319856F17A0A430
FABE@B32A57597A2
CoD392A3B4EBQEDS
F8AGB3FEZ2E4F0634
602663COF34EFF33
9B(C3871BE8046113
05542ECD9883C6BA
F1BD2D46BE619585
E47B9933BAFDC655
24C84B58D119AFFE
5AEOB1175BEB5DZB
EC6D3ABC2B291FD3
9ECC381D277748A3
E266C1F77D5EE9QE
D92F34(C110296B32
5ADBAA463642B570
83E8F410F859388E
50FDB7BB2E499A34
257EDBEAG45E933A
06514212BB7FA152
466781DB35181ABE
673ED5A55FF2B@7D
BA78F3545E7914F0
125E2E5118393E2B
4453B23A3E13B090
@7EE813DF5910CEC
EAEQ13A0510D23CC
OAG508F0A1D719C3
A93815EB58891016
OFC8F3B3EFCB1B96
AQ71CC73B966E80DL
02AA5B28199F304A
A49F1E14F8AZBE7A
9223E1B34382F104
BFE2106E512A7331
EQ1A1E47EE8D5656
592B899B35469A78
FA7B17AAD857C2F4
EB6E85E4682C1671
0C523B7A3C84AB77
B5E8QE871AC0OCAAS5
C773D8B69DA1FDE?2
BE2B0602FC6F8F65
CoB1BC79A4F23679
C80BDC57F38A05E4
BEFOBBOFE467FD60@
1DABOBD116E434E5
8E3DB3E38QEC7F22
32EF50751734FFEE
1003EC42412C7B7D
1ECOD46F349FDO58
375FACC76291F85E
59C8BC0488F9768B
BD113D92E@354FB9
E66C73DB3FAD397D
2F61D4FD8E36D9D4
E9F21933E1C02948
1B1AD88B927@1AE2

621352B394B8CA02
38FBFOE726EQ4F78
4319856F17A0A430
FABE@OB32A57597A2
C6D392A3B4EBOEDS
F8AGB3FE2E4F0634
602663COF34EFF33
9B(C3871BE8046113
05542ECD9883C6BA
F1BDZ2D46BE619585
E47B9933BAFDC655
24C84B58D119AFFE
5AE@B1175BEB5DZ2B
EC6D3ABC2B291FD3
9ECC381D277748A3
E266C1F77D5EE90QE
D92F34(C110296B32
5ADBAA463642B570
83E8F410F859388E
50FDB7BB2E499A34
257EDBEAG45E933A
06514212BB7FA152
466781DB35181ABE
673ED5AS55FF2B@7D
BA78F3545E7914F0
125E2E5118393E2B
4453B23A3E13B090
@7EE813DF5910CEC
EAEQ13A0510D23CC
@AQ508FOA1D719C3
A93815EB58891016
OFC8F3B3EFCB1B96
AQ71CC73B966E80DL
02AA5B28199F304A
A49F1E14F8AZBE7A
9223E1B34382F104
BFE2106E512A7331
EQ1A1E47EE8D5656
592B899B35469A78
FA7B17AAD857C2F4
EB6E85E4682C1671
0C523B7A3C84AB77
BSE8QE871ACQAC0O05
C773D8B69DA1FDE2
BEZ2B0602FCO6F8F65
C6B1BC79A4F23679
C80BDC57F38A05E4
BEFOBBOFE467FD60@
1DAB@OBD116E434E5
8E3DB3E38QEC7F22
32EF50751734FFEE
1003EC42412C7B7D
1ECOD46F349FD0O58
375FACC76291F85E
59C8BC0488F9768B
BD113D92E@354FB9
E66C73DB3FAD397D
2F61D4FD8E36D9D4

C7E4859C2858ED3C
F58E9876B4984B51
621352B394B8CA02
38FBFOE726EQ4F78
4319856F17A0A430
FABE@B32A57597A2
C6D392A3B4EBOED8
F8AGB3FEZ2E4F0634
602663COF34EFF33
9B(C3871BE8046113
05542ECD9883C6BA
F1BD2D46BE619585
E47B9933BAFDC655
24C84B58D119AFFE
5AE0B1175BEB5DZB
EC6D3ABC2B291FD3
9ECC381D277748A3
E266C1F77D5EE90QE
D92F34C110296B32
5ADBAA463642B570
83E8F410F859388E
50FDB7BB2E499A34
257ED8EAG45E933A
06514212BB7FA152
466781DB35181ABE
673ED5A55FF2B@7D
BA78F3545E7914F0@
125E2E5118393EZ2B
4453B23A3E13B090
@7EE813DF5910CEC
EAEQ13A0510D23CC
@AG508FOA1D719C3
A93815EB58891016
OFC8F3B3EFCB1B96
AQ71CC73B966E801
©2AA5B28199F304A
A49F1E14F8A2BE7A
9223E1B34382F104
BFE2106E512A7331
EQ1A1E47EE8D5656
592B899B35469A78
FA7B17AAD857C2F4
EB6E85E4682C1671
0C523B7A3C84AB77
BSE8QE871ACAC0O0Q5
C773D8B69DA1FDE2
BEZ2B0602FC6F8F65
C6B1BC79A4F23679
C80BDC57F38A05E4
BEFOBBOFE467FD60@
1DABOBD116E434E5
8E3DB3E380QEC7F22
32EF50751734FFEE
1003EC42412C7B7D
1ECOD46F349FDO58
375FACC76291F85E
59C8BC0488F9768B
BD113D92E@354FB9



t=63:

t=64:

t=65:

H[@]
H[1]
H[Z]
H[3]
H[4]
H[S]
H[6]
HL7]

B765273F571A571E
©@4BEA2CE99CC3BF6
6ABOE443C2F63714
@2EBFCOA13492F52
77300C52EQ5AF415
1BF525ABCE8D6F04
8FAF12C33BB371B9

: B6A36A3431547328

FA8BB40B4EQ8100F

: FFDAF83202AF0D72

8045A82F723A9B4E

1 12737373D2985232

870DBCE23BAD8988

: 6189F68162B256B5

8CO59AF157146580

: 20BOA9A1D21C482D

F22B874C96785EC8

: EF6D863C2127B394

B7AEE28337D69DAB

: D3EFE8B442689074

22491AB9CDECB6BO

: 4694354944A9F487

659890A5818DAC50

: B93C2403773DD08C

88C2C2AC52C4F679

: ©025848E3AB6B69D3

750DA3D4E16A1B64

: 396B53E58D04471B

700486BF252CBA75

: 51B6F9A3C1CEEB4A

E6B3850DE8AE6230

: 526A98F5DC595406

4FODCF74AEA76F90

: DEB3EEAA973BBODD

3665B5DBB6C2EQ55

2A7F1D895FD58E@B
EAAE96D1A673C741
015A2173796C1A88
F6352CA156ACAFF7
C662113E9EBB4D64
17B61A85E2CCFOA9
37EB9AG66OFEB519
8F2EBE9AB1EGA2(CS

6FDOC1719BCAC335
93D0O9FCO6A19C5DA
B765273F571A571E
@4BEA2CE99CC3BF6
6ABOE443C2F63714
0Q2EBFCOA13492F52
77300C52EQ5AF415
1BF525ABCE8D6F04
8FAF12C33BB371B9
B6A36A3431547328
FA8BB40B4E08100F
FFDAF83202AF0@D72
8045A82F723A9B4E
12737373D2985232
870DBCE23BAD8988
6189F68162B256B5
8CO59AF157146580
20BOA9A1D21C482D
F22B874C96785EC8
EF6D863C2127B394
B7AEE28337D69DAB
D3EFE8B442689074
22491AB9CDECB6BO
4694354944A9F487
659890A5818D0C50
B93C2403773DD08C
88C2C2AC52C4F679
025848E3AB6B69D3
750DA3D4E16A1B64
396B53E58D04471B
700486BF252CBA75
51B6F9A3C1CEEB4A
E6B3850DE8AE6230
526A98F5DC595406
4FODCF74AEA76F90

E9F21933E1C02948
1B1AD88B927@1AE2
6FDOC1719BCAC335
93D@9FCO6A19C5DA
B765273F571A571E
@4BEA2CE99CC3BF6
6ABOE443C2F63714
@2EBFCOA13492F52
77300C52EQ5AF415
1BF525ABCE8D6GF04
8FAF12C33BB371B9
B6A36A3431547328
FA8BB40B4EQ8100F
FFDAF83202AF0@D72
8045A82F723A9B4E
12737373D2985232
870DBCE23BAD8988
6189F68162B256B5
8CO59AF157146580
20BOA9A1D21C482D
F22B874C96785EC8
EF6D863C2127B394
B7AEE28337D69DAB
D3EFE8B442689074
22491AB9CDECB6B@
4694354944A9F487
659890A5818D0C50
B93C2403773DD08C
88C2C2AC52C4F679
025848E3AB6B69D3
750DA3D4E16A1B64
396B53E58D04471B
700486BF252CBA75
51B6F9A3C1CEEB4A
E6B3850DESAE6230

E66C73DB3FAD397D
2F61D4FD8E36D9D4
E9F21933E1C02948
1B1AD88B92701AE2
6FDOC1719BCAC335
93D@9FCO6A19C5DA
B765273F571A571E
@4BEA2CE99CC3BF6
6ABOE443C2F63714
@2EBFCOA13492F52
77300C52EQ5AF415
1BF525ABCE8D6F04
8FAF12C33BB371B9
B6A36A3431547328
FA8BB40B4EQ8100F
FFDAF83202AF0@D72
8045A82F723A9B4E
12737373D2985232
870DBCE23BAD8988
6189F68162B256B5
8CO59AF157146580
20BOA9A1D21C482D
F22B874C96785EC8
EF6D863C2127B394
B7AEE28337D69DAB
D3EFE8B442689074
22491AB9CDECB6B@
4694354944A9F487
659890A5818D0C50
B93C2403773DD08C
88C2C2AC52C4F679
025848E3AB6B69D3
750DA3D4E16A1B64
396B53E58D04471B
700486BF252CBA75

DEB3EEAA973BB9DD

51B6F9A4C1CEEB4A

396B53E58D04471B =

3665B5DCB6C2EA55

4FODCF75AEA76F90 =

E6B3850EE8AE6230

700486BFESAE6230 =

= 09330C33F71147E8
526A98F6DC595406 =

3D192FC782CD1B47
53111B173B3B05D2
2FAQ8086E3BOF712
FCC7C71A557E2DB9
66C3E9FA91746039
1E9F1F7449AD1749
FF334559A7135D3A

Message Digest is

©09330C33 F71147E8 3D192FC7 82CD1B47 53111B17 3B3B@O5D2
2FA08086 E3BOF712 FCC7C71A 557E2DB9 66C3E9FA 91746039



B

Secure Hash Algorithm

Message Digest Length = 512

B g g

One Block Message Sample

Input Message:

abc

Initial hash value:

H[@]
H[1]
H[Z]
H[3]
H[4]
H[5]
HL6]
HL7]

6A09EG67F3BCCI08
BB67AE8584CAA73B
3C6EF372FE94F82B
AS54FF53A5F1D36F1
510E527FADE682D1
9B05688C2B3E6GCLF
1F83D9ABFB41BD6B
5BEQCD19137E2179

Block Contents:

t=

W[0] = 6162633000000000
W[1] = 0000000000000000
W[2] = 0000000000000000
W[3] = 0000000000000000
W[4] = 0000000000000000
W[5] = 0000000000000000
W[e] = 0000000000000000
W[7] = 0000000000000000
W[8] = 0000000000000000
W[9] = 0000000000000000
W[10] = 0000000000000000
W[11] = 0000000000000000
W[12] = 0000000000000000
W[13] = 0000000000000000
W[14] = 0000000000000000
W[15] = 0000000000000018
A/E B/F

0: FO6AFCEBS8BCFCDDF5 6A@9E667F3BCC908

58CB02347AB51F91 510E527FADE682D1

1: 1320F8C9FB872CCO FO6AFCEB8BCFCDDF5

C3D4EBFD48650FFA 58CB02347AB51F91

2: EBCFFCO7203D91F3 1320F8C9OFB872CCO

DFA9B239F2697812 (3D4EBFD48650FFA

3: 5A83CB3E800O50E82 EBCFFC@7203D91F3

0B47B4BB1928990E DFA9B239F2697812

4: B680953951604860 SA83CB3E80Q5QE82

745ACA4A342ED2EZ2 ©B47B4BB1928990E

5: AF573B02403E89CD B680953951604860

96F60209B6DC35BA  745ACA4A342ED2E2

6: C4875BOC7ABCO76B AF573B02403E89CD

C/G
BB67AE8584CAA73B
9B05688C2B3E6CLF
6A09E667F3BCCI08
510E527FADE682D1
F6AFCEB8BCFCDDF5
58CB02347AB51F91
1320F8CI9FB872CCO
C3D4EBFD48650FFA
EBCFFC0O7203D91F3
DFA9B239F2697812
5A83CB3E800O50ESZ2
©B47B4BB1928990E
B680953951604860

D/H
3C6EF372FE94F82B
1F83D9ABFB41BD6B
BB67AE8584CAA73B
9B05688C2B3E6CLF
6A09E667F3BCCI08
510E527FADE682D1
F6AFCEB8BCFCDDF5
58(CB02347AB51F91
1320F8C9FB872CCO
C3D4EBFD48650FFA
EBCFFC0@7203D91F3
DFA9B239F2697812
5A83CB3E800O50QES2



t=20:

t=21:

t=22:

t=23:

t=24:

t=25:

t=26:

t=27:

t=28:

t=29:

t=30:

t

t=32:

t=33:

t=34:

t=35:

31:

5A6C781F54DCC0OC

: 8093D195EQ054FA3

86F67263A0FQECOA

: F1ECA5544(CB89225

D0403C398F(C40002

1 81782D4A5DB48F03

00091F460BE46C52

: 69854C4AAQF25B59

D375471BDE1BA3F4

: DBOA9963F80CZEAA

475975B91A7A462C

1 5E41214388186C14

CDF3BFF2883FC9D9

: 44249631255D2CA0

860ACFOEFFBAGF61

: FA967EED85A08028

874BFES5FOAAE9F2F

: OAEQ7C86B1181C75

A77B7C035DD4(C161

: CAF81A425D800537

2DEECC6B39D64D78

: 4725BE249AD19E6B

F47E8353F8047455

: 3C4B4104168E3EDB

29695FD88D81DBDA

: 9A3FB4D38AB6CF06

F14998DD5F70767E
8DC5AE65569D3855
4BB9E66D1145BFDC
DA34D6673D452DCF
8E30FF09AD488753
3E2644567B70Q9A78
OACZB11DA8F571C6
4F6877B58FE55484
C66005F87DB55233
9AFF71163FA3A940
D3ECF13769180@EGF
@BC5F791F8E6816B
6DDF1FD7EDCCE336
884(C3BC27BC4F941
E6E48C9A8E948365
EAB4A9E5771B8D0@9
09068A4E255AQDAC
E62349090F47D30A
OFCDF99710F21584
74BF40F869094(63
FOAEC2FE1437F085
4C4FBBB75F1873A6
73E@25D91B9EFEA3
FF4D3F1F@OD46A736
3CD388E119E8162E
AB509015CAQ8C8D4
E1034573654A106F
60D4E6995ED91FEG
EFABBD8BF47C041A
2C59EC7743632621
OFBAEG7QOFA780FD3
1A@81AFC59FDBC2C

96F60209B6DC35BA
C4875B0C7ABCO76B
5A6C781F54DCCOOC
8093D195E0054FA3
86F67263A0FOECOA
F1ECA5544CB89225
D0403C398F(C40002
81782D4A5DB48F03
00091F460BE46C52
69854C4AAQF25B59
D375471BDE1BA3F4
DBOA9963F80C2EAA
475975B91A7A462C
5E41214388186C14
CDF3BFF2883FC9D9
44249631255D2CA0
860ACFOEFFBAGF61
FA967EED85A08028
874BFESFOGAAEOF2F
OAEQ7C86B1181C75
A77B7C035DD4C161
CAF81A425D800537
2DEECC6B39D64D78
4725BE249AD19E6GB
F47E8353F8047455
3C4B4104168E3EDB
29695FD88D81DBDA
9A3FB4D38AB6CF06
F14998DD5F70767E
8DC5AE65569D3855
4BB9E66D1145BFDC
DA34D6673D452DCF
8E30FF09AD488753
3E2644567B709A78
OAC2B11DA8F571C6
4F6877B58FE55484
C66005F87DB55233
9AFF71163FA3A940
D3ECF13769180@EGF
@BC5F791F8E6816B
6DDF1FD7EDCCE336
884C3BC27BC4F941
E6E48C9A8E948365
EAB4A9E5771B8D0@9
09068A4E255AQDAC
E62349090F47D30A
OFCDF99710F21584
74BF40F869094C63
FOAEC2FE1437F085
4C4FBBB75F1873A6
73E025D91B9EFEA3
FF4D3F1FOD46A736
3CD388E119E8162E
AB509015CA08C8D4
E1034573654A106F
60D4E6995ED91FEG
EFABBD8BF47C041A
2C59EC7743632621

745ACA4A342ED2E2
AF573B02403E89CD
96F60209B6DC35BA
C4875BOC7ABCA76B
5A6C781F54DCCOAC
8093D195E0054FA3
86F67263A0FQECOA
F1ECA5544(CB89225
D0403C398F(C40002
81782D4A5DB48F03
00091F460BE46C52
69854C4AAQF25B59
D375471BDE1BA3F4
DBOA9963F80C2EAA
475975B91A7A462C
5E41214388186(C14
CDF3BFF2883FC9D9
44249631255D2CA0
860ACFOEFFBAGF61
FA967EED85A08028
874BFE5F6AAEQF2F
OAEQ7(C86B1181C75
A77B7C035DD4C161
CAF81A425D800537
2DEECC6B39D64D78
4725BE249AD19E6GB
F47E8353F8047455
3C4B4104168E3EDB
29695FD88D81DBDO
9A3FB4D38AB6CF06
F14998DD5F70767E
8DC5AE65569D3855
4BB9E66D1145BFDC
DA34D6673D452DCF
8E30FF09AD488753
3E2644567B70Q9A78
OACZB11DA8F571C6
4F6877B58FE55484
C66005F87DB55233
9AFF71163FA3A940
D3ECF13769180E6F
@BC5F791F8E6816B
6DDF1FD7EDCCE336
884C3BC27BC4F941
E6E48C9A8E948365
EAB4A9E5771B8D0@9
09068A4E255A0DAC
E62349090F47D30A
OFCDF99710F21584
74BF40F869094(63
FOAEC2FE1437F@85
4C4FBBB75F1873A6
73EQ25D91B9EFEA3
FF4D3F1FOD46A736
3CD388E119E8162E
AB509015CA08C8D4
E1034573654A106F
60D4EG6995ED91FEG

©B47B4BB1928990E
B680953951604860
745ACA4A342ED2E2
AF573B02403E89CD
96F60209B6DC35BA
C4875B0OC7ABCQ76B
5A6C781F54DCC0OOC
8093D195E0054FA3
86F67263A0FQECOA
F1ECA5544(CB89225
D0403C398F(C40002
81782D4A5DB48F03
00091F460BE46C52
69854C4AAQF25B59
D375471BDE1BA3F4
DBOA9963F80C2EAA
475975B91A7A462C
5E41214388186C14
CDF3BFF2883FC9D9
44249631255D2CA0
860ACFOEFFBAGF61
FA967EED85A08028
874BFESF6AAE9QF2ZF
@AEQ7C86B1181C75
A77B7C035DD4C161
CAF81A425D800537
2DEECC6B39D64D78
4725BE249AD19E6GB
F47E8353F8047455
3C4B4104168E3EDB
29695FD88D81DBD@
9A3FB4D38AB6CF06
F14998DD5F70767E
8DC5AE65569D3855
4BB9E66D1145BFDC
DA34D6673D452DCF
8E30FF09AD488753
3E2644567B709A78
OACZB11DA8F571C6
4F6877B58FE55484
C66005F87DB55233
9AFF71163FA3A940
D3ECF13769180EGF
@BC5F791F8E6816B
6DDF1FD7EDCCE336
884(C3BC27BC4F941
E6GE48C9A8E948365
EAB4A9E5771B8D09
09068A4E255AQDAC
E62349090F47D30A
OFCDF99710F21584
74BF40F869094(63
FOAEC2FE1437F085
4C4FBBB75F1873A6
73E@25D91B9EFEA3
FF4D3F1FOD46A736
3CD388E119E8162E
A0509015CA08C8D4



t=36:

t

t=38:

t=39:

t=40:

t=41:

t=42:

t=43:

t=44:

t=47:

t=48:

t=49:

t=50:

t

t=52:

t=53:

t=54:

t=55:

t=56:

t

t=58:

t=59:

t=60:

t=61:

t=62:

t=63:

t=64:

37:

51:

57:

FO98082F502B44CD
88DF85BOBBE77514
8FBFDO162BBF4675
002BB8E4(CD989567
66ADCFA249AC7BBD
B3BB8542B3376DES
B49596C20FEBA7DE
8EQ1E125B855D225
0C710A47BA6AS67B
BO1521DD6AGBE12C
169008B3A4BB170B
E96F89DD48CBD851
F@996439E7B50CB1
BCOSBABDESD3C480
639CB938E14DC190
35D7E7F41DEFCBD5
CC5100997F5710F2
C47C9D5C7EA8A234
858D832AEQEZ911C

: @21FBADBABAB5AC6

E95C2A57572D64D9

: F61E672694DE2D67

C6BC35740D8DAA9A
6B69FC1BB482FEAC
35264334C0O3AC8AD
571F323D96B3A047
271580ED6C3E5650
CA9BD862(C5050918
DFE@91DAB182E645
813A43DD2(C502043
07AODBEF821C5E1A
D43F83727325DD77
483F80A82EAEEZ23E
@3DF11B32D42E203
504F94E40591CFFA
D63F68037DDFO6AA
A6781EFE1AALCEQ2
F650857B5BABDA4D
9CCFB31A86DFOF86
63B460E42748817E
C6B4DD2A9931(C509
7A52912943D52B05
D2E89BBD91EQ@BEQ
4B81C3AEC976EA4B
70505988124351AC
581ECB3355DCD9B8
6A3C9BOF71C8BF36
2CO74484EF1EACSC
4797CDE4ED370692
3857DFD2FC37D3BA
AGAF4E9COF807ES1
CFCD928(C5424E2B6
@9AEE5BDA1644DES5
A81DEDBBOF19E643
84058865D60AQ5FA
AB44E86276478D85
CD881EE59CAGBC53
5A806D7E9821A501

OFBAEG7QFA780FD3
1A@81AFC59FDBC2C
FO98082F502B44CD
88DF85BOBBE77514
8FBFDO162BBF4675
002BB8E4(CD989567
66ADCFA249AC7BBD
B3BB8542B3376DE5
B49596C20FEBA7DE
8EQ1E125B855D225
0C710A47BA6A567B
B01521DD6A6BE12C
169008B3A4BB170B
E96F89DD48CBD851
F0996439E7B50CB1
BCO5BASDESD3(C480
639CB938E14DC190
35D7E7F41DEFCBD5
CC5100997F5710F2
C47C9D5C7EA8AZ234
858D832AEQEZ911C
021FBADBABABSACG
E95C2A57572D64D9
F61E672694DE2D67
C6BC35740D8DAASA
6B69FC1BB482FEAC
35264334C@O3AC8AD
571F323D96B3A047
271580ED6C3E5650
CA9BD862C5050918
DFE@91DAB182E645
813A43DD2(C502043
0@7AODBEF821C5E1A
D43F83727325DD77
483F80A82EAEEZ23E
©@3DF11B32D42E203
504F94E40591CFFA
D63F68037DDFOGAA
A6781EFE1AALCEQ2
F650857B5BABDA4D
9CCFB31A86DFOF86
63B460E42748817E
C6B4DD2A9931C509
7A52912943D52B05
D2E89BBD91EQ@BEQ
4B81C3AEC976EA4B
70505988124351AC
581ECB3355DCD9B8
6A3C9BOF71C8BF36
2CO74484EF1EACSC
4797CDE4ED370692
3857DFD2FC37D3BA
AG6AF4E9COF807ES1
CFCD928(C5424E2B6
@9AEES5BDA1644DES
A81DEDBB9F19E643
84058865D60A0Q5FA
AB44E86276478D85

EFABBD8BF47C041A
2C59EC7743632621
OFBAEG7QFA780FD3
1A@81AFC59FDBC2C
FO98082F502B44CD
88DF85BOBBE77514
8FBFDO162BBF4675
©02BB8E4(CD989567
66ADCFA249AC7BBD
B3BB8542B3376DE5
B49596C20FEBA7DE
8EQ1E125B855D225
0C710A47BA6AS67B
B01521DD6AGBE12C
169008B3A4BB170B
E96F89DD48CBD851
F0996439E7B50CB1
BCO5BASDESD3C480
639CB938E14DC190
35D7E7F41DEFCBD5
CC5100997F5710F2
C47C9D5C7EA8A234
858D832AEQE8911C
©21FBADBABABSACGE
E95C2A57572D64D9
F61E672694DE2D67
C6BC35740D8DAA9A
6B69FC1BB482FEAC
35264334CO3AC8AD
571F323D96B3A047
271580ED6C3E5650
CA9BD862(C5050918
DFE@91DAB182E645
813A43DD2(C502043
07AODSEF821C5E1A
D43F83727325DD77
483F80A82EAEEZ3E
©3DF11B32D42E203
504F94E40591CFFA
D63F68037DDFOGAA
A6781EFE1AA1CEQ2
F650857B5BABDA4D
9CCFB31A86DFOF86
63B460E42748817E
C6B4DD2A9931C509
7A52912943D52B05
D2E89BBD91EQOBEQ®
4B81C3AEC976EA4B
70505988124351AC
581ECB3355DCD9B8
6A3C9BOF71C8BF36
2CO74484EF1EACSC
4797CDE4ED370692
3857DFD2FC37D3BA
AGAF4E9COF80Q7ESL
CFCD928C5424E2B6
@9AEES5BDA1644DES
A81DEDBB9F19E643

E1034573654A106F
60D4E6995ED91FEG
EFABBD8BF47C041A
2C59EC7743632621
OFBAE670QFA780FD3
1A@81AFC59FDBC2C
FO98082F502B44CD
88DF85BOBBE77514
8FBFDO162BBF4675
002BB8E4(CD989567
66ADCFA249AC7BBD
B3BB8542B3376DES
B49596C20FEBA7DE
8EQ1E125B855D225
0C710A47BA6A567B
B01521DD6AGBE12C
169008B3A4BB170B
E96F89DD48CBD851
F@996439E7B50CB1
BCO5BASDESD3C480
639CB938E14DC190
35D7E7F41DEFCBD5
CC5100997F5710F2
C47C9D5C7EA8A234
858D832AEQEZ911C
©21FBADBABAB5SAC6G
E95C2A57572D64D9
F61E672694DE2D67
C6BC35740D8DAASA
6B69FC1BB482FEAC
35264334C03AC8AD
571F323D96B3A047
271580ED6C3E5650
CA9BD862(C5050918
DFE@91DAB182E645
813A43DD2C502043
@7AODBEF821C5E1A
D43F83727325DD77
483F80A82EAEEZ3E
©03DF11B32D42E203
504F94E40591CFFA
D63F68037DDFO6GAA
A6781EFE1AALCEQ2
F650857B5BABDA4D
9CCFB31A86DFOF86
63B460E42748817E
C6B4DD2A9931C509
7A52912943D52B0@5
D2E89BBDI91EQGBEQ®
4B81C3AECO76EA4B
70505988124351AC
581ECB3355DCD9B8
6A3C9BOF71C8BF36
2C0O74484EF1EACSC
4797CDE4ED370692
3857DFD2FC37D3BA
AGAF4E9COF80O7ES1
CFCD928C5424E2B6



t=65:

t=66:

t=67:

H[@]
H[1]
H[Z]
H[3]
H[4]
H[5]
H[6]
HL7]

AA84B086688A5C45
EEB9C21BB0102598
3B5FED@ODGALF96EL
46C4210AB2CC155D
29FAB5A7BFF53366
54BA35CF56A0340E
1C66F46D95690BCF

: 181839D609C79748

OADA78BA2D446140

: FBG6AAAESDOB6A447

E3711CB6564D112D

1 7652C579CB60OF19C

AFF62C9665FF80FA

: F15E9664B2803575

947C3DFAFEES7QEF

: 358406D165AEEQAB

8C7B5FD91A794CAQ

: 20878DCD29CDFAF5

054D3536539948D0

: 33D48DABB5521DE2

2BA18245B50DE4CF

: C8960E6BE864B916

995019A6FF3BA3DE

: 654EF9ABEC389CA9

CEB9FC3691CE8326

: D67806DB8B148677

25C96A7768FB2AA3

: 10D9C4C4295599F6

9BB4D39778CA7FIE

1 73A54F399FA4B1B2

D08446AA79693ED7

6A09E667F3BCCI08
BB67AE8584CAA73B
3C6EF372FE94F82B
A54FF53A5F1D36F1
510E527FADE682D1
9B05688C2B3E6CLF
1F83D9ABFB41BD6B
5BE@QCD19137E2179

CD881EE59CAGBC53
5A806D7E9821A501
AA84B086688A5C45
EEB9C21BB0102598
3B5FEDOD6A1F96EL
46C4210AB2CC155D
29FAB5A7BFF53366
54BA35CF56A0340E
1C66F46D95690BCF
181839D609C79748
OADA78BA2D446140
FB6AAAESDOB6A447
E3711CB6564D112D
7652C579CB6OF19C
AFF62C9665FF80FA
F15E9664B2803575
947C3DFAFEES70EF
358406D165AEE9AB
8C7B5FD91A794CAQ
20878DCD29CDFAF5
054D3536539948D0
33D48DABB5521DE?2
2BA18245B50DE4CF
C8960E6BE864B916
995019A6FF3BA3DE
654EF9ABEC389CA9
CEB9FC3691CE8326
D67806DB8B148677
25C96A7768FB2AA3
10D9C4C4295599F6
9BB4D39778C0O7F9E

84058865D60A05FA
AB44E86276478D85
CD881EE59CAGBC53
5A806D7E9821A501
AA84B086688A5C45
EEB9C21BB0102598
3B5FEDOD6A1F96E1
46C4210AB2CC155D
29FAB5A7BFF53366
54BA35CF56A0340E
1C66F46D95690BCF
181839D609C79748
OADA78BA2D446140
FB6AAAESDOB6A447
E3711CB6564D112D
7652C579CB6OF19C
AFF62C9665FF80FA
F15E9664B2803575
947C3DFAFEES70QEF
358406D165AEE9AB
8C7B5FD91A794CAQ
20878DCD29CDFAF5
054D3536539948D0
33D48DABB5521DE2
2BA18245B50DE4CF
C8960E6BE864B916
995019A6FF3BA3DE
654EF9ABEC389CA9
CEB9FC3691CE8326
D67806DB8B148677
25C96A7768FB2AA3

@9AEE5BDA1644DES
A81DEDBB9F19E643
84058865D60A05FA
AB44E86276478D85
CD881EE59CA6BC53
5A806D7E9821A501
AA84B086688A5C45
EEB9C21BB0102598
3B5FEDOD6A1F96E1
46C4210AB2CC155D
29FAB5A7BFF53366
54BA35CF56A0340E
1C66F46D95690BCF
181839D609C79748
OADA78BA2D446140
FB6AAAESDOB6A447
E3711CB6564D112D
7652C579CB6OF19C
AFF62C9665FF80FA
F15E9664B2803575
947C3DFAFEES7QEF
358406D165AEEQAB
8C7B5FD91A794CAQ
20878DCD29CDFAF5
054D3536539948D0
33D48DABB5521DE2
2BA18245B50DE4CF
C8960E6BE864B916
995019A6FF3BA3DE
654EF9ABEC389CA9
CEBIF(C3691CE8326

73A54F3A9FA4B1B2 =

10D9C4C4295599F6

D67806DC8B148677 =

654EF9ACEC389CA9

DO8446AB79693ED7 =
9BB4D39778C0O7FOE =

25C96A7868FB2AA3

CEBI9F(C3668FBZ2AA3 =

DDAF35A193617ABA
CC417349AE204131
12E6FA4E89A97EA2
OA9EEEE64B55D39A
2192992A274FC1A8
36BA3C23A3FEEBBD
454D4423643CE8OE
2A9AC94FA54CA49F

Message Digest is
DDAF35A1 93617ABA (CC417349 AE204131
12E6FA4E 89A97EA2 QAQEEEEG6 4B55D39A 2192992A 274FC1A8
36BA3C23 A3FEEBBD 454D4423 643CE8QE 2A9AC94F A54CA49F

Two Block Message Sample
Input Message:

"abcdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmnhijklmnoijklmnopjklmnopgklmnopqgrl
mnopgrsmnopqrstnopqgrstu”



Initial hash value:

H[@]
H[1]
H[Z]
H[3]
H[4]
H[5]
HL6]
HL7]

6A09E667F3BCCI08
BB67AE8584CAA73B
3C6EF372FE94F82B
A54FF53A5F1D36F1
510E527FADE682D1
9B05688C2B3E6GCLF
1F83D9ABFB41BD6B
5BEQCD19137E2179

Block Contents:

WLe]
W[1]
W[2]
W[3]
W[4]
W[5]
W[e]
WL7]
W[8]
w[o]

wrie] =
Wr11] =
wriz] =
W[13] =
W[14] =
W[15] =

6162636465666768
6263646566676869
636465666768696A
6465666768696A6B
65666768696A6B6C
666768696A6B6C6D
6768696A6B6C6DGE
68696A6B6C6DGEGF
696A6B6C6D6EGF 70
6A6B6C6DOEGF7071
6B6C6D6EGF707172
6C6D6EGF70717273
6D6EGF7071727374
6E6F707172737475
8000000000000000
0000000000000000

A/E

: F6AFCE9D2263455D

58CB0218EQ1B86F9

: OB7056A534AES5F62

F8C7198FE39E4(8C

: 2CA82233760C9942

303ECCCCD65953DE

: A@23F17CE52CDA7B

FFDEESEEDCC9CA42

: 8FOA67D9D591A1A7

CB4CFBB166505F2F

: B466267371ACC493

73D6C84C54D399EE

: 658269F1A312FCCD

CDC40314975FB275

: 65E3519C5B88181B

A657850AB3970C5A

: 56604FBB4B6393EC

E8B3BE22FBE6G4DF7

: C4562769A37D02C0O

0062E7OALEF705C1

1 27C0OB4C9186E1736

BC9740477A18AE2D

: F17F52FBO2F4EB74

BE58522CB9590EE1

: F2C245AC903D4A35

B/F
6A09E667F3BCCI08
510E527FADE682D1
F6AFCE9D2263455D
58CB0218EQ1B86F9
@B7056A534AE5F62
F8C7198FE39E4(8C
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: 01264F18257B5E2C

1C3506096B99DES0

: 5B14F38104DDE991

13F8BFDC4001C362

: F522574A41B2AAC6

63A5F09617622ED2

: 6EC258B855AFAESA

211E271D92770B36

: 9364214BA48B416C

D64DCB6ECOFESBAC

: 082BA62147ECBBDS

34FE78473B61266E

: 5790F6BA82BBA809

D491E309141DCAA3

: A6BSAEFDO86D33CE

044943C2992CCOF0

: BF2324A9A363ABE7

OCF5F4BDE5977(C54

: OOEBE32076A61AFF

43BF4EB269A2650C

: FO376DFF66FFF4A7

69FA5896969E85B8

: 2FAD194272CDA857

DDB519D663B7B6EC

: 9AE56936E95325AC

04CEB04676619057

: D94CCB853F53433B

DCDCOF45813FB5A2
837F8075D2945995
272B5F79A91419D8
786BDE689F7AAG2D
566586E69AD3F487
276457F01812AA6F
E78FB8BODFBBC62F
@ODE519F5D6C2C298
5CA3E5CD1A30B954
54314DFF825E2B22
B81A51EQC96CCF77
5D3F98DD7B29C363
95D49494F5A0D14A
5E9DA426AA7D4A58
D22CCCAD2E391CD4
3B62DD973298EA43
ACEB5D06101E514E
FD258FF8@9B2253D
26C991E85352DA6F
B462A20846AF417D
291EEE54(034(326
D5471E3DC7171224
@OAAF99C59E7FADBD
9ACE856BA1290EGE
658FOBEA63804D05
80A0D154506B37C4
BBEGE3B3BB7FEFAB

28EC1DEB2A9EEGE3
25E3136BE5999B8C
806ABD86C0479E5B
1B8F7670EAB1CF89
234788F8A54AED38
4FABE51C67D5D156
01264F18257B5E2C
1C3506096B99DES0
5B14F38104DDE991
13F8BFDC4001C362
F522574A41B2AAC6
63A5F09617622ED2
6EC258B855AFAESA
211E271D92770@B36
9364214BA48B416C
D64DCB6ECOFESBAC
082BA62147ECBBDS5
34FE78473B61266E
5790F6BA82BBA809
D491E309141DCAA3
AG6BSAEFD086D33CE
044943(C2992CCOF0
BF2324A9A363ABE7
OCF5F4BDE5977(C54
QOEBE32076A61AFF
43BF4EB269A2650C
FO376DFF66FFF4A7
69FA5896969E85B8
2FAD194272CDA857
DDB519D663B7B6EC
9AE56936E95325AC
04CEB04676619057
D94CCB853F53433B
DCDCOF45813FB5A2
837F8075D2945995
272B5F79A91419D8
786BDE689F7AAG2D
566586E69AD3F487
276457F01812AA6F
E78FB8BODFBBCG2F
@DE519F5D6C2C298
5CA3E5CD1A30B954
54314DFF825E2B22
B81AS51EQC96CCF77
5D3F98DD7B29C363
95D49494F5A0D14A
5E9DA426AA7D4A58
D22CCCAD2E391CD4
3B62DD973298EA43
ACEB5D06101E514E
FD258FF8@9B2253D
26C991E85352DA6GF
B462A20846AF417D
291EEE54C034C326
D5471E3DC7171224
@AAF99C59E7FADBD
9ACE856BA1290EGE
658FOBEA63804D05

C83451F2335D5144
D6B67350E0781E99
28EC1DEBZ2A9EEGE3
25E3136BE5999B8C
806ABD86C0479E5B
1B8F7670QEAB1CF89
234788F8A54AED38
4FABE51C67D5D156
01264F18257B5E2C
1C3506096B99DE50
5B14F38104DDE991
13F8BFDC4001C362
F522574A41B2AAC6
63A5F09617622ED2
6EC258B855AFAESA
211E271D92770@B36
9364214BA48B416C
D64DCB6ECOFESBAC
082BA62147ECBBD5
34FE78473B61266E
5790F6BA82BBA80Q9
D491E309141DCAA3
A6BSAEFDO86D33CE
044943C2992CCOF0O
BF2324A9A363ABE7
@CF5F4BDE5977(C54
OOEBE32076A61AFF
43BF4EB269A2650C
FO376DFF66FFF4A7
69FA5896969E85B8
2FAD194272CDA857
DDB519D663B7B6EC
9AE56936E95325AC
04CEB04676619057
D94CCB853F53433B
DCDCOF45813FB5A2
837F8075D2945995
272B5F79A91419D8
786BDE689F7AAG2D
566586E69AD3F487
276457F01812AA6F
E78FB8BODFBBC62F
@DE519F5D6C2C298
5CA3E5CD1A30B954
54314DFF825E2B22
B81A51EQC96CCF77
5D3F98DD7B29C363
95D49494F5A0D14A
5E9DA426AA7D4A58
D22CCCAD2E391CD4
3B62DD973298EA43
ACEB5D06101E514E
FD258FF809B2253D
26C991E85352DA6F
B462A20846AF417D
291EEE54C034C326
D5471E3DC7171224
@OAAF99C59E7FADBD

6EB90718369C5CD7
4B9B4877D987BOFE
C83451F2335D5144
D6B67350E0781E99
28EC1DEBZ2A9EEGE3
25E3136BE5999B8C
806ABD86C0479E5B
1B8F7670QEAB1CF89
234788F8A54AED38
4FABE51C67D5D156
01264F18257B5E2C
1C3506096B99DES0
5B14F38104DDE991
13F8BFDC4001C362
F522574A41B2AAC6
63A5F09617622ED2
6EC258B855AFAESA
211E271D92770B36
9364214BA48B416C
D64DCB6ECOFESBAC
082BA62147ECBBD5
34FE78473B61266E
5790F6BA82BBA8Q9
D491E309141DCAA3
AG6B8AEFDO86D33CE
044943C2992CCOF0Q
BF2324A9A363ABE7
OCF5F4BDE5977(C54
OOEBE32076A61AFF
43BF4EB269A2650C
FO376DFF66FFF4A7
69FA5896969E85B8
2FAD194272CDA857
DDB519D663B7B6EC
9AE56936E95325AC
04CEB04676619057
D94CCB853F53433B
DCDCOF45813FB5A2
837F8075D2945995
272B5F79A91419D8
786BDE68I9F7AAGZD
566586E69AD3F487
276457F01812AA6F
E78FB8BODFBBC62F
@DE519F5D6C2C298
5CA3E5CD1A30B954
54314DFF825E2B22
B81A51EQCI6CCF77
5D3F98DD7B29C363
95D49494F5A0D14A
5E9DA426AA7D4A58
D22CCCADZ2E391(CD4
3B62DD973298EA43
ACEB5D06101E514E
FD258FF809B2253D
26C991E85352DA6F
B462A20846AF417D
291EEE54(034(C326



t=33:

t=34:

t=35:

t=36:

t=37:

t=38:

t=39:

t=40:

t=41:

t=42:

t=43:

t=44:

t=47:

t=48:

t=49:

t=50:

t

t=52:

t=53:

t=54:

t=55:

t=56:

t=57:

t=58:

t=59:

51:

FBOOASA76DEALBFE
65234D5B5049E665
F517B690D940A294
E4DD663F44D313BC
B70883992932880@D
DC5DD7C12B1CB6E3
B2A2BE77BOFCF3BF
50FCA57291E19874
8575839B0OF08472B
BD7176BD@99BB2F2
4405D2765DEQADFC
7CA4916F2CD8DB10@
EEC6FCASAAG57661
7BE@OB7E7@OBDABES3
BB3FCD7585B59E32
2201C7CBD34E31FE
OE109EFC47927341
D43E5686506FAQ5D
55CODBA83BCDC6EQ
5B634502F1671535
F5756F847BFAEF67
E2D307FD94F4818A
F1438C9CF271CO6E
AD8AC1ED966B2DC6

: A7DCAFFDBEFB9D4A

9E46E9F915099(C34

: 985BA373680B8E94

7D4COABC676B1A8B
807F45784852303F
@82EE7@D3F352AAC
D9C523173B1A1EQS
E301DCA32C44CAQ5
B6DFO19CA515CAFB
754B3A461A665640
427A642921B2E645
O8A3QFEFE981F2EC
7AAB58DBE1BODF7B
2749C52D0B3D1225
974DDD552AEC16CE
A9EG6CBFB416A591F
55E0B99D4404F6CA
6C24AD697B41B1B9
901F632579EE1EEE
4EE99476DB1BB7A9
FOODBIF292A60463
5401644992A1F8B8
9B906A7DF1007357
FS5E402EE21DB8915
71A0A998FB48COFC
96BECE755CD203CB
C25E798E50752535
9D548440D8E110F2
1CE4F2591812E6AE
B27252537A83CF27

: C1700E250DCOFFED

970088839126BDA5

: F8E6924412FD0C64

D50CF4F73910E3EE

80A0D154506B37C4
BBEGE3B3BB7FEFAB
FBOOASA76DEALBFE
65234D5B5049E665
F517B690D940A294
E4DD663F44D313BC
B70883992932880D
DC5DD7C12B1CB6E3
B2A2BE77BOFCF3BF
50FCA57291E19874
8575839B0OF08472B
BD7176BD@99BB2F2
4405D2765DEQADFC
7CA4916F2CD8DB10@
EEC6FCASAAG57661
7BEOB7E7OBDABES3
BB3FCD7585B59E32
2201C7CBD34E31FE
OE109EFC47927341
D43E5686506FAQ5D
55CODBA83BCDC6EQ
5B634502F1671535
F5756F847BFAEF67
E2D307FD94F4818A
F1438C9CF271CO6E
AD8AC1ED966B2DC6
A7DCAFFDBEFB9D4A
9E46E9F915099(C34
985BA373680B8E94
7D4COABC676B1A8B
807F45784852303F
@82EE7@D3F352AAC
D9C523173B1A1EDS
E301DCA32C44CAB5
B6DF@19CA515CAFB
754B3A461A665640
427A642921B2E645
O8A3QFEFE981F2EC
7AAB58DBE1B9ODF7B
2749(C52D0B3D1225
974DDD552AEC16CE
A9E6CBFB416A591F
55E0B99D4404F6CA
6C24AD697B41B1B9
901F632579EE1EEE
4EE99476DB1BB7A9
FOODBIOF292A60463
5401644992A1F8B8
9B906A7DF1007357
F5E402EE21DB8915
71AQA998FB48COFC
96BECE755CD203CB
C25E798E50752535
9D548440DBE110F2
1CE4F2591812E6AE
B27252537A83CF27
C1700E250DCO6FFED
970088839126BDA5

9ACE856BA1290EGE
658FOBEA63804D05
80A0D154506B37C4
BBEGE3B3BB7FEFAB
FBO9OA8A76DEAL1BFE
65234D5B5049E665
F517B690D940A294
E4DD663F44D313BC
B70883992932880D
DC5DD7C12B1CB6E3
B2A2BE77BOFCF3BF
50FCA57291E19874
8575839B0OF08472B
BD7176BD@99BB2F2
4405D2765DEQADFC
7CA4916F2CD8DB10@
EEC6FCA5AAG57661
7BE@OB7E7@QBDABES3
BB3FCD7585B59E32
2201C7CBD34E31FE
OE109EFC47927341
D43E5686506FAQ5D
55CODBA83BCDCGEQD
5B634502F1671535
F5756F847BFAEF67
E2D307FD94F4818A
F1438C9CF271CO6E
AD8AC1ED966B2DC6
A7DCAFFDBEFB9D4A
9E46E9F915099(C34
985BA373680B3E94
7D4COABC676B1A8B
807F45784852303F
@82EE7@OD3F352AAC
D9(C523173B1A1EQ5
E301DCA32C44CAQ5
B6DF@19CA515CAFB
754B3A461A665640
427A642921B2E645
O8A30FEFE981F2EC
7AAB58DBE1B9ODF7B
2749C52D@B3D1225
974DDD552AEC16CE
A9E6CBFB416A591F
55E0B99D4404F6CA
6C24AD697B41B1B9
901F632579EE1EEE
4EE99476DB1BB7A9
FOODBIF292A60463
5401644992A1F8B8
9B906A7DF1007357
FS5E402EE21DB8915
71AQA998FB48COFC
96BECE755CD203CB
C25E798E50752535
9D548440DBE110F2
1CE4F2591812E6AE
B27252537A83CF27

D5471E3DC7171224
@AAF99C59E7FADBD
9ACE856BA1290EGE
658FOBEA63804D05
80A0D154506B37C4
BBEGE3B3BB7FEFAB
FBOOASA76DEALBFE
65234D5B5049E665
F517B690D940A294
E4DD663F44D313BC
B70883992932880D
DC5DD7C12B1CB6E3
B2A2BE77BOFCF3BF
50FCA57291E19874
8575839B0OF08472B
BD7176BD@99BB2F2
4405D2765DEQADFC
7CA4916F2CD8DB10
EEC6FCASAAG57661
7BE@B7E7@QBDABES3
BB3FCD7585B59E32
2201C7CBD34E31FE
OE109EFC47927341
D43E5686506FAQ5D
55CODBA83BCDC6EQ
5B634502F1671535
F5756F847BFAEF67
E2D307FD94F4818A
F1438C9CF271CO6E
AD8AC1ED966B2DC6
A7DCAFFDBEFB9D4A
9E46E9F915099(C34
985BA373680B8E9%4
7D4COABC676B1A8B
807F45784852303F
@82EE7@D3F352AAC
D9C523173B1A1EQS
E301DCA32C44CAG5
B6DF@19CA515CAFB
754B3A461A665640
427A642921B2E645
O8A3QFEFE981F2EC
7AAB58DBE1BODF7B
2749C52D@B3D1225
974DDD552AEC16CE
A9EGCBFB416A591F
55E0B99D4404F6CA
6C24AD697B41B1B9
901F632579EE1EEE
4EE99476DB1BB7A9
FOODBIF292A60463
5401644992A1F8B8
9B906A7DF1007357
F5E4@02EE21DB8915
71AQA998FB48COFC
96BECE755CD203CB
C25E798E50752535
9D548440D8E110F2



t=62:

t=63:

t=64:

t=65:

t=67:

t=68:

t=69:

H[@]
H[1]
H[Z]
H[3]
H[4]
H[5]
HL6]
HL7]

D53EQA39EEE47528
1B6D7234ACE15D7D
3960545AB926C0OD5
9EABB5618B4F(CD13
B2C164D71ABB92FE
F1736FBBFBGEBE72
4D979E985BO67E7S5
D1FB300F35992350

: 59D0238CE137ABD7

5F3C64B7546E2CEC
BF8D9453B9876B0OA
6C27893A31BOEQYE
C45DD4A2D2FEAQ59
48253E21B26D8CF9
E08471946C17B0OB6
714E2ADF4E23FF24

: B4838C1C28FEE7BC

371F12F333F7E5B9

: 851CF6@A77F6EGDL

A2A475DEACOE8B42

: F53D23C50249AF2D

1E99CAE9D4CF0409

: B81E85D427045550

F5794711FAA6OF63

: AE70C7D11EA84A83

DCOD633411C289B2

: 5C54592E13C76135

1620DD5479E94B9B

: O3A0F79087078A93

57E90QFA678E4CC97

: 8DFOBAAD4C6ED50C

CoE7246F7FOBDACG

: BFA9F194894DB5B6

90BB8597BB41DA1A

: 4B7C99FBAF72A571

7895522 7FDEQ3A42

4319017A2B706E69
CD4B05938BAESES9
0186BF199F30AA95
6EF8B71D2F810585
D787D6764B2@BDA2
A260144709736920
@OECO57F37D14B8E
@6ADD5B50QE671C72

F8E6924412FD0OC64
D50CF4F73910E3EE
D53EQA39EEE47528
1B6D7234ACE15D7D
3960545AB926CAD5
9EABB5618B4FCD13
B2C164D71ABB92FE
F1736FBBFBGEBE72
4D979E985BO67E7S5
D1FB300F35992350
59D0238CE137ABD7
5F3C64B7546E2CEC
BF8D9453B9876B0A
6C27893A31BOEQYE
C45DD4A2D2FEAQ59
48253E21B26D8CF9
E08471946C17B0B6
714E2ADFAE23FF24
B4838C1C28FEE7BC
371F12F333F7E5B9
851CF60A77F6EGD1
A2A475DEACQOE8B42
F53D23C50249AF2D
1E99CAE9D4CF0409
B81E85D427045550
F5794711FAA6OF63
AE70C7D11EA84A83
DCOD633411C289B2
5C54592E13(C76135
1620DD5479E94B9B
03A0F79087078A93
57E90FA678E4CCI97
8DFOBAAD4C6ED50C
CoE7246F7FOBDACG
BFA9F194894DB5B6
90BB8597BB41DA1A

C1700E250DC6FFED
970088839126BDA5
F8E6924412FD0OC64
D50CF4F73910E3EE
D53EQA39EEE47528
1B6D7234ACE15D7D
3960545AB926C0OD5
9EABB5618B4FCD13
B2C164D71ABB92FE
F1736FBBFBGEBE72
4D979E985BO67E7S
D1FB300F35992350
59D0238CE137ABD7
5F3C64B7546E2CEC
BF8D9453B9876B0A
6C27893A31BOEQ7E
C45DD4A2D2FEAQ59
48253E21B26D8CF9
E08471946C17B0OB6
714E2ADF4E23FF24
B4838C1C28FEE7BC
371F12F333F7E5B9
851CF60A77F6EGD1
A2A475DEACQOE8B42
F53D23C50249AF2D
1E99CAE9D4CF0409
B81E85D427045550
F5794711FAAGOF63
AE70C7D11EA84A83
DCOD633411C289B2
5C54592E13C76135
1620DD5479E94B9B
03A0F79087078A93
57E90FA678E4CCI7
8DFOBAAD4C6ED50C
C6E7246F7FOBDACG

1CE4F2591812E6AE
B27252537A83CF27
C1700E250DCO6FFED
970088839126BDA5
F8E6924412FD0C64
D50CF4F73910E3EE
D53EQA39EEE47528
1B6D7234ACE15D7D
3960545AB926C0OD5
9EABB5618B4F(CD13
B2C164D71ABB92FE
F1736FBBFBGEBE72
4D979E985BO67E7S
D1FB300F35992350
59D0238CE137ABD7
5F3C64B7546E2CEC
BF8D9453B9876B0A
6C27893A31BOEQYE
C45DD4A2D2FEAG59
48253E21B26D8CF9
E08471946C17BOB6
714E2ADF4E23FF24
B4838C1C28FEE7BC
371F12F333F7E5B9
851CF60A77F6EGD1
A2A475DEACOE8B42
F53D23C50249AF2D
1E99CAE9D4CF0409
B81E85D427045550
F5794711FAA6OF63
AE7QC7D11EA84A83
DCOD633411C289B2
5C54592E13C76135
1620DD5479E94B9B
03A0F79087078A93
57E90QFA678E4CCI97

+ + 4+ + + + 4+ o+

4B7C99FBAF72A571 =

BFA9F195894DB5B6

8DF@OBAAD4C6ED50C =

03A0F79087078A93

78955228FDEQ3A42 =

90BB8597BB41DA1A

C6E7246F7FOBDACG =
57E90QFA67FOBDACG =

8E959B75DAE313DA
8CF4F72814FC143F
8F7779C6EBOF7FAL
7299AEADB6889018
501D289E4900F7E4
331B99DEC4B5433A
C7D329EEB6DD2654
5E96E55B874BE909

Message Digest is

8E959B75 DAE313DA 8CF4F728 14FC143F
8F7779C6 EBOF7FA1l 7299AEAD B6889018 501D289E 4900F7E4
331B99DE (4B5433A (C7D329EE B6DD2654 S5E96E55B 874BE909
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